D-Link

Building Networks for People

Version 1.00

Central WiFiManager Configuration Guide

Business Class Networking



D-Link Central WiFiManager Configuration Guide

Table of Contents

1] 4 oo [UYox 110 ] o N PSPPSR 3
SYSTEM REGUITEIMENTS ....ceiiitteee ittt ettt ettt ettt e st ettt e skt et e o4k ettt o4 kb e et o4 b b et e e aas b e et a4k be e e e e s be e e e s bbe e e e s anbbe e e s annneee s 3
ACCESS POINE REGUITEIMENT. ......tiiee ittt e et e et bt e e e aa bt e e e e a b et e e e aa b et e e e aa b et e e e s be e e e e s be e e e e asbeeeeaanbeeeeannnnes 3
LAtESt CWIM IMOAUIES ......ceeeieeeeeeeie ettt ettt e oo e oottt et e e e e 4 e a b ettt et e e e e e e s bebeeeeaaeeeannbeteeeeeeeseannbbneeaaaeesaanne 3

SCENAIO L - BASIC SEBIUP 1iiiiiiiiiiiiiie e e e s ittt e e e e e s st e e e e e e s s st e e e e eee e s s st e baeeeeeeeessassstaeeeaaesesasneaeaeeeaeesssanntesnneeeeeessannnennnees 4
1.1. Install Central WiFIManager 0N COMPULET.........c.uuuriiiieeeiecitieeeeeeeeessststeeeeeeesssasstareeeeaeesssnstsaeresaeesasnsnsnsreseeesannnns 5
1.2. INStall ACCESS POINE IMOTUIE ........vveiiiiiiiee ittt e e sttt e e s be e e e sabe e e e e anbbeeeeabbeeeesabbeeeesbreeaeanes 8
1.3. RUN the Central WifIMANAGET SEIVET ......uueiie e i ittt et e e e e e ettt e e e e e e s s st e e e e e e s satateeeeaaesssantaaeeeaeeesaansssrnneeeaeesannsnns 9
1.4. Login to the Central WIFIMANAQGET ..........uuiiiiieeiiiiiiieie e e e e st e e e e e st s e e e e e e e s s te e e e eaeessasssntaeeeeaeeesannnnrneeeaeenss 10

1.4.1. Login to the CWM from @ l0Cal COMPULET .......coiuiiiiiiiiiii ettt e s saneeee s 10
1.4.2. Remote 10gin Central WIFIMBNAGET ........oiiuiiiiiiiiiie ettt ettt e b e e ib e e e nnb e e e s aanreee s 10
1.5. Check and Download AP MOAUIE ONIINE .......cooiiiiiiieeie ettt e e e e e st e e e e e e s nbenreeeaaee s 10
1.6. Create Site and Network, Configure SSID SELHNGS ......cioiuiiiiiiiiiiieiie e e s aneeee s 11
1.7. Add New Access Points in CWM using the AP Installation Utility for CWM ..........cccooiiiiiiiiiiiciie e 14
1.7.1. Export Network Profile from CWM tO YOUr COMPULET .........uuueeeeereeeeeerererererersseresssssssresserenererenererrrerer.. 14
1.7.2. Discover and Import the Profile to APs using the Installation TOOI ................uuvviiiiiiiiieiiiiiieeeeeeieieeeeeeeeeenn, 15
1.7.3. Verify Access Points Managed DY the CWM ...........eiieiiiiiiiiiiiiiieeeieeeeseseeeeeseeaseseeasassssssessssssssessssssssssssssnsnnnes 18
1.8. Uploading New Configuration or Amending existing Configuration .............ccccccoeoiiii e, 18

Scenario 2 - Captive Portal and User AUTNENTICAtION . ....oeuiiiiiie e r e e e e neneee s 19
2.1. Configure Captive Portal with Local Database AUthentiCation ..................euvviiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeaeeenenes 20
2.2. Configure Captive Portal with Passcode AUthentiCatiON...............evviiiieiiiiiiiiiiiieieeeieeeeeeeeeeeeeeeeeeeeeeeeeeerererererraananes 22

2.2.1. Configure SSID for Passcode AUthENtICAION ............oiiiiiiiiiii e 22
2.2.2. Create Front DESK ACCOUNT ...ttt ettt e e e e e ettt e e e e e e s e abe et et e e e e e s anbbbeeeeeeeeesanbbbneeeaaeaeas 23
2.2.3. Add the Front Desk Account to the Site and NETWOIK ...........cooiiiiiiiiiiii e 24
2.2.4. Generate PASSCOOE 10 GUEST .......uuuiiiiiieiiiiiitti it e e e ettt e e e e e s e bbbt e e e e e e s e abebe et e e e e e e s sab bbb e e e e e e e e sanbrbneeeaaeaeas 26

Scenario 3 - Customize Captive POrtal LOGIN PaAge ......cooiiiiiiiiiee sttt e et ee e e e e e s sntanae e e e e e e e e nnsneeees 28
T I @ o] = 11 ][ o TR 4 Lo TU T (o= 1= PSPPIt 28
3.2. Contents and illustrations of each Styling SOUICE fil€S ..........evviiiiiiiiiiiiiiiiiieeeeeeeeeeeeee e reaeeeaenes 28
3.3, Editing tEXIS iN the tEXE.]S TIE ...eoo ittt e e e e e e 30
3.4. Uploading the source file after CUSTOMIZALION ..........oiiiiiiii e 30

Scenario 4 - BandWidth OPTIMIZAION ........oiiiiiiiiiieii ettt e e e e e s s bbb e e e e e e e e st bbb e e e e e e e e e anbaeneeas 33
4.1. Configure Bandwidth OPLIMIZALION ..........eeieiiiiiie ittt e et e e e et et e e e anbr e e e e anbbe e e e enees 34

Scenario 5 - Add Remote AP for CWM ManagemeNnt ..., 35
5.1. Configure NetWOrk DEVICE SEHINGS .......ueiieiiiiiieiiiiie ettt ettt ettt ab e e s e bt e e s aab b e e e e ebbe e e e enbaeeeenenas 36
5.2. Create New Site and Network for Branch OffiCe ...........oooiii e 37
5.3. Export Network Profile then Import the Profile to the REMOLE AP ..........vviviiiiiieiiieeiieeeeeieeeeeeveeeeve v veaeaeeeaeees 37




D-Link Central WiFiManager Configuration Guide

Introduction

This document provides readers with a quick guide that explains the essential operation of the Central WiFiManager

(CWM). For a more detailed explanation about all the functions in the CWM, refer to the Central WiFiManager User

Manual.

System Requirements

Small Scale Deployment

Large Scale Deployment

Maximum APs Managed 500 APs 100 APs

Recommended CPU Microsoft” Intel i5 3.2GHz CPU Microsoft” Intel i3 3.5GHz CPU
Recommended RAM 4G DDR3 2G DDR2

Recommended Storage 2TB 1TB

Ethernet NIC Gigabit Gigabit

Display Card

DirectX 11 1GB

DirectX 11 1GB

Windows Platform

Microsoft® Windows 2008 Server
Microsoft® Windows 2012 Server

Microsoft® Windows 7 Professional
Microsoft® Windows 2008 Server
Microsoft® Windows 2012 Server

Access Point Requirement

The following access points are compatible to be managed by the CWM:

Latest CWM Modules

DAP-2310 (H/W: B1, F/W: v2.05rc026 or above)
DAP-2360 (H/W: B1, F/W: v2.05rc031 or above)
DAP-2330 (H/W: A1, F/W: v1.05rc019 or above)
DAP-2660 (H/W: A1, F/W: v1.10rc043 or above)
DAP-2690 (H/W: B1, F/W: v3.15rc086 or above)
DAP-2695 (H/W: A1, F/W: v1.15rc050 or above)
DAP-3662 (H/W: A1, F/W: v1.01rc020 or above)

The following modules are available and can be installed additionally as add-ons to the CWM:

CWM_DAP-2310 v2.05-R23
CWM_DAP-2330 v1.05-R15
CWM_DAP-2360 v2.05-R18
CWM_DAP-2660 v1.10-R33
CWM_DAP-2690 v3.15-R33
CWM_DAP-2695 v1.15-R37
CWM_DAP-3662 v1.01-R05
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Scenario 1 - Basic Setup

In this scenario we’ll configure a very basic Layer 2 edge network configuration with one PC running the Central
WiFiManager (CWM) server and two DAP-2660 access points. The objectives in this scenario are as follow:

e To understand the minimum configuration for operation.
e To add access points for CWM management.
e To understand the essential CWM features.

Scenario Information
Site: D-Link
Network: HO

Internet]

- 4

< o

Y,

Layer 2 Switch ¥
3 -
10.0.0.1/24 \@} Administrator
Motebook that install CWM server

S

R T
i D-fl._F‘_Z_EEG e : N DAP-2660 ____ -

Figure 1-1 Basic Setup Network Layout

The overview of the configuration steps for Central WiFiManager is as follows:

Install Central WiFiManager on Computer

Install Access Point Module

Run the Central WifiManager Server

Login to the Central WiFiManager

Check and Download AP Module Online

Create Site and Network, Configure SSID Settings

Add New Access Points in CWM using the AP Installation Utility for CWM

Nogkwbr
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1.1. Install Central WiFiManager on Computer

After running the Central WifiManager installation file (Central WifiManager v.100.exe), a welcome window will be
displayed.

Welcome to the InstallShield Wizard for Central
WifiManager

The InstallShield® \Wizard will install Central ‘ifitd anager
on your computer. To continue, click Next.

. Back [ Next > ][ Cancel ]

Figure 1-2 Install Central WifiManager (Welcome)

Click the Next > button to continue to the next step. Click the Cancel button to stop and exit the installation.

In this window, the destination location is displayed, where the software will be installed. If this application needs to be
installed at a different location or on a different drive, click the Browse button and navigate to the new destination
location.

Choose Destination Location
Select folder where setup will install files.

Setup will install Central \Wifitd anager in the following folder.

To install to this folder, click Next. To install to a different folder, click Browse and select
another folder.

Destination Folder

C:AProgram Files (+8B]D-Link\Central WifiManager

[ < Back ][ Next > ][ Cancel ]

Figure 1-3 Install Central WifiManager (Destination Location)

Click the < Back button to return to the previous step. Click the Next > button to continue to the next step. Click the
Cancel button to stop and exit the installation.

In this window we can change the Manager Port, Listen Port and Service Port numbers. These ports numbers are
used for multiple access point connections and it can only be specified here and can’t be modified after the installation.
Leave these port numbers on the default settings if these ports have not been used on this computer.
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Central Wifi Manager Port Setting

Manager Port

Listen Port

Service Port

< Back ][ Next > ][ Cancel

Figure 1-4 Install Central WifiManager (Port Settings)
Click the < Back button to return to the previous step. Click the Next > button to continue to the next step. Click the
Cancel button to stop and exit the installation.

In this window, we need to enter the IP address for the Central WifiManager in the Central WifiManager Server space
provided. This is normally the IP address of the PC being used for the installation. This IP address can be modified
later.

Central WifiManager Server IP

Central WifiManager Server [P

Central \Wifid anager Server

[ < Back ][ Next > ][ Cancel ]

Figure 1-5 Install Central WifiManager (Server IP)

Click the < Back button to return to the previous step. Click the Next > button to continue to the next step. Click the
Cancel button to stop and exit the installation.

In this window, we must enter the PostgreSQL database password that will be associated with this application in the
spaces provided. Enter the same password in the Password and Retype password spaces provided. This password
cannot be modified after this installation.
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Password

Please provide a password for service account [postares)

Password

Retype password

[ < Back ][ Next > ][ Cancel ]

Figure 1-6 Install Central WifiManager (Password)

Click the < Back button to return to the previous step. Click the Next > button to continue to the next step. Click the
Cancel button to stop and exit the installation.

The installation of this application requires Microsoft Visual C++ 2008 Redistributable to be installed on this
computer. If not found, the option will be given to install the required redistributable. If found this step will be skipped.

The Apache HTTP Server application might be blocked by the computer’s firewall. If Windows’ default firewall is used, a
security alert message will be displayed. Click the Allow Access button to allow this application to communicate with
the network. In this window, the user is reminded that apart from the Central WifiManager installation, each access
point that will be used in this application requires a separate module to be installed. This will be discussed in the next
section.

Web Param Setting

Please install the module which you want to manage before
unning Central Wifi Manager Server.

¢ Back Cancel

Figure 1-7 Install Central WifiManager (Finish)

Click the Finish button to complete and exit the installation wizard.

After the CWM installation, there will be two applications installed on the PC called the Central WiFiManager Server
and the Central WiFiManager.
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. D-Link |
1, Central WifiManager
@ Central WifiManager Server
. Central WifiManager

Figure 1-8 Central WifiManager Files

1.2. Install Access Point Module

For each access point that will be used in the D-Link Central WifiManager, we need to install an additional manager
module. In this section we’ll discuss the installation of the DAP-2660AP access point’s manager module that will be
used in the D-Link Central WifiManager. If the Central WifiManager Server is already running, it must be stopped and
closed before that Access Point manager module can be installed.

After running the access point’s manager module, a welcome message will be displayed to inform the user that the
manager module will now be installed on the computer.

Welcome to the InstallShield Wizard for
DAP-2660 AP Manager Module

The InstallShield® \Wizard will install DAP-2660 AP
Manager Module on your computer. To continue, click
Next.

< Back [ Next > ][ Cancel J

Figure 1-9 Install Access Point Module (Welcome)

Click the Next > button to continue to the next step. Click the Cancel button to stop and exit the installation.

After the access point’'s manager module was installed successfully, this window will appear.

InstallShield Wizard Complete

The InstallShield Wizard has successfully installed DAP-2660
AP Manager Module. Click Finish to exit the wizard.

< Back Cancel

Figure 1-10 Install Access Point Module (Finish)
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Click the Finish button to complete and exit the installation wizard.

1.3. Run the Central WifiManager Server

In this section, we'll discuss the Central WifiManager Server application. After the installation was completed the
following applications will be available.

Click the @ Central WifiManager Server option to open the server application.

After running the Central WifiManager Server application, the window (on the right) will appear. This is the
management console window for the server application.

In the Menu bar, there are two options available, Server and Help. Under the Server menu we can Start, Stop or Exit
the application. Alternatively, right under the Server menu option, there is also start and stop icons. Under the Help
menu option, there is an About option that will, after being clicked, display the name, version and copyright details of
this application.

In the Settings section, we can select to Automatically open configuration window when Windows start up and

Automatically start server when configuration window is open. Select these options if needed. Click the P iconto
start the server.

Server Help
|

- Settings

[V Automatically open configuration window when Windows start up

[V Automatically start server when configuration window is open

-Message

2014-7-01 10:06:47 Syslog Server Start success.
2014-7-01 10:06:47 FTP Server online
2014-7-01 10:06:47 SnmpTrap receiver initialize successfully!

CommLog I FlpLogJ APLivelog ] DataRefreshLogJ AutoConfigLog]

entral WifiManager Server is online I |

Figure 1-11 CWM Management Console

When clicking the close icon (E3), on the far upper right corner, this application will close and exit. The server will not be
running in the background. Click the minimize icon (&) to close this window and allow the server application to run in
the background.

When the server is up and running, the left circle icon (@), at the far bottom right corner, will display green. When the
server is not running the right circle icon (@), at the far bottom right corner, will display red.

To view log entries about the System, FTP Connectivity, Live Access Points, Data Transmissions and Automatic
Configurations, tabs at the bottom of the Message section can be selected.
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1.4. Login to the Central WiFiManager

1.4.1. Login to the CWM from a local computer

Click the @ Central WifiManager gption to open the client application. After the Web browser was open and
connection to the server was made successfully, a login window will appear. Enter the login user name, password,
CAPTCHA and click Login to enter the Central WifiManager configuration.

By default, the user name and password is admin.

D-Link _

Bullding Networks for People

Language - [English [v ]
Central WifiManager

Username :

Password :

- ’ Xp
capTcHA : [ 2553 » Login

Figure 1-12 CWM Server Login

1.4.2. Remote login Central WiFiManager

Alternatively, from a remote computer, we can connect to the Central WifiManager Server by entering the IP address or
Domain Name of the computer that has the server application installed into the web browser, thus it is not needed to
install the software on the remote computer. Open the web browser on the remote computer (Internet Explorer or
Google Chrome are recommend) and enter for example https://192.168.10.1 or https://domain-name.com (where
192.168.10.1 or domain-name.com is the IP address or domain name of the computer running the CWM server) in the
web browser’s address bar and press ENTER to enter the CWM management interface.

1.5. Check and Download AP Module Online

After logging into the D-Link Central WifiManager Server, we can click on System, at the top, then Settings on the left,
and then select the Module tab option, in the middle of the page, to access the following window.

10
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®2014-07-01 16:59 ‘ Sign Out/admin

: C — = =
) I ree—: o o 0

Home Configuration System Monitor

Checking for the latest module and Firmware version

Settings System=Settings

Il
JGCH | Module | RBED
el | | Besis

- Online Checking for The Latest Version

_ Module Name Module Information
= DAP-2330
DAP-2330 A |
DAE-2000 Module Name: DAP-2330
Description: AP Manager Module v1.01r08 (2014/06/24)
Product Version: 1.01
Support Band: 2.4GHz
v

Copyright ©2014 D-Link Corporation.

Figure 1-13 Update AP Module

In the Module tab, a list of access point modules will be displayed in the Module Name section. Every different model
of access point that can be managed by the Central WifiManager Server requires the administrator to install the
executable module file for that specific access point’'s model name.

For example, on this page we have two kinds of access point modules installed, the DAP-2330 and the DAP-2660.
This means that we can have multiple DAP-2330 and DAP-2660 access points installed on the network, but only
required to install two modules, one for each type of access point. The module executable files for all the access points,
supported in the application, can be downloaded from the D-Link website.

To keep the installed modules and firmware versions for access points up to date, click on the Check Now button.

Click the OK button to accept the changes made.

1.6. Create Site and Network, Configure SSID Settings

To create a new Site (D-Link), select Configuration and then click the | © | button. Multiple sites can be created for
multi-tenant use.

11
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(©2014-08-16 105
D | Central - @\ o 3 0
WifiManager H —
Home Configuration System Monitor
Site Configuration=Site
D-Link [TJ
Site List

Admin Member Creator Creat Date Modify Delete
D-Link admin admin 2014-08-12 15:13:54 Er [i]

Figure 1-14 New Site (D-Link)
To create a new Network (HQ), select the newly created Site (D-Link) and click the | © | button. Multiple networks can
be created for each site.
(D2014-02-18 09:53 R Sign Out/admin
Central - = =
WifiManager @ OH O =
Configuration System Monitor

Configuration>Site>0-Link

B D-link

B Ha
Network List
‘Admin Member Creatoc Creat Date [Modify | Defete | Export
admin admin 2014-08-12 15:14:13 B 0 &

Figure 1-15 New Network (HQ)

After creating the new network (HQ), select it. Additional information will be displayed. For each network additional
settings can be configured like SSID, VLAN, Bandwidth Optimization, RF Optimization, Device Settings, and more.

(©2014-08-16 11:07 & Sign Oubiadmin
D‘Centrol = @\ = 'Q' .
WiFiManager H
Home Configuration System Monitor

Configuration=Site=D-Link=HQ=SS5ID

= D-Link e
B HQ e
=T Index sSID Security Access Conrol User Authentication | Modiy | Delete
e Primary D-Link HQ 5GHz WPA2-Personal Disable Er o
ST Primary D-Link HQ 24GHz WPA2-Perscnal Disable E o
Optimization

Captive portal
RF Optimization
Device setting

Uploading
Configuration

Firmware Upgrade

Undefined AP

Figure 1-16 Network Configuration Options

To create a new 5GHz SSID (D-Link HQ), select the newly created Network (HQ) and click the | © | button.

Select the Band (5G), Index (Primary), enter the SSID (D-Link HQ), and configure the wireless security settings. In this
example we used WPA2-Personal for wireless security. After selecting WPA-Personal, enter the PassPhrase
(12345678) in the space provided. Click Save to apply the settings.

12
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Configuration=Site=D-Link=HQ=53ID

B Basic Settings ~

rWireless Settings
Band

Index

S35ID

551D Visibility

WM (Wi-Fi Multimedia)  |Enable

Primary

ID [3,]
[ @
=12 [«
T £
o

Enable

Security
- WPA Settings
Cipher Type Group Key Update Interval
PassPhrase |uuuu |
RADIUS Server | | Por
|

Figure 1-17 New SSID (5G)

RADIUS Secret

To create a new 2.4GHz SSID (D-Link HQ), select the newly created Network (HQ) and click the [ ¢ | button.

Select the Band (2.4G), Index (Primary), enter the SSID (D-Link HQ), and configure the wireless security settings. In
this example we used WPA2-Personal for wireless security. After selecting WPA-Personal, enter the PassPhrase
(12345678) in the space provided. Click Save to apply the settings.

Configuration=Site=D-Link=HQ=SSID

2 Basic Settings ~

~Wireless Settings

Band 246
Index
SSID Visibility nable

Ii

WMM (Wi-Fi Multimedia)  |Enable

Security WPAZ-Personal

r WPA Settings

Cipher Type Auto Group Key Update Interval

PassPhrase |uuuu |

RADIUS Server | | Port
|

Figure 1-18 New SSID (2.4G)

RADIUS Secret

(©2014-08-16 11:41 & Sign Outiadmin

Tt

Monitor

i)

Site Configuration=Site=D-Link=HQ>8SID

"o

Configuration

D Central :
| WifiManager

System

= D-Link ]

B Ha °
34D Index SSID Security Access Control User Authentication Modify Delete
oL Primary D-Link HQ 5GHz WPAZ-Personal Disable = (]
TR Primary D-LinkHQ 24CHz WPA2-Personal Disable E o
Optimization

Captive portal
RF Optimization
Device sefting

Uploading
Configuration

Firmware Upgrade

Undefined AP

Figure 1-19 Network’s SSID List

Because this configuration wasn'’t uploaded to the access points in this network, red circle icons (#) will be displayed
right next to the Network (D-Link) and Site (HQ) names.

13
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To add new Access Points into the CWM, we need to run Access Point Installation Utility for CWM first. This is required
to provide initial synchronization (IP address of the CWM server and authentication information) of APs with the CWM.
Once the APs are synchronized with CWM, we can use the CWM: ‘Uploading Configuration’ option, to push new
configuration or any amended configuration remotely to the APs.

Next two sections will explain these options in detail.

1.7. Add New Access Points in CWM using the AP Installation

Utility for CWM

1.7.1. Export Network Profile from CWM to your Computer

To add new access points to the CWM, we have to export the network profile from CWM first. The exported file includes
the authentication key and the IP address of the controller. Select Configuration and then click the Export (¥) icon to
export the network profile to your computer.

Central - @\ o= ﬁ
WiFiManager -4
Configuration System Monitor
Configuration>Site=D-Link
B D-Link c}
@ Ha
Metwork List
Network Name i Creator Creat Date Madify | Delete | Export
Ha dmin dmin 20140812 15:14:13 B O E

Figure 1-20 Export Network Profile

When access points are located on a public site and access to the CWM is over the Internet, ensure that the Access
Address for the CWM is a public IP address or domain name and not a private IP address. To verify the Access
Address navigate to System > General > Connection Settings and double check the Access Address field.

15 4 Sign Out/admin

(@114 = P— = =
WiFiManager @ Qg a o

Home Configuration System Monitor About

System>Settings

[ EFIRY Module | Database § Advancad | SMTP

- Login Setting

Save Your Login Settings: m Max, Online User:lzl Max Number is 10

~ AP Live Packet Setting

Live packet interval tme: (Second)

r~ Time Zone Setting

Time Zone: GMT+02:00) Beijing, Chongging, Hong Kong, Urumgi hd
r Connection Setting

Access Address: |153.25.1€|2.23‘1 IDNS B IP) Me=d to restart server when you changs
Listen Port £030

Service Port geves

Figure 1-21 Modify Access Address

14
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1.7.2. Discover and Import the Profile to APs using the Installation Tool

The Access Point Installation Tool is an additional utility that compliments the D-Link Central WifiManager. This utility
can be used to scan for new D-Link access points in the local (Layer 2) network, regardless of what IP range they are

configured in, and then pre-configure them to be used in the Central WifiManager. This utility will not find access points
across a Layer 3 environment. Ensure that the exported network profile file is ready on the computer running this utility.

After opening the Access Point Installation Tool, the following window will be available. Click the Discovery button, to

scan for D-Link access points that are connected to the network with an Ethernet cable.

[~ Select All the Devices

B AP Installation tool &J
IP Address Model Name HW Version | MAC Address NetMask SNMP FW Version Action Status

Figure 1-22 AP Installation Tool (Open)

After clicking the Discovery button, this utility will scan the LAN (Layer 2) network for D-Link access points that are

connected to the network with an Ethernet cable.

B AP Installation tool

%

Time Cut ,3_ Retry ,1_

IP Address Model Name HW Version | MAC Address NetMask SNMP FW Version Action
[1192.168.0.50 DAP-2660 A 706288500260 2556.255.255.0 Enable 1.06
Discover
Discover... ..
=y
|Elapsed Time 00:00:03

[~ Select All the Devices

Status

AP number is 1

Figure 1-23 AP Installation Tool (Discover)

After this utility found access point, they will be displayed and can be configured.

15
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[ Select All the Devices

E AP Installation tool ﬁ
IP Address Model Mame HW Version | MAC Address NetMask SNMP FW Version Action Status
192.168.0.50 DAP-2660 A 7062B850D2B0 255.265.255.0 Enable 1.06

AP number is 1

To modify the IP address of the newly discovered access point, select it and click the Set IP button. Enter the new IP
address, subnet mask, gateway address and primary DNS address in the spaces provided. Click OK to accept the

changes made.

Figure 1-24 AP Installation Tool (Found)

B 2P Installation tool Py
| o—r | —r
Setlp S5
IP Address Model Name HW: IP Setting i‘l Action Status
192.166.0.50 DAP-2660 A S [Static IP Address -
v | 192 . 168 . 0 . 50
Sub Mask | 285 . 265 . 285 . 0
Gateway | 0 0 0 0
DNS |
Advanced | oK Cancel
Get gateway done
[~ Select All the Devices
AP number is 1

Figure 1-25 AP Installation Tool (Set IP)

After clicking the OK button to set the IP address settings, the access point will be configured and some time will be
given for the access point to restart after the new IP address settings was applied. The Status parameter will display
the progress of the IP address configuration and access point reboot.

This utility also allows us to upload the network data file directly to the access point to configure the group information
that this access point will use to identify in which network it belongs. Click the Set GrouplInfo button to upload the
network data file. After click the Set GroupInfo button, we can click on the “...” button to navigate to the saved network
data file on the computer and then upload it.

16
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B AP Installation tool [ X ]
-
IP Address | Model Name | HW Version | MAC Address | MetMask | sMMP | FW Version | Action | Status ‘
192.168.0.50 DAP-2660 A T062B850D2B0  255.255.255.0 Enable 1.06

~

Set Grouplnfo

File: | |:|

Server connection test
Each port can detect whether the server is connected properly,
please click test start checking

Test

Advanced 0K | Cancel |

[ Select All the Devices

—————————————————————

AP numberis 1

Figure 1-26 AP Installation Tool (Set Groupinfo)

Click the Test button to test if the data file is in fact a valid network data file. After clicking the Test button to
successfully test if the network data file is valid, the following message will be displayed. Click the OK button to initiate
the upload.

P Installati aa L2 23 ‘
IP Address | Model MName | HW Version | MAC Address | MetMask | sHMP | FW Version | Action | Status |
192.168.0.50 DAP-2660 A T062B850D2B0 2552552550 Enable 1.06

Set Grouplnfo

File: D \06632\DeskioplD-Link-HQ dat D

Server connection test
Each port can detect whether the server is connected properly,
please click test start checking

heck port..__.OK

Advanced | oK | Cancel |

[~ Select All the Devices

AP number is 1

Figure 1-27 AP Installation Tool (Test, OK)

After clicking the OK button, the network data file will be uploaded, the access point will be configured based on the
settings within the data file, and will then reboot. The Status parameter will display the progress of the configuration.

[ AP Installation tool I
IP Address | Model Mame | HW Version | MAC Address | NetMask | snMmP | FW Version | Action | Status [
192.165.0.50 DAP-2660 A 7062B850D2B0 255.255.255.0 Enable 1.06 Config Group |.... . 15%

[~ Select All the Devices
AP number is 1

Figure 1-28 AP Installation Tool (Uploading, Reboot)
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1.7.3. Verify Access Points Managed by the CWM

To verify which access points are connected to which sites, navigate to Home > Network (Site) > Site (D-Link). Online
access point will display a blue icon () in the Status field and offline access point will display a grey icon (“) in the

Status field.

:07 4, Sign Qutiadmin

e

Central = —.
S.Jnifri:ﬂonager E 0&2 a o

Homea Caonfiguration System Monitor About

Hame>Site

Device View | LSRR

) T S S T T T T

1 & DuLlink 00 1149 08-18 10:06:53 172.17.5.70 T062BE3002B0 DAP-2650 1.05 o

B D-Link

HQ

N

Figure 1-29 Verify Access Points

Additional information displayed for each access point on this page is the Group Name, Client, Channel, Last

Check-in, Channel, IP Address, MAC Address, Model Name and firmware Version.

1.8. Uploading New Configuration or Amending existing

Configuration

To upload the new configuration to existing access points in the network select the Uploading Configuration option,
on the left, and then select the Run option, and then click the Complete button to apply the new settings to the existing

access points immediately.

In the Uploading Configuration page we can decide whether we need to apply the new configuration to existing

access point in the network immediately or by schedule.

(©2014-08-16 11:12 & Sign Ouvadmin

C — = =
D‘ lilnigriiﬂcnoger ,@ 0&2 'O' = 0

Home Configuration System Monitor

Configuration=Site=D-Link=HQ=Uploading Configuration

= D-Link @ rSchedule Seftings
E HQ @ ® Run
SsSID

O Specify Time

VLAN
O specify Day

Banawidth —
Optimization date: [P074-08516 T\me::
Captive portal Day: | IMon [ ITue [ |Wed [ |Thu [|Fri [ |Sat [ [Sun
RF Optimization c lete
Device setting

~Run Stah
Uploading unstatE
Configuration OffiOn m

Firmware Upgrade |\ o0 pun Time:  NiA

Undefined AP
CEETE ... Complets

Result: Complete{Some devices faill)

Progress:

Figure 1-30 Uploading Configuration
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Scenario 2 - Captive Portal and User

Authentication

The Captive Portal can provide wireless access to guest users. This feature is frequently used in enterprise, campus
and hospital network environments. The objectives in this scenario are as follow:

e Understand how to use captive portal
¢ Understand how to configure local data base and passcode authentication.

Scenario Information

Site: D-Link

MNetwork: HQ

2.4GHz S51D1: DHO_Guest
Internet 2.4GHz 551D2: DHO_Passcode

— —@—

l‘ . .I N A
|| Layer 2 Switch
Ll "
e - I | “
10.00.1/24 ‘-@'M

ministrator
Internet PCs

| Motebook thatinstall CWM server

|

o

|
¥ I F

. DAP2860.---  .° ‘. “-._ DAP-2860

Figure 2-1 Captive Portal and User Authentication Network Layout

The overview of the configuration steps for Captive Portal is as follows:
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1. Configure Captive Portal with Local Database Authentication
2. Configure Captive Portal with Passcode Authentication
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2.1. Configure Captive Portal with Local Database Authentication

In this section we’ll create a new guest SSID and configure this SSID to use the local database for authentication. To
create a new SSID, navigate to Configuration > Site (D-Link) > Network (HQ).

(©2014-08-16 11:07 & Sign Ouvadmin

1 C — =
D‘ ﬁJr::cf\‘Aonoger @\ ﬁé: o

Heme Configuration System Monitor

Configuration=Site=D-Link=HQ=SS5ID

El D-Link ®
B Ha e
351D =L Security User Authentication Modify | Delete
e Primary D-Link HQ 5GHz WPA2-Personal Disable =4 o
Bandwidth Primary D-Link HQ 24GHz WPA2-Personal Disable E E
Optimization
Captive portal

RF Optimization
Device setting

Uploading
Configuration

Firmware Upgrade

Undefined AP

Figure 2-2 Create Guest SSID (Local Database Authentication)

To create a new 2.4GHz guest SSID (DHQ_Guest), select the existing Network (HQ) and click the | © | button.
Select the Band (2.4G), Index (SSID1), enter the SSID (DHQ_Guest), and configure the wireless security settings. In
this example we used Open System for wireless security. Click Save to apply the settings.

Configuration=Site=D-Link=HQ=S5ID

~Wireless Setlings

Band
Index
SSID Visibility

WHMM (Wi-Fi Multimedia)  |Enable |V

(=]
k=1
@
=
(]
=
7| [<]
[}
m
3

Figure 2-3 Configure Guest SSID

Security

In User Authentication section, select Username/Password. To prevent guest users from accessing your intranet,
enter the intranet’s IP ranges in the IP Filter setting spaces provided. Enter the new guest account’s Username and
Password in the spaces provided. Click the Add button to add the new guest user account to the table.
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2 User authentication

Authentication type:  [Username/password [wv]

Session fimeout(1~1440) - minute{s}

P filter settings

IP address | |

Subnet mask | |

Add

T Y TR I

rUserpassword settings

Username | |

Password | |

T T T

Figure 2-4 Configuration Guest SSID User Authentication

Select the Web Redirection option to enable web redirection. Enter a Web Site (www.google.com) in the space
provided. In Splash page customization section, select the template of splash page.(For detail please refer to
scenario 3) In the White List section, it allows to configure what network devices are permitted to connect to this
network by specifying the MAC address of those network devices. Click the Save button to accept the changes made.

~Web redirection (]

Website -

~Splash page customization
Choose template: [Not assigned Ty i Delete the template Download template

r Enable white list (]
Upload white list file: | | Browse.. | [P
T T T

Save Back

Figure 2-5 Captive Portal Settings

Navigate to Configuration > Site (D-Link) > Network (HQ) and select the Upload Configuration option in the left
menu. Then select the Run option and click the Complete button to upload the modified settings to the access points
associated with this network.
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(92014 :43 § Sign Out/admin

C — —
&Jnitt;i.:ﬂcmagar _ Q 0

Syslem Monitor

Configuration>Site>D-Link>HQ>Upleading Configuration

B D-Link L] Schedule Setfings
B HQ ® @Run

&= (O Specify Time
e (O Specify Day
Bandwidth
Optimization T"qE:::
Captive porta Day: Man Tuz Wed Thu Fri Sat Sun
RF Optimization
Device setfing -
Uploading rRun Status
Configuration aFtion: m

Firmware Upgrade

Undefined AP

Next Run Time:  M/A
Status: Complete

Result: Success{Click to View Result)

Progress:

Figure 2-6 Uploading Configuration

2.2. Configure Captive Portal with Passcode Authentication

2.2.1. Configure SSID for Passcode Authentication

In this section we’ll create a new guest SSID and configure this SSID to use passcode authentication. To create a new
SSID, navigate to Configuration > Site (D-Link) > Network (HQ).

(O 2014-08-16 11:07 & Sign Out'admin

_ Central =
D‘ ﬁJr:Fricf‘:Jlonoger @ QH 'O —

Heme Configuration System Monitor

Configuration=Site=D-Link=HQ=SSID

B D-Link L]
& HO o
ssID Index S8ID Band Security User Authentication Modify Delete
o Primary D-Link HQ 5GHz WPAZ-Personal Disable E ]
Ee Primary D-LinkHQ 24GHz WPA2-Personal Disable E u}
Optimization

Captive portal
RF Optimization
Device sefting

Uploading
Configuration

Firmware Upgrade

Undefined AP

Figure 2-7 Create Guest SSID (Passcode)

To create a new 2.4GHz guest SSID (DHQ_Passcode), select the existing Network (HQ) and click the | © | button.
Select the Band (2.4G), Index (SSID2), enter the SSID (DHQ_Passcode), and configure the wireless security settings.
In this example we used Open System for wireless security. Click Save to apply the settings.

Configuration=Site=D-Link=HQ=35ID

~Wireless Settings

Band

Index

SSID Visibility

WM (Wi-Fi Multimedia)

Security |Dpen System

Figure 2-8 Configure Guest SSID (Passcode)
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In User Authentication section, select Passcode. Click the Save button to accept the changes made. To prevent
guest users from accessing your intranet, enter the intranet’s IP ranges in the IP Filter setting spaces provided.

2 User authentication

Authentication type: |Passcnde |V|
Session timeout(1~1440) - minute{s}
rIP filter settings
IP address | |
[Subnet mask | |

T T S TR

Figure 2-9 User Authentication (Passcode)

Select the Web Redirection option to enable web redirection. Enter a Web Site (www.google.com) in the space
provided. In Splash page customization section, select the template of splash page.(For detail please refer to
scenario 3) In the White List section, it allows to configure what network devices are permitted to connect to this
network by specifying the MAC address of those network devices. Click the Save button to accept the changes made.

~Web redirection []

Website -

~Splash page customization

Choose template! |Not assigned UGIGEGNGLTG N Delete the template Download template

~Enable white list (]

Upload white list file: | | Browse... |
T T S TR

Save Back

Figure 2-10 Captive Portal Settings

2.2.2. Create Front Desk Account

To create a new Front Desk User Account navigate to System > User Manager and click the | © | button.
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(O 2014-08-01 14:32 & Sign Outiadmin|

Central = =
D| fUr:Fric!\\Annqger @ QQ o 0

Home Configuration System Monitor About

System=User Manager

User Manager
All Users(2) | Root Admin(1) | Root User(0) | Local Admin(0) | Local User(0) | Front Desk Stafi(1) |

User List I

UserName Privilege CreateDate Resume Action
admin Root Admin 2012-08-03 03:34:46 defaultuser Er
O John Front Desk Staff 2014-08-01 14:14:47 Erm

2 total 1/1 Page

Figure 2-11 User Manager

Enter the UserName (John) and Password (1234) for this new account in the spaces provided. Select the Front Desk
Staff option as the Privilege and enter the new account’s E-mail address in the space provided. Click the OK button
create the new user account.

System=User Manager

UserName: "‘Juhﬂ | Maximum Length: 64 characters
Password: * |esses |
Privilege: ‘Frum Desk Staff
E-mail: ‘John@dlink.cum |
Resume: A
W
Maximum Length: 50 characters

Figure 2-12 Create New Front Desk Account

2.2.3. Add the Front Desk Account to the Site and Network

To add the Front Desk Account to the site and network navigate to Configuration > Site (D-Link) and click the
Modify icon (¥).

Configuration=Site

Site List

Site Mame Admin Member Creat Date Modify Delete

D-Link admin admin 2014-08-18 15:04:40 m

Figure 2-13 Add Front Desk Account to Site (Step 1)

After clicking the modify icon (¥), select the Front Desk Account and add it to the selected table by click the >> button.
Click the OK button to accept the changes made.
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Configuration=Site=Create Site

Site Name *ID-Link ‘ Max char numkber is 50

John A A

=

oK
Figure 2-14 Add Front Desk Account to Site (Step 2)

Navigate to Configuration > Site (D-Link) > Network (HQ) and click the Modify icon (¥).

(D 2014-08-18 16:42 & Sign Outiadmin

Central . = =
D| I:eur}Fric!:Acmqger @\ QQ 0

Home Configuration System Monitor

Site Configuration=Site=D-Link

B D-Link e l 0 J
HQ e

Metwork List

Undefined AP

Network Name Admin Member

HQ admin admin 2014-08-18 15:04:51 m E

Figure 2-15 Add Front Desk Account to Network (Step 1)

After clicking the modify icon (¥), select the Front Desk Account and add it to the selected table by click the >> button.
Click the OK button to accept the changes made.

Configuration=Site==Create Network

Network Name *HQ ‘ Max char numberis 50
John A o

OK

Figure 2-16 Add Front Desk Account to Network (Step 2)

Navigate to Configuration > Site (D-Link) > Network (HQ) and select the Upload Configuration option in the left
menu. Then select the Run option and click the Complete button to upload the modified settings to the access points
associated with this network.
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(92014 :43 § Sign Out/admin

C — = —
S.Jnitt;i:ﬂcnagzr @ OH Q 0

Configuration Syslem Monitor

Configuration>Site>D-Link>HQ>Upleading Configuration

B D-Link L] Schedule Setfings
B HQ ® @Run

&= (O Specify Time
e (O Specify Day
Bandwidth
Optimization date: T"'1r=:::
Captive porta Day: Man Tuz Wed Thu Fri Sat Sun
RF Optimization
Device setfing -
Uploading rRun Status
Configuration aFtion: m

Firmware Upgrade
MNext Run Time:  N/A

Undefined AP
Status: Complete

Result: Success{Click to View Result)

Progress:

Figure 2-17 Uploading Configuration

2.2.4. Generate Passcode to Guest

To generate a Passcode for the Front Desk Account, we need to logout of the CWM and then log back into the CWM
using the Front Desk Account’s username and password. After logging back in, enter the Passcode Quantity (10),
Duration (24) and Device Limit (2) information in the spaces provided; and click the Generate button.

Frontdesk=D-Link=HQ=Generate Passcode

— Ticket Settings

SsID | |

Security Key | |I:| Display Security Key
Passcode Quantity |‘1[] |

Duration l24 | Hours

Last Active Day I2014_Dg_3[] |

Device Limit 12 |

Figure 2-18 Generate Passcode

On the View page, a list of generated passcodes for this front desk account will be displayed.
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Frontdesk=D-Link=HQ=\iew

Passcode List ﬁ
Duration | UserlLimit | Last Active Day | Duration Remaining Creator
1 7251 DHQ_Passcode 24 2 14-09-30 not active John o Er o
[0 4281 DHQ_Passcode 24 2 14-09-30 not active John (=] =4 o
O 4669 DHQ_Passcode 24 2 14-09-30 not active John (=] Er o
[] 6470  DHQ_Passcode 24 2 14-09-30 not active John (=] Er (]
[0 4320  DHQ_Passcode 24 2 14-09-30 not active Johin a =} [}
O 3522  DHQ_Passcode 24 2 14-09-30 not active John (=] Er (]
[] 5837  DHQ_Passcode 24 2 14-09-30 not active John (=] Er o
[] 9535  DHQ_Passcode 24 2 14-09-30 not active John (=] =} o
[] 4205  DHQ_Passcode 24 2 14-09-30 not active John o Er o
[] 6824  DHQ_Passcode 24 2 14-09-30 not active John (=] Er o

Figure 2-19 Display Passcodes (Front Desk Account)

Administrators can also view the passcode list when logged back into the CWM as administrator. To view the passcode
list as administrator, navigate to Configuration > Site (D-Link) > Network (HQ) >SSID (DHQ_Passcode). Click the
Modify icon (¥) and in the User Authentication section the list of passcodes will be displayed.

2 User Authentication

Authentication Type: |Passcode E| Each Configuration Only Allow One SSID to Use Passcode For Authentication
rPass Code List

Passcode 81 Duration | UserLimit | LastActive Day | Duration Remaining Creator
7351 DHG_Passcode 24 2 14-08-30 not active John 9 A
4281 DHQ_Passcode 24 2 14-09-30 not active John =]
4669 DHOQ_Passcode 24 2 14-09-30 not active John [
6470 DHQ_Passcode 24 2 14-09-30 not active John =]
4320 DHQ_Passcode 24 2 14-08-30 not active John 9
3522 DHQ_Passcode 24 2 14-09-30 not active John (=]
8637 DHCQ_Passcode 24 2 14-08-30 not active John e
9535 DHQ_Passcode 24 2 14-09-30 not active John e Vv

Figure 2-20 Display Passcodes (Administrator Account)
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Scenario 3 - Customize Captive Portal Login

Page

There are three styling options provided for customizing the look and feel of the captive portal login page. Please follow
instructions below for a successful customization of the login page.

Each styling option represents different Ul style; customization for any option is done by editing its web page source
files. Below is a quick overview for files that can be edited as they vary for each styling option:

+ Pages default: Provides options to customize the text and images shown on the login page

- Pages license: Provides options to customize the text and images shown on the login page, including the ability to
place your own logo image.

- Pages_headerpic: Provides options to customize the text and images shown on the login page, including the ability to
place your own logo image and a header image at the top of the page.

Image is customized by replacing the existing image files. Text is customized by editing the “text.js” file.

3.1. Obtaining the source files

You can obtain the source file by going to the “SSID” page under the “Configuration” menu. In “Splash page
customization”, select the style from the drop-down menu and click on “Download Template” to download its source file.

C e =
D ‘ furlz:ﬂqnoger @ ":’Q ﬁ' !

Home Configuration System Monitor

Site Configuration=Site=55=NN=85ID
3 88 @
= MM L]

S8ID

Passcode list

VLAN

Bandwidth
optimization

RF optimization
Device setting

Uploading
configuration

Firmware upgrade

Web redirection [
Website :

Splash page customizat

pages_defaull  [v] | | | Download Template

Choose templats

Enable white list(]
MAC address: l:l
Uplaad white listfile: Browse... | [JNE00

You should see the downloaded source file with the same name as the one from the drop-down menu. The file will be
compressed with the extension of “.tar” (eg. Pages_default.tar). Please use a file compression tool such as 7zip or
winrar to decompress the file. The source files should then be located in an extracted folder.

3.2. Contents and illustrations of each styling source files
e Pages_default: bg.png, login_box.png, login_login.png, text.js

o Please make sure to use png image files and remain using the same file names for your customization.

o Please make sure UTF-8 encoding for texts entered in the text.js file.
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Fasscode

— login_login

Logging in indictaes you have read and accepted the licensellse Palicy

e Pages_license: bg.png, bott.png, logo.png, text.js

o Please make sure to use png image files and remain using the same file names for your customization.

o Please make sure UTF-8 encoding for texts entered in the text.js file.

D-Link ——ogo.png

Secure internet portal

This is license.

Authentication for S50 undefined
Please enter your vsermame and password or passcode to continue

Passcode

——bg.png
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e Pages_headerpic: bg.png, bg_top.png, bott.png, logo.png, text.js

o Please make sure to use png image files and remain using the same file names for your customization.

o Please make sure UTF-8 encoding for texts entered in the text.js file.

\bg_top.png

Secure internet portal

Login in for secure infermet access

3.3. Editing texts in the text.js file

—bg.png

Open the text.js with text editor software. Locate the following parameters in the file and change their values to after
the “=" to customize texts shown in the login page:

var username="Username";

var password="Password";

var login="Login";

var license_notice="Logging in indicates you have read and accepted the license";
var license_link="Use Policy";

3.4. Uploading the source file after customization

After you are done editing the extracted source files, you would need to compress the files back to a “.tar” file before
uploading it back the CWM.

Below is an example to compress the files using 7zip:

1. Select all the extracted source files and right-click. From the drop-down menu, select “7-Zip” >> “Add to

archive”
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ttingsijerry . ALPHA-D4S00039E Deskioppage_sample

Mame Size  Tvpe Date Modified
o bg.prg 1KB PMNG Image 21152015 335 PM
* & kKE HTML Document 2/15/2015 3:38 PM
b3 1 KE Text Documnent 2/15/2015 3:35 PM
4KE PMGImage 2/15/2015 3:38 PM
2WR__DRIG- Tria0e 2/15/2015 3:38 PM
Preview ing Stvle Sh...  2/15/2015 3138 PM
Edit oeument 21152015 3:38 PM
Print Seript File 2/15{2015 3:38 PM
ZRC SHA r Compress and email, ..
[ZF Edit with Motepad++ Add to "page_sample. 72"
b3 Cpen With 3 Compress to "page_sample. 72" and email
'ﬁ";j‘TurtuiSES'-.-'N R Add to "page_sample.zip

Compress to "page_sample.zip" and email

2. Inthe dialog, select “tar” as the archive format from the drop-down menu shown below and click “OK” to finish.
(*Please make sure the compressed file does not exceed 448KB. Exceeding the size limit will result
in a failed upload)

Add to Archive r5__<|

A C:A\Documents and SettingssAdminiztrator\ & fYpage_samples

| page_sample. tar b | D

l Archive format: I tar b Update mode: Add and replace files A"
Compression |evel: Lar Path made: Relative pathnames v
wim
2ip -
Compression method: L Options
Create SF archive
[[] Compress shared files
word size: [[] Delete files after compression
Solid Block size: .
Encryption
Mumber of CPU threads: 14
temary uzage far Compressing: 1HE
Memary uzage for Decompressing: 1HE | ‘
Split to valumes, bytes:
Shiov Password
| ]
Parameters:
NTFS

[ Stare symbolic links
[ Stare hard links

o
=

][ Eanes ][ Help ]

3. Inthe CWM web management Ul, go to “Configuration” >> “SSID”. Under “Splash page customization”, click
“Upload login file”. A dialog should be displayed to allow you to add a new style profile. Enter a desired name

and click “Browse”, this should open another dialog which allows you to locate the source file for upload.

32



D-Link Central WiFiManager Configuration Guide

Configuration=Site=35=NN=5SID

Choose File to Upload

Passcode list | Look in: IE} page_sample
! & |index. html

My Recent [£] licesne bt

E login_baox.png

@ login_login.png

Documerts

Upload login file

@

e_sample. tar
Desktap “Hrouter.css

Style Name: page_sample & | success.html
text.js

Upload login file: | m
m My Documents

Web redirection [

Website http:.

Eplash page cusmmizanorﬂ

Choose template: [Notassigned || [IIEVE Ml RS ALl LR I [Delste the Myprﬁait;\"smk File name: Ipage_sample.tar

Files of type: Al Files [*7]
Enable white list (]

ty Computer

&

4. After uploading the source file successfully, the new style should be available from the drop-down menu, which

you can select and finish configuration for captive portal login page customization.

~Splash page customization

Choose style: page_sample s m ClaiElnin il Delete the style Download Template

Mot assigned

Enable white list[| Style1
Style2

MAC address: Styled
Upload white list file: [ Browse... | [REPIEER
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Scenario 4 - Bandwidth Optimization

Bandwidth optimization allows administrators to control the wireless bandwidth usage. The Downlink and Uplink
Bandwidth options allows for the limiting of the total bandwidth of access points. For more information about the
various bandwidth optimization rules available in the CWM, refer to the Central WiFiManager User Manual.

Scenario Information
*  Site: D-Link
*  Network: HQ

2 4GHz 851D1: DHO_Guest

Intemet] - 2.4GHz 551D2: DHO_Passcode
* Enable bandwidth optimization on 5510 DHO_Passcode

r Apply the rule “Allocate Maximum BW for each client”

Firewal !
reieT | -
{ = v W/
' Layer Z Switch (i
s’flaJ_ | . 4
=, 10.0.0.1/24 ‘&Mministramr

Internat PCs | | MNotebook thatinstall CWM server
Ol vﬁ Vi & _ ) ssin: DHQ_Passcode
S ; s _D:‘F'_EEEC - “ _ DAP- 255'3 & & +" Limit maximum bandwidth

foreach guest

"'h-.
"‘\

G'L;est

Figure 4-1 Bandwidth Optimization Network Layout
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4.1. Configure Bandwidth Optimization

To configure the Bandwidth Optimization settings, navigate to Configuration > Site (D-Link) > Network (HQ) >
Bandwidth Optimization. At Enable Bandwidth Optimization select Enable. In the Downlink Bandwidth and
Uplink Bandwidth fields enter 800Mbps. This is the bandwidth for whole AP. Select the Rule Type option called
Allocate maximum BW for each station. Then select 2.4GHz as the Band, and SSID2 (DHQ_Passcode) as the SSID.
In the Downlink Speed and Uplink Speed fields enter 1Mbits/sec. Click the Add button to create the new rule and
then click the Save button to accept the changes made.

Configuration=Site=D-Link=HC=Bandwidth Optimization

Enable Bandwidth Optimization
Downlink Bandwidth Mbitsisec
Uplink Bandwidth 200 Mbits/s ec

~Add Bandwidth Optimization Rule

Rule Type |Allocate maximum BW for each station

Band 24 GHZ

SSID SSID 2

Downlink Speed 1 Mbitsisec [v]

Uplink Speed 1 Mbitsisec [v]

Bandwidth Optimization Rules

55D Pownink speed —pinkspeed —Jiodiy peise |

Figure 4-2 Bandwidth Optimization Settings

Navigate to Configuration > Site (D-Link) > Network (HQ) and select the Upload Configuration option in the left
menu. Then select the Run option and click the Complete button to upload the modified settings to the access points
associated with this network.

Central

WiFiManager @\

B D-Link ]

B Ha L
5510
WLAN

Bandwidth
Orptimization

Captive portal
RF Optimization
Device setting

Updoading
Gonfiguration

Firmware Upgrade

Undefined AP

(D 20140813 10:45 & Sign Out/admin

0

About

¢Z

Configuration

o
Monitor

Syslem

Cenfiguration>Site>D-Link>HC>Uploading Configuration

rSchedubs Settings
(®)Run
() Specify Time
() Specify Day

Day: Mon Tus Wed Thu Fri Sat Sun

rRun Status

Offi0n: Off
Mext Run Time:  MJA

Status:
Result: Success(Click to View Result)

Progress:

Figure 4-3 Uploading Configuration
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Scenario 5 - Add Remote AP for CWM

Management

The CWM can manage remote access points over a site-to-site VPN or behind a NAT router without a VPN connection.

]' Scenario Intormation
(bf *  Site: D-Link Branch
R te Sit )
V smotesite *  MNetwork: Branch A

DAP-ZEED |

|
/_@_’_ Internety
Layer 2 Switch Firewall

@ i
Remate site installer Firawal IP mapping(10.0.0.250 to publicip)

ﬁ‘ll N &

- Layer 2 Switch 7
o, = X Alh
ol 100.0.1/24 @/;‘dminimmr 10.0.0.250/32

Internet PCs MNotebook thatinstall CWM server

.
Ly

i S e
L ! i

-

i -.._ ----- - l' -.- el
%\’ .-‘\ .-"I \'u
.- DAF2660 R . D.-!\-P:2-EE;3_.-_., DT

Figure 5-1 Remote AP for CWM Management Network Layout

The overview of the configuration steps for this configuration is as follows:

1. Configure Network Device Settings
2. Create New Site and Network for Branch Office
3. Export Network Profile then Import the Profile to the Remote AP
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5.1. Configure Network Device Settings

The following port numbers must be opened to allow inbound traffic in the firewall at the site where the CWM server is
located in order for remote access points to access the CWM server.

UDP 161 (SNMP port)

UDP 162 (SNMP trap port)

UDP 514 (Syslog port)

UDP 8090 (Listen port)

UDP 64768 (Service port)

TCP 9000, enable ftp-ALG, or TCP 9000, TCP 10000 to 11000(Manager port) *
TCP 443 (HTTPS, Management port)

Additionally, if the CWM server uses a private IP address, the public IP address must be mapped to the private IP
address on the firewall.

At remote site, the following outbound ports also need to be opened.

UDP 161 (SNMP port)

UDP 162 (SNMP trap port)

UDP 514 (Syslog port)

UDP 8090 (Listen port)

UDP 64768 (Service port)

TCP 9000, enable ftp-ALG, or TCP 9000, TCP 10000 to 11000(Manager port) *

TCP/UDP ports
required to be opened ——
in Router/Firewall

Internet

TCP/UDP ports
required to be opened
in Router/Firewall

-
*

”, H
r ’ H
# Branch Ofﬁce,l /

;’ ' f - E .
F ] | - : : owm installed at Amazon
/ f ‘ . * Web Service

AP deployed behind NAT

*In CWM v1.02, the ftp-ALG port is limited to TCP 10000 to 11000, if the CWM server is installed behind a
firewall or an NAT device that does not support ftp-ALG, open TCP 9000, TCP 10000 to 11000 must be
configured in order for the remote management to work properly.
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5.2. Create New Site and Network for Branch Office

To create a new Site (D-Link Branch), select Configuration and then click the ' © | button.

(O 2014-08-26 16:23 & Sign Outadmin

_ Central . = =
D| ﬁJr:Fric!:ﬂonoger @\ aQ 'O' 0

Home Configuration System Monitor

Configuration=Site

. —Link e [TJ

D-Link e

Branch Site List
Site Name ‘Admin Member Creator Creat Date Modify | Delete
D-Link admin admin 2014-08-26 09:49:45 =] ]
| D-Link Branch admin admin 2014-08-26 16:22:06 E ﬂ

Figure 5-2 Create New Site (D-Link Branch)

To create a new Network (Branch-A), select the newly created Site (D-Link Branch) and click the [ © ' button.

2014-08-26 16:25 Sign Qut/admin

D ‘ (7114 (o] @\ O = lo 0
WiFiManager H -
Home Configuration System Monitor

Configuration=Site>D-Link Branch

—Link ] [TJ

3 D-Link ®
Branch Metwork List
Branch A @& Network Name Admin Member Creator Creat Date Modify |Delete | Export
Branch A admin admin 2014-08-26 16:22:34 = I -

Undefined AP

Figure 5-3 Create New Network (Branch-A)

5.3. Export Network Profile then Import the Profile to the Remote

AP

To export the network profile select Configuration > Site (D-Link Branch) and then click the Export (¥) icon to export
the network profile to your computer. Provide this exported network profile file to the remote site installer.

Sign Outfadmin

_ Central = =
D‘ fUr:Fric!:ﬂonqger @ 0&2 'o 0

Home Configuration System Monitor

Configuration=Site=D-Link Branch

. —LinK ] [TJ

B D-Link e

Branch Metwork List

BranchA @ Netwark Name Admin Member Creator Creat Date Modify | Delete Export
Undefined AP Branch A admin admin 2014-08-26 16:22:34 = |

Figure 5-4 Export Network Profile to PC

At remote site, ensure that the exported network profile file is available on the computer used to configure the access
point(s). Run the Access Point Installation Tool.

After opening the Access Point Installation Tool, the following window will be available. Click the Discovery button, to
scan for D-Link access points that are connected to the network with an Ethernet cable.
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IP Address | Model Name | HW Version | MAC Address | NetMask | SNMP | Py version | Action | Status

Figure 5-5 AP Installation Tool (Open)

After clicking the Discovery button, this utility will scan the LAN (Layer 2) network for D-Link access points that are
connected to the network with an Ethernet cable.

Time Out |3 Retry |1

| IP Address | Model Name | H¥W Version | MAC Address | NetMask | SNMP | Fwy version | Action | Status
D 192168.050 DAP-2660 A C0A0BB48D400 2552552550 D Enahle 1.05

I ﬁ\ Discover... ...
(=]

=

After this utility found access point, they will be displayed and can be configured.

Figure 5-6 AP Installation Tool (Discover)

Time Out |3 Retry |1 Discovery | Set Groupinfo

IP Address | Model Name | HW Version | MAC Address | NetMask | Shmp | P version | Action | Status
D 192168.050 DAP-2660 A C0AOBB43D400 255.255.255.0 D Enahle 1.05

Figure 5-7 AP Installation Tool (Found)

To modify the IP address of the newly discovered access point, select it and click the Set IP button. Enter the new IP
address, subnet mask, gateway address and primary DNS address in the spaces provided. Click OK to accept the
changes made.
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. Installation tool 7‘ \ .m

~IP Setting

P IS‘ atic IP Address pvery I Set P I Set Groupinfo I

IP Address | Model Name | HW Versior
192168.050 DAP-2660 A IP Address

b b | 255 . 255 .

| Action | Status

I 192 . 168 .

Gateway

DNS

Advanced |

Figure 5-8 AP Installation Tool (Set IP)

After clicking the OK button to set the IP address settings, the access point will be configured and some time will be
given for the access point to restart after the new IP address settings was applied. The Status parameter will display
the progress of the IP address configuration and access point reboot.

This utility also allows us to upload the network data file directly to the access point to configure the group information
that this access point will use to identify in which network it belongs. Click the Set GroupInfo button to upload the
network data file. After click the Set GroupInfo button, we can click on the “...” button to navigate to the saved network
data file on the computer and then upload it.

e . womes

IP Address | Model Name | HW Versi{Se ¢ g
[“]1921687052 DAP-2680 A -

Discovery | Set P | SetGroupInfoI

| Action | Status
Reset OK

File: |
—Server connection test

Each port can detect whether the server is connected properly,
please click test start checking

Test

Advanced I OK Cancel ‘

Figure 5-9 AP Installation Tool (Set Groupinfo)

Click the Test button to test if the data file is in fact a valid network data file. After clicking the Test button to
successfully test if the network data file is valid, the following message will be displayed. Click the OK button to initiate
the upload.
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[T T -

IP Address | Model Name | HW Versi JInfo | Status |
[“]1921687052 DaAP-2680 A -

File: P:\D-Link-H@.dat E

i Server connection test
Each port can detect whether the server is connected properly,
please click test start checking

iCheck port..... OK

Test

Advanced Cancel I

Figure 5-10 AP Installation Tool (Test, OK)

After clicking the OK button, the network data file will be uploaded, the access point will be configured based on the
settings within the data file, and will then reboot. The Status parameter will display the progress of the configuration.

IP Address | Model Name | HW Version | MAC Address | NetMask | ShMP | P version | Action
192.168.70.52 DAP-2660 A C0A0BB48D400 255.255.255.0 D Enable 1.05 Config Group Info

Figure 5-11 AP Installation Tool (Uploading, Reboot)
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