CWM Captive Portal Configuration Guide

This Document describes the protocol flow, configuration process and an example for external
captive portal.
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1. What is a Captive Portal?

A captive portal (also known as a “splash page”) is what a user sees when they first associate
with a Wi-Fi SSID and open a web browser to surf the Internet. When a captive portal is
configured, all Internet traffic will be re-directed to a particular URL and a user is required to
take specific actions before their traffic is able to pass through to the Internet. In this fashion,
a service provider controls the initial Internet experience for their end customer can request
the customer take a variety of actions such as: (1) fill out a survey, (2) purchase a billing plan,
(3) view an advertisement, or (4) accept a set of terms and conditions before being allowed
onto the Internet. A captive portal facilitates direct audience engagement at a critical point
during a user’s Internet experience, and is therefore a powerful medium that can be used for
a flexible range of use cases.
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Figure 1 : Example captive portal page

CWM platform includes built-in captive portal functionality with features like PayPal billing,
pre-created passcode and pre-built templates. In addition, CWM solution also provides a
powerful external captive portal API, which can allow customers and partners to deploy and
leverage their own captive portal. More information on deploying and configuring these
capabilities is described in the subsequent chapters.

2. Using Built-in Captive Portal



The CWM platform has a number of built-in captive portal tools that can be used to get a
powerful splash page up and running within minutes. This platform includes the following
features:
Pre-built splash page template
Customized splash page template upload
Splash page authentication

Username/password

Remote RADIUS

LDAP

POP3

Passcode (Pre-created passcode or Buy passcode through PayPal)

3. Configuring an External Captive Portal

This section explains how an administrator can use the CWM external captive portal API to
configure a splash page that is hosted on their own server.

External Captive Portal Overview

The CWM ECP architecture allows for a user to be re-directed to an external captive portal
where the hotspot provider can show a custom web page, targeted advertising, etc. User can
then submit their credentials on the splash page to get web access. The process is shown below,
including the scripting theory behind the behavior as well as the steps to configure the CWM
platform.
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Figure 2: External Captive Portal Architecture
The methodology by which a user is re-directed and ultimately granted access is as follows:



PHP Scripting - Explanation and Theory:

a. When a client connects to your network a web browser is opened with an HTTP-based
request (ie. http://www.sina.com). After you have successfully completed the steps
described in the configuration section below, the AP in your network will intercept this
request and redirect the user through the CWM platform to the custom URL you specified.
The user should be directed to a URL similar to the following string:

https://192.168.1.8/index.php?cwmkey=CyPcfB201602021743441gkKVC0023144e5f10

After you have correctly added the web server’s address for external captive portal
configuration, the user will be viewing the splash page. Note the extra parameter
appended to the URL. It is critical that your web server detects and makes use of the
parameter, as it is used to get AP and client information as well as grant web access for
the user through CWM. You might choose to store the parameter in a session or otherwise
save them for later use.

At this point you can interact with the user however you wish. You might require them to
agree to your terms of service, provide credentials, or watch an advertisement.

b. To get AP and client information you should execute a CWM external captive portal API
operation by submitting an HTTPS request to CWM server, or by using CURL or another
mechanism to provide secure access between the client's browser and the CWM server.
For example, you might implement a system in which the client's browser remains a client
of your server and your server becomes a client of the CWM server.

Your ECP server should query the following URL:
"https://".Scwmserveraddress."/index.php/CP/fn_apigetinfo/key/".Skey

Where the Skey parameter is extracted from the user’s original query.

In the case of the example above the assembled URL would be:
https://cwmserver.com/index.php/CP/fn_apigetinfo/key/CyPcfB20160202174344I1gkKVC0023144e5f10
Note: Your URL may be different than the above example.

CWM server will response AP and client information to you, type is JSON.

Ex:
{"actiontype":"info","apmac":"00:26:60:c3:ab:00","clientmac":"00:23:14:4e:5f:10","clien

tmode":8,"clientssid":9,"ssidname":"266050","apip":"172.18.75.26","wrf":0 }

The following PHP script demonstrates how to call this APl with CURL.



= curl init()
curl setopt (

curl setopt(
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e

setopt (
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= curl exec(

curl close(

Once you are prepared to grant access to the user, you must call CWM external captive
portal API to add authentication records on CWM server.

Your ECP server should query the following URL:
"https://".Sserveraddress."/index.php/CP/fn_apiauthadd/isadd/1/key/".Skey."/durationminutes/".Smins
Where the Skey parameter is extracted from the user’s original query.

Smins parameter stands for how many minutes the client can access Internet, it must be
an integer.



In the case of the example above with 120 minutes duration, the assembled URL would
be:
https://cwmserver.com/index.php/CP/fn_apiauthadd/isadd/1/key/CyPcfB201602021743441gkKVC0023
144e5f10/durationminutes/120

Note: Your URL may be different than the above example.

CWM server will add the authentication record to Database.

The following PHP script demonstrates how to call this APl with CURL.

authok (

= curl init()

curl setopt (

curl setopt (

curl setopt (

curl setopt (




d. Once CWM server adds the authentication record, you should redirect the user’s web

browser to access AP’s port 8003.

Use PHP statement like this:
header("location: http://" . Sapip . ":8003/" . urlencode(Ssuccesspage) );

Sapip is AP’s IP get form JSOIN data.
Ssuccesspage is the address which you want the user’s web browser to be redirected to
after authentication success.

For instance, the assembled statement would be:
header("location: http://192.168.1.6:8003/" . urlencode("http://www.sina.com") );

This lead the user’s web browser to access AP’S port 8003, AP will query CWM server
whether the station has the authority to access internet. CWM server will response AP
that the station is authorized, then AP will add authentication ok record for the station

and redirect the user’s web browser to the success page.

Here you can obtain a pre-made sample PHP script.
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Configuration steps to set up external captive portal on CWM platform are as follows:

VL.

Login to Dashboard and navigate to Configuration->"Site”
Create one SSID you want to configure
At “Authentication type”, choose “External Captive Portal”

&2 User authentication

Authentication type: | Disable b
Disahle

Web Redirection Only | sae | Back
Username/password
Remote RADIUS
LDAP
POP2
Fasscode

External Captival portal

At “External Captive Portal Server address”, set the splash page address like this:

External Captive Portal Server address: |hﬁ|:|s:_u_- w |1!-]2.1l38.1.8.u'index.ph|:|

Weh redirection [
Wehbsite http: |

Click save button.

Upload configuration to AP.



