CWM Apache configuration modification

This document describes how to modify Apache DDOS attacks protection parameters.
CWM uses mod_evasive module to implement DDOS attacks protection.

The following table shows the directives.

DOSHashTableSize specifies the size of hash table

DOSPageCount sets the limit for the number of requests for

the same page (or URI)

DOSSiteCount sets the limit for the total number of requests
for any object by the same client on the same

listener
DOSPagelnterval sets the interval for the page count threshold
DOSSitelnterval sets the interval for the site count threshold
DOSBIlockingPeriod sets the time that a client will be blocked for if

they are added to the blocking list

1. Modify httpd.conf

httpd.conf locates at the following path: CWMlInstallationPath\apache24\Conf\httpd.conf
(e.g. C:\Program Files (x86)\D-Link\Central WifiManager\apache24\Conf\httpd.conf)

Open the file and find the line “DOSPageCount” .

Modify it to “DOSPageCount 30”.

Find the line “DOSSiteCount”
Modify it to “DOSSiteCount 300"

Save the file.

2. Restart Apache service

Open a windows command line (select run by administrator) and execute the following
commands in order.
net stop Apache24
net start Apache24
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