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Section 1 - Product Overview

Product Overview

MANAGE THE NETWORK

AP Manager Il v3.0 is a versatile and convenient software solution for IT staff to manage the network and their routers. The AP
Manager is the ideal solution for network infrastructure management. Connect one or many routers to the main management
system and contol and run IP management from one location.

STREAM DIGITAL MEDIA CONTENT THROUGHOUT THE NETWORK
Managing the backbone of your network couldn’t be easier with the AP Manager Il v.3.0. Control how data is routed and
trafficed thoughout the network.

PROTECTION, PERFORMANCE, AND FLEXIBILITY

The AP Manager has fail-safe security built-in. Security is managed at the network layer so data is secure and safe. Manage
the speed of a network by throttling the bandwidth. Give priority to users who demand mission critical access. Install new IP
topologies from one location and manage its throughput using our great management tools.
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Section 1 - Product Overview

Before you Begin

« Check box contents
« Check system requirements
« Ensure that you have the hardware you need for your router

System Requirements

For best results, the following minimum requirements are recommended on any system used to configure a router:

« Computer with: 1Ghz processor / 512MB RAM / 200MB available space / CD-ROM drive
« Windows® XP (with Service Pack 2), Windows Vista®, Windows® 7

« Mac OS® X 10.5.6 or greater

- Installed Ethernet Adapter

« Postgre SQL 8.3

Access Point Requirements

« SNMP must be enabled on Access Points used with AP Manager v3.0
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Section 3 - Installation

Installation
Setup Wizard

To run the Setup Wizard, insert the CD into your CD-ROM drive.

Step 1 - When the autorun screen appears, click Install.
Otherwise, click the AP Manager v3.0 installation icon.

Note: Windows Firewall presents you with a warning message to
unblock the device. Click Unblock to give your computer access to
the installation process.

Step 2 - The AP Manager Il v3.0 Installation window appears.

Click Next to continue.

18 Computer
&, Local Disk (C)
i Removable Disk |
Activater
. boot
Crack
i

support
1) AP Manager Il

2items

| APM2v3.0_DAF
v

®© = 1 L « Downloads » AP Managerllv3.000013 » AP Manager|v3.00r0013 v & | Search AP Manager I v3.00r00

Name ‘ Date modified Type Size

[L] 4 Managerll Releae Note v3.00-10013.d... 7

DOC File 78 k|
Y APManageriiv3.00r0013

2AM  Application 9114kB

—— —

AP Manager Il v3.0 Setup

Welcome to the InstallShield Wizard for AP
Manager Il ¥3.0

The InstallS hield® ‘wizard will install AP Manager || +3.0 on
your computer. To continue, click Mexst.

< Back Mest > Cancel
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Section 3 - Installation

Step 3 - Select the installation location.

Choose Destination Location

. . Select folder where setup will install files.
Click Next to continue.

Setup will install AP Manager [1 +3.0in the following folder.

Toinstall o thiz folder, click Mext. To install to a different folder, click Browse and select
anather folder.

Destination Folder

C:\Program Files (+86)\D-Link &P Manager Il v3.0

Inztall5 hield

< Back || Mext > || Cancel |

Step 4 - Select the Program Folder

Select Program Folder

Pleaze select a program folder.
Click Next to continue.

Setup will add program icons to the Program Folder listed below. “You may type a new folder
name, or select one from the existing folders list. Click Next to continue.

Program Folder:

Eisting Folders:

Accezzibility
Acocessones
Administrative Tools
Google Chrarie
Maintenance
Startp

System Tools
Tablet PC

Inztall5 hield
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Section 3 - Installation

Step 5 - The installation begins.

Setup Status

Please be patient while the installation process takes place
AP Manager Il +3.0 iz configuring your new software installation.
(a matter of seconds)

Installing
C:hAD-LinksaP Manager | +3.0%mages\DAP-35200.jpg

InstallShield

Cancel

Step 6 - Click Finish to exit the Wizard. AP Manager [l =0 Setup

InstallShield Wizard Complete

Fleasze install the module which you want to manage before
running AP kanager |l +3.0

< Back Finizh Cancel
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Section 3 - Installation

Step 7 - An AP Manager I v3.0 icon appears automatically on your
desktop. Before you click the icon to start the program, install the
module

Step 8 - Browse to the location where you have the module. Double-
CI ick the mod u Ie to insta I I- [C] ~ b )« APM2v3.0_DAP26%0.. » APMZAVS‘D,DAPEG‘JOI)vS‘Dﬂ—RNrFWVWDleW w| ¢ | | search APM2vz0_DAP2GR0D .. P

U Favorites Name Date modified Type Size

Home  Share  View v @

B Desktop [} APM_DAP2630b v3.00r08-RNote.doc /1/2013408PM  DOC File 65 K8

{18 Downloads Y| APM2v3.0.DAP2650b v3.00-R08-FWy300rc021  7/1/2013358PM  Application 3425KB
opl

‘El Recent places

4 Libraries
[ Documents
& Music

=] Pictures

B videos
& Homegroup.
1% Computer

&, Local Disk (C)

i Removable Disk (D)

€ Network
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Section 3 - Installation

Step 9 - The module Wizard for the DAP-2690 AP Manager v3.0
begins.

Welcome to the InstallShield Wizard for
DAP-2690B AP Manager Module

Click Next to continue.

The InstallS hield® “wizard will install DAP-2630E &P

Manager Module on your computer. To continue, click
Mext.

Mexst | | Cancel

Step 10 - The wizard installs the module momentarily.

Setup Status

Click Cancel if you wish to exit otherwise wait for the installation
DAP-2690B AP bManager Module iz configuring your new software inzstallation.
process to complete.

Cancel
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Section 3 - Installation

Step 11- Click Finish to close the wizard. DAP-2690B AP Manager Module Setup

InstallS hield Wizard Complete

The InstallShield “Wizard has successfully installed DAP-2690B
AP Manager Module. Click Finizh to exit the wizard.

< Back Cancel

Step 12- Right-click the icon and click Run as administrator.
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Section 3 - Installation

Step 13 - Enter the Username and Password at the log-in screen.

Click OK to continue.

Step 14 - If you have entered the wrong details, the software will
warn you and prompt you to enter the correct information.

Click OK to continue and enter the correct details once again.
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Section 3 - Installation

Step 15 - Windows Firewall blocks the program if you do not provide
it access.

Click the Allow access button to continue.

This completes the installation process for the main software. You
are now presented with the AP Manager Il v3.0 main control panel.

D-Link AP Manager Il v3.0 Software User Manual
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Section 4 - Configuration

Using the AP Manager Il v3.0

D' AP Manager 1v3.0

Launch the AP Manager Il v3.0 by clicking:

#c0655 Point | Station Report | Model Repart || Band Repor |

1. Start Menu

Access Point Report

2 MutiConfiguration

2. Select Programs -
"R Tools

3. Select D-Link AP Manager Il v3.0 @ s
4. Select AP Manager 11 v3.0

[ channel il
MAC Address Alias Access Point Band Authentication RSSI 5SID Power Save Mode

[26/06/2013 05:37.03.606 JF TP e
[25/08/201 3 05.37.03.806 [ The init
[26/06/2013 05:37.03.806 }Syslg
(256/08/201 3 053700863 1 Snmp Ty

537 AM

" grapra013
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Section 4 - Configuration

The AP Manager Il v3.0 Control Panel

The Main Control Panel has eight key configuration Windows. General, Groups, Multi Config, Events, Tools, Reports, User Manager, and Option.
The General window offers simple data information on the Access Point, Station Report(s), Model Report(s), and a Band Report.

D' Ap Manager 11 v3.0
System  View NetTool Help

Option

Access Point || Station Report || Model Repart || Band Report |

Access Point Report

.@ MultiConfiguration

.IEI Ewent Manager

* ‘, Tools

'6& Reports

" Agsociation

Security
Utilization
Channel
Rogue AP
Syslog
Custam
taonitor

1

Station Detail
MAC Address | Alias | Access Point | Band | Authentication | RSSI | 551D | Power Save Mode |

[26/08/2013 05:37:03.806 JFTP Server started on port 21,
[26/08/2013 05:37:03.806 ]The initialization complete

[26/08/2013 05:37:03.806 ]Syslog Server Start success

[26/08/2013 05:37:03.868 ]SnmpTrap receiver initialize successfully!

S LIRS

8/26/2013

D-Link AP Manager Il v3.0 Software User Manual 12



Section 4 - Configuration

Discovering Devices

Before you can manage and monitor the Access Point, you must discover the device. Click Groups on the main menu bar.
Groups has four main icons. Delete, Configure, View, and Discover.

Discover

D-Link AP Manager Il v3.0 Software User Manual 13



Section 4 - Configuration

Click Discover to find the Access Point. The following

dialogue window will appear during the Discovery

process. If you AP is connected, it is detected and shown

on the screen.

MultiConfiguration

[ 192.168.0.50

DAP-2690

Version | MAC Address

| MNetMask
TB542EADBIE0  255.255.255.0

3.00

1|
'EI Ewvent Manager
r ‘ Tools
v e
. Feports ID Discover Devices
ar Agsociation
Dizcovering devices.....
Security -
Utilizetion
Elapsed Time 00:00:06
Channel
Faogue AF
Swslog
Custam
tanitor
[26/08/2013 05:37:03.806 JFTF Server started on port 21.
[26/08/201 3 05:37:03.806 ]The initialization complete
[26/08/201 3 05:37:03.806 ]Syslog Server Start success
[26/08/2013 05:37:03.868 ]SnmpTrap receiver initialize successfullyl
[Ready |l&P Count 1 |LogUser |jadmin

D-Link AP Manager Il v3.0 Software User Manual
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Section 4 - Configuration

Advanced Discovery

The standard discovery can only discover the Access
Point’s in the same sub network. To discover the Access
Points in the other network segments, click the arrow next s

to the Discover icon and from the drop-down list click @

° " Tools
Advanced Discover. P

© 192768050 DAP-2630 B T8542EADG1ED

cess
25/08/2013 05:37:03.868 ]Snmp Trap receiver initialize successfully!
26/08/2013 06:33:04.065 [Discove;

[[26/08/2013 05:37:03.806 ]Syslog Server Start suce

I I

[ )l r Completed!

[126/08/2013 06.:33:06.441 [Device: 192.168.0.50 SNMP Ping TimeOutl

<1

Ready AP Count[[1 LogUser |admin

Under Advanced Discover, enter the Start IP and the End .
- New Access Point

IP and click the Start button to search for Access Points
within the specified IP range. Once other Access Points

are discovered their status will be updated by the icons .
associated to it. Managed Access Point

The Access Point cannot be pinged but can
be modified.

The Access Point is offline and/or the SNMP

"“ engine is disabled.

The Access Point is specified as a Rogue AP

D-Link AP Manager Il v3.0 Software User Manual 15



Section 4 - Configuration

Access Point Report

The Access Point Report shows the discovered AP’s.
Access Points are divided into Managed Access Points and

Unmanaged Access Points. The Managed APs are listed T

" 4% Groups

in the Station Detail table below the Access Point Report. " S ncongin

o
& ventianager

" Tools

@ repors

Access Point | Station Rieport|[Model Report| | Band Fepart |

Access Point Report

-

(= Station

MAC Address Allas

Authentication [

26/08/2013 06:40:25 340 |Search Device:1 72.0.0.1

I

[26/08/2013 D6:41:07.342 JFind devices:172.0.0.1(SNMPClass) SNMP request timed outl
[26/08/2013 D6:41:09. 358 |Discaver

I

26/08/2013 06:41:35.875 1D

Completed!
192.168.0.50 SNMP Ping TimeOul

Ready

The Station Report table lists the MAC Address, Alias, "@

Access Point, Band, Authentication type, RSSI, SSID, and
Power Save Mode of all stations connected to the Managed
APs.

Remove an Access Point from the list by right-clickingitand = o

o
"[E eventmanager

selecting Kick Off. 3 e

*@ Fepors

Aczess Paint || Station Report | Model Report|[Band Report|

Station Report

 Stalion

MAC Address Alias

Authentication F9s1

[26/08/20113 06:41:09 358 [Discor

[[26/06/2013 06:41:35.875 0
[26/05/2013 07:39:37.204 1D

r Completed!
192.168.0 50 SNMP Ping TimeOut
[26/08720113 07:33:35.188 |Disco |

D-Link AP Manager Il v3.0 Software User Manual
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Section 4 - Configuration

Create an Alias by right-clicking the Access Point and
selecting Alias. In the Alias management window, type the
new name. Click OK to continue.

Maciddress Alias
0021917EFFA3 |
Delete | | 1]8 | Cancel

D-Link AP Manager Il v3.0 Software User Manual
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Section 3 - Installation

Station Report

The Station Report displays a graphical representation of the associated wireless stations. It classifies the stations by bands,
and shows the station numbers of every band.

D AP Manager I1v3.0
System  Miew NetTool Help

WEF Option

| Access Paint || Station Report || Model Repart || Band Report |

= eral
'8 Groups
* W todel
Category
Category2
Categoryd

k @ rultiConfiguration

Station Report

L
.IEI Ewent Manager
B X Tools
'.& Reports — Station D etail
MAC Address | Alias | Access Point | Band | Authentication | RSSI | S5ID | Power Save Mode |
dr Association
Security
Utilization
Channel
Rogue AP
Byslog [26/08/2013 06:41:09 358 |Discaver Completed] (2]
Cust [26/05,/2013 06:41:35.875 |Device: 192.165.0.50 SMMP Ping Time Outl
ustom [26/08/2013 07:39:35.188 ]Discover Completad! D
. — |[26/08/2013 07:39:37.204 |Dewvice: 192.168.0.50 SNMP Ping TimeCutl
tdonitar ~ hd

[, IR

8/26/2013
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Section 3 - Installation

D' Ap Manager Il v3.0

System  View

'8 Groups
P model

Categoryl
Category2
Category3

'@ tMultiCanfiguration
Template
Task Schedule

'IE.-I Ewent bManager
StandardTrap
System
Threshold
Private

'\, Tools

Topology

Site Planning

——

<[] | >

MetTool Help

v

Model Report

The Model Report displays a graphical representation of the numerical distribution of models the AP Manager Il has discovered
and is currently managing.

Access Point ” Station Report ” odel Report ” Band Hepurll

Model Report

Legena

[ oar-zsse

— Station Detail

MAL Addiess Alias Access Paint Band

Authentication RSSI SsSiD

Power Save Mode

[26/08/2013 07:57:54.095 1Svslog Server Start success

[26/08/2013 07:57:54.158 |1SnmpTrap receiver inttialize successfully!
[26/08/2013 08:00:03.678 Discover Completed!

[26/08/2013 08:00:05.633 Device: 192.168.0.60 SMNMP FPing Time Outl

HEIE

|Ready

”AP Count”‘l

”LogUser ”admin

D-Link AP Manager Il v3.0 Software User Manual
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Section 3 - Installation

Band Report

The Band Report displays a graphical representation of the 2.4GHz and 5GHz WLAN bands (802.11a, 802.11b/802.11g and
802.11b/g/n) currently being used by the Access Point. It shows the number Access Points on every band.

D' AP Manager 1 v3.0
System  View NetTool Help

R ETTTTeTY

Groups Multi Canfig Evants Tools Reports | Llzel 1e=1g Option

Access Point || Station Repont || Mode! Report | Band Repart|

ral
Band Report

'8 Groups
1
P Model
Category ‘
r Il 24tz
. Category2 0 ser

Categoryd
'ﬁ MultiConfiguration
Template 1
Task Schedule

u.

- R~ )
|§| Event Manager Station Detail -
Band Authentication RS55I 551D Paower Save Mode

MAC Address Aliaz Access Point
StandardTrap
Systemn
Threshald
Frivate
'X Tools

Topology
Site Planning

3 = [> i

Ready

26/08/2013 07:57:54.095 ]Syslog Server Start success

26,/08/2013 07:.57:54.158 ]SnmpTrap receiver initialize successfully!
26/08/2013 08:00:03.678 ]Discover Completed!

26/08/2013 08:00:05.633 ]Device: 192.168.0.50 SNIMP Ping TimeOutl

11>

/&P Count |1 |LogUser |admin |
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Section 3 - Installation

Group View

The Group View Panel displays the access points the AP Manager Il v3.0 discovers and currently manages. You can group
these access points by model or into categories that can make their distribution easier to visualize.

The AP Manager Il v3.0 can actively monitor and manage several D-Link Access Points. They are installed as plug-ins under
the installation directory. Add or remove supported model freely and once access points are detected during the discovery
process, its listed in the main Group View Panel.

I} AP Manager 11 v3.0
System  View NetTool H
;

Option

m General
s

Model
Categorn
Categony?
Categond

'@ tultiCanfiguration
Template
Task Schedule

'E—I Event Manager
StandardTrap

System
Threshold
Frivate
" Tools
Topolagy [Z6/06/2013 07:5754.095 JSyslog Server Stan success =]
st Plarning [0t 060004 516 orecover compledt [
S e B [26/08/2013 08:00:05 633 |Device: 192 165.0 50 SHMP Ping TimeOut -~
Ready |l4P Count|[1 |LogUser |admin |
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Section 3 - Installation

To Delete an access point.

Highlight it in Group View mode, right-click the access point, and select Delete.

Groups

m General
sk}

Categaryl Sign Rogue AP
Lategory2 Tt b
Category3 Sort by b
'@ tultiConfiguration View L
Template =
Task Schedule
'IEI Ewvent Manager
StandardTrap
System
Threshold
Private
'X Tools
Topalogy [26/08/2013 075754085 |Syslog Server Start success N
[ stepieming - onaeots 0vo00aeioDiecover compleedt P
aE == [26/08/2013 08:00:05.633 1Device: 192.168.050 SMMP Ping TimeaOut! =
|Ready ||AP Count”'l ||LogUsel ||admin |

Note: To view a list of supported access points, please go to the Frequently Asked Questions page at http://
support.dlink.com/faq
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Section 3 - Installation

Group - Configuration

There are three main ways to configure an Access Point.
Right-click the Access Point and click Configuration. A new list of configurational options are available.
The options available from the drop-down menu are:

SetIP

Update Config
Upgrade Firmware
Web Management

D' AP Manager I v3.0
System  View NetTool Hel
\

E General

S U B
Telnet e GrodEs = Discover
P vodel Delete
Change Access Password
Categonyl Sn ap
ign Regue
Enable SNMP a2
Configuration Set IP
H .
Config Comparison Catgons oy > | e
= o Upgrade Firmware
S MulliConfiguration View 3
Template Properties TWTb:!anagament
elni
Task Schedule Change Access Password
1
'EI Ewvent Manager Enable SNMP
StandardTrap Config Comparison
System
Threshold
Private
"‘, Tools
Topaloay [25/08/2013 07.57.54.095 [Syslog Server St success =
[26/08/2013 07:57:54.158 ]SnmpTrap receiver initialize successtully!
StePlanning - |176/08/2013 03.00:03 618 IDiscovar Completadl D
< I:I — ‘ 5 [26/08/2013 08:00:05.633 IDevice: 192.168.0.50 SMNMP Ping TimeOut! =
[Ready /AP Count|[1 |LogUser [admin |
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Section 3 - Installation

The second option is to click the arrow next to the Configure button.
Use this option to provide the same choices as done in the first selection.

SEt IP I} 4P Manager 11 v3.0
Update conﬁg System !ieu_t NetTool Help -

Upgrade Firmware , n .. =
Web Management - -
Telnet

Reports  |User T Option

Updste Config
Change Access Password
Category! T
Enable SNMP Categony? Telnet
. I 3 Change Access Password
Config Comparison N
T = . . Enable SNMP
s MultiConfiguration
Config Comparison
Template
Task Schedule
'EI EventhManager
StandardTrap
Systerm
Threshold
Private
", Tools
Topology

[26/08/2013 07:57:54.095 ]Syslog Server Start success

[26/08/2013 07:57:54.158 ]SnmpTrap receiver initialize successully!
Site Planning __ Ira50g/2013 08:00:03 618 Discover Completed!

[26/08/2013 08:00:05.633 ]Dewvice: 192 168.0.60 SMMP Ping TimeOut!

-
3 I [>

[Ready /&P Count|f1 |LogUser |admin

<1
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Section 3 - Installation

Group - Configuration - Set IP

You can manually set the IP Address of a selected Access Point.

To quickly access IP configuration tools, double-click the
Access Point.

Set the IP address, Subnet Mask, and Default Gateway.
Click OK to continue. Y

S
When a new Access Point is discovered, you can use this _Iiffifm _
function to assign it a new IP address, Subnet Mask and i
Default Gateway to the device. >

[ Friee
R Tools

Topalogy 25 J05/2013 07 5754 095 |Syslog Berver Start success =
[ 18yslog
[26/08/2013 07:57:54 158 1Snmp Trap receiver iniialize successtully!
StePlamning - l126/08/2013 06.00.03 618 |Discover Completed!
1 {517 [N 060005 63 D evice: 192168050 SNMP Fing TimeOut —

Ready AP Count 1 LogUser_[admin

The Action column show the executing operation, while the Results column shows the progress by percentage. You can set
the IP addresses of multiple devices this way. If the operation fails, please check the physical connections, and the username
and password settings. (Refer to the Set Password section for details)
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Section 3 - Installation

If you have entered the wrong IP information, you are
prompted to re-enter new details. Click OK to try again.

[ ceneral St et || LS
D (Il 192.168.0.50

* [ vodel
Category!
Category2
Category3

¥ MultiConfigurstion

Template & C:\Program Files (B6)\D-Link\AP Manager Il
ZB\ \3.0\pluging\DAP-2530\SNTPFileRD contains an invlid path.
Task Schedule

'E‘ EventManager
Standard Trap
System
Threshold
Private

7Y oo

Topology [26/06/2013 075754 095 ]5ysiog Server Sia success
Sie Planning [26/08/2013 075754 158 1SnmpTrep receiver ntialize successfully!
[ ]
o | |

— |[26/08/2013 DB:00:03 618 ]Dis cover Completed!
PR e 26/06/2013 08:00:06.633 ] Device: 192.166.0.60 SNMP Fing TimeOut!

<10

[Ready /I8P Count 1 lLogUser [admin |
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Group - Configuration Update

Right-click the device, go to Configuration, and click

Update Config.

The SNMP preview window prompts you to enable

SNMP. Click OK to continue.

[ cenera
e —
> MutiCanfiguration
B ventManager
"R\ Tools
@ repors
” [ assocision
Security
Utization
Chamnel
Rogue AP
SysLog
Custom
Montor

MAC Address | NetMask. FWversion Location Action Result
78S42EADIED 2552552550 300

Discover
Delete
Refresh

Sign Rogue AP

Sortby

View »

Upgrade Firmware

Web Management
Telnet

Properties

Change Access Password

Enable SNIVIP
Config Comparison

[27/08/2013 00:59.16.987 [ The niichization complete
[27/08/2013 00:59:16.967 ]Syslog Sewver Star success

[27/08/2013 00:59:19.065 ]Snmp Trap receiver initialize succes sfully!
[27/08/2013 00:59.49.020 [Deviee: 192.168.0.50 SNMP Ping Okl

<I11>

Ready

JiaP Count 1

|LogUser |admin

|
System  View  NetTool Help

[ cenera

& MultiConfiguration

1P Address Model Name HW Version = MAC Address  NetMask FW version Location Action Result
W 192166050 DAP-26%0 B TBSZEADGIED 2552552550 300

"B
EventManager
B o D SNMP Enable
* % Tooks The SXMP of the sslactad AB * 162.168.0.50 * is Ensble, AP Manager have to
> 'manage AP through SNMP Protoeol Do you want to enable SNMP Procotol
[
[¥[Enable SNMP
1

[ £ssocistion Blesse Modifiad the comuaity sting

Security Dutie [ poblic

Uiilizatian Frivate  [private

Cusraniyyoue comumity sting is ésfsit valossogzet y0u changs anothar

Channel scins Giferent from deful valoe.

Rogue AP

SysLog

Custom

Monior
[27/08/2013 0055318987 The inficlization complete A
(27/08/2013 00:59:18.987 |Syslog Server Start success
(27/08/2013 00:59:1 .06 Snmp Trep receiver intialize succassfullyl D
(27/08/2013 0053:43.020 [Devire: 192.168.0.50 SNMP Ping Okl —

Ready i4P Count 1 lLoaUser Jladmin
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If the original settings are not clear an invalid path notice
will appear.

¥ S MutiConfiguration

P Eventienager

" Toos

& Ropore

P [ psseciation

Security
Uilization
Chamnel
Rogue AP
SysLog
Custom
Monitor

IPAddress | Model Name| HW Version | MAC Address | NetMask. | FWversion | Location
W 192168050 DAP-26%0 B T8SAZEADGIED 2552552550 300

Ci\Program Files (x86)\D-Link\AP Manager |1
3.0\plugins\DAP-2600\SNTPFile.RD contains an invalid path.

[27/0672013 00 50:18.987 | The infialization camplete
[27/06/2013 00:59:1 8,987 | Syslag Server Start success

270672013 00.59:1 8,085 1S Trap receiver iniialize successfullyl
[27708720113 00.59:49.020 1D evice: 192.168.0.50 SNMP Ping OK!

<1

Ready

The program redirects you to the Access Point’s
configuration tools.

Advanced

Mairtenance

Get: (DISNMP++) Okl Receive at 01:20:52.

/&P Count |1 |LogUser |admin |

Home Basic Advanced Maintenance Status  Configuration Help

System Information ~

Hodel Name D&P-2630

Firmuware YVersion 3.00 14:06:28 06/03/2013
System Name D-Link DAP-2690

Location

System Time 01/01/1970 00:43:38

Up Time 0:43:33.00

Operation Mode{2. 4GHz] Access Point

Operation Mode(SGHz) Access Point
WAL Address(2 4GHz] TERAZEADETED
MAC Address{5GHz) TBR42EADEIES
IP Address 192168.0.50

| N
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Configuration - Firmware Upgrade

Right-click the device, go to Configuration, and
click Upgrade Firmware.

The Upgrade Firmware configuration window
opens.

[ cenera

S MutiCanfiguration

Model Name HW Version = MAC Address  NetMask FWversion Location Action Result
FBSA2EADIED 2552552550 300

o
Discover

s Delete
& ventianager rren
>
‘\ Tools Sign Rogue AP
.
@ repors s
” [ assocision ipdst=iCone)
Secury
Web Management
Utilizafion Telnet
Channel Change Access Passward
Rogue AP Enable SNMP
Config Comparizon
SysLog
Custom
Monitr
[27/08/2013 0059.1.987 ] The imtiahzation complete ]
[27/08/2013 00:59:15.987 Syslng Server Start success
[27/08/2013 00:59:19.085 S Trap receiver nitialize successfullyl D
[27/08/2013 00.59:42.020 1D eviee: 192.168.0.50 SNMP Ping Okl =
[Ready JiaP Count 1 JLogUser [admin |

(B cenera

L MutiConfiguration
» B EvertManager
* R Tools
[
Assosiation
Secuy
Utlization
Channel
Rogue AP
SysLog
Custarn
Moritor

1P Address. Model Name  HW Version = MAC Address  NetMask FWversion Location Action Result
[ 192168050  DAP-2630 B TBSAEADGIED 2552552550 300

D Upgrade Firmware

Module Name Firmears Edit
DAP-26908. Edt

[(2770672013 00:59.16.967 The miialzaion complete
[27/06/2013 00:58:16.987 1Sy slog Server Start success

[27708/2013 00:59:19.065 JSnmp Trap receiver initislize successiullyl
2770672013 00:59.49.020 JDevice: 192.168.0.50 SNMP Ping Ok!

<[>

Ready

| AP Count 1

|LogUser [admin |
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Select the Access Point’s firmware you wish to
upgrade. Click the Edit field. A new window opens
prompting you to search for the new firmware on
your PC.

Once you have located the firmware, select it and
click Open.

"2 MutiConfiguration
*E FauttManager <
" Toul Fie rame

me
2
*& Repor Files of type:

b
1P Address Model Name MAC Address | NetMask FW version Location
€ 192168050  DAP-2690 COBEIOASSBOD 255055550 3.0

Look in: [ [ Documents - - BB

Name

1. Virtual Machines
1. Shared Virtus| Machines

) samsung
1. Public Parallels
L. noodieinternet

I Open
frmware ) - Cancel

I~ Open s readonly

I 1
[04/12/2012 D6:38:35.215 ] Dis cover Compl e

[04/12/2012 D8:55:50.436 | Dis cover Completed!
[04/12/2012 D6:56:22.663 ] Dis cover Completed!

04/12/2012 075334 962 | Device: 192.168.0.50 SNMP Fing TimeOut
ted!

1>

|Loguser [admin |

Look in: | I Firnware

ﬂ DWLS2004P-firmware-v310-r0103.tp

~ & ® kB

File name: |DWL32ﬂDAF"-fimwam-v31 0-i01 03 tp Open I

Files of type: |h'rmwara file(" tp)

[ Open as read-only

~| Cancel
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Upload the firmware to the Access Point. Click OK to
continue.

UP Firmware

B

Module Hame

| Fimverare

| Eait |

DWL-32004F

C:\Documents and Settings\Benjarmin.c... X I

8]

Cancel |
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Section 3 - Installation

Configuration - Web Management

Right-click the device, go to Configuration, and
click Web Management.

Enter a User name and Password into the fields
provided and click OK. Your PC's web browser will
open and the Access Point’s IP address will be
entered into the address field. You can configure
the Access Point using its built-in web-based
manager as you would normally.

ooooooo

eeeeee MAC Address  NetMask
= 5 TSAEADGIED 2552552550 300
el MultiCanfiguration
N
& ventianager
"R\ Tools
O}
& Repors Configuration SetlP
B Associet fion Sortby iy
Upgrade Firmware
= View v
Security i =
/eb Manageme
Properti
[ tiizasi Z Telnet
[ channel Change Access Password
FRogus AP Enable SNMP
Config Comparison
SysLag
[ custom
[ woni
[27/08/2013 00:59.16.987 [ The niichization complete
[27/08/2013 00:59:16.967 ]Syslog Sewver Star success
[27/08/2013 00:59:19.065 ]Snmp Trap receiver initialize succes sfully!
[27/08/2013 00:59.49.020 [Deviee: 192.168.0.50 SNMP Ping Okl
Ready

i <I11>

DAP-2690

LOGIN
R

Login to the Access Point

T —
password [

Login
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Section 3 - Installation

Enter the Username and Password details.

This launches the browser interface.

D-Link

DAP-2690

LOGIN

Login to the Access Point:

User Name amn |

* DAP-2690

-

[ Basic Settings

i Advanced Settings
fiStatus

DAP-2690

Model Name DAP-2690

Firmware Version 3.00 14:06:28 06/09/2013
System Name D-Link DAP-2650

Location

System Time 01/01/1970 01:32:07

Up Time 0 Days, 1:32:8

Operation Mode(2.4GHz)  Access Point
Operation Mode(5GHz) ~ Access Point
MAC Address(2.4GHz) 78:54 2e-ad:61:e0
MAC Address(5GHz) 78:542ead:61:e8
IP Address 192.168.0.50

D-Link AP Manager Il v3.0 Software User Manual

33



Section 3 - Installation

Configuration - Telnet

Right-click the device, go to Configuration, and R
1 (@
click Telnet.

NetMask FW version Location Result

=) 78542EADG1EQ 255.255.255.0 3.00
e MultiCorfiguration Discover
5. Delete
[ event Manager ratresh
>
% roe R
g
@ repors Enr Setlp
Y[ pssociasion Sz ,| | Update Config
Upgrade Firmware
Secuty View g
Web Management
~ Properties
[ vilizstion R ene
Channel Change Access Password
Rogue AP Ensble SNIP

Config Comparison

SysLog

Custorm

Maritar
2270872013 60558 18 887 [ The italiaaion eomplete =
[27/08/2013 0055315 987 [Syslog Server Startsuccess
[27/08/2013 0055313085 JSnmpTrap receiver nitalize successtullyl D
[22/05/201 300553 49 020 [Device: 152 168.0 50 SNMP Ping OKI -

Ready 8P Count|1 LogUser | admin

Once you have clicked Telnet, it opens the P S :
Command Prompt. This gives you access to the
built-in Telnet CLI Manager. Type in the Username

FW version Location Action Result

and Password in the console manager '
ger.

I Securty

Utilization

Channel

Rogue AP

SysLog

Custarm

Monitar
’[277/09/2013 00:53:18.987 [The initialization complete B3]
[27/08/2013 005818 987 1Syslog Server Start success
[27/08/20113 00:53:19.065 ]Snmp Trap receiver initialize successfully! D
[27/08/2013 00:59:49.020 JDevice: 192.168.0.50 SNMP Ping Okl =

Ready 4P Count 1 LogUser |ladmin
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Configuration - Change Access Password

Right-click the device, go to Configuration, and
click Change Access Password.

[ cenera

P Address Model Name HW Version = MAC Address  NetMask FW version Location Result

= 152168050 DAP-2690 255.255.255.0  3.00

Discover

MultiCanfiguration
- Delete
El eventhanager Refresh
"% Took Sign Rogue AP
) -
*® repors Configuration SetIP
Update Coni
> Associstion Sort by, 4 Up s o
ew X parade Firmware
Security — Web Management
roperties
Utilization e
Channel Change Access Password
Rogue AP Enable SNMP
Config Comparison
Syslog
Custom
Moritor
[27/06/2013 0059 18.967 [ The initialization complete B
[27/08/2013 00:59:18.987 [Syslog Server Start success
[27/03/2013 00:59:19.085 JSnmpTrap receiver intialize successfully! D
[27/08/2013 00:59:43.020 |Device: 192.166.0.50 SNMP Ping Okl =
Ready /AP Count][1 ILogUser |admin |

The Change Username and Password window
asks you to enter the new Username and
Password details. Click OK when complete to
continue. > g

1P Address. Model Name HW Version = MAC Address  MetMask FW version Location Result
8 192168050  DAP-26%0 3 TOSMEADGIED 2552552550  3.00

=
EventManager
>
‘\ Tools 1D Change the User Name and Password
& repons Setthe user name and password for

> [ association Userame [EED
Security Password

Utilizetion

Chanme S5 S

Rague AP

Syslog

Custom

Monitor
[27/08/2013 00:59.18.987 [ The intialization complete ]
[27/03/2013 00:59:18.987 |Syslog Server Start success
[27/08/2013 00:59:19.065 JSnmpTrap receiver intialize successfully! D
[27/08/2013 00:59:43.020 |Device: 152.168.0.50 SNMP Ping Okl =

Ready /AP Count|1 |LogUser [admin |
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Configuration - Enable SNMP

Right-click the device, go to Configuration, and
click Enable SNMP.

Under the SNMP Enable Manager, click the
checkbox to Enable SNMP. Click the Set check
to open module checkbox if you need this
application. Enter the Public and Private data
in the fields provided and click OK to complete.

MuliConfiguration

1P Address. Model Name HW Version |~ MAC Address | NetMask

= 192.168.0.50)

7BS42EADGTED 2552553550

B event Manager o
>R Took Sign Rogue AP
LY
& Repors Configuration Set P
Update Confis
¥ [ Association Sort by y & 9
Upgrade Firmware
View »
Securty rroprt [ meae—
roperties
Uilization T
Channel Change Access Password
Rogue AP Gtz SR
Config Comparison
sysLog
Custom
Manitor
[27/0872013 005818 887 [ The nfialization complete =
[£7/08/2013 005918 387 |Syslog Senver Siart success
[27/08/2013 00.59.18.065 )SnmpTrep receiver initislize successfully! D
[27/08/201 3 00:58:48.020 |Device: 192.168.0.50 SNMP Ping 0K —~
Resdy TP Count Eoguser Jpamin |

1P Address. Model Name HW Version = MAC Address | NetMask

W 192168050 DAP-26%

TBS4ZEADGTED

2552552550

s uhiCorfiguration
s
[ Event Manager
> Tools ™ *192.168.0.50 i Enbie
v manage AP theosgh SN Brotocol Do yor want to ensble SNAD Brocotel
@ repors
[“IEnable SNMP
»
Assactatan R —
Security Pustic [ puble
Utlization
Channel
Fogus AP
SysLog
Custom
Monitar
[27/06/2013 00:55.16 967 [ The infialization complete 2]
[27/08/2013 00:53:13 987 |Syslg Server Start success
[27/08/2013 00:53:19.065 |SnmpTrap receiverinitialize successiullyl D
[27/08/2013 00:53:49.020 |Device: 192.168.0.50 SNMP Ping Okt =
Ready |/AP Count 1 |Loguser |admin |
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The D-Link Manager software opens and you can
configure it using this tool.

Home Basic Advanced Maintenance Status Configuration Help

Mairtenance

Model Name

Firmuare Yersion

System Name

Location

System Time

Up Time

Operation Mode(2. 4GHz)
Operation Mode(5GHz]
MALC Address(2.4GHz)

5510 177[2.4GHz]
MALC Address(5GHz]
551D 1+7(5GHz]

IP Address

DasP-2650

Model Namne
todel Mame
ttodel Mame
Model Namne
todel Mame
todel Mame
Model Namne
todel Mamne

seid1-7[2.4]
Maodel Mame
zeid1-7(5)

Model Mame

System Information ~
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Configuration - Configuration Comparison

Right-click the device, go to Configuration, and click Config Comparison.

Config Comparison needs two Access Points to work. Compare each configuration option against the other Access Point. Click
Apply to continue.

[System]

DHCPclient=1
SubMask=25%.255.255.0
Gateway=192.168.0.1

[System]

DHCPclient=1
SubMask=255.255.255.0
Gateway=1.2.3.6

Usemame= Usermmame=

Password= Password=

Telnet=1 Telnet=1

Timeout=180 Timeout=180

S3SH=1 S5H=1
[5GHz_WirelessSettings] |SGHz_WirelessSettings)
APmode=5 APmode=5

SSID=dlink SSID=dlink

Channel=b Channel=6

AutochannelScan=1
DataRate=31
BeaconInterval=100
DTiM=1

RTSLength=2346
TransmitPower=1
[2.4GHz_WirelessSettings]
APmode=%

AutochannelScan=1
DataRate=31
Beaconintersal=100
DTIM=1

RTSLength=2346
TransmitPower=1
[2.4GHz_WirelessSellings)
APmode=5%

SSID=dlink SSID=dlink
Channel=b Channel=6
AutochannelScan=1 AutochannelScan=1
DataRate=31 DataRate=31
Beaconlnterval=100 Beaconlntersal=100
DTIM=1 DTIM=1

RTSLength=2346

RTSLength=2346

Espost
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Right-click the device, go to Sort By

You can change the order of the Access Points by
IP Address, Location, Type, and Model Name.

Once you have selected the sorting option, a
grey arrow is placed beside it to represent its
designation.

IP Address: Sorts by IP Address column
Location: Sorts by Location column

Type: Sorts by either Managed, Unmanaged or
Rogue Access Point.

Model Name: Sorts by Access Point model name.

Sorting

eeeee

> & Muticonfiguration
5

P[] EventManager

" Toos

*& repors

[27/06/2073 00:59.18.97 | The inid
[27/08/2013 00:59:18.987 ]Syslag
[27/06/201 3 00:53:19.065 Snmp T su
[27/05/201 3 00:53.49.020 [Device: 192.168.0.50 SNMP Ping OKI

vents

o

cesshully]

<1

Ready

D 2P Manager Il v3.0
$: N

"
P[] Eventhanager
Ry Tooks

*& Fepors

> 2 MutiConfiguration

/4P Count 1 lLogUser |admin |

mmmmmmmmmmmmmmmmm

= 192168050 DAP-2650

[
[
[
[

27/06/2013 00:59:16 987 JThe initialization complete
27/08/2013 00:59:18.987 ISyslog Server S
27/08/2013 00:59:19.065 JSnmp Trap receiver initialize
27/06/2013 00:59:49.020 JDevice: 192.168.0.50 SNMP Ping Ok!

<1

successfully!

Ready

1ap Count 1 |LogUser |ladmin 1
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View Mode

Right-click the device, go to View

You can view the Access Points based on different =

parameters. The options are: Icon, Small Icon, 5
List, Report, Show Active, and Show All. "3 o

@ repors

eeeeee MAC Address | NetMask. version ocation
78542EADGIED 2552552550

[27/08/2013 D0:55:19.065 ]Sy
[27/08/2013 00:59:49.020 | De:

liy!

<I11>

[Ready JiaP Count 1 JLogUser [admin |
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Properties

Right-click the device, go to Properties

The Properties parameter allows you to manage and
view the properties of each Access Point on the network.

You can enter a description string in the Location textbox
to describe the Access Point and then click the Set button
to apply the changes.

I AP Manager II v3.0
s tTool Help

[ cenera

m Model Name HW Version ~ MAC Address  NetMask FW version Location
sy = o1 ] TIMIEADOTED 2552532550
el MultiCanfiguration Discover
N Delete
& ventianager o
s ‘\ Toals Sign Rogue AP
.
& repors Configuration
¥ [ pssocision Sorthy ,
Secury
Utilizafion
Channel
Rogue AP
SysLog
Custom
Monitr
[27/08/2013 0059.1.987 ] The imtiahzation complete ]
[27/08/2013 00:59:15.987 Syslng Server Start success
[27/08/2013 00:59:19.085 S Trap receiver nitialize successfullyl D
[27/08/2013 00.59:42.020 1D eviee: 192.168.0.50 SNMP Ping Okl =
[Ready JiaP Count 1 JLogUser [admin |

General Events

[ General
ESEa Miodel Nome. HW Version | MAC Address. | NetMosk FWversion | Location Action  Resut
1050 oaposso B TISUEADEIED 2530552550 300 ]

S MutiConfigurstion

o
"E Event Manager D properties X
"%y Tools

Groups | Muli Canfig

Mot Name
v
@ repors
MAC Addess
> [ Acsocietion
B Addes Wm0 . ®
Secuity

Utilization 5 Location ,7
Channel
Lo i (oo ]

Rogue AP

SysLog

Custarn

Monitar
[27/08/2013 005318 987 JThe infialization complete ]
[27/08/2013 00:59:18 387 3yslog Server Start success
[27/08/2013 00:59:19.065 JSnmp Trap receiver intialize successfully! D
[27/08/2013 00:56:49 020 1Device: 192.168.0.50 SNMP Ping OK! =

Ready |/AP Count/[1 |Loguser |admin |
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The Access Point Manager Il v3.0

The Access Point Manager is the main tool used to configure each Access Point. Users can save and load configuration files.
When the files are loaded, you must click Apply if you want the settings to be applied to the selected device(s).

Home Basic Advanced Maintenance Status  Configuration  Help

Model Mame DAP-2690

Firmware Wersion Model Narne
Swztem Mame Model Mame
Location Model Name
Syztem Time Model Name

Up Time Model Name

Operation Mode(2.4GHz) Model Mame

Operation Mode(5GHz) b odel Mame
MAC Address(2 4GHz) Model Mame
5510 1~F[2.4GHz=) z5id1-7[2.4]
MAC Address[BGHz) Model Marme
5510 1~7[8GHz) zsid1-7[G)

|P Address Model Name

Advanced

Maintenance

Navigate any Access Point configuration using the menu on the left side of the window. This menu contains the following
sections: Basic, Advanced, Maintenance, Status, and System. These sections and their menus will be discussed in detail in
the following pages.
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The Home Panel

The Home > System Information page contains basic configuration information about the Access Point being configured. The
information available are:

Home Basic Advanced Maintenance Status Configuration Help

Model Name
Firmware Version ModelNare 4P 2580
oystem Name T
Locat i o n Location Model Name
System Time Gy ModelNare
op Time T s
Operation Mode (2.4GHz) e et
Operation Mode (5GHz) MCAdfesi2 45 ModelNome
MAC Address (2.4GHz) rsatite et
551D 1~7 (2.4GHz) e s
MAC Address (5GHz)
SSID 1~7 (5GHz)
IP Address

r—

There will be minor differences when using AP Manager Il with a single band AP and a dual band AP.

This manual refernces both 802.11g and 802.11n configuration settings.
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Home Basic

Advanced Maintenance

Advanced

Wireless -

“Wireless Band

b ode

S50 Vigibility

Channel
Channel width

Authentication

Status

Metwork, Hame [S510]

Auto Channel Selection

Basic - Wireless

Configuration  Help

24GHz -

I.-'l'-.ccess Fuaint ;I

ID efault

Enable -

Enable -

-]

I Open System ;I

— K.en Settings
E ncryplion

Key Type
Key Index(1~4]

Metwork, Feyp

Confirm K.ey

& Dizable " Enable

HE:

= Key Size |54 Bits 'I

—

Maintenance

Status

System
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Wireless Band

Select between 2.4GHz or 5GHz frequency

Mode Select the Wireless mode. Options include, Access Point, WDS with AP, WDS, and Wireless Client
Network Name (SSID) The Service Set (network) Identifier of your wireless network
SSID Visibility Enable to allow others to see it or select Disable to make it invisible to others

Auto Channel Selection

Select Enable for it to be auto select. Select Disable to manually select channels

Channel

Select between 1-3 Allows you to select a channel or set the Access Point to auto scan channels. 802.11g may not be
set manually in certain regions (e.g. Europe and USA) in order to comply with DFS (Dynamic Frequency Selection)
regulations.

Channel Width

Select the frequency range 20MHz or Auto 20/40MHz

Authentication

Select the security method: Open System, Shared Key, WPA-Personal, WPA-Enterprise, and 802.1x
Select Open System/Shared Key to allow either form of data encryption.

Select WPA-Enterprise to secure your network with the inclusion of a RADIUS server.

Select WPA-Personal to secure your network using a password and dynamic key

changes. (No RADIUS server required.)

Select WPA2-Enterprise to secure your network with the inclusion of a RADIUS server

and upgrade the encryption of data with the Advanced Encryption Standard (AES).

Select WPA2-Personal to secure your network using a password and dynamic key. No RADIUS server is required and
encryption of data is upgraded with the Advanced Encryption Standard (AES).

Select WPA-Auto-Enterprise to allow the client to either use WPA-Enterprise or WPA2-Enterprise.
Select WPA-Auto-Personal to allow the client to either use WPA-Personal or WPA2-Personal.

Key Settings Encryption

Select Disable or Enable

Key Type

When enabled, select between ASCIl and HEX and the key size either 64bit or 128bit

Key Index (1-4)

Select between 1-4

Network Key Ask your administrator about this or type in the details provided in the field
Confirm Key Repeat the details as entered above
Save Click this button to save your work
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Section 3 - Installation

WIRELESS - AUTHENTICATION

If one changes the Authentication method under Wireless, one would notice, that when you switch between methods the

window below changes. Toggle between different network authentication methods to determine your settings. For WPA-
Personal, the image below shows the options available.

Home Basic Advanced Maintenance Status Configuration Help

Maode I.&ccess Faint j "

Metwark Name (5510 |Defa
551D Visibility Enatle +

Auta Channel Selection Dizable -
Channel
Channel width Auto 20/40mMHz - -

Authentication WhA-Perzonal
— PazzPhraze Settings
WP | AUTOwWPE o wPa: - |

Cipher Type AES ¥ | Group Key Update Interval [Seconds)

' Manual " Periodical Key Change
Activated From ISun ;I : IEIEI LI : IEIEI LI
Time Interval | [1~168]hours]

PazsPhraze I

Confirm PazsPhraze I

Advanced notice: 8763 in ASCH or 64 in Hex
Maintenance

Status
System
(SNMPClass) SMMP request timed out!
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Section 3 - Installation

PassPhrase Settings

Toqgale between Auto (WPA or WPA2), WPA2 only and WPA only.

Cipher Type

Select Auto, TKIP, or AES from the drop-down menu

Group Key Update Interval

Select the interval validity. 1800 is the recommended setting. A lower interval may reduce transfer rates.

Passphrase

Enter a PassPhrase between 8-63 characters in length.

FazzPhraze Sethngsz
WP,
Cipher Type

{* Manual

Actrvated From

Time Interyal

FazzPhraze

Confirm PazzPhraze

ALTOMPA o WwWRA: |

o | Group Key Update Interval

(" Periodical Key Change

Sun ~|: [0 =] oo~

(11 B&8]hour =)

|1 500 [Seconds)

notice; 3763 inASCI or B4 in Hes

Save
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Section 3 - Installation

WPA-ENTERPRISE

Home Basic Advanced Maintenance Status Configuration Help

reless »

Authentication

~ Fladius Server Setting:

WPA IAUTD[W’PA o WRAL -

Cipher Type AES | Group Kep Update Interval 1800 [Seconds)

Mehwork Access Protection

Network Access .
Pratection * Dissble " Enable

RADIUS Server Mode

RADIUS Server @ Estemnal  Intemal
Primary RADIUS Server Setting

RADIUS Server | : RADIUS Port 1812

RADIUS Secret |

Backup RADIUS Server Setting(Optional]

Home Basic Advanced Maintenance Status  Configuration  Hel
RADIUS Server I . RADIUS Port 1812 . £, P
RADIUS Secret |

RADIUS Server Mode

Primary Accounting Server Setting

RADILS Server  External  Intemal
Advanced Eocatumgliods IDisabIe j' Primary RADIUS Server Setting
Maintenance Accounting Server I Accounting Port L - RADIUS Server I . . RADIUS Port I1 a1z
Status 5
Symem RADIUS Secret [ RADIUS Secret |
(SNMPClass) SNMP request timed out! Backup RaDIUS Server SettingOptional]
S —

RADIUS Server | : : RADILIS Part |1812

RADILS Secret I

Primarp Accounting Server Setting
Accounting Made IDlsahIe vI
Accounting Server I . . Accaunting Port I1 213

RADIUS Secret I

Backup Accounting Server Setting[0 ptional]

Accounting Server I Accounting Port I1 13

Agccounting Secret I

Advanced

Maintenance

Save

(SMNMPClass) SNMP request timed out!
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WPA-ENTERPRISE

WPA

Toqggle between Auto (WPA or WPA2), WPA2 only and WPA only.

Cipher Type

AES

Group Key Update Interval

Select the interval validity. 1800 is the recommended setting. A lower interval may reduce transfer rates.

Network Access Protection

Select to Enable or Disable this function

Radius Server Mode

RADIUS Server - Select External or Internal

Primary RADIUS Enter the IP address of the RADIUS server
Server Settings
RADIUS Port Enter the port used on the RADIUS server

RADIUS Secret:

Enter the RADIUS secret.

Accounting Mode

Click to Enable or Disable

Accounting Server:

Enter the IP address of the Accounting server.

Accounting Port:

Enter the port used on the Accounting server.

Backup Accounting
Server Settings

Accounting Server, Accounting Port, and Accounting Secret
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Section 3 - Installation

Home Basic Advanced Maintenance 5Status Configuration Help

GetIP From Static IP[ Manual) -

IP Address I . .
Subnet Mask I . .
Detault Gateway I . .

DN I
Save

Advanced

Maintenance
Status
System
Reading Cenfig from... ...

Basic - LAN

Connect your Access Point to a LAN connection with Static IP or Dynamic IP. With Static you will need to enter the details
manually. Whereas with Dynamic, setting IP’s are automatic, assigned by your default router.

x

Note: The Access Point acts as a DHCP client,
receiving its IP from the DHCP server.

Advanced
Maintenance

Status

System

Reading Config from... ..

Note: Before beginning with Static configuration,
know the following: IP range, Subnet Mask, Default
Gateway, and DNS settings.

Home Basic Advanced Maintenance 5tatus  Configuration  Help

Get [P Fram

IP Address

Subret Mask

|
|
Diefault Gateveay I
DNS |

Save |

X
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Basic - IPv6

What is IPv6? - The familiar IP addresses that are assigned to practically every device that can access the Internet— computers,
smartphones, cameras—follow the IPv4 naming scheme which was developed in 1977. The 32-bit system, which follows the
XXX.XXX.XXX. XXX pattern, with each set of numbers ranging from 0 to 254, is capable of generation up to 4.3 billion possible
addresses. IPv4 systems and IPv6 systems can run in parallel, the newer standard is not backwards-compatible. A user on the
IPv6 network with an IPv6 address is limited to accessing Websites and services that also have an IPv6 address.

Home Basic Advanced Maintenance 5Status Configuration Help

GePFon [ ]

IP Address

Default Gateway

DMNS

|
Subnet Mask I
|
|

Advanced

Maintenance

Reading Cenfig from
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Section 3 - Installation

Home Basic Advanced Maintenance 5Status Configuration Help
LAN ~

Get IP From

Static IP([ Manual) -

1P Address —
Subnet Mask |—
Defauk Gatowy [ . . .
DNS .

Save |

Advanced

Maintenance
Status

System

Reading Config from......

Static IP - Enter the details manually.

Home Basic Advanced Maintenance Status Configuration Help

LAN ~
Get IP From Dynamic IP[ DHCP)

IP Address

Subret Mask
Default Gateway .
DMS .
Save

Advanced

Maintenance

Reading Config from... ..

7 |

Dynamic IP - Have the DHCP server assign an IP to the

Access Point
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Advanced - Performance

Handles the connection speed options.

Home Basic Advanced Maintenance 5Status  Ceonfiguration Help

Basic Performance =

Advanced

Wirelezz Band 24GHz

Wireless On -

‘wireless Mode | Mixed 802.11n.802.11g and 802.11b ~|

[Data Rate

| (Mbps)

Beacon Interval (40-500)
DTIM Interval [1-15)

Tranzmit Power 1005 -

Ja11%

Wwfhdbd [fiFi b uiltimedia) Dizable =

=
&,

Ack Time Out (2. 4GHz, 48~200]
Shart G Dizable -
IGMP Snooping Dizable -

Connection Limit Dizable -

1844 ]

Idzer Limit [0 - B4]

[=]
o
4

Metwork, Utilization

Fulticast Fate Dizable | [Mbps]

AP Amay
Maintenance
Status
System HT 20440 Coexistence " Enable " Dizable

g4

Multicast B andwidth Cantral Dizable

b awimum b ulticast B andwidth kbpsz

|

(SMMPClass) SMMP request timed out!
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Section 3 - Installation

Wireless Band

Select between 2.4GHz and 5GHz

Wireless Select On/Off
Wireless Mode Mixed 802.11n, 802.11g, and 802.11b/ 802.11g, and 802.11b/ 802.11n Only
Data Rate up to 54Mbps

Beacon Interval

Beacons are packets sent by an access point to synchronize a network. Specify the beacon
value for the selected device(s) here. The default value of 100 is recommended

DTIM Interval (1-15)

DTIM (Delivery Traffic Indication Message) is a countdown informing clients of the next
listening window for broadcast and multicast messages.

Transmit Power

Range from 12.5% - 100%

WMM (Wi-Fi Multimedia)

Select Enable/Disable, (Wi-Fi Multimedia) Improves the user experience for audio, video, and voice applications
over a Wi-Fi network. WMM is based on a subset of the IEEE 802.11e WLAN QoS standard.

Ack Time Out Select the time-out range
(2.4GHz, 48-200)
Short Gl Select Enable/Disable

IGMP Snooping

Selec Enable/Disable

Connection Limit

Select Enable/Disable

User Limit (0-64)

Limit the number of users that access this AP

Network Utilization

Limit how the network is used

Multicast Rate

Select between Disable/ 1/2Mbps

Multicast Bandwidth Control

Select between Enable/Disable

Maximum Multicast

Enter a rate in kbps

Bandwidth
HT20/40 Coexistence Select to Enable or Disable
Save Click to save all configuration changes
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SSID Configuration - Click the checkbox to Enable Multi-SSID and Enable Priority

Home Basic

Advanced - Multi-SSID

Advanced Maintenance Status

Basic

Advanced

Pefomance

Intrusion

Schedule

AP Amay

Mairtenance

W Enable Mult-5510

Configuration Help

—Wwireless Settings
Band

Index

551D

S51D Vizibiliy

Security

Pricrity

kb [wi-Fi Multimedia)

|246Hz  ~|
IF'rimar_l,l S50 vI

Iu:llink

I Dizable = I

I Open System ;I

||:| vI
IDisabIe vl

— k.ey Settings

Key Type HE

Encrpption % Dizable {" Enable

> K.ep Size

Fey Index(1~4] I 1 - I

|E4 Bitz vI

M etk Fey I

Confirm Key I

Add

Status

| 551D

| Band | Encryphion

| Edit

| Delete |

System

Multi-55ID ~

M
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Section 4 - Configuration

Wireless Settings - Band

Select between 2.4GHz and 5GHz

Index

Select between the Primary SSID, SSID 1/2/3/4/5/6/7

SSID Enter a name in the field provided

SSID Visibility Select to Enable/Disable

Security Select between Open System/ WPA-Personal/ WPA-Enterprise/ 802.1x
Priority Select between 1-7

WMM (Wi-Fi Multimedia)

Select Enable/Disable, (Wi-Fi Multimedia) Improves the user experience for audio, video, and voice applications
over a Wi-Fi network. WMM is based on a subset of the IEEE 802.11e WLAN QoS standard.

Key Settings - Encryption

Select to Enable/Disable

Key Type Select ASCIl or HEX

Key Size 64 /128 Bits

Key Index (1-4) Select between 1-4

Network Key Enter a key value

Confirm Key Repeat the key value entry

Add Click Add to add it to the SSID table

Save Click Save to activate your configuration options
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Section 4 - Configuration

Advanced - VLAN

VLAN Configuration - Select to Enable or Disable VLAN settings. VLAN allows for the partitioning of physical networks.

Home Basic Advanced Maintenance Ststus Configuration Help Home Basic Advanced Maintenance Status Configuration Help
Vuan o v
YLAN Status " Disable ' Enable % VLAN Status - Disable (" Enable Save

WVLAN Mode: Static ., WLAN Mode : Static
e e

VLAN List PORT List | da/EdivLan | PYID Setting |
WID | VLAN Na.. | UrtagVLAN Ports | TagVLAN Ports PortMame | TagVID | UntagviD | PviD

Intrusion Intrusion

Maintenance

VLAN List - Adding VLAN'’s populates the VLAN List PortList- Adds ports to thelist as it becomes populated.
table.
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Advanced - Add/Edit VLAN's

Home Basic Advanced Maintenance Status  Configuration  Help Home Basic Advanced Maintenance Status Configuration Help
VLAN ~ Basic VLAN ~
WLAN Status O Dissble O Enable Gov | WLAM Status " Disable ¢ Enable B
S
ce

WLAN Mode:  Static VLAM Mode:  Static

WLAN List | PORT List | PYID Setting| VLAN List| PORT List  Add/EditVLAN | PyiD Setting |

! ~2.46H
VLAN D MID] VLAN Name y , MUSSID Select Al Primary
Port i

c
-

w
[
w
Pt
w
s
w
in
w
&
w
Iy

o
s
g
=
=
©)
o)
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Untag
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=
=

Untag ~ Tag
o) Mot Member

-
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Not Member

@
@

&
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= |FIF

T
=
=

DS Port -

- 24GH:
MuliSSID

Urtag o
Tag i
Mot Member i

~BGH
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w
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w
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Primary
o
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m
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w
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~
i

o
o
g
g |z
g\i

o)
o)
O
5
o)

WS Part - Untag
Tag

Mot Member

Untag

i
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Nat Member

- 5GH
MuliSSID

Uritag *
Tag o
Mot Member
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5
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i
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Maintenance

8]
8]
]
]
A

]
]
]
]
~

| COMPONENT DESCRIPTION

VLAN ID Enter an ID for the VLAN

VLAN Name Enter a name for the VLAN
Port Select a Port number or select all

2.4GHz MultiSSID Select an SSID to add to the VLAN
5GHz MultiSSID Select an SSID to add to the VLAN
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Section 4 - Configuration

Heome Basic Advanced Maintenance Status  Cenfiguration  Help

VLAN ~
WLAM Status ¢ Disable ¢ Enable Save |

WLAN Mode:  Static

WLAN List | PORT List | Add/Edivvian [PV K

PVID Auto Assign Status " Disable " Enable
Port Primary 541

FYID |_ |_

~2.4GHz
Multis SID Sl

FlD

WS Part

Pl

—BGH
MultiSSID

PID

WS Part

Pl

Maintenance

PVID Auto Assign Status Select Enable/Disable to activate the feature

Port Select Primary or S-1

PVID Enter the specific updates

2.4GHz Select between MultiSSID PVID settings and WDS Port settings
5GHz Select between MultiSSID PVID settings and WDS Port settings
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Section 4 - Configuration

Advanced - Intrusion

Intrusion Configuration - Select tools to monitor the networks security

Home Basic Advanced Maintenance Status Configuration Help

Basic | Intrusion ~

Advanced
‘wireless Band 24GHz vl Detect
4 .
&P List SGHz
Al [ Selectal
f Type [Band [CH [ sSID BSSID LastSeen Status
1
1
1
1
g
Set Az vValid Set 4z MeighborHood Set &z Rogue Set Az New
- & Mark All New Access Points as Valid Access Points
Mairtenance " Mark &l Mew Access Paints as Fogue Access Points
Status Save |
System

Maintenance

Home Basic Advanced Maintenance Status Configuration Help

Intrusion ~

Wireless Band 24GHz = Detect
AP Li

[e =] seeatan

ol

\ialid d | CH | 55D [ BssID [ Lastseen [ Status
Neighborhaod

Rogue

New

Set Az Valid SetAs NeighborHood Set Az Rogue Seths New

& Mark All New Access Points as Valid Access Points

" Mark &ll New Access Points a3 Rogue Access Points

| COMPONENT DESCRIPTION
Wireless Band Select between 2.4GHz and 5GHz then click Detect

AP List From the drop-down list select All, Valid, Neighborhood, Rogue, and
New / Alternatively, click the Select All checkbox

Once you have populated the Intrusion table, select your option by choosing either the Set as Valid, Set as Neighborhood,
Set as Rogue, or Set as New button. The intrusion data is monitored by Type, Band, Channel, SSID, BSSID, Last Seen, and

Status.
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Advanced - Schedule

Scheduling - Select a schedule for each SSID

Home Basic Advanced Maintenance Status  Configuration Help

Basic Schedule «
Advanced Wirelezz Schedule I Erable - I

—Add Schedulz Rule

Mame I

Indes M

551D |

Dray(z)  allweek % Select Dayls)
[~ Sun [T Mon [ Tue [T wed [ Thu [T Fi [ Sat

Al D ayls] [

Start Time I : [hiowr: rinwuke, 24 kour time)

Performance

Add

End Time I : [hour: minute, 24 hour time) Clear

— Schedule Rule List
Marne | 551D Index | 55ID | Davs] | Time Frame | ‘wieless | Edit | Delete |

Mairntenance
Status
System
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Section 4 - Configuration

Advanced - DHCP Server

DHCP Server - Control and configure the DHCP server.

Home Basic Advanced Maintenance 5Status  Ceonfiguration Help

=
Advanced Dynamic Pool Settings | Static Pool S ettings I Current IP Lizt I

— DHCP Sepver Contral

Function Enable/Dizable Enable v|

Performance Dizable |

— Dynamic Poal Settings

IP Azzigned From

Multi-S51D

The Range of Pool [1-254]

Subnet b ask

Gateway

Intrusion

WIS

DOHS

Domain Mame

Leaze Time (B0 - 31536000 zec)

~

AP Amay

Maintenance

Status

System
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Section 4 - Configuration

Dynamic Pool Settings

DHCP Server Control Select to Enable/Disable
IP Assigned From Enter an IP to start from
The Range of Pool Enter the IP pool range
Subnet Mask Enter an subnet mask
Gateway Enter a Gateway IP
WINS Enter a WINS address
DNS Enter a DNS address
Domain Name Enter a Domain Name
Lease Time Enter the IP duration
Save Click Save to saving your configuration settings
Static Pool Settings

DHCP Server Control Select to Enable/Disable
IP Assigned From Enter an IP to start from
The Range of Pool Enter the IP pool range
Subnet Mask Enter an subnet mask
Gateway Enter a Gateway IP
WINS Enter a WINS address
DNS Enter a DNS address

Domain Name

Enter a Domain Name

Lease Time

Enter the IP duration

Save

Click Save to saving your configuration settings
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Section 4 - Configuration

Home Basic Advanced Maintenance Status  Configuration Help

Basic DHCP Server =

Advanced Dymarnic: Pool Settingsl Static Pool Settings  Current [P List |

— Current DHCF Dynamic Pools
Performance Hozt Mamne | Binding MAC Address | Azzigned IP Address | Leaze Time

Current DHCP Static Pools
Hazt Mame | Binding MALC Address | Azzigned P Address

Maintenance

Status

System
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Section 4 - Configuration

Current IP List

Current DHCP
Dynamic Pools

Host Name

The host name is the main DHCP host provider

Binding MAC Address

These are the MAC addresses of the connected AP’s

Assigned IP Address

These are the IP addresses assigned by the DHCP server

Lease Time

The IP life span

Current DHCP Static Pools

Host Name

The host name is the main DHCP Static host provider

Binding MAC Address

These are the MAC addresses of the connected AP’s

Assigned IP Address

These are the IP addresses assigned by the DHCP server

Lease Time

The IP life span
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Section 4 - Configuration

Advanced - AP Array

AP Array is enabling one or more Access Points to form a team of network devices. These Access Points amount to an array. They can be used as
backup devices for when one or more than one goes down.

Home Basic  Advanced Maintenance Status  Configuration  Help

Basic AP Array ~
Advanced

]

7 Master " Backup Master " Slave
Multi-S510 AP Array Mame I

AP Array Pazsward I

Scan AP Armray List Scan |

Connection Status Dizconnect
— AP Array List

Intrusion

Array Marne I Mazter [P I I M azter I Back. .. ISIave ITDlaI I

Schedule

Current Members

Index I Role IP Addrezs I MALC Addreszs I Location

Maintenance Synchronized Parameters Clear Al

Status

System ‘Wireless B asic Seftings

Reading Config from
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Section 4 - Configuration

Enable AP Array Click the checkbox to start the AP Array

Master Select this to make the Access Point the main device

Backup Master Select this option to make this Access Point the backup to the main device

Slave Select this option to make this Access Point the slave to either the Master or the Backup Master
AP Array Name Enter a name for the Access Point array

AP Array Password Enter a password for the Access Point

Scan AP Array List Click the Scan button to scan the network

Connection Status This will mention if you are connected or disconnected

AP Array List This list is populated once arrays are added

Current Members

This is a list of the Access Point Array members

Sychronize Parameters

Click Clear All to clear the list
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Advanced - AP Array - Alternative Settings

Under the main Array Settings there is also settings for Wireless Basic Settings, Wireless Advanced Settings, Multiple SSID &
VLAN settings, Advanced Functions, and Administrative Settings. Let’s take a closer look.

Click the checkbox next to Wireless Basic Settings.
The options expand to include: Network Name (SSID),
SSID Visibility, Auto Channel Selection, Channel Width,
Security, and Band. Select the options you need in
your configuration.

Home Basic Advanced Maintenance Status Configuration Help

Basic AP Array =

Advanced A
a =
D
Current Member
Index |  Fole | IPAddess | MACAddess | Location |
#)
#)
Synchiorized Parameters Clear 41
& ‘Wireless Basic Settings I3
£ Network Name (551D) — S5ID Visiiiy r
- Aute Channel Selection Il Channel Width Il
Security ~  Band r
a ‘W\reless Advanced Setting r ‘
‘Mu\tiple 551D & YLAN r ‘
T m— ‘Ad vvvvv d Functians r ‘
‘Adm\mslralmn Setfings r ‘
v

Reading Config from... . v |
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Section 4 - Configuration

Click the checkbox next to Wireless Advanced Settings.
The options expand to include: Date Rate, Beacon
Interval, DTIM Interval, Transmit Power, WMM (Wi-Fi
Multimedia), Ack Time Out, Short Gl, IGMP Snooping,
Link Integrity, Connection Limit, Wireless ACL. Select
the options you need in your configuration.

Click the checkbox next to Multiple SSID & VLAN.
The options expand to include: SSID, SSID Visibility,
Security, WMM, or VLAN. Select the options you need
in your configuration.

Home Bssic Advanced Maintenance Status Configuration Help

Basic AP Array ~
Advanced &
N ~0 | Senchonized Parameters Clear Al
Wireless Basic Settings I ‘
1 Network Mame [S51D] r SSID Visibility r
Auto Channel Selection r Channel \Width r
) Security r Band r
‘Wireless Advanced Setting I3
a DataRate r Baacon Interval r
DTIM Interval  Transmit Power r
‘witdbd Pwi-Fi Multimedia) r Ack Time Dut r
g
Short GI r 1GMP Srocping r
Link Integrity I Connection Limit r
i
Wirsless ACL r
Multiple 5510 & YLAM ‘
)
Adwanced Functions ‘
52 ‘Adm\nlstlatlnr\ Settings ‘
Maintenance:
Status
P

Reading Config from......

h\ <

Home Basic Advanced Maintenance Status Configuration Help

Basic

Advanced

£ -

Maintenance
Status
System

AP Array ~

Reading Config from.......

Auto Channel Selection [~ ChannelWwidth r .
Secuity ml Band ml
Wireless Advanced Setting 2 ‘
Data Rate I Beaconlnieval r
DTIM Interval [~ Tranemit Power r
WM [Wi-Fi Multimedia) r Ack Time Out r
Short Gl I IGMP Snogping r
Link Integrity - Connection Limit -
Wieless ACL ml
Multiple 551D &VLAN 2
SsiD r SSID Visibility r
Secuity WM r
WLAN r
Advanced Functions ‘
‘Admmistlatiun Settings ‘
v
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Click the checkbox next to Advanced Functions. The
options expand to include:Schedule Settings, QoS
Settings, DHCP server Settings, Log Settings, Time
and Date Settings. Select the options you need in
your configuration.

Click the checkbox next to Administrative Settings.
The options expand to include:Limit Administrator,
System Name Settings, Login Settings, Console
Settings, SNMP Settings, and Ping Control Settings.
Select the options you need in your configuration.

Intrusion

Home Basic Advanced Maintenance Status Configuration Help

| 2P Array ~

Data Rate [~ Beaconlnterval r
DTIM Interval r Transmit Power r
oMM (i-Fi Multimedia) m Ak Time Qut m
Short GI r IGMP Sriooping r
Link Integity [~ Connection Limi r
Wirsless ACL r

Multiple 551D & YLAN 2
55D r 551D Visibility r
Security WM r
YLAN r

Advanced Funclians i
Sehedule Settings (008 Setings r
DHCP server Settings r Lag Settings r
Time and Date Settings r

‘Admlnlstlatmr\ Setings r

"

Home Basic Advanced Msintenanc

a)

tatus Configuration Help

]

Shart GI r 1GMP Srocping
Link Integrity r Connection Limit r
Wireless ACL r

Hultiple: SSI0 & WLAN 172
SSID [~ SSID Visibiity r
Secuity - wMM r
WLAN ml

Advanced Functions =
Scheduls Settings [ (oS Seltings r
DHCP server Settings r Log Settings r
Time and Date Seftings ml

Adrministration Settings 1~
Limit Adrministrator [~ SystemMame Settings r
Login Settings r Coreole Settings r
SNMP Settings ml Ping Contral Setting r

Save

h <
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Advanced - Web Redirection

Web redirection is what the name implies. It will redirect data to a web address or web IP.

Home Basic Advanced Maintenance 5Status  Configuration  Help
Basic Web Redirection -
Advanced Enable Web Redirection v
YWeb Site I

Multi-S5 Enable \Web Authentization I

—iadd Web Redirection Account

|lzer Mame I

Pazzword I

|FITI'IJ;i|:|F| Status IEnable 'I Clear |

—wieh Redirection Account List

Schedule Statuzndex | zer Hame | Edit | Delete |

DHCP Server

Web Redirection

Maintenance

Status

System

Reading Cenfig from
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Section 4 - Configuration

Enable Web Redirection

Click the checkbox to enable this function

Web Site

Enter the website details

Enable Web Authentication

Check this checkbox to enable authentication on the web server

Add Web Redirection

Account

Username Enter a username for the account details
Password Enter a password for the redirection
Status Select between Enable or Disable

Clear Click clear to erase data

Web Redirection Account List

Data entered into earlier will promulgate in this list

Save

Click Save to save settings
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Advanced - Internal RADIUS Server
The Access Point allows you to set RADIUS Server

Home Basic Advanced Maintenance 5tatus  Configuration Help

Internal RADIUS Server

~Add RADIUS Account

User Mame I

Pagsword I

Status IEnahIe A Clear |

~RADIUS Account list
Status/Index | User Name | Edit | Delete |

Maintenance

COMPONENT DESCRIPTION

Add RADIUS Account

User Name Enter a username for the account

Password Enter a password for the RADIUS Account

Status Click to enable or disable

Clear Click clear to erase data

RADIUS Account List Data entered into earlier will promulgate in this list
Save Click Save to save settings
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Advanced - Filters

The Filter protects your Access Point on two fronts: MAC addressing and WLAN partitioning.

] DAP-2690 = &=

Home Basic Advanced Maintenance Status Configuration Help

Advanced “wireless MAC ACL IWLAN Partit\om]
‘wireless Band ’m :
Access Control ’m
o MAC Address |DD:DD 00:00: 0000 Add
AP Aray
D Mac Address Delete
2A
‘Web Redirection
Irﬂemgl RADIUS
Current Client Infarmation
cﬁ Mac Address 55D Band Authentication Signal
Tiafic Cortrol
AF{F‘.Spooﬂng
Prevertion Settings
Maintenance
Status w
System
Reading Config frem... ..
Wireless Band Select between 2.4GHZ or SGHZ
Access Control Select between Accept, Reject, or Disable
MAC Address Enter the MAC address details
Add Click the Add button to add it to the list
Current Client Information  [This list is populated as devices are added
Upload ACL File Click Browse to add an ACL file to the list and click Upload when ready
Download ACL File Click the Download button to dowload the file to your local hard drive
Save Click Save to save settings
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Section 4 - Configuration

Home Basic Advanced Maintenance Status  Cenfiguration  Help

Wireless MAC ACL  WLAN Partition |

*fireless Band |2. 4GHz vI

Lirk, mkegrity [ Enable

Ethernet to WLAN Access ™ Enable

Internal Station Contection
Primary S50 Enable Dizable Guest mode
Fulti-5510 1 Enable Dizable Guest mode
Muli-5510 2 Enable Dizable Guest mode
Mub-S5I0 3 Enable Dizable Guest mode
Multi-S5I0 4 Enable Dizable Guest mode
Fulti-5510 5 Enable Dizable Guest mode
Mul-S510 6 Enable Dizable Guest mode

Multi-5510 7 Enable Dizable Guest mode

reyve as
Vaiterance

Reading Config from

COMPONENT DESCRIPTION

Wireless Band Select between 2.4GHz or 5GHz

Link Integrity Click the checkbox to enable
Ethernet to WLAN Access Click the checkbox to enable

Internal Station Connection |For each SSID, either select to Enable/ Disable/ or set in Guest mode
Save Click Save to save settings
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Advanced - Traffic Control

Control downloads and uploads to or from the Access Point. These network links can be controlled in 2.5GHz or 5GHz modes.

Toggle between the two modes.

intenance

Home Basic Advanced
Traffic Control =

Uplink. and Downlink. Setting | QoS | Traffic Managerl

Status  Configuration Help

Ethemnet [~ Downlink [ Uplink

- Downlink Interface

| 5GHz | 2 4GHz

[~ wDs1 © wDs2 [~ wDs3

™ whsE ™ wDsE [~ wDs7?

™ Primary-ssid T~ Multi-szid1 ™ Multi-seid2

™ Multi-ssidd I Multi-ssids ™ Multi-ssids

I Multi-sid3

I Multi-s3id?

I~ wDs4

™ wDs8

~ Uplink. Interfac

™ Primary-ssid I Multi-ssid1

[ Multissidd I Multiszids

[~ wDs1 [~ wisz2 [~ wDs3

[~ wDSE ™ 'wDSE

[~ 'wDS?

[ Muli-ssid2

™ Multi-ssids

[ Multissid3

Advanced

[ Multissid?

Home Basic Advanced Maintenance Status  Configuration  Help

Traffic Control ~

Uplink and Downlink, Setting | Qa5 | Traffic Manager |

I hbits/sac
| bitz/sec

Diownlink B andwidth(1-300]
Maintenance

Uplink B andwidth(1~300]

System

Ethemet |~ Downlink [~ Uplink
w [ Dowrlink [nterface
I
I~ ws4 S| I Primany-ssid I~ Muki-ssidl ™ Multissid2 7 Multi-ssid3
ol
™ wDss I . . . o
o I Multi-ssidd I Multi-ssids I Multi-ssids [ Multi-ssid?

™ wDs1

Save

Reading Config from... ...

™ wDsE

[© wDs2

[~ wDSE

[~ wDs3

© wDs?

[© wDs4

[~ wDss

— Uplink Interface

I Primary-ssid

I~ Multi-ssidd

ortrol I~ wDs1

™ wDsE

[~ Multi-ssid1

[~ Multi-ssidS

[~ wDs2

[~ wDSE

[~ Multi-ssid2

™ Multi-ssids

[~ wDs3

© wDs?

[~ Multi-ssid3

[~ Multi-ssid?

[~ w54

[~ wDss

Drovanlink, B andwidth[1~300]
Maintenance

Uplirk. Bandwidth[1~300)

System

I Mbits/sec

| Mbits/sec

Save

Reading Config from... ...
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Uplink and Downlink Settings

Ethernet

Click either the Downlink or Uplink checkboxes to configure the settings

For Downlink Interface

Click the checkbox to enable any of the SSID’s

Select between

Primary-ssid, Multi-ssid1, Multi-ssid2, Multi-ssid3, Multi-ssid4, Multi-ssid5, Multi-
ssid6, Multi-ssid7, WDS1, WDS2, WDS3, WDS4, WDS5,WDS6,WDS7, WDS8

For Downlink Interface

Click the checkbox to enable any of the SSID’s

Select between

Primary-ssid, Multi-ssid1, Multi-ssid2, Multi-ssid3, Multi-ssid4, Multi-ssid5, Multi-
ssid6, Multi-ssid7, WDS1, WDS2, WDS3, WDS4, WDS5,WDS6,WDS7, WDS8

Download Bandwidth
(1~300)

Enter a value in Mbits/sec

Uplink Bandwidth (1~300)

Enter a value in Mbits/Sec

Save

Click Save to save your settings
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Section 4 - Configuration

QoS

Home Basic Advanced Maintenance Status  Configuration Help

Basic Traffic Control ~

Uplink and Downlink Setting QoS | Traffic Manager I

Enable Qa5 N
—advanced QoS

Dranwnlink, B andwidth I kbitz/zec
I plirk, B andwidth I Mbitz/zec

ACK/DHCRACMPADMS Priority I

Web Redirection ‘ieb Traffic Priarity I

bdail Traffic Prioriby

Imtemal RADILS Ftp Traffic Priority

Server

L L L L L

TIITITTT

Idzer Defined-1 Pririty

Ilzer Defined-2 Priarity

I1zer Defined-3 Priarity

Traffic Contral

L L Lol

Idzer Defined-4 Priarity

L

Other Traffic Pricrity

Prevention Settings
Maintenance

Status

System

Reading Config from
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Section 4 - Configuration

Enable QoS

Click the checkbox to enable this function (this function does not work
unless you have set uplink and downlink parameters

Advanced QoS

Downlink Bandwidth

Enter a value Mbits/sec

Uplink Bandwidth

Enter a value Mbits/sec

ACK/DHCP/ICMP/ Select between Highest Priority, Second Priority, Third Priority, and Low
DNS Priority Priority. Enter the amount traction and the Port number
Web Traffic Priority Select between Highest Priority, Second Priority, Third Priority, and Low

Priority. Enter the amount traction and the Port number

Mail Traffic Priority

Select between Highest Priority, Second Priority, Third Priority, and Low
Priority. Enter the amount traction and the Port number

FTP Traffic Priority

Select between Highest Priority, Second Priority, Third Priority, and Low
Priority. Enter the amount traction and the Port number

User Defined-1 Priority

Select between Highest Priority, Second Priority, Third Priority, and Low
Priority. Enter the amount traction and the Port number

User Defined-2 Priority

Select between Highest Priority, Second Priority, Third Priority, and Low
Priority. Enter the amount traction and the Port number

User Defined-3 Priority

Select between Highest Priority, Second Priority, Third Priority, and Low
Priority. Enter the amount traction and the Port number

User Defined-4 Priority

Select between Highest Priority, Second Priority, Third Priority, and Low
Priority. Enter the amount traction and the Port number

Other Traffic Priority

Select between Highest Priority, Second Priority, Third Priority, and Low Priority. Enter the amount traction

Save

Click the save button to save settings
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Traffic Manager

Hore Basic Adwvanced Maintenance 5Status  Cenfiguration  Help

Basic Traffic Control ~

Uplink. and Downlink Setting I [1aS Trattic: Manager |

Traffic Manager Dizable -

Unlisted Clients Traffic " Dery " Forward

Downlink, B andwidth Mbitzfzec

Iplink. B andwidth Mbitz/zec
—i&dd Traffic Manager Rule

Web Redirection

M arne

Client |Ploptional]

Client MAC[optional]

Drawwrlink, Speed Mhbitz/zec

plink Speed M bitz/zec Clear |

— Traffic Manager Rulez
Name | Client IP | Cliert MAC | Dowrlink Speed | Uplink Speed | Edit | Delste |

Traffic Contral

Prevention Settings
Maintenance

Status

System

Reading Config from
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Section 4 - Configuration

Traffic Manager

Click to Enable or Disable

Unlisted Client Traffic

Select Deny or Forward

Downlink Bandwidth

Enter a value Mbits/sec

Uplink Bandwidth

Enter a value Mbits/sec

Save

Click the save button to save settings

Add Traffic Manager Rule

Name

Enter a name in the field provided

Client IP (optional)

Enter the IP specifics

Client MAC (optional)

Enter the MAC specifics

Downlink Speed

Enter a value in Mbits/sec

Uplink Speed Enter a value in Mbits/sec
Add Click Add to add it to the Traffic Manager Rules
Clear Click Clear to discard the information
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Advanced - ARP Spoofing Prevention Settings

This provides ARP Spoofing prevention techniques to provide an added feature to the router.

Home Basic Advanced Maintenance Status  Configuration Help

Basic ARP Spoofing Prevention Settings -

Advanced
n " ARP Spoofing Frevention |__[v
[ Add Gateway Addr
- Gateway IF Address
Gateway MAC Addiess
2 Add Clear
[ Gatewsay Address List
g Total Entries: Delete Al
Gateway IP Address | Gateway MAC Addiess | Edit | Delete ‘
1
4
4
Save
Mairtenance
Stat
System
Reading Config from... ... A

COMPONENT DESCRIPTION

ARP Spoofing Prevention Click to Enable or Disable

Add Gateway Address

Gateway IP Address Enter the Gateway IP

Gateway MAC Address Enter the MAC address

Add Click Add to include it to the Gateway Address List
Clear Click Clear to discard the information

Delete All Select a device and delete one or all

Save Click the Save button to save settings
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Section 4 - Configuration

Maintenance - Admin

All devices need to be maintained and managed. Click on the link to proceed.

Heme Basic  Advanced Maintenance  Status  Configuration  Help
Admin ~
Advanced

Limit Administrator [V |

Limit Administrator YLAM |0 I Enable |0

Maintenance |

Limit Administrator [P ™ Enatle
IF Range  From | To | Add
| Item ‘ Fram | To | Delete |
Gystem Name Sattings [
Login Seftings [

SHMP Settings |

| Towe o ectiee M |

Fing Control Setting [~

Reading Config from... ... |
COMPONENT DESCRIPTION
Limit Administrator Click to Enable or Disable
Limit Administrator VLAN ID [Click the checkbox to enable this function and enter a value in the field provided
Limit Administrator IP Click the checkbox to enable this function
IP Range Enter a value in the From field, to the To field
Add Click Add to include it to the Administration limitations
Save Click the Save button to save settings
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Section 4 - Configuration

System Name Settings

Home Basic Advanced Maintenance Status Configuration Help

i O e

TooLaus [

Maintenance Lirnit Administratar [P IF Enable

IF Range  From: I To I

[tem | From | Delete |

Configuration File

System Mame I

Laozation I

‘ Login Settings [

‘ Console Settings [

‘ SHMP Settings [

‘ Ping Control Setting |

Reading Config from

COMPONENT DESCRIPTION

System Name Settings Click to Enable or Disable

System Name Enter a system name in the field provided
Location Enter a location in the field provided
Save Click the Save button to save settings
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Section 4 - Configuration

Login Settings

Home Basic  Advanced Maintenance Status  Configuration  Help

~

Maintenance

Admin

System Mame Settings v

System Mame I

Location

Corffiguration File

c Laogin Mame

Date and Time Old Pagsword

New Paszword

Confirm Password

| Congole Settings |

| SNMP Sattings |

| Ping Contral Setting [

Reading Config from

COMPONENT DESCRIPTION

Login Settings Click to Enable or Disable

Login Name Enter a login name in the field provided

Old Password Enter the old password details

New Password Enter the new password details

Confirm Password Enter the details to confirm your password details
Save Click the Save button to save settings
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Console Settings

Home Basic Advanced Maintenance Status  Configuration Help

[]

~

Mairtenance ‘ System Mame Settings W ‘

Syztem Mame I

Admin
Location |

Lagin Settings v

Lagit Marme

0ld Paszword

|
|
Mew Pazswaord I
!

Confirm Password

Date and Time

Console Settings v

Shatus [” Enable

Conzale Protocal @ Telnet  55H

Timeat |1 Ming 'l

‘ SHMP Gettings |

‘ Ping Contral Setting [

(SMMPClass) SMMP request timed ocut!

COMPONENT DESCRIPTION

Console Settings Click to Enable or Disable

Status Click the checkbox to enable this feature

Console Protocol Select between Telnet or SSH

Timeout From the drop-down list, select from 1,3,5,10, 15 minutes or never
Save Click the Save button to save settings
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SNMP Settings

Home Basic  Advanced Maintenance  Status  Configuration  Help

~

System Mame I
Maintenance

Location I

Admin Login Settings W

Laogin Mame

MNew Paszword

|
Old Pagsword I
|
|

Configuration File Al RS

Conzole Settings W

Date an..j Time Statug [ Enable
Conzole Protocol * Telnet  55H

Tirneout |1 Mins 'I

Trap Status [ Enable
Trap Server P |

Ping Contral Setting [

(SMNMPClass) SNMP request timed out!

COMPONENT DESCRIPTION

SNMP Settings Click to Enable or Disable

Trap Status Click the checkbox to enable this feature
Trap Server IP Enter an IP address for trap messages
Save Click the Save button to save settings
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Ping Control Settings

Home Basic Advanced Maintenance Status Configuration Help

Bosi

Advanced 2
Location I

Maintenance

Login Settings v

Admin Login Mame

0ld Paszword

tew Pazzword

Confirm Pazzword

Corfiguration File Conzale Setings v

Status [ Enable

Congole Protocal ™ Telmet ¢ 55H

Timeout |1 ins vl

SMMP Settings v

Date and Time

Trap Status [~ Enable

Trap Server [P

Statuz [~ Enable

Status

System
(SMMPClass) SMMP request timed out!

COMPONENT DESCRIPTION

Ping Control Settings Click to Enable or Disable
Status Click the checkbox to enable this feature
Save Click the Save button to save settings
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Maintenance - Firmware and SSL

Use this function to update the firmware of the Access Point.

Home Basic Advanced Maintenance Status  Cenfiguration Help

Date and Time

Firmware and S5L ~

|U|:date Firrmware From Local Hard Drive

Firmysare Yersion :

Upload Firmyeare From File © Browse | Upload |

Update S5L Certification Fram Local Hard Drive

Upload Certificate From File: I Brawse | Upload |
Upload K.ey From File : I Browse | Upload |

Reading Config from... ...

COMPONENT DESCRIPTION

Update Firmware from
Local Hard Drive

Click the Browse button to find the new firmware, select it, and upload the new firmware.

Upload Certificate from File

Click the Browse button to find the new SSL certificate, select it, and upload the new SSL certificate to the system

Upload Key From File

Click the Browse button to find the key, select it, and upload it to the Access Point
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Maintenance - Configuration File

Use this function to configure one or many (in an array or separately) Access Points.

Home Basic Advanced Maintenance Status Configuration Help
Configuration File «

|U|3Ioad Configuration File

Upload File : I Browse | Upload |

Maintenance

Diownload Configuration File

Load settings to Local Hard Drive Download |

Date and Time

Reading Config from... ...

COMPONENT DESCRIPTION

Upload Configuration File  |Click the Browse button to find the Configuration file, select it, and upload the new firmware.

Download Configuration File |Click the Download button to download this file to your hard drive
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Maintenance - Date and Time

Use this function to configure the Date and Time sttings

Home Basic Advanced Maintenance 5Status  Configuration Help

Basic Date and Time ~

Advanced |Time Configuration

Mairtenance
Current Time 12/31/1993 16:39:45

i Time £one I
Admin

Enable Daylight 5aving r

Firmware and S5L ke arith ek Day of wWeek  Current Time

. i Daylight Saving D ates DST Start I j I j I d I ﬂ
Configuration File DST End I j I ﬂ I I ﬂ

}f-‘-.utamatic Time Configuration

Enable NTP Server

MTF Server

Set the Date and Time Manually

Tear Da I vI
Date And Time g
Hour i Second I vI

Copy our Computer's Time Settings

System
Reading Config from
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Section 4 - Configuration

Current Time

This is automatically set

Time Zone

Select a time zone from the drop-down list

Enable Daylight Saving

Click the checkbox to enable daylight savings time. Adjust the Daylight Saving
Dates according to Month, Week, Day of the Week, and Current Time

Automatic Time
Configuration

Enable NTP Server

Click the checkbox to enable the NTP Server

NTP Server

Enter the NTP Server IP address

Set the Date and
Time Manually

Enter the date and time settings according to the year/month/day, hour/
minute/second to manually confgiure the time

Copy Your Computer’s Click this button to have the time synced with your computer
Time Settings
Save Click the Save button to save settings
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Status - Device Information

The Status section allows you to configure parameters pertaining to the current conditions of your Access Point. All statistics
and functions can be analysed for clarity.

Home Basic Advanced Maintenance 5Status  Configuration  Help

Device Information «
IPvE Gateway?
Firmnware Y ersion;

Maintenance
Ethermet MAC Address:

Channel Analyze

Reading Config from

COMPONENT DESCRIPTION
IPv6 Gateway?2 Describes the firmware version and number

Firmware Version

Ethernet MAC Address Describes the Access Points MAC details
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Status - Client Information

The Client Information section denotes all information about the clients attached to the main Access Point. The table below
shows all client access points attached to it. It provides information on SSID, MAC address, Band, Authentication, RSSI, and
Power Saving Mode. Click the Refresh button to keep monitoring the devices. You can view the 2.4GHz and 5GHz spectrum.

Home Basic  Advanced Maintenance Status  Configuration  Help

Basic Client Information -

Advanced
Maintenance Client Information Station aszaciation [2 4GHz): Refresh |

Status 55D | Band | Authertication | BSSI | Power Saving Mods |

Device Information

Client Infarmation Statioh asgociation [BGHz):

S50 | Band | Authentication | RSSI | Power Saving Mode |

System
Reading Cenfig from
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Status - WDS Information

Wireless Distribution System is a technology that reads the wireless interconnection of Access Points. It allows for the expansion
of multiple access points. This section displays information on the Channel name, the MAC address details, the Authentication,
the Signal strength, and the Status.

Home Basic Advanced Maintenance 5tatus Configuration Help

Basic WDS Information -

L W DS Infarmation Chaninel : Refresh |

Maintenance

M ame | Authentication Signal | Status

ce Information

Client Information

WDSs = WS Information Channel :

Mame | Authentication Signal

Channel Analyze

System

Reading Config from
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Status - Channel Analyze

Channel Analyze is a section where each wireless band is analyzed for quality and strength. Select either 2.4GHz or 5GHz. Click
the Detect button. All summarized information will be displayed on the AP list. Information displayed are: Channel, Access
Point number, MRssi percentage, and Evaluation.

Home Basic Advanced Maintenance Status  Configuration  Help

Basic Channel Analyze «

Advanced

Mairtenance Wireless Band IZ.JGHz vI

Detect

Wireless Summany
— AP List

evice Information

CH | Evaluation

Client Information

WDS Information

Channel Analyze

* There are only three non-overapped channels in 2. 43 band. respectively 1.6and 11.
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Section 4 - Configuration

Status - Stats - Ethernet Traffic Statistics

The Stats seciton provides information on Ethernet Traffic Statistics and WLAN Traffic Statistics.

Home Basic Advanced Maintenance Status  Configuration  Help

e | [

Advanced Ethernet Traffic Statistics I WLAN Traffic Statistics |

Maintenance

Clear | Fiefrezh I

Tranzmitted Count
Tranzmitted Packet Count
Transmitted Bytes Count

Client Information Dropped Packet Count

Received Count

WDS Information Received Packet Count

Received Bytes Count

Dropped Packet Count

Feceived Multicast Packet Count

Feceived Broadcast Packet Count

Length 64 Packet Count

Length B5~127 Packet Count

Length 128~255 Packet Count

Length 256~511 Packet Count

System
Reading Config from
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Section 4 - Configuration

Clear

Click the Clear button to delete all stats posted

Refresh

Click the Refresh button to display an up-to-date stat report

Transmitted Count

Transmitted Packet Count

Displays the transmitted packets

Transmitted Byte Count

Displays the transmitted bytes

Dropped Packet Count

Displays the amount of packets dropped

Received Count

Received Packet Count

Displays the packets received

Received Byte Count

Displays the bytes received

Dropped Packet Count

Displays the amount of packets dropped

Received Multicast

Displays the multicast packets

Packet Count

Received Broadcast Displays the broadcasted packets
Packet Count

Length 64 Packet Count Dsiplays 64 bit packet data

Length 65~127 Packet Count

Displays the packet in that data range

Length 128~255
Packet Count

Displays the packets in that data range

Length 256~511
Packet Count

Displays the packets in that data range

Length 512~1023
Packet Count

Displays the packets in that data range

Length 1024~1518
Packet Count

Displays the packets in that data range

Length 1519~max.
Packet Count

Displays the packets in that data range
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Section 4 - Configuration

Status - Stats - WLAN Traffic Statistics
The Stats seciton provides information on Ethernet Traffic Statistics and WLAN Traffic Statistics.

Ethernet Traffic Statistics  WLAN Traffic Statistics 1
IWI Refresh |
2 4GHz BGHz
[Transrnitted Count
Transmitted Packet Court 368 10
Transmitted Bytes Count 35511 2510
Dropped Packet Caunt m 11
Tranzmitted Retry Count a 0
Received Count
Received Packet Count ia 0
Feceived Butes Count L] a
Dropped Packet Count ] i}
Feceived CRC Count 1024 1
Feceived Decmption Eror Count o 0
Received MIC Error Count IJ ]
Received PHY Errar Count 1164 0
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These statistical information are presented in 2.4GHz and 5GHz formats.

Clear

Click the Clear button to delete all stats posted

Refresh

Click the Refresh button to display an up-to-date stat report

Transmitted Count

Transmitted Packet Count

Displays the transmitted packets

Transmitted Byte Count

Displays the transmitted bytes

Dropped Packet Count

Displays the amount of packets dropped

Received Count

Received Packet Count

Displays the packets received

Received Byte Count

Displays the bytes received

Dropped Packet Count

Displays the amount of packets dropped

Received Multicast
Packet Count

Displays the multicast packets

Received Broadcast
Packet Count

Displays the broadcasted packets

Length 64 Packet Count

Dsiplays 64 bit packet data

Length 65~127 Packet Count

Displays the packet in that data range

Length 128~255
Packet Count

Displays the packets in that data range

Length 256~511
Packet Count

Displays the packets in that data range

Length 512~1023
Packet Count

Displays the packets in that data range

Length 1024~1518
Packet Count

Displays the packets in that data range

Length 1519~max.
Packet Count

Displays the packets in that data range
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Status - Log - Log View

The Log section is divided into two parts, Log View and Log Settings. Under Log View click Clear to restart the log process and
click Refresh to renew log information.

Home Basic Advanced Maintenance Status  Configuration  Help

Bosi

Advanced Log Wiew | Log Sethings I

Maintenance Tatal Lag 0 Clear I Refresh |

Status

Time | Priority | Meszsage

Device Information

Client Information

WDS Information

(SMMPClass) SNMP request tired out!
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Status - Log - Log Settings

Change the Log Settings here based on the following criteria:

Basic

Advanced

Mairtenance

Status

Device Information

Client Information

WDS Information

Channel Analyze

Home Basic Advanced Maintenance Status

Log Views LogSettings |

Configuration  Help

|Lu:ug Setting

Log Server / IP Address

Log Type

[T System Sctivity
[ wireless Activiy
[ Maotice

Ernail Motification

E mail Motification

Outgaing mail zerver [SMTF]

Authentication

SSLATLS

From Email Addresz

To Emaill Address

Email Server Address

SMTP Port

IJzer Hame

[~ Enable

I Internal - I

[~ Enable

[~ Enable
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Log Server/IP Address

Enter the log server IP address information

Log Type

Click the checkbox to activate logging for System Activity
Click the checkbox to activate logging for Wireless Activity
Click the checkbox to activate logging for notifications

Email Notifications

Email Notifications

Click the checkbox to Enable

Outgoing mail server

Select from internal mail server, Gmail server or Hotmail server

Authentication

Click the checkbox to enable

SSL/TLS

Click the checkbox to enable

From Email Address

Enter the email address details in this field

To Email Address

Enter the email address details in this field

Email Server Address

Enter the email server address details here

SMTP Port Enter the port details here
User Name Enter the username you wish to use
Password Enter the password details here

Confirm Password

Enter the password a second time to reconfirm it

Email Log Schedule

Schedule

Schedule within the time frame provided on the drop-down list

Save

Click the Save button to save your configuration
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Section 4 - Configuration

System

System, allows you to return to factory default and restart the device

Home Basic Advanced Maintenance Status Configuration Help

Maintenance

Restart the Device
Restore to Factory Default Settings ﬂl

Reading Config from

COMPONENT DESCRIPTION

Restart the Device Click the Restart button to restart the device

Restore to Factory Click the Restore button to go back to factory settings
Default Settings
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Section 4 - Configuration

AP Manager Il v3.0 - Multi Configuration

Administrators can manage the configuration of Access Points. AP Manager Il v3.0 does this using a template. The same profile
can be used for multiple Access Points. Each template profile has unique settings which include System, Wireless, Security and
Filter settings.

D' AP Manager 11 v3.0
System  View NetTool Help

Y - FERRRRETEN

Groups I " Events Tools Reports | Us 1

m General

B n Graups Template Mame Creator Create Date

Option

Template

Task Schedule
.IEI Ewent bManager
.'\ Tools
'.& Repors

> Asgsociation

Security

Utilization

Channel

Faogue AF

Syslog

Custam

tanitar

[27/08/2013 00:59:18 987 | The initialization complete

[27/08/2013 00:59:18.987 |Syslog Server Start success

[27/06/2073 00:59:19.065 ]SnmpTrap receiver initialize successiullyl
[27/06/2013 00:59:49.020 |Device: 192.168.0.50 SMMP Ping Okl

HAEIE

Ready ”AP Count||1 ”LogU;er ”adrmn |
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Section 4 - Configuration

AP Manager Il v3.0 - Multi Configuration - Create a new template

To create a new template, right-click anywhere on the
template view window and select the New item.

i n
Template
Task Schedule

B EvertManager
"R Tools
*& repors

> [ A

ssociafion

New

Uilizetion

Charmel

Rogue AP Import

Syslog

Custormn

Monitar [27/08/2013 00:54.18 987 | The initiglization complete I
[27/08/2013 00:59:16.987 |Syslog Server Star success
[27/06/2013 00:59:19.066 Snmp Trap receiver inflialize successhully D
[27/06/201 3 00:59.49.020 [Device: 152.168.0.50 SNMP Ping OK! =

Ready [P Count |1 LogUser [admin

Under General, Basic Info type in a name for the new e
configuration. A creator is already selected under Admin, li = . e

the time is already set. %
Under Content Selection, click the checkbox to configure. -
There are System, Wireless (2.4GHz/5GHz), Security -
(2.4GHz/5GHz), Filter (2.4GHz/5GHz), and Multi_SSID
(2.4GHz/5GHz) options. s
Click Next to continue. 0 o

e [Coeck | et D] X Coee

=
[27/06/2013 00:59:16.967 Syslog Senver Star success
[27/08/2013 00:531 9.065 |SnmpTrap receiver infialize successiulyl
[27/08/2013 00:59.49.020 [Device: 182.168.050 SNMP Ping 0K

<[=I11>

Ready AP Count|[1 LogUser |admin
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Section 4 - Configuration

Under System, click the LAN Settings checkbox and configure the IP (Static or Dynamic), enter Subnet details, and Default
Gateway options.

For Admin, enter a username and password
For Console Settings, select to enable it, select the Console Protocol and the timeout period.

Click Next to continue

i 2 =] - Sl 2l Bl ©

" (=S =Y

Template Name Creator [~ LAN Settings

% Get IP From IStatic (Manual) 'I
tiConfiguration
. Template
. Task Schedule
. p—
¥ El EventManager [ {admin;
B ‘ Tools User Name Iadmin
B Password I—
" Reports

r Association

[~ Console settings

Status ¥ Enatle
Security Console Protocal © Telnet & 554
Utilizetion Timeout _
Channel
Rogue AP
Syslog
Custom

[QBeok [ tet §] [ % Cancel
anitor [27/06/2013 00:53:18.987 [ The initializatio

[27/08/2013 00:59:18.987 ]Syslog Server Start success

[

[

27/08/2013 00:59:19.065 ]SnmpTrap receiver initialize successfully!
27/08/2013 00:58:49.020 1Device: 192.168.0.50 SNMP Ping Okl

< 1l>

Ready |l4P Count |1 |lLogUser | admin ]
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Section 4 - Configuration

Under Wireless 5GHz, you have the option to set the . . BN TS
following: s

SSID - Enter a name for the SSID -
Channel - Select between Auto or a configurable range e
SSID Broadcast - Click to enable it e
Data Rate - Select Auto or the speed option o —
RTS Length - Enter arange S

Beacon Interval - Enter a range
Fragment Length - Enter a value
DTIM - Enter an appropriate value

% Conce

Radio - Select to turn this feature on or off :
11n Channel Width - Select the range I e S e I—
If you are unsure of all the settings, there is also the option
to Check All.
Click Next to continue
Under Wireless 2.4GHz, you have the option to set the ¢ S
following: 9 BRI
(B cerore Sl St
SSID - Enter a name for the SSID 83 oo
Channel - Select between Auto or a configurable range R e = E—
SSID Broadcast - Click to enable it g fe
Data Rate - Select Auto or the speed option 3 o e
& Fepors I Foorent largh 24
RTS Length - Enter a range S P otz —
Beacon Interval - Enter arange o s
Fragment Length - Enter a value
DTIM - Enter an appropriate value o
Radio - Select to turn this feature on or off —— il [l ;
11n Channel Width - Select the range i

Ready P Count[1 LogUser |iadmin

If you are unsure of all the settings, there is also the option
to Check All.

Click Next to continue
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Section 4 - Configuration

Under Security 5GHz, you have the option to set the
following:

Authentication - Select between an Open System, Shared
Key, Open System/Shared Key, WPA-Personal, WPA-Enterprise,
WPA2-Personal, WPA2-Enterprise, WPA-Auto-Personal, and
WPA-Auto-Enterprise

Key Settings - Select to enable the device then Key Type,
Key Size, Valid Key, and Key Value

WPA - Set the following parameters: Cipher Type, Group
Key Update Interval, Pass Phrase, RADIUS Server, Port, and
RADIUS Secret.

Click Next to continue.

Under Security 2.4GHz, you have the option to set the
following:

Authentication - Select between an Open System, Shared
Key, Open System/Shared Key, WPA-Personal, WPA-Enterprise,
WPA2-Personal, WPA2-Enterprise, WPA-Auto-Personal, and
WPA-Auto-Enterprise

Key Settings - Select to enable the device then Key Type,
Key Size, Valid Key, and Key Value

WPA - Set the following parameters: Cipher Type, Group
Key Update Interval, Pass Phrase, RADIUS Server, Port, and
RADIUS Secret.

Click Next to continue.

Task Schedule

2
* ] Eventhanager
* R Tooks

& repore

Task Schedule
[ Event Menager
"R Took

*& repors

Gk [ e §| % comel

27/06/2013 00531 8.987 ]Syslag Server Start success

& Beck Net $| | $ Cancel

i <11
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Section 4 - Configuration

Under Filter 5GHz, the IEEE802. 11a Wireless MAC ACL
Settings, select the Access Control method, enter a MAC
Address, and click Save.

Use Del if you wish to delete an item.

Click Next to continue.

Uiy

ion
Template
Task Schedule

*E EventMansger

* %\ Tools

@ Fepors

=

(~ IEEEB02.11a Wirsless MAC ACL Setiing

Access Cortrol Disable [~

MAC Addess [ [sae

E

=

=k

ceessullyl

itislize su
192.168.0.50 SNMP Pingy Ok!

<1

Rea

£

/AP Count|[1

|LogUser |zdmin

Under Filter 2.4GHz, the IEEE802. 11a Wireless MAC ACL E
Settings, select the Access Control method, enter a MAC
Address, and click Save.

Use Del if you wish to delete an item.

Click Next to continue.

ion
Template

Task Schedule

P Event Manager
>Ry Tools
*& repors
[ Associat tion
Secuiyy
[ iiization
[ crannel

i E 0

(~ |EEE802.11g Wireless MAC ACL Setiing

Acocsss Control Disable [~

MIAC Address I lsae

[ @ ok

recei & succe:
192.168.0.50 SNMP Ping Okl

ssully!

<=T11>

Ready

/AP Count 1

|lLoguser |admin
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Section 4 - Configuration

Under Multi SSID 5GHz, select to enable the feature. The
Wireless Settings allow you to index it by SSID number or
name. Enter an SSID name, select the SSID visibility, select to
enable/disable WMM settings, and select a Security method.

Key Settings - Select to enable the device then Key Type,
Key Size, Valid Key, and Key Value

The table below populates with data. Use the Add button to
add info or the Delete button to delete parameters.

Click Next to continue.

Under Multi SSID 5GHz, select to enable the feature. The
Wireless Settings allow you to index it by SSID number or
name. Enter an SSID name, select the SSID visibility, select to
enable/disable WMM settings, and select a Security method.

Key Settings - Select to enable the device then Key Type,
Key Size, Valid Key, and Key Value

The table below populates with data. Use the Add button to
add info or the Delete button to delete parameters.

Click Next to continue.

uration
Template
Task Schedule
B fventhanager
" Tooks

Template

Task Schedule
B fventhanager
" Tooks

& repors

=

[JEnable Muti-SSID

o

(~ Wirsless Settings
Index

55D

SSID Visbity

Secuty

WM (iR Multmediz)

ey

Encrption

"

I
[
[
I

Syslog Server Start success
rap receiver initialize succes sfully!
192.168.0.50 SNMP Ping Okl

=

[JEnable Muti-SSID

o

i 1>

(~ Wirsless Settings

551D
SSID Visbity

WM (iR Mtime:
Secuty

< [EEEE

ey

Encrption

Key Type

Key Value

Index | SSID

1o Count 1
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Section 4 - Configuration

The Template setup is complete. Read the instructions and
click Finish.

The new Template is now in the Multi Config window.

D

[ cenera
4% Groups

Template
Task Schedule
B vent Manager
" Tools
@& Repors
* [ Association
Securyy
Uiizetion
Channel
Fogue AP
SysLog
Custorn
Moritor

Template Neme

[27/06/2013 00591 6.967 ] The =
[27/06/2013 00:59.16.987 ]Syslog Server Start success

[27/08/2013 00:59.19.065 Snmp Trep receiver inilclize successully!
[[27/06/2013 00:59.49.020 IDevice: 192.166.0.50 SNAMP Ping OKI

Creator

Setup Complete

‘The Setup Wizard is completed. Click Back to modfy the settings. Click
Finish o save the curent setings and exi.

Please note that you can orly apply the template to devices with
‘Access Point mode only. Yau carmat apply the template to devices
with other modes

@ oo

<1

Ready | AP Count |1 |LogUser |jadmin
D' AP Manager 11v3.0
System View  NetTool

Template
Tesk Schedule
> B Event Manager
PR Teols
& Repors
> [ Associction
Serurity
Utlization
Channel
Rogue AP
SysLog
Custom
Menitar

Template Name

eq

Crealor Create Date.
adnin 8/27/20135:42.03 M

27/08/2013 00:69.18.987 | The iniliahzation complete

Syslog Server Star success

27/06/2013 00:59:19.065 SnmpTrap receiver initialize successfully!
27/06/2013 00:59:49.020 Device: 192.168.0.50 SNMP Ping Okl

I
[27/08/2013 00:59:18.987
[
[

1
]
1

<11

Ready

/&P Count|[1

|Loguser |admin |
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Section 4 - Configuration

AP Manager Il v3.0 - Edit a Template

To edit a template, double-click the template or right-click the template and select Edit item from the drop-down menu.

Security 2.4GHz | Filter 5GHz | Filter 2. 4GHz
Mutti-551D 5GHz | Multi-5SID 2.4GHz
General | System || Wireless 5GHz | Wireless 24GHz | Security 5GHz

— Basic Info
Mame : ab
Creator : Iadmin
Time : [12/ 772012 |

— Content Selection

v System

v Wireless 2 AGHz BGHz
W Security 2 4GHz 5GHz
[ Filter 2 AGHz BEHz
W Multi_S5ID 2 4GHz BGHz

& ok | X Cancal
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Section 4 - Configuration

AP Manager Il v3.0 - Delete a Template

To delete an existing template, right-click the template, and select the Delete item from the drop-down menu or click the
Delete icon.

Help

RO

Multi Config Events Tools Reports Us r Option

m General
.{; Groups

Configuration

Template
Task Schedule
.IEI Ewent Manager
..\ Tools
'e‘ Reports
ar Agsociation
Security
Utilization
Channel
Fogue AP
Syslog
Custom
kanitar

[27/08/2013 00:58:18.957 [ The initialization complete ||
[27/08/2013 00:59:18.987 Syslog Server Start success

[27408/2013 00:58:19.065 ]SnmpTrap receiver initialize successfullyl

[27/08/2013 00:59:49.020 1Device: 192.168.0.50 SNMP FPing Okl -

|Re,ady ”AP Count ”1 HLogUsel ”admin |
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Section 4 - Configuration

AP Manager Il v3.0 - Save the Configuration

To save the configuration file, just click the right icon. A menu pops up for you to save it.

wan

Tu._.\ 5 eports Option

m General

" 2% Croups Tenlai Hare CL | Creste Date
. gl admin /27203 542,03 AM
Template
Task Schedule
u
’IEI Event banager
.‘ Tools
'e Reports
" Agsociation 2 i b ity ] Option
Security m G |
eneral
Utilization
"8 Graups Template Name | Creator | Create Date
Channsl Sl admin 82742013 5:42:03 AM
Rogue AR
Custom Task Schedule Save n: | [ 2] Documents -l ¢ B Er
Wanitor AR |I§I Event Manager Mame Date medified T
[7/08/2013 D05 No items match your search.
[27/08/2013 0088 = ‘
[27/08/2013 D05 Tonls
————— Ba
[Ready 'G Reports
" Aszsociation
Security o =
Utilization Filename: | Save
Channel Save astype: [Cortig Files ("MTPL) - Cancel
Fogue AP a
Syslog
Custom
r
[ vonior [27/08/2073 00:58:18.987 [The inislization complete 4]
[27/08/2013 00:59:15 987 1Svslog Server Start success
[27/08/2013 D0:59:19.065 ]SnmpTrap receiver initialize successfullyl
[27/08/2013 00:53:49.020 1Device: 192.168.0.50 SNMP Ping Okl =
|Read3,r ||AP Counl”'l HLogUsel Hadmin ‘
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Section 4 - Configuration

AP Manager Il v3.0 - Import the Configuration

To Import a configuration file, click the import file above the template window.

m General

.8 Groups
Template
Task Schedule
.
.lgl Ewent Manager
r ‘ Tools
T =
. FReports m . |
enetal
] -
Association ’8 Groups Template Mame | Creator | Create Date
. Sql admin B/27/2013 5:42:03 AM
Security
e | }) £8
Uilzatin EX N |
Ch | Task Schedule Look in: I =) Documents j + B of B+
anne o B -
DEI Event Managar Name . Date modified T
RDgUE AF " . Mo items match your search.
I~ D
. Syslog "G Repors
Customn . Association
s
onitar — . Security e N
[27/08/2013 -
[27/08/2013 1 [ wsliz=don Rorame: | o]
[27/08/20131
Channel Files of type:  |Config Files (".MTP > Cancel
[27/08/2013 [Corfi Fies - MTPL) =] _Iﬂ
| —— Rogue AP
R
| sady Syslog
Custom
onitar — -
[27/08/2013 00:59:18.987 ]The initializetion complete |l
[27/08/2013 00:59:18.987 ]Syslog Sener Ster success
[27/06/2013 00:59:19.065 ]SnmpTrap receiver initialize successtullyl
[27/06/2073 00:59:49.020 ]Device: 192.168.0.50 SMNIMP Ping Ok! —
Readv llap Count 1 LoaUser admin |
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Section 4 - Configuration

When you scroll through the MultiConfiguration
options, you will notice that it has a Template folder.
The Template folder is the folder you created in
previous pages.

Click Task Scheduler to see the main configuration
options - Config Comparison, Upgrade Firmware (FW),
and MutiConfig. To enable each one, click the Enable
radio button.

D Ap Manager 1v3.0
System  View NetTool Help

e

Tools Reports User Manager Option

m General Config Comparison ' Disable  Ensble _

B Task Name | Activity | Next Run Time | Status | Result
n Groups

= . .
¥ =4 MultiConfiguration

Template

* &l event Manager Upgrade P/ @ Dissble " Enable | Mew || Edt || Dekte |

= ‘, Task Name | Activity | Nead Run Time | Status | Resutt
Toals

LA
'. Reports
> Asgsociation

Security
Utilizatian MuliConfig @ Disable " Enable | Mew [[ Edt || Deete |

Channal Task Name | Activity | Next Run Time | Status | Result

Rogue AP
SysLag
Custam
Manitar

[27/08/2013 00:59:18.987 JThe initialization complete

[27/08/2013 00:59:18.987 ]Syslog Server Start success

[27/06/2013 00:59:19.065 ]SnmpTrap receiver initialize successiully!
[27/08/2013 00:59:49.020 [Device: 192.168.0.50 SNMP Ping Ok

< 11>

|Ready ||AP Count ||‘I ||LogUser ||admin |
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Section 4 - Configuration

For the Config Comparison, click the Enable radio
button, click New and view the options.

Give the Task a name, then select the devices and
click Next.

MetTool Help

(B ceneral Config Compatison ¢ piale  ff) T
Task MName | Activity |
]
8 Groups Task MName |
'@ MultiConfiguration — By IP
r' IP Address Model Name: | HW Version
Template ] 152.168.0.50 DAP-2630 B
[
* El Event Manager Upgrade P! @ Disable 1 * & &
Task N | Activi |
B ‘, Tools B —
B
'. Feparts
> | Agsociation
Security
Lilization tultiCanfig & Disable { | Mew || Edt || Delete |
Channel iesiatine ticiiviy < > J
Rogue AP
Syslog gﬂads ! s [T e
Custom
Monitar [27/08/2013 D0:59:18.987 |The iniialization complete N
[27/08/2013 00:59:18 987 15wsloy Server Star success
[27/08/2013 00:59:19.065 ]SnmpTrap receiver initialize successfullyl D
[27/08/2013 00:59:43.020 1Device: 192.168.0.50 SNMP Fing Okl =
|Ready ||AP Count”‘l ||LogUser ||adr'r1in |
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Section 4 - Configuration

Select a Template from the list provided.

Click Next to continue.

(B cenera Cofig Compatison ¢ pisatle ) [ =
Task Mame | Activity |
B
8 Groups — Select Template
'ﬁ hultiCanfiguratian Selected | Tplm Name
Template
Schedule
'IEI Event hManager Upgrads P/ * Disable { | Mew || Edt || Delete |
Task M | Activi |
'X Tools asame L
LA
" Repors
" Agsociation
Security
P 4 > -
Utilization MuliCarfig @ Disable (] | Mew | Edt | Delste |
Channel ilssighine bty /
Rogue AP
Swslo
wsLog CBack | MNext O | ¥ Cancel
Custom
Monitor [27/08/2013 00:59:18.387 [The intialization complete [~]
[27/08/2013 00:59:18.957 ]Syslog Server Start success
[27/08/2013 00:59:19.065 ]SnmpTrap receiver initialize successfully! D
[27/08/2013 00:59:49.020 |Device: 192.168.0.50 SHNMP Ping Ok =
|Ready ||AP Count”‘l ||LogUser ||admin |
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Section 4 - Configuration

Select a Schedule time frame - Run, Save, Specify
Time, Specify Day and then enter the Date and

Times.

Click Finish when complete.

[ ceneral Configomparison ¢ pisable ) T T (=
Task Name | Activity
.8 Groups & Fun
'ﬁ MultiConfiguration " Save
" Specify Time
~ Specify Day
B Upgrade Fud X T Monday I Tuesday 7 Wednesday 7 Thursday =
El Event Manager = & Disable T _ | Mew || Edt || Delete |
> “, Task Name | Activity ™ Friday I Saturday T Sunday
Tools
& Date: EEZEE -]
Reparts
" Association Time I 6:17-18 AM j‘
Security
Utilization MuliCanfig @ Disable 1] | MNew |  Edt || Delete |
Channel st efictiviy
Fogue aAF
SySLDg @Bmk l!ﬁ X .C
Custam
tanitar —
[27/08/2013 00:59:18.987 [The intialization complete )
[27/08/2013 00:59:18.987 15yslog Server Start success
[27/08/2013 00:59:19.065 1SnmpTrap receier initialize successfully D
[27/08/2013 00:59:49.020 1Device: 192.168.0.50 SNMP Ping Ok =
Ready ||AP Count”'l ||LogUser ||admin |
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Section 4 - Configuration

For Upgrade Firmware, click the Enable radio button,
then view the devices available.

Give the Task a name, select to do it by Group or by IP

Click Next to continue.

tTool Help

e s
b Task Name I Activity | Next Run EVIcE -
8 Groups I
Task Name
'@ tultiCanfiguration
& ByGoup  BylP
Template — By Group
S Group Name | Sort | HW Version
||_- s ’ [] DAP-2650 Model B
.El Event Manager Upgrade P/ " Disable " Enable | Mew || Edt | Delele |
Tash N, | Activi | Next Fun |
B ‘ Tools oo Tame - L
. < I >
" Feports
I |h - — By IP
Association IP Address | Model Name | HW Version
. iy []192.168.050 DAP-2650 B
ECU
Utilization MuliConfig @ Disable " Enable | New  Edt || Delte
Channel Task Name | Activity | Mext Run ] < s
Rogue AR
Syslog
Custom
Manitar —
[27/08/2013 00:59:18 387 IThe initialization complete =]
[27/06/2013 00:59:18.987 ]Swvslog Server Start success
[27/08/2013 00:59:19.065 15nmpTrap receiver intialize succasstullyl D
[27/06/2013 00:59:49.020 1D evice: 192.168.0.50 SNMP Ping Ok =
[Readv [P Countlf1 |lLoqUser |admin |
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Section 4 - Configuration

Under Firmware File Settings, click the browse
button next to your device, fild the new firmware,

and click Next.

e sy

Reports (=
B ceneral Config Comparisan  Disable & Enable o MNew | Edt | Delse
Task Mame | Activity | Next Run
.8 Groups
ame | HW Version | Version | Fimware File | Browse |
'ﬁ tultiConfiguration w0 B [ Erowes |
: D Firmware Version Set
'lE-l Ewvent Manager Upgrade Pl " Disable & Enatle (*) Local &&&
B ‘ Task Name | Activity | Next Run 1 Local
Tools Module Name:  DAP-2630 Hw Version: B
'.& Feports Firmweare File Path: M
] lh .
Asgsociation
Security i
Utilization MuliConfig @ Disable " Enable | New || Edt [ Delete |
channel Task Mame: | Activity | Next Run | ¢
Fogue AF
Syslog
Back M Cancel
Custormn e \”—1
Manitar [27/08/2013 00:59:18.987 JThe initialization complete [A]
[27/08/2013 00:59:18.987 1Syslog Server Start success
[27/08/2013 00:59:19.065 ]SnmpTrap receiver initialize successfully! D
[27/08/2073 00:59:49.020 1Device: 192.168.0.50 SNMP Ping Okl =
|Ready ||AP Count||1 ||LogUser ||admin |
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Section 4 - Configuration

Under MultiConfig, click the Enable radio button,

and New.

Under Device enter a Task Name, select by Group

orlP

Click Next to continue.

Comis 70
Config Tools Reports Lzer ki r Cption
[ cenera ConfioCompatison  ~ pisaple = Enable o Mew | Edt | Dot
Task Name | Activity | Next Run Time:
r 8 Groups
v &= P ’ SAMPLE
St MultiConfiguration Task Mame
Template © ByGrowp  © ByIP
= — By Group
|r_L| ? Grouy i
h p Name Sort | HW Version
DAP-26530 Model B -
FIEI Ewent Manager Upgrade P/ " Disable @& Enatle O o | mew || Edt || Delsts |
B l" Taols Task Name | Activity | Next Run Time
By
" Reports < >
i Agsociation By IP
IP Address Model Name | HW Version
Security 152.168.0.50
Utilization MuliConfig € Dissble @ Enable | MNew | Edt | Dele
Channel Task Name | Activity | Next Run Time:
< >
Faogue AP
Swslog
Custom 8 Back M ¥ Cancel
Monitar [27/06/2013 00:59:18 987 [The initialization complete A
[27/08/2013 00:59:18.957 1Svslog Server Start success
[27/08/20713 00:59:19.065 1SnrmpTrap receier initialize successfullyl D
[27/08/2013 00:59:49.020 Device: 192.168.0.50 SMNMP Ping Okl -
[Ready ||&P Count |1 |LogUser |ladmin |
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Section 4 - Configuration

Under Template, select a template for this
configuration and click Next

B cenera Canfig Comparison © Dissbls & Enabls | Mew || Edt | Delts |
> Task Name | Activity | Next Run Time D Template X
8 Groups -
'ﬁ hultiConfiquration ( Select Template
Selected | Template Name
.IEI Ewvent Manager Upgrade Fu/ " Disable & Enable | Mew || Edt || Delste |
B ‘ Tonls Task Name | Activity | Next Run Time
LA
'. Feports
ar Association
Security
Utilization MultiCorfig " Dissble & Enable | Mew || Edt | Delts |
< >
Channal Task MName | Activity | Next Run Time
Fogue AP
Swyslo
WSLog
Custom G Back M 3 Cancel
Monitar [27/08/2013 00:53:16.987 [The initialization complete A
[27/08/2013 00:59:18.987 15yslog Server Start success
[27/08/20713 00:59:19.065 1SnmpTrap receiver initialize successfully D
[27/06/2013 00:59:49.020 1Device: 192.168.0.50 SMNMP Fing Ok =
[Ready |laP Count |1 |LegUser |jadmin |
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Section 4 - Configuration

Under Schedule, select one of the options provided

and click Finish.

a
View NetTool Help

(B ceneral Eonfig Comparison  Disable 5 Enable o Mew | Edt | Dot
Task Name | Activity | Next Run Time »
.8 Groups
2 tultiConfiguration & Run
5
Template e
=  Specify Time
|r_l] . U s :
Specify Day
[ Upgrade P  Disabl % Enabl *ﬂ &
IEI Event Manager i e [ Mondap I Tuesday T wednesday T Thursday
[ X Task Name | Activity | Next Run Time:
Tools ™ Friday ™ Saturday I Sunday
1A
" Fepors
Date: | 82772013 -]
" Agsociation
Security Time | €:56:23 AM —
Utilizatian MultiConfig © Disable & Enable | MNew  Edt | Dete
Channel Task Name | Activity | Next Run Time:
Rogue AP
Swslo
yslog
Custorn CBack | & Fnish | % Cance
Manitor [27/08/2013 00:55:18.987 ]The inifialization complete (A
[27/08/2013 00:59:18.987 ]3vwslog Server Start success
[27/08/2013 00:53:19.065 13nmpTrap receiver initialize successfully! D
[27/08/201300:59:49.020 1Device: 192.168.0.50 SMNMP Fing Okl =
|Ready ||AP Count”‘l ||LogUser ||admir1 |
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Section 4 - Configuration

AP Manager Il v3.0 - Events (Event) Manager

Events (Event) Manager can be accessed from both the side panel and the top panel. Click this icon to access details relation

to faults experienced using the Access Point.

D Ap Manager 11 v3.0
System  View MNetTool Help

REE o FXINCIERR

m General

L 8 Groups Event Name Event Type | EventLevel | Date Time
.= @ PollingOk Systemn Maotice 2013-08-27 00:5%:49
Sk MultiConfiguration @ PollingFailed System Notice 2013-08-2612:33:18
@ PollingFailed System Maotice 2013-08-26 08:00:05
Template @ PollingFailed System Metice 2013-08-26 07:50:20
@ PollingFailed System Motice 2013-08-26 07:49:30
Task Schadule @ PollingFailed System Notice 2013-08-26 07:39:37
® PollingFailed Systemn Maotice 2013-08-26 06:41:35
® PollingFailed Systemn Motice 2013-08-26 06:33:06

b ‘\ Tools
'.& Reports
" Agsociation

Security
Utilization
Channel
Rague AF
Swslog
Custom

Source

192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50

Description

Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...

Content

Monitor

[27/08/2013 00:69:18.987 1 The inttialization complete

[27/08/2013 00:59:18.987 1Syslog Server Start success

[27/08/2013 00:59:19.065 1SnmpTrap receiver initialize successfully!
[27/08/2013 00:59:49.020 IDevice: 192.168.0.50 SMNKMP Ping Okl

<11

|Rea dy

||AP Count||1

||LogUser ||admir1
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Section 4 - Configuration

AP Manager Il v3.0 - Unread Events

Click this icon to mark the message as Unread.

m General

B 8 Groups | E | Event Type | Eventlevel | Date Time | Source Description | Content
= #® PollingOk Systemn Motice 2013-08-27 00:59:49  192.168.0.50 Indicate the m...
St MultiConfiquration @ PollingFailed System Notice 2013-08-2612:59:18  192.168.0.50 Indicate the m...
@ PollingFailed System Motice 2013-08-26 08:00:05  192.168.0.50 Indicate the m...
Template @ PollingFailed System Notice 2013-08-26 07:50:20  192.168.0.50 Indicate the m...
@ PollingFailed System Maotice 2013-08-26 07:49:30  192.168.0.50 Indicate the m...
Task Schedule @ PollingFailed System Notice 2013-08-26 07:39:37  192.168.0.50 Indicate the m...
@ PollingFailed Systemn Motice 2013-08-26 06:41:35  192.168.0.50 Indicate the m..
@ PollingFailed Systemn Motice 2013-08-26 06:33:06  192.168.0.50 Indicate the m...
> ‘ Tools
B
'G Reparts
" Agsociation
Security
Itilization
Channel
Fogue AF
Syslog
Custom
r .
(8 voitor [27/06/2013 D0:59:16.987 [The intialization complete [~
[27/08/2013 00:59:18.987 1Svslog Serser Start success
[27/08/2013 00:59:19.065 1SnmpTrap receiver initialize successfullyl
[27/08/2013 00:59:49.020 IDevice: 192.165.0.50 SMMF Fing Okl =
|Ready ||AP Count”‘l ||L09Usel ||admin |

D-Link AP Manager Il v3.0 Software User Manual 127



Section 4 - Configuration

Double-click an event to view its details. The icon now

changes to an open book.

* & MliConfiguration
Templete
Task Scheduls

® PollingOk

@ PolingFailed
® PollingFailed
® PollingFailed
® PollingFailed
@ PollingFailed
® PollingFailed
@ PollingFailed

| Event Type

System
System
System
System
System
System
System
System

| Event

Notis
Noti
Notis
Notis
Notis
Notis
Notis
Notis

Event Name: PollingFail=d
Event Type: System

Event Total: T

The First Oceur Time: 2013-08-26 06:33:06

‘The Last Occur Time: 2013-08-26 12:59:18
Deseription: Indicate the manager don't recsiva the

response message from agent in the pre-define
time

*& repors
¥ [ Association Content
[ securty
Utiliz=tion
Channel
Rogue AP E Ganeral
<
SysLog P22 roups
Cugtorm
* &L MutiConfigurstion
Monitor 27/08/2013 00 5418 887 ] The initialization camplete
27/08/2013 00:591 8,987 |Syslog Server Start success Template
27/08/2013 00:59:19.065 1SnmpTrap receiver inifialize successful
27/08/2013 00:5%:49.020 ]Device: 1921 56.0.50 SNMP Ping Ok! Task Schedule
Ready

.‘ Tools
'.& Fieports
| Associstion

Security
Utilization
Channel
Fogue AP
SysLog
Custom
Manitar

| Content

| Event Name
PollingOk
PollingFailed
PollingFailed
PollingFailed
PollingFailed
PollingFailed
PollingFailed
PollingFailed

CPPOGGL G

| Event Type
System
System
System
System
System
System
System
System

| Event Level
Notice
Notice
Notice
Notice
Notice
Notice
Netice
Notice

| Date Time
2013-08-27 00:33:49
2013-08-26 12:59:18
2013-08-26 08:00:05
2013-08-26 07:30:20
2013-08-26 07:49:30
2013-08-26 07:39:37
2013-08-26 06:41:35
2013-08-26 06:33:06

| Source
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50

Description

Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...

| Content |

[27/08/2013 00:53:18 987 JThe initialization completa
[27/08/2013 00:59:18.967 1Sysloy Server Start success
[27/08/2013 00:53:19.065 ]SnmpTrap receiver initialize successfully!
[27/06/2013 00:59:49.020 |Device: 192.168.0.50 SMMP Ping Ok!

i

Ready

/4P Count |11 |LogUser [admin |
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Section 4 - Configuration

AP Manager Il v3.0 - Deleting Events

Click this icon to Delete an event. Confirm delete by
clicking Yes, or No to exit and do nothing.

D' AP Manager l1v3.0
System  VWiew NetTool

m General
.‘8 Groups

¥ S Multi Configuration

Template
Task Schedule

b ‘, Tools
'G& Feports
> Assacigtion

Security
|_tilizatian
Channel
Fogue AF
Syslog
Custom
tdanitar

| Event Name |Delete Event

PollingOk

PollingFailed
PollingFailed
PollingFailed
PallingFailed
PollingFailed
PollingFailed
PollingFailed

GEOGGGV G

| Event Type

System
System
Systemn
Systemn
System
System
Systemn
Systemn

| Event Level

MNotice
Matice
Motice
Motice
Matice
Matice
Maotice
Motice

| Date Time

2013-08-27 00:5%:49
2013-08-26 12:59:18
2013-08-26 08:00:05
2013-08-26 07:50:20
2013-08-26 07:4%:30
2013-08-26 07:39:37
2013-08-26 06:41:35
2013-08-26 06:33:06

| Source

192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.530
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50

| Description
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m..
Indicate the m...

| Content

[27/08/2013 00:59:18.9587 ]The intialization complete
[27/08/2013 00:59:18.987 15wslog Server Start success
[27/08/2013 00:59:19.065 1SnmpTrap receiver initialize successfully
[27/08/2073 00:53:49.020 ]Device: 192.168.0.50 SMNKMP Ping Okl

A EIE

Ready

||AP Count||1

||LogUser ||admin
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Section 4 - Configuration

AP Manager Il v3.0 - Setting Events

Click this icon to show Event Settings

Tools

TS PO T VR

ventSettlngs
B B Groups

| Event Name | Event Level | Date Time | Source Description | Content

= % Polling0k System Motice 2013-08-27 00:59:49  192.168.0.50 Indicate the m...
St MultiConfiquration "% PollingFailed System Motice 2013-08-26 12:59:18  192.168.0.50 Indicate the m...
@ PollingFailed System Motice 2013-08-26 08:00:05  192.168.0.50 Indicate the m...

Template @ PollingFailed System Motice 2013-08-26 07:50:20  192.168.0.50 Indicate the m...

® PollingFailed System Maotice 2013-08-26 07:49:30  192.168.0.50 Indicate the m...

Task Schedule @ PollingFailed System Notice 2013-08-2607:39:37  192.168.0.50 Indicate the m...

#® PollingFailed System Motice 2013-08-26 06:41:35  192.168.0.50 Indicate the m...

@ PollingFailed System Maotice 2013-08-26 06:33:06  192.168.0.50 Indicate the m...

> ‘ Tools
'G& Reparts
4 Aggocigtion

Security
|_ilization
Channel
Fogue AF
Syslog
Custam
tanitar

[27/08/2013 00:59:15.957 ]The initialization complete )
[27/08/2013 00:59:18.987 1Swslog Serser Start success

[27/08/2013 00:59:19.065 1SnmpTrap receiver intialize successfullyl

[27/08/2013 00:59:49.020 ]Device: 192.168.0.50 SMMP Fing Okl ~

|Ready ||AP Count | |‘I ||LogUser ”admin |
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Section 4 - Configuration

The main Event Settings Panel opens.

fig r Option

P T T e

D Event Settings

r 8 Groups | EBvent Name — Event |
@ PollingOk Srhmpersion ISNMP WaC LI
¥ hultiConfiguration %+ PellingFailed  Enterprisespesific
& PollingFaiIed = System Event Event Mame IEgDNEighbD[LDSS[sNMP\fz]
Termplate @ PollingFailed - PellingF ailed
L3 PellingFailed - PollingOk .
Task Scheduls @ PollingFailed - Thieshald Event Tia Generic | =l
@ PollingFailed TranzmitT hreshold Chatus £ Disable & Enable
: @ PoliingFailed & Private
> X - DAP-2690B deduthenticati oD |1_3_5_1_5_3_1_1_5_5
Tools - DAP-2690B:tationDisassan
B - DAP-2690B stationdasoch " - -
" Reports - DAP-EA0E wlanlLinkD ow Description IAn EGF peer neighbor iz down
b - DAP-2630B weblogoutSuc
I~ Association .. DAP-2E90BbcFlood Level IWarning LI
' - DAP-2690B disassociatedt!
Security . DAP-2E90B deauthenticate [T Threshold Enable
T . DAP-2E30Bwlanl fLinkUp
. Ltilization - DAP-2630B mermonPoor Azcending IU
~ - DAP-2690B cpuloadingFul
. Channel - DAP-2690BtelnstLoginF i Descending |n
- DAP-2B90B webh otify
Rogue AR o MUAPLPEANR 2ok i il
< “ Ne “ Save i iiiii x Close
Swslog :
Custom
r .
(8 vonivor [27/08/2013 00:59:18.987 [The initialization complete [a]
[27/08/2013 00:59:18.987 13vslog Server Start success
[27/08/2013 00:53:19.065 1Snmp Trap receier intialize successfully
[27/08/2013 00:53:49.020 1Dewvice: 192 168.0.50 SMMF Ping Okl ~
|Ready ||AP Count ||‘I ||LogUser ||admin |
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Section 4 - Configuration

The Events Panel consists of four main Event Types.

¥ & MutiConfiguration
Template
p

Task Schedule

Y& repors
Association
Secury
Uilzation
Channel
Rogue AP
SysLog
Custom
Monitor

T

D Event Settings

" Event Name S —
@ PolingOk & Event Type _ R - — |
i PollingFailed
® PollingFailed ColdStart ] Event Name. ,W
@ PollingFailed WamStat
® PollingFailed LinkDown L |
@ PollingFailed LinkUp i =~
@ PollingFailed AuthenticatonF ailre atus © Disable ® Ensble
* poumipm EgpheighborLoss o e © e
ColStaENHPY2) . S —
W amStart(SHMP2]
(riBoiGHinpy2) b [
LinkUp(SNMPv2)
St oSN
Eopndgbotowonpe. | | Love [ ——
System Event r
Polgfaied
o o —
Treshld Even
TanamiTshol L —
Pivate
[ tew | | @ sz || % o | X oo

27/08/2013 0059.18 957 The infialization complete,
[27/06/2013 D0.55:15 887 JSyslog Server Start success

27/08/20113 0058:19.065 [Snmp Trap receiver initialize successtully
27/08/20113 0059:43.020 JDevice: 192.168.0.50 SNMP Ping OkI

Resdy

AP Court1

LogUser [admin

Standard Trap

Groups Hum

-H--H---H--H-i

NetTool ﬂs\

“”8‘ ﬁ“ J % s Userh
' 'E'E"E"‘""*"'""’" =

D Event Settings

B ceneral

* 3% Groups | Event Nome. e — 1
2 TodbericaiFains ] | | SweVeson  [SPVAC =
¥ MuliConfiguration % PolingFailed EgplcighbotLo I
$ palingtated Codstan(SNMPY2) EvertName [ Event
Template ailed WamSai(SNMPY2)
by IImgFaHsd LikDouriSNMPy2)
TeskSchedtle | & palingr Lbp(ENNE2] Tiap Generc — &
® PollingFailed Authentcatiorf alue(SHM & i :
S e Eoptimrbatononi ||| St Dissble & Enable
Enterpisespesiic o (361631156
tem Even] ]
. PolingFaled - —
@ Repors FolingOk Desciptin
& Theshald Event
P associoton 4 | TinamiTheshad Level [Waring =]
& Pivae
Secutty T Thieshod Enable
F AP 26308 tatonDisessor
[ usization DAP 26908 sationdssoch. hecendng [0
o DAP 25308 wanlLinkDow
[ cronmel DAP26308webLogoutSuc Descendng [T
DAP 2630BbcFlood
Rogue AP [ o
SysLog AN UAIE R0 N
Custom
Mnitar [27/08/2013 005316987 ] The mmahzaﬂun:nmp\e'& =
[27/08/2013 0053:18.987 JSyslog Server Start success
[27/06/2013 005519 065 Shmprop ecener el successiud D
[27/08/2013 0059:49.020 [Device: 132.168.0.50 SNMP Ping OK1 —
[Ready 1P Countt ILoaUser ladmin |

System Event

D Event Settings

| Event Neme S — ]

33 | Event Name - erson.
Groups Event
iy @ Poling0k Buhenticaorf e Smgerson[SHF V2 7 ¥ & aliconfiquret 3 potingok AuhertcdiorFaue—Ta] | | Smoevs fewipvae
Sk MuttiConfiguration s PollingFailed EgpNeighbarLoss uiiConfigureton * : i g? l\: ;uzf‘ m‘:‘a Event N
@ PollingFailed CodstanSNMP2) Benttane [t I~ olingFai NP vertName  [Fivate
Template @ PollingFailed WamStar(SNMPY2) (8 Tempiee ® Polingfsiled amBtaf(SPY2)
® polingFailed LkDowiBHPv2) & polingfaied freposmc L — |
9! TepGeneic [ ] Task Schedule ® PollingFailed LinkUp(SNMPv2)
Task Schedule @ PolingFailed LikJp(SNMPv2) e
@ PollingFailed AuthertcatiorFaie(GNM - $ PolingFailed fubertioalonfaluelShM | | gy © Dissble @ Ensble
g ubentcalon? shreSh) Status Disable @ Enable @ PolingFailed EgpiieighborLoss(SNMPY:
@ PollingFailed gphleighborLoss(SHMPy: Enterpisespesiic (561631156
Iy Entempisespeciic o0 361631158 Tools System Event D oo
Tools System Evert D v PolingFaied P —
& Fepore o Descipion @ repors Palingdic e
olin Thieshad Evert
E * [ Association i TrancrilTeshold Level [Waring -]
Assaciation TransrilTheshold Level Waring 3
Piivate Secutty DaF T Thieshod Enable
Secuity r o D4P 2830BstaonDisasson
0P 2830BstaionDissson [ viiization DAP 26908 atondssoch Ascendng [0
Utlzation DAP 28308 staiondssochl ascendng [0 DAP 25308 wanlLinkDow
o D4P 26508 iariLinkDow Chamel DAP 2690BeblogoutSuc Descendng 3
[ cnamnel DAP 260BuebLogoutSuc Descendng [0 DAP 2630BbcFlod
DAP 2530BbcFiood Rogue AP A ARANR et
Rogue AP DD SEoPckeeeeerin <Jil (5]
SysLog
Custom
Cust
e Moritor
Vot [27/0672013 005316 987 The mialization complete 8]
foniter [[27/08/2013 005315 867 ] The inftislization complete [27/08/2013 00:58:18.987 ]Syslog Server Start success
[27/08/2013 00:53:18.987 Syslog Server Start success [27/08/2013 00:58:18.085 ]SnmpTrap receiver initislize successfully! D
[27/08/2013 D0:58:19.065 ]SnmpTrap receiver inifalize successfullyl [27/08/2013 0059:49.020 [Device: 132.166.0 50 SNMP Ping OkI ~
[27/08/2013 00:53:43.020 [Device: 192.168.0.50 SNMP Ping OkI ; T, ; E ‘
Ready P Count 1 LogUser_|edmin

Ready

Threshold Event

[P Count 1

[LogUser [sdmin

Private
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Section 4 - Configuration

Standard Trap - The standard trap view window
displays the standard trap data received from Access
Points and consists of the following options:

ColdStart

WarmStart

— Ewent

= E_venl Type
)~ StandardTrap
- t

it

- W armS kark

- LinkDiown

- LinkUp

- AutheticationF silure
- EgpMeighborLoss

- ColdStat[SMMP2)
- armStar(SMMPY 2)
- Link Diown[S N Pwe]
- LinkUp[SMMP2)

- EgpMeighborLogs(SH
- Enterprizespecific
[=- Syztern Event

‘... PallingF ailed
FollingQlk.
E)- Threshald Event
b TransmitThreshald

<]

[

- AuthenticationF ailure[SM

Py

£ MARLIEAN A=A Hhenbic rr;n. >

Snhmptersion

Ewvent Mame

Trap Generic
Statusz

[ulln]

Drescription

Lewvel

|SHMP 1 R
|EoldStan

| Coldstanm) =l
@ Disable " Enable

IThe sending protocol entity haz reinitialized.indi

I Muotice ;I

[T Threshold Enable

Ascending

Descending

|0

|u

ﬁ Mew ﬁ Save | b 4 Delete| | b 4 Close|

— Ewent

El-Event Type
- StandardTrap
- ColdStart

- LinkD awn

- LinkUp

- duthenticationF ailure
- EgpM eighborLoss

- CaldStart{SMMPY2)
- wdarmStart[SHMPY2)
- LinkD awn[S MPw2)
- LinkUp[SMMP2)

- Enterprizespecific
=+ System Event

. PallingF ailed

i Polling Ok,

= Threzhald Event

- TranzmitT hreshaold
El- Private

(o MU PLPRANASA  Hharbe

<l

N

I

- AuthenticationF ailure[S K
- EgpM eighborLozz[SHMPy,

L
rr;n

SnhmpWersion

Ewent Mame

Trap Generic
Statuz

(]}

Description

Lewel

| SHMP 1 =
IWarmStart

IWarmStartﬁ ] ;I
& Digable " Enahle

I The sending protocol has reintializing.but neitt

INotice ;I

[T Threshold Enable

Azcending

Descending

|n

|n

o Mew Y Save |x Delete| | X Elosel
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Section 4 - Configuration

LinkDown

— Ewent
E- Event Type A | | SrmgVersion [SHRP |
- StandardTrap
- ColdStart D Ewent Mame ILinkD wn

- wiarmStart

- Linklp Trap Generic I Link[rawn(2) LI
- AutherticationF ailure & Dissble € Enabi
- EgpMeighborLoss Status hable

- ColdStart(SNMPy2)

- warmStar[SHPY2) oib I
t::tas;;ﬁid?:;]vzl D escriptioh IA commuication link has failed. the affectad in
- AutherticationF ailure 5 M
-~ EgpNsighborLossiSNMPv. Level [Notice =]
- Enterprizespecific
- System Event 7 Threshald Enable
PollingF siled
PollingOk Aszcending ID
=1 Threshold Event
i TransmitT hreshold Dezcending ID

=) Privvate —
(o PLARLIEAN A .».,.-.n:ﬁr:.-.. >

<[]

MI \ﬂ‘ | x D3|9t3| | x Close|

LinkUp

— Ewent
E- Event Type ~ Snmpiersion ISNMPV‘I j
- StandardT rap D
- ColdStart Event Name ILinkUp
- d S kart
wn Trap Generic | LinkUg(3] Ll
Rty S Do C cnae
- ColdStat[SMMPv2) o I
- armSkart (S Py)
t::ta;;;ﬁ;f;h:;@] Dezeription IA communication link has come up. The affecte
- futherticationF ailureS kb
- EgpMeighborLoss{SNMPy: Level [ Hatice =
- Enterprisespecific
EJ- Systern Event [T Threshold Enable
- PollingF ailed
- PallingQk, Azcending ID
El- Threshold Event
- TranzmitT hrezhold Descending ID
Private =
. PADIEAN A thanbic abine
[ & New | | & Save | % Deete | ¥ Oose
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AuthenticationFailure

EgpNeighborLoss

- Event Type

EI StandardTrap
- ColdStart
- W armSkart
- Link D owry
- LinkUp

- ColdStart[SMMPY2)
- W armStar[SHMPY 2]
- Link D own[S M Pwe]
- LinkUp[SMMP2)
- tuthenticationF ailure(S Mk
- EgpM eighborLogs(SHMP,
- Enterprizespecific
=1 Spstem Event
- PolingF ailed
‘. PalingOk
Threshold Event
. TransmitT hreshald

- Private —
{ L MADIRANAeb harnkie rr;n. ™

<l

— Ewent

Shmphersion | SHMP 1 =l
Event Mame IAuthenticationFaiIure

Trap Generic IAuthenticationFaiIureH] ;I
Status % Disable " Enable

oD I

Description IThe agent haz received an improperly authentic

Lewel I Errar j

[T Threshold Enable

Aszcending IU

D escending ID

M I&H 3 D'3|'3t3| | u Elosel

- Event Type

- StandardTrap
- ColdStart

- W armStart

- Link Drowen

- LinkUp

- ButhenticationF ailure

- ColdStart[SHMPY2)
- wdarmStart[SHMPY 2]
- LinkDawn[SMMPw2]
- LinkUp{SMbPy2)
- AuthenticationF ailure(S M
- EgpMeighborLoss[SMMP,
- Enterprizespecific
=l Systerm Event
- PollingF ailed
i PallingQk,
E1- Threshold Event
- TransmitThreshold

- Private =
o PLADL RO A ek rl‘ir» h

<

A

— Ewent

SnhmpWersion ISNMF‘W ;I
Ewent Mame IEgpNeighborLoss
Trap Generic IEgpNeighborLoss[E] ;I
Status & Disable " Enable
ul]s] I
Description IAn EGP peer neighboar iz down
Lewvel IWaming LI
I Threshold Enable
Azcending IU
Descending ID

|& New | |& Save || x Delete| | a Closel
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ColdStart (SNMPv2)
— Ewent
= Event Type ~ Snmpkersion [ sHMPv2C =]

- StandardTrap D
- ColdStat EvertMame  |ColdSiar(SHhiFv2)
- W armSkart
- LinkDown .
Linklp Trap Generic I d
- AuthenticationF ailure & Disabl  Enabl
- EgpMeighborloss Status ane nabe
. C oD [128162115]
- W armStar{SMMPY2)
t::tasgﬂiiﬁ;vz] Description IThe zending protocol entity has reinitialized indi
- duthenticationF ailure[SM b
- EgpNeighborLoss[SNMPY. Level [watming =]
- Enterprizespecific

- System E vent [ Threshold Enable
- PallingF ailed
----- PollingQk. Azcending ID

El- Thresheld Event

o TramsmitThreshold Descending ID

B- Private =l
o PR RO A s Hnambic abine

<I:I r Lﬁ New| | ﬁ Save | | b 4 Delete| | b4 Closel

WarmStart (SNMPv2)

— Ewent
=-Event Type ~ Snmpiersion |sHmPvaT =]

- StandardTrap ]
-~ ColdStart Evert Mame IWa[mS tart{SHMPY 2]
- armSkart
- LinkDiown .
- LinkLp Trap Generic I LI
- AuthenticationF ailure & Di

* Disable " Enabl

- EgpMeighbarLoss Status nane
- ColdStart[SMMMPY2) oo |1_3.E.1.E.3.1.1.5.2
t::tas;’;ﬁﬂm;vz] D' ezription IThe zending prokacal has reinitializing but neit
- AuthenticationF ailureSH
- EgpMeighbaorLozs(SHPy; Lewvel I Motice LI
- Enterprisespecific

El- System Event [T Threshold Enable
- PollingF ailed

- PallingQk Azcending ID

El- Threshold Event

i e TransmitThreshold Descending ID

- Private —
o AR IEAN Ao Hnamkic st

< I:I r g Hew g Save | x Deletel | x Claze |

D-Link AP Manager Il v3.0 Software User Manual 136



Section 4 - Configuration

LinkDown (SNMPv2)

LinkUp (SNMPv2)

— Ewent

E- Event Type
B- StandardTrap
- ColdStart
- armSart
- LinkDrown
- LinkUp
- &uthenticationF ailure
- EgpMeighborLoss
- ColdStart[SNMPZ)
- WwfarmStartSH P2

- LinkUp(SMMP2)
- duthenticationF ailureS kb

- Enterprizespecific
= Spstern Event

. PalingF ailed
allingk
Threzhold Event
- TrangmitT hrezhald
[l Private

<

ey

I

- EgpM eighbaorLozsS MPw,

£ TUADLAEAN Aah i, rr;n. A

Snmptersion I SHMP W2 ;I
Event Name [LinkDowrisNMPy2)
Trap Generic I ;I
Status & Disable " Enable
oD [12B1631153
Dezcription IA communication link has failed. the affected in
Lewvel INotice ;I
I Thieshald Enable
Ascending ID
Descending IU

M I&H s DE|Et9| | x Closel

— Ewent

- Event Type

- WWfarmStart

- LinkD own

- LinkUp

- AuthenticationF ailure
- EgpMeighborLoss

- ColdStant[SHMPw2]
- wfarmStart[SHMPY2)
- LinkD o[ SHMPY2)

- AuthenticationF ailure[S M
- EgpMeighborLoss[SMMP,
- Enterprizespecific
= Spstern Event
- PolingFailed
- PallingOk.
El- Threshald Event
| L TransmitT hreshold

<

S

B StandardTrap
- ColdStart

- Private =
o PLADL IR0 A 1 sHomonkic. r;n. -

Shmpersion I SHMP V2D LI
Event Name ILinkU PISHMPYZ)
Trap Generic I LI
Status @ Disable " Enable
oD [1381831154
Description IA communication link, has come up. The affecte
Lewel INotice j
I Threshold Enable
Azcending ID
Dezcending ID

M‘ \&H ® Deletel | b 4 Close|
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Section 4 - Configuration

AuthenticationFailure(SNMPv2)

EgpNeighborLoss (SNMPv2)

— Ewent

= Event Type ~
B StandardTrap

- ColdStart D
-l armShart
- LinkD owen
- LinkUp
- duthenticationF ailure
- EgpMeighborLoss
- ColdStart[SMMP2)
-~ wdarmStar[SHMPY2)
- LinkD own[S MbPw2)
- LinkUp[SMNMP+2)
o HiF ailur o
-{AuthenticationFailure[S Mk
- Enterprizespecific
=1 Spstem Event

.. PellingF ailed

‘. PollingOk

Threshold Event
. TransmitT hreshald

Private —
o MADL IR e harntie r»:n. e

<1

SnhmpWersion

Ewent Marme

Trap Generic
Status
oD

Dezcription

Lewvel

[SNMP v2C

=]

IAuthenticationFaiIure[SN MPwE]

* Digable " Enable

=

|1.3.s.1.s.3.1.1.5.5

IThe agent haz received an improperly authertic

INotice

=]

[T Threshold Enable

Ascending

Dezcending

|n

|n

ﬁ ey | v Save || a Delete| | b4 Elosel

— Ewent

= Event Type ~
= StandardTrap
- ColdStart D
- W armStart
- LinkDawn
- LinkUp
- AuthenticationF ailure
- EgpMeighborLoss
- ColdStat[SMMP2)
- armStar{SMMPY2)
- LinkDown[SMEP2)
- LinkUp[SMP2)
- AuthenticationF ailure[S Mk

El- Threshold Event
i TransmitThreshold

- Private =
£ LALLM A e ki rrim e

<=

Shimptersion

Ewvent Mame

Trap Generic
Status
ap

Description

Lewel

|SHMPy2C =l
IEgpNeighborLoss[SNMF'v2]
* Digable " Enahle

|1.3.5.1.s.3.1.1.5.5

IAn EGP peer neighbor iz down

IWarning

I~ Threzhald Enable

Aszcending

Dezcending

ID

ID

\g New | | f Save || x Delete| | b 4 Elose|
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Section 4 - Configuration

Enterprisespecific

— Ewent

EJ- System Evert

<]

El-Event Type ES

[=I- StandardTrap
- ColdStark

- a5 kark

- Lirk [ awan

- LinkUp

- AuthenticationF ailure

- EgpMeighborLozs

- CaldStart[SMMP2)

- S tarkS M P2

- LinkD avan[SMBPw2)

- LinkUp[SHMP2)

- AuthenticationF aiure[SHk
- EgpMeighborLoss{S NP,

- PallingF ailed
- PallingOk

El- Threshold Event

- TransmitTheshold

- Private —

£ MARLIEAN A ke rr;.—.. e

Shmptersion ISNMP W1 LI
Evert Mame IEnterprisespecific
Trap Generic IEnterpliseSpecific:[B] ;I
Ctatus % Disable " Enable
Qo I
D escription I
Lewvel I Motice LI
™ Threshald Enable
Aszcending IU
Descending ID

ﬁ Mew | V Save || X Delete| | b4 Elose|
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Section 4 - Configuration

System Event - To configure the trap condition, click
the System Event icon in the tool bar to set the event
settings. It consists of the following options:

System Event

To modify an event setting, select the event from the
Event Type list and then change the items. After the
setting, click Save button to apply the changes.

To add a new event, click New button, and configure
the settings in the event creation window.

PollingFailed

i EgpMeighborloss[SHMPY2) A~
Enterprizespecific T

PallingF ailed
PallingQlk

B Thresheld Evert

. Transmmit T hrashald

E| Private

- DAP-2690deduthentication
- DAP-2630stationDisassocMc
- DAP-2690ztationdszoch otify
- DAP-2630wlanl fLink Dovn
- DAP-2690weblogoutSucce:
- DP-2690bcFlood

- D&P-2690disassociatedttack
- DAP-2690deauthenticatedtt:
- DAP-2690wanlfLink Up

- DAP-2690nmermanyPoor

- DAP-2690cpuloadingFul

- DAP-2690telnetLoginF il

- DAP-2690webMotify =

. (] PPN EY [P mpey |
(27 E

Snmptersion

Ewent Mame

Trap Generic
Shatuz
oo

[rezcription

Lewvel

|SHMP =l

ISystem Ewent

[T Threshald Enable

Azcending

Deszcending

| =
" Disable @ Enable

|

|

|Notice =l
fo

ID

| ﬁ Mew | | v Save || 4 Delete| | b4 Close|

— Ewent

El- Spstem Event

H-Event Type ~

[l StandardTrap
- ColdStart

- WwarmStart

- LinkDown

- LinkUp

- AuthenticationF ailure

- EgpMeighborLoss

- ColdStart[SMMPYZ2]

- WarmStar[SMMPY2)

- Link Diown[S M PwYE]

- LinkUp[SHMP2)

- uthenticationF ailureSHFP
- E gpM eighborLazs[SHMPv2)
- Enterprisespecific

I MolingFailes
o PalingOk

El- Threshald Event

o TranzmitT hreshald

E| F'_rivate —

nﬁan.—l,m .w.w.nnnlm >
>

Snmpferzion

Event Mame

Trap Generic
Statuz
[l

Dezcription

Lewel

[ SHMP 1 |
IPoIIingFaiIed

| =]
¢ Dizable " Enable

IIndicate the manager don't receive the respons

I Motice ;I

[T Threshold Enable

Azcending

Descending

|u
|u

_ﬁ Mew | w Save || b4 Delete| | b4 Elose|
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Section 4 - Configuration

PollingOK

Threshold Event consists of the following options:

Threshold Event

— Ewent

- Event Type ~
B StandardTrap
- ColdStart D

- W armS bart
- LinkDhowin
- LinkUp
- AuthenticationF ailure
- EgpMeighborLosz
- ColdStart[SMhPy2)
W armStat[SHMPv2)
- LinkDown[SHMPw2)
- LinkUp[SMP2)
- AuthenticationF ailure(SMMP
- EgpMeighborLoss[SMPv2]
- Enterprizespecific
[EI- System Event
PuollingF ailed

k

1k,
EI- Threshold Event
i e TransmitThreshold
- Private —

2 | ..... nf?fjamﬂm.».,.-.r;unr.; ™

Shmptersion I SHEP W1 j

Event Mame IPgIIinng

Trap Generic I j
Ghatus * Disable " Enable

(u][n] I

Description Ilndicate the manager don't receive the respons
Lewvel INotice LI

[~ Threshold Enable

Agcending ID

Descending ID

ﬁ Mew | v Save || b 4 Delete| | X Close|

EgpteighborLozs[SHMPyw2]
nterprisespecific 1
Syztem Event

PallingF ailed

Ewent
ranzmitThreshold
£l Private

- DAP-2690desuthentication
- DAP-2690stationDisassoch o
- DAP-2690stationds socM otify
- DAP-2630wlarl fLinkD o
- DAP-2690weblogoutS ucce:
- DAP-2690bcFlood
- DAP-2690dizassociatedttack

Snmpifersion ISNMF‘V‘I LI
Evert Name IThreshoId Event

Trap Genenc I ;I
Chatus @ Dizable " Enable

][} I

D escription I

Lewvel I Motice ;I

- DAP-2630de authenticatedtt:

- DAP-2690wlanl fLinkUp

- DAP-2690memaoryF oor

- DAP-2690cpuloadingF ull

- DAP-2690teinetLaginF il

- DAP-2690webh atify =l

e 1 Aeabnl mmienF =il
<| [ >

™ Threshold Enable

Azcending ID

Dezcending ID

| ﬁ New | | W Save || b 4 Delete| | b4 Closel
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Section 4 - Configuration

Transmit Threshold

Private consists of the following options:

Private

EgpteighbarLoszSHMPY2] A
Enterprizespecific =1
Syztem Ewent

Bl Private
- DAP-2630deduthentication

- DAP-2690stationDizassoch o

- DAP-2630stationdssock otify

- DAP-2630wlanl fLinkD owr

- DAP-2690weblogoutSucce:

- D&P-2630bcFlood

- DAP-2690dizassociatedttack

- DAP-2690deauthenticatedtt:

- DAP-2690wlanlfLink U p

- DAP-2690memonFoor

- DAP-2690cpuloadingFull

- DAP-2630teinetloginF ail

- DAP-2690webM atify —

- OMechl cnink =il ™
o A E

Shmpt'ersion I SHMP W1 ;I
Event Name ITransmitT hrezhald
Trap Generic I ;l
Status " Disable % Enable
oD |
Drescription IAccess paint transmit threshaold message
Level [Motice |
[™ Thieshold Enable
Azcending |1 oo
Dezcending ISEI

ﬁ Mew ﬁ Save |s Delete| | 4 Close|

EgpMeighborLoss[SHMPw2] A
Enterprizespecific I
System Event

- PollingF ailed

- Polling0k

Threshold Event

TranzmitT hreshold

- DAP-2630desuthentication
- DAP-2690stationDizassochc
- DiAP-2630stationdasoch atify
- DAP-2630wlan fLink D own
- DAP-2690weblogoutSucce:
- DiaP-26390bcFlood

- DAP-2690dizas sociatedtack
- DiaP-2690deauthenticatedit:
- DiaP-2630wlanl fLinkp

- DiAP-2690mermoryPoar

- DAaP-2690cpuloadingFull

- DiAP-2690telnetLaginF ail

- DisP-2630webMotify =

LT Aokl ik =il s
<| [>

Snmphersion ISNMF’ W =]
Event Mame IP[i\.-ate
Trap Generic I LI
Status " Disable * Enable
oD |
Description I
Lewvel I Motice LI
™ Threshald Enable
Aszcending I‘I i}
Dezcending ISD

o/ Mew | Q@ Save || x Delete| | b 4 Elose|
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Section 4 - Configuration

DAP-2690deAuthentication

DAP-2690stationDisassocNotify

EgpteighborLazsSHMP2)
Enterprizespecific
- Spsten Event
- PollingF ailed
PallingQk,
- Threshold Event
. TransmitThieshold
- Privah

1
- DAP-2690ztationDizazzacM otify
- DAP-2690stationdzzoch otify
- DAP-2B30wlanl fLinkD awn
- DAP-2690weblogoutSuccessful
- DAP-2690bcFlood
- DAP-2690dizassociatedttack
- DAP-2690deauthenticatedttack
- DAP-2690wlanl fLinkU p
- DAP-2690memonPoor
- DAP-2690cpuloadingFul
- DAP-2690tenetLoginF il
- DAP-2690webM atify

e DIAPIEAN: 2] AminE =il

SnmpY ersion

Event Mame

Trap Generic
Status
[l

Description

Lewel

[ SHMP 1 =
|DAP-2ssnde,a\uthenticanon

I EnterprizeS pecific&) d
¢ Dizable " Enable

|1 3E1.4117110.37.4557.2.20

| Critical =l

I~ Threshald Enable

Azcending

Descending

|n

|n

| o New | | . Save ||_8 Delete| | b4 Closel

— Ewent

- Enterprisespecific
- System Event
PaollingF ailed
PallingQk
- Threshold Event
. TransmitThieshold
- Private
- DAP-2630dedutherntication

- DAP-2690stationdzzoch otify

- DAP-2690wlanl fLinkD ovn

- DAP-2690weblogoutS uccessful
- DAP-2690bcFlood

- DAP-2690dizassociatedttack

- DAP-2630deauthenticatedttack
- DAP-2630wlanl fLinkU p

- DAP-2690memonPoor

- DAP-2690cpul oadingFul

- DAP-2690tenetLoginF il

- DAP-2690webM atify

- DAP-2690zzhLoginF il

< [ E

W

SnhmpWersion

Event Mame

Trap Generic
Status
oo

Description

Lewel

| SHMP 1 =
IDAF‘-2BSDstati0nD izassocM otify

I EnterprizeSpecific(&) ;I
% Disable " Enable

I‘I 3E1.41171.10.37 4557.215

| Critical =l

[T Threzhold Enable

Azcending

Descending

|u

|n

ﬁ MNew ﬁ Save 8 Delete ¥ Clos=
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Section 4 - Configuration

DAP-2690stationAssocNotify

DAP-2690wlanlifLinkDown

— Ewent
i Enterprisespecific ~ Snmpiiersion ISNMF‘ 41 LI
H- System Event Wl
PolingF ail=d Event Name IDAF‘-2BSDstationAssocN atify
FollingQk.
- Thresheold Event . - —
‘. TranamitT hreshold Trap Generic IEnterpnseSpemflc[B] ;I
- Privats & Disable c
- DAP-2690desuthentication Stalus Enable
- DAP-2630stationDisassocMatify Iills} |1.3.B.1.4.‘I.1 711037 4567214
[if_','
- DAP-2630wlanl fLinkD own Description
- DAP-2690webLogout S uccessul I
- DAP-2690bcFlood
- DAP-2630disassociatedttack Level | citcal =
- DAP-2630deauthenticatedttack
- DAP-2690wlanlfLinkUp ™ Threshold Enable
- DAP-2630memaryPoor
- DAP-2690cpuloadingFull Ascending ID
- DAP-2690kelnetLoginF ail
- DAP-2690webM otify D Dezcending ID
- DAP-2690sshLoginF ail =
< I:I ’ ﬁ Mew ﬁ Save n Delete ¥ Closs

— Ewent

i Enterprisespecific
- System Event

- Private

- DAP-2690deduthentication

- DAP-2690ztationDizazzock atify
- DAP-2690stationdzzoch otify

anlfLinkDown
- DAP-2890weblogouts uccessful
- DAP-2690bcFlood

- DAP-2690dizassociatedttack
- DAP-2630deauthenticatedttack
- DAP-2690wlanlfLinkUp

| >

- DAP-2690nmermaryPaar

- DP-2690cpuloadingFull

- DAP-2690telnetLoginF ail

- DAP-2690webM atify ]

- DAP-2690zzhLoginF ail -
< 1>

Snmphersion

Ewent Mame

Trap Generic
Status
]|y}

[rescription

Lewvel

T =l
IDﬂP-ZBSDwIanI fLink Lo
IEntelpriseSpecific[B] LI
' Disable " Enable

I‘I 361411711037 4557213

| Critical =l

[T Threshold Enable

Aszcending

Descending

|u

|u

ﬁ MNew ﬁ Save 8 Delete ¥ Close
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Section 4 - Configuration

DAP-2690webLogoutSuccessful

DAP-2690bcFlood

— Ewent

- Enterprisespecific ~
- System Event
PallingF ailed
FollingOk
- Threshold Event
‘. TransmitTheshald
- Privvate
- DAP-2690deduthertication

- DAP-2690stationDizazzocM otify
- DAP-2690ztationdszoch atify
- DAP-2630wlanl fLinkD own

Lo
- DAP-2690beFlood
- DAP-2690dizassociatedttack

- DAP-2690deauthenticatedttack
- DAP-2690wlanl fLinkU p

- DAP-2690memoryPoor

- DAP-2690cpuloadingFul

- DAP-2690telnetLoginF ail

- DAP-2690webM atify D

- DAP-2690zzhLoginF ail =
< B

SnmpYersion I SMMP 1 LI
Evant Mams ID.&F‘-2BSDwebLogoutSuccessful
Trap Generic I EnterprizeS pecific&) j
Status * Disatle " Enable
oo I‘I.3.B.1.4.1.1?1.10.3?.45.5.?.2.11
Description I
Lewel I Critical j
I~ Threshald Enable
Azcending ID
Descending ID

|& New | |& Save ||_8 Delete | | x Closel

— Ewent

i Enterprisespecific ~
- System Event
- PollingF ailed
- PalingOk
0 Threshold Event
. TransmitT hreshold
- Private
- DAP-2690deduthentication
- DAP-2690stationDisassocM otify
- DAP-2690stationdzzack otify
- DAP-2890wlan fLinkD own
- DAP-2690webLogoutSuccessful

- DAP-2690dizassocistedtack
- DAP-2690deauthenticatedttack
- D P-2690wlanl fLinkJp

- DAP-2690memanPoar

- DAP-2690cpul oadingFull

- DAP-2690kelnetloginF ail

- DsP-2690webMatify D

- DAP-2690zshLaginF ail =
< =1

SnmpY ersion ISNMP\H LI
Event MName [D4P-2630bcFlond

Trap Generic IEnterpriseSpecific[E] j
Chatus ¥ Dizable " Enable

oo |1.3.B.1.4.1.1?1.10.3?.45.5.?.2.10

Dezcription I

Lewvel I Critical LI

™ Threshold Enable

Azcending IU

Descending ID

ﬁ MNew ﬁ Save 8 Delete ¥ Close
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Section 4 - Configuration

DAP-2690disassociateAttack

DAP-2690deauthenticateAttack

— Ewent

- Enterprisespecific
- System Event
PallingF ailed
FollingOk
- Threshold Event
‘. TransmitTheshald
- Privvate
- DAP-2690deduthertication
- DAP-2690stationDizazzocM otify
- DAP-2690ztationdszoch atify
- DAP-2630wlanl fLinkD own
- DAP-2690weblogoutS uccesshul
- DAP-2690bcFlood

ck
- DAP-2690deauthenticatedttack
- DAP-2690wlanl fLinkU p
- DAP-2690memoryPoor
- DAP-2690cpuloadingFul
- DAP-2690telnetLoginF ail
- DAP-2690webM atify
- DAP-2690zzhLoginF ail

< B

SnmpY ersion

Event Mame

Trap Generic
Status
[l

Description

Lewel

[ SHMP 1 B |
ID.&F‘-2BSDdisassociate.ﬁ.ttack

I EnterprizeS pecific&) d
¢ Disable " Enable

I'I LAE141171.1037 455729

I Critical d

I~ Threshald Enable

Azcending

Descending

|n

|n

| o New | | . Save ||_8 Delete| | b4 Closel

— Ewent

- Enterprizespecific
1 Spstern Event

- PallingF ailed

- PallingOk.
1 Threshiald Event

. TransmitT hreshold
0 Private
- DaP-2690deduthentication
- DAP-2690stationDisassoch atify
- DA P- 2690zt ationdzzack otify
- DAP-2690wanl fLink D own
- DAP-2690webLogout S uccessful
- D&P-2690bcFlood
- DAP-2690dizas sociatedttack
- authy
- DAP-2690wlan fLinkUp
- DAP-2690memaryPoar
- DAP-2690cpul oadingFull
- DA P-2690kelnetLoginF ail
- Db P-2690webM atify
- DA P-2690sshLaginF ail

< 1>

| >

<=

SnmpY ersion

Ewent Mame

Trap Genernc
Statug
oIt

Drezcription

Lewvel

™ Threshald Enable

Agcending

Descending

[ SHMP 1 =l
|DAP-2saudeauthenticate,a\uack
IEnterpriseSpecific[E] ;I
¢ Dizable ~ Enable
|‘I.3.E.1.4.1.1?1.10.3?.45.5.?.2.8

| Critcal =l
|n

|n

ﬁ Mew ﬁ Save ! Delete: ¥ Close

D-Link AP Manager Il v3.0 Software User Manual

146



Section 4 - Configuration

DAP-2690wlanifLinkUp

DAP-2690memoryPoor

— Ewent

- Enterprisespecific ~
- Spsten Event
- PollingF ailed
PallingQk
- Threshold Event
. TransmitT breshald
- Private
- DAP-2630deduthentication
- DAP-2690stationD izas zock otify
- DAP-2690stationd ssocMotify
- DAP-2630wlanl fLinkD ovn
- DAP-2690weblogoutSuccesshul
- DAP-2690bcFlood
- DAP-2690disassociatedittack
- DAP-2630deauthenticatedttack

- DAP-2690memanyFoor

- DAP-2690cpuloadingFull
- DAP-2B90telnetLoginF ail
- DAP-2630webh atify D
- DAP-26902zhLoginF ail
'
< BRE

SnmpYersion I SHMP Y LI
Event Mame IDAP-2BSUwIanIfLinkUp
Trap Generic IEnterpliseSpecific[E] LI
Chatus & Disable " Enable
oo [1361411711037.485727
Dregcription I
Lewel I Critic:al j
I Threshold Enable
Azcending IU
Descending ID

ﬁ (1= ﬁ Save 8 Delete ¥ Clos=

— Ewent

i Erterprizespecific
1 System Event
FallitgF ziled
FollingQk
1 Threshold Evert
- TrangmitT hrezhald
- Private
- DAP-2690deduthentication
- DAP-2690stationD isassocMotify
- DAP-2690ztationd szocM otify
- DAP-2630wlan fLink D own
- DAP-2690weblogoutSuccessiul
- DAP-2690bcFlaad
- DAP-2690disassociatedtack
- DAP-2630deauthenticated thack
- DAP-2690wlanl fLinkp
= DAF Ore Foor
- DAP-2690cpuLoadingFull
- DAP-2630tenetLaginF ail
- DAP-2690webMotify D
- DAP-2690z shLoginF ail

W
< [=1>

|»

SnmpYersion ISNMP bl LI

Event Mame IDAP-2BSDmemolyPoor

Trap Generic IEnterpriseSpecific[B] LI
Statuz ' Disable  Enable

oD |1.3.8.1.-'-1.1.1?1.10.3?.45.5.?.2.5

D escription I

Lewel IEriticaI LI

™ Threzhold Enable

Agcending ID

Descending ID

ﬁ Hew ﬁ Save x Delete ¥ Cloz=
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DAP-2690cpulLoadingFull

DAP-2690telnetLoginFail

— Event

i Enterprisespecific
- Swstem Event
FaollingF ailed
Fallingdk
1 Threshold Event
o TrangmitT hreshald
- Private
- DAP-2690desuthentication
- DAP-2690stationDizassocMotify
- DAP-2690ztationdzzach otify
- DAP-2630wlanlfLinkDoven
- DAP-2690weblogoutSuccessful
- D&P-2690bcFlood
- DAP-2690disassociatedttack
- DAP-2630deauthenticatedttack
- DAP-2690wlanlfLinkUp
DAP-2690memaryPoar

- DAP-2690telnetloginF ail
- DAP-2690webM atify
- DAP-2690zzhLoginF ail

W
< 1>

Shmplergion |SNMP W1 LI
Event Mame IDAP-2ESDcpuL0adingFull
Trap Generic IEnterpriseSpecific[B] LI
Shatus & Disable " Enable
ain [i381ari7 10374557 24
Dezcription I
Lewvel I Critical ;I
™ Threshald Enable
Azcending IU
Descending ID

|& Mew I |ﬁ Save I|_! Delste| | X Close|

— Ewvent

- Enterprisespecific
- Syztern Event
- PollingF ailed
- PallingOk
- Threshold Event
o TramsmitT hreshiald
- Private
- DAP-2690desuthentication
- DAP-2690stationDizassocM atify
- DAP-2690stationdssoch otify
- DAP-2830wlanlfLinkDown
- DA P-2690weblogoutS uccessful
- DAP-2690bcFlood
- DAP-2690dizassocisteditack
- DAP-2690deauthenticatedttack
- DAP-2690wlanlfLinkp
- DAP-2690memanPoar
DAP-2690cpuloadingF ull

ail

DAP-2630webM atify

< [=1>

Snmpyersion

Event M ams

Trap Generic

Statuz
oo

Description

Lewvel

[T Threshold Enable

Azcending

Degzzending

- DAP-2690zzhLoginF ail D

| SHMP 1 =l
IDAF‘-2BSDteInetL0ginFail

I EnterprizeS pacific]) LI
@ Digable " Enable
|1.3.5.1.4.1.1?1.10.3?.45.5.?.2.3

| Critical |
o

|u

ﬁ Mew ﬁ Save 8 Delete ¥ Close
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DAP-2690webnotify

DAP-2690sshLoginFail

— Ewent

“ Enterprisespecific
- System Event
i PllingF ailed
PallingQlk
H- Threshald Event
- Transmit T hreshold
- Priveate
- DAP-2690deduthentication
- DAP-2690stationD izazzoch otify
- DAP-2690stationd zsocM atify
- DAP-2E90wlan fLinkD own
- DAP-2690weblogoutSuccessful
- DAP-2690bcFlood
- DAP-2690disassociatedittack
- DAP-2690deauthenticatetittack
- DiP-2690wlanlfLinkU p
- DAP-2650memomPoor
- DAP-2690cpuloadingFull
- DAP-2690telnetLoginF all
ofify
- DAP-2690zzhLoginF ail

W
< e

Shmpiersion | SHMP 1 =l
Event Name ID:’-‘«P-ZBSDwebN otify
Trap Geheric I EnterpriseS pecific]B] LI
Status @ Dizable " Enable
oo [136141971.1057.4557.2.2
Description I
Lewel I Critic:al j
I Threshold Enable
Aszcending ID
Dezcending ID

ﬁ Mew ﬁ Save x Delete ¥ Close

— Ewent

- Enterprisespecific
- Spaten Event
- PollingF ailed
i PollingOk.
- Threshold Event
. TransmitT breshald
- Private
- DAP-2630deduthentication
- DAP-2690stationDizas zoch otify
- DAP-2690stationd ssocMotify
- DAP-2630wlanl fLinkD ovn
- DAP-2690weblogoutSuccesshul
- DAP-2690bcFlood
- DAP-2690disassociatedittack
- DAP-2630deauthenticatedttack
- DAP-2630wlanl fLinkUp
- DAP-2690memanyFoor
- DAP-2690cpuloadingFull
- DAP-2B90telnetLoginF ail
0 AP-2690vebMotify

SnmpWersion

Event Mame

Trap Generic
Status
[uln}

Dregcription

Lewel

| SHMP 1 R
IDAF‘-2BSUsshLoginFaiI

I EnterprizeS pecifiz(B) LI
% Disable " Enable

I'I 2E141171.1037.456.7.21

| Critical |

I Threshaold Enable

Azcending

Descending

gitiF ail D

|u

|n

ﬁ (1= ﬁ Save 8 Delete ¥ Clos=
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Click this icon to showthe results of an Event Search

m General
r B Groups
'@ tultiCanfiguration
Template
Task Schedule

k ‘ Tools
'G& Reports
> Association

Security
Ltilization
Channel
Fogue AF
Syslog
Custam
honitar

| Event Name

PollingOk

PollingFailed
PollingFailed
PollingFailed
PollingFailed
PollingFailed
PollingFailed
PollingFailed

GeOG081 G

Tools Reparts

Event Search| | Event Level | Date Time

System Motice 2013-08-27 00:59:49
System Motice 2013-08-26 12:59:18
Systemn Motice 2013-08-26 08:00:05
System Motice 2013-08-26 07:50:20
System Maotice 2013-08-26 07:49:30
Systemn Motice 2013-08-26 07:39:37
System Motice 2013-08-26 06:41:35
System Motice 2013-08-26 06:33:06

o

| Source
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50

Description

Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...

AP Manager Il v3.0 - Event Search

| Content

[

[27/08/2013 00:59:15.957
[27/08/2013 00:59:19.065
[

27/08/2013 00:59:18.987 JThe initialization complete

Syslog Server Start success

SnmpTrap receiver initialize successfullyl
27/08,/2013 00:59:49.020 Device: 192.168.0.50 SNMP Fing Okl

i

Ready

||AP Count ||‘I

||LogUsel

| r—
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Once you have clicked the Event Search icon, a box opens
foryouto enter the Event Type, the Event Level, Start Time,
End Time, Node IP and click Search

m General

ﬁ'ﬁﬁﬁ'ﬁ'ﬁ'ﬁ'

B 8 Groups | Event Name | Event Type | EventLevel | Date Time | Source | Description | Content
= & PollingOk Systemn MNotice 2013-08-27 00:5%:49  192.168.0.50 Indicate the m...
pard FultiConfiguration “% PollingFailed Systern MNotice 2013-08-26 12:59:18  192.168.0.50 Indicate the m...
% PollingFailed Systemn MNotice 2013-08-2608:00:05  192.168.0.50 Indicate the m...
Template @ PollingFailed : i ] cate
% PollingFailed
Task Schedule @ PollingFailed
% PollingFailed g Szarch Parameter
- % PollingFailed E Event Type IM j Event Level IAH j
" Taals Start Time I 8/27/2013 j EndTime | 82772013 =
v gk
‘ Reports
. Nege IP I 0 .0 .0 [}
B ~ssaciation
Securty
Utilization
Channel
Rogue AF
Syslog
Custam
r .
[ Moritor [27/08/2013 00:59:18.987 [The iniialization complete [~
[27/08/2013 00:59:18.987 ]Syslog Server Start success
[27/08/2013 00:59:19.065 ]SnmpTrap receiver initialize successfully!
[27/08/2013 00:59:49.020 ]Device: 192.168.0.50 SHNMP Ping Okl =
|Ready ||AP Count”‘l ||LogUsel ||admin |
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AP Manager Il v3.0 - Exporting Events

Click this icon to do an Event Export. AP Manager Il v3.0 can export the event results to the files in the format of Text/Excel/
PDF.To save event results, highlight the event record in the event window and click the Event Exporticon in the tools bar, then
select the file format you want to save, AP Manager Il v3.0 will save all the records of that type to file.

I} Ap Manager 11v2.0
Systemn View NetTool Help

Groups tulti Config

General

* n Groups Event Name Event Type Date Time Source Description Content
. @ PollingOk System Maotice 2013-08-27 00:5%:49  192.168.0.50 Indicate the m...
S MUCorfiguration "% PollingFailed System Motice 2013-08-2612:5%:18  192.168.0.50 Indicate the m...
@ PollingFailed System Motice 2013-08-26 08:00:05  192.168.0.30 Indicate the m..
Template @ PollingFailed Systemn Motice 2013-08-26 07:50:200  192.168.0.50 Indicate the m..
@ PollingFailed System Motice 2013-08-26 07:49:30  192.168.0.50 Indicate the m...
Task Schedule @ PollingFailed System Notice 2013-08-2607:3%:37  192.168.0.50 Indicate the ...
@ PollingFailed System Maotice 2013-08-26 06:41:35  192.168.0.50 Indicate the m...
Event Manager @ PollingFailed System Notice 2013-08-2606:3%06 192168050  Indicate the m...

b .\ Tools
'.& Reports
" Agsociation

Security
Litilizatian
Channel
Fogue AR
Syslog
Custam
Monitor

[27/08/2013 00:59:18 987 TThe initialization cormplete

[27/08/2013 00:59:18 987 1Svslog Server Stan success

[27/08/2013 00:59:19.065 1SnmpTrap receiver initialize successiully
[27/08/2013 00:59:49.020 1Device: 192.168.0.50 SMHMMF Fing Okl

1>

[Ready |lap Count |1 |LogUser |admin
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AP Manager Il v3.0 - Setting Notices

Click this icon to view the Notice Settings. AP Manager Il v3.0 can set the corresponding actions when some level of events
occurs. To configure the notice setting, click the Notice Settings icon in the tools bar, as shown below

Play sound: Click Browse to select the sound file. AP Manager Il v3.0 will play the sound file when this level of event occurs
Show Pop Message: AP Manager Il v3.0 will pop a message window when this level of event occurs
Send Email: Enter the Email information of To/From email address, SMTP server, UserName/Password [Optional], Subject and
Message in the respective column. AP Manager Il v3.0 will send this email when this level of event occurs.

I} AP Manager Il v3.0
System  View NetTool

Groups

m General
b:t Groups
'@ MultiConfiguration

Template

Task Schedule

Ewent Manager

B % Tools
'.& Reports
ar Aggociation

Security
Utilization
Channe!
Faogue AF
Swslog
Custarn
tanitar

Help

Y = WXNNCRRERNGN

kulti Config Events

Event Name

PollingOk

PollingFailed
PollingFailed
PollingFailed
PollingFailed
PollingFailed
PollingFailed
PollingFailed

¢soe000s 0

Reparts

Event Type
System
System
System
System
System
System
System
System

Event Level

Motice
Maotice
Motice
Maotice
Maotice
Motice
Maotice
Motice

jer Option

Motice setting

2013-08-27 00:5%:49
2013-08-26 12:5%:18
2013-08-26 08:00:05
2013-08-26 07:30:20
2013-08-26 07:4%:30
2013-08-26 07:3%:37
2013-08-26 06:41:35
2013-08-26 06:33:06

Source

192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50

Description

Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...

Content

[27/08/2013 00:59:18.957 ]The initialization complete
[27/08/2013 00:59:18.957 ]Syslog Server Start success
[27/08/2013 00:59:19.065 ]1SnmpTrap receier initialize successiullyl
[27/08/2013 00:59:49.020 1Device: 192.168.0.50 SNMP Ping Ok

11>

Ready

||AP Count ||1

||LogUser ||admir1

D-Link AP Manager Il v3.0 Software User Manual

153



Section 4 - Configuration

AP Manager Il v3.0 - Create Watchlist

AP manager Il v3.0 allows a user to add custom watch list(s) which only shows the specified devices and events.

To create a watchlist, please follow the steps below:

Click the Create Watchlist item under the icon of the tools
bar, and enter the Watch list Name in Create list form.

I} AP Manager 11 v2.0
System  View NetTool Help

m General
.8 Groups

¥ =

bt MUCONfiGuration

Template
Task Schedule

kulti

B “, Tools
'.& Reports
" Agsociation

Security
| Hilization
Channel
Fogue AF
Syslaog
Custarm
Monitar

Event Name

PollingOk

PollingFailed
PollingFailed
PollingFailed
PollingFailed
PollingFailed
PollingFailed
PollingFailed

¢so0s00’e

Event Type
System
System
System
System
System
System
System
System

Event Level
Motice
Notice
Motice
Motice
MNotice
Motice
Motice
MNotice

Date Time

2013-08-27 00:59:49
2013-08-26 12:59:18
2013-08-26 08:00:05
2013-08-26 07:50:20
2013-08-26 07:49:30
2013-08-26 07:39:37
2013-08-26 06:41:35
2013-08-26 06:33:06

Source

192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50
192.168.0.50

Description

Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...
Indicate the m...

Content

27/08/2013 00:69:15.987
27/08/2013 00:6915.987
27/08/2013 00:53:15.065
27/08/2013 00:5%:45.020

The initialization complete
Syslog Server Start success
SnmpTrap receiser initialize successfully!
Dewice: 192.165.0.50 SNMP Ping Okl

11>

|Ready

||AP Count”‘l

||LogUser ||admin
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Enter the Watch list Name in Create list form.

Click the Add button to insert the events into event list, and
select the events that need to be added in Select Event form,
click the Select button, then click the OK button

[ cenera

>  Event Name  Event Ty nt
3 croupe . I Create Watchlist X
. ollingOk System
ek MultiCanfiguration <3 PollingFailed System
I~ @ PollingFailed System Name |umkm~4
[ Tempiate @ PolingFailed System
r ® PollingFailed System
[ Tack schedute @ PolingFailed System Event Lt
@ PollingFailed System
EV ® PollingFailed System @
"% Tools el
2
*& ropors
> (B sssociation Dot
Securty i
teoon sl
Channel
Fogue AP
SysLog
Custom
Monitar [27/06/20113 005418 867 ] The initialization complets, ~
[27/08/2013 005918 987 ]Syslog Server Start success
[27/08/2013 00:59:19.065 JSnmp Trap receiver initislize successfully
[127/08/2013 00:55:43.020 JDevice: 192.168.0.50 SNVIP Ping Ok! —
Ready |AP Count 1 |LogUser [admin |

[B conera
4% Groups

=

¥ 2 MutiConfiguration
Template
Task Schedule

* [ association
Securty
Uiztion
Channel
Rogue AP
SysLog
Custom
Monitor

® PollingOk
% PollingFailed
® PollingFailed
@ PollingFailed
@ PollingFailed
® PollingFailed
@ PollingFailed
@ PollingFailed

| Event Ty

System
System
System
System
System
System
System
System

(- All Device

111

152165050

[27/067201 3 00:59:16.967 ] The initislization complete

[2708/2013 00:59:18.987 | Syslog Server Start success
[27/08¢2013 D0:55:19.065
I

SnmpTrap receiver iniialize successiullyl
270672013 00.59.49.020 D evice: 192.166.0.50 SNMP Ping OkI

<[

Ready

|/aP Count|1 |Loguser |admin
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Click the Add button to insert the devices into device list,
and select the devices that need to be added in Select Device
form, click the Select button, then click the OK button.

[ cenerai

* 2% Groups Event Name
. ® PollingOk
ek MultiConfiguration 4~ PollingFailed System
@ PollingFailed System Iump‘cme
Template ® PollingFailed System
# PollingFailed System
Task Schedule @ PollingFailed System Event L
@ DollingFailed System ExeNeahboon
® PollingFailed System PollingFailes @

* [ association

Channel

Fogue 46

SysLog

Custarn

Monitar [[27708/2013 00:59:18.967 | The initislization carmplete =]
[27/08/2013 00:58:18 987 Sy=log Server Start success
[27/08/2013 00:5:19.065 ]Shrmp Trap receiver inilialize successiullyl D
[27/08/2013 005543 020 TDevice: 192.158.0.50 SNMP Ping Okl -

Ready |laP Count|1 |lLogUser ladmin 1

The new Watchlist now appears on the left-hand panel.

Event Name Event Level | Date Time Source Description Content
— ® PollingOk System Notice 2013.08-27005049 192168050  Indicate the m.
St MultiConfiguration ® PollingFailed System Notice 2013-06-26 125918 192168050 Indicate the m.
® PollingFailed System Notice 2013-06-26 080005 192168050 Indicate the m..
Template @ PolingFailed System Notice 2013-08-26 075020  192166.050 Indicate the m.
@ DollingFailed System Notice 2013.08-26 074330 192168050 Indicate the m.
Task Schedule ® PollingFailed System Notice 2013-08-26 07:39:37  192.168.0.50 Indicate the m.
® DoliingFailed System Notice 2013.08-2606:41:35 192168050 Indicate the m.
® PollingFailed System Notice 2013-06-26 063306 192168050 Indicate the m.

StandardTrap
System
Threshold

” [ Associction

Securty

Utlizafian [27/08/2013 005518987 The infializafion complete
Channel [27/08/2013 00:59.18.987 |Sysing Server Start success

[27/16/2013 00591 9,085 JSnmp Trep receiver iniiialize succe ssfully!
Rogueap T [218R013005643 020 0evice: 162168050 SNMP Ping 0K/

<[11>

Ready |laP Count|1 |LogUser |admin
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AP Manager Il v3.0 - Tools - Topology

You can create a topology map to graphically represent planned or existing networks to aid network design, and also AP Manager
[1v3.0 will periodically poll network devices to monitor its status. You can further customize their diagrams with selected icons
and bitmap files used for the background. When a topology map is opened, AP Manager Il will discover the devices connected
on the network and display their icons on the map.

D AP Manager 11 v3.0
System  View NetTeol Help

General Groups bulti Config Events Tools

m General G
.:t Groups

'@ tultiConfiguration
Template
Task Schedule

'EI Ewent Manager
Standard Trap
Systern
Threshald
Frivate
IEI sample one

x

4] 4] » | M5 A0

.|.|.|.|.|.|.|.|#PF'|.|.|.|.|.|.|.|.|E1F'F+.|.|.|.|.|.|.|.|FP‘F‘|.|.|.|.|.|.|.|.|.4FF'|.|.|.|.|.|.|.|.||5PF'|.|.|.|.|.|.|.|.|FPF'|.|.|.|.|.|.|.|.|.-TP'F'|.|.|.|.|.|.|.|.||3FF'|.|.|.|.|.|.|.|.|PF'F+.|.|.|.|.|.|.|.11PPF'|.|.|.|.|.|.|.|.HPF'|.|.|.

._ Tools
B
" Fepons
o Agsociation

Security

Utlization [27/08/2013 00:59:18.937 The initialization complete o
Channal [27/08/2013 00:59:15 987 13yslog Server Start success D

|.|.|.|.|.|4.“|°.|.|.|.|.|.|.|.|.E”l”.|.|..T:.|.|.|.|.P.”l':'.|.|.|.|.|.|.|.|.|1.“|“.|.|.|.|.|.|.|.|.

- I:II i i H i i H i i i i i i i i i i H i i H |.>

[27/05/2013 00:59:19.065 1SnmpTrap receiver initialize successfulld
Fogue AP = [[27/08/2013 00:53:43.020 |Device: 192.168.0.50 SMMP Ping Ok

|Ready AP Count |1 |lLegUser |jadmin |
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To create a new topology view, right-click on the tab, and B e _ :
click Add. \ .

X

LR

Eomra\ = L ¥ el Y RNz RNz RN
STYSE

¥ = Muliconfiguration
Template
Task Scheduls
Event Manager
Standard Trap
Systern
Threshald
Private

[E sampe one

i 133

L
L
§

A

AR

Topology
Site Planning
Config Campris

AR

<=1 >

Reports [27/08/2013 0059.16.987 JThe miialization complete ~
[27/08/2013 00:52:18.987 ]Syslog Server Stan success

—  |[27/08/2013 00:59:19.065 JSnmpTrap receiver nitializs successfully D

~ [27/08/2013 00.59.43.020 JDevice: 192.168.0.50 SNMP Ping OkI

< >

[Ready AP Count |LogUser |admin

* [ association

The new workspace is created. .

W[ <[> [o]/ A Y em
B senera . AT AAANAN AN ARNNAT. AT RN NNNANE AR AN NNAT:: A
"B oo L
¥ & MuliCorfiguration
Templote
Task Schecle
& even Manager
StandardTrap
System
Threshold
Private

"
B sarmple one

T RNY: 2 NN

Ll

C1E

Topology
Site Planning
Config Comperie

<l

Lot Pttt b Pttt Pt P

e | B

v,
€ repors [27/08/2013 00:56:15.687 | The initiclization complete
» [l Association [27/08/2013 00:59:18.987 Syelng Server Start succese
—  |[27/08/201 3 00591 9.065 ]S nmp Trap receiver initilize successiullyl
e - [27/08/2013 00:59.49.020 D eviee: 1921 68.0.50 SNMP Ping OKI

<=1

[Ready P Count | JLogUser [admin |
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Right-click on the workspace.

To change the background, click Set Background. The edit
window opens for you to browse to the folder where you
want to change the color. Click Open to load.

To remove the background, right-click the blank area and
select Remove Background.

D AP Manager 11 v30
System  View NetTool Help

General

E General —
oo
¥ & MuliCorfiguration
Template
Task Schedule
£ evert Manager
StandardTrap
Bystem
Threshold
Privats
[ [E—

Groups

Topology
Site Planning
Config Comparis
*& repors
> [ Association
<[ - > T

Events

ntb bt A B

T i T

TSR RN,

VP

Set Background

Remove Background
Set Network MapSize

11
Zoom Out

Rotate.

Add Access Point
Add Network Link.

Delete Netwark Element

[v| Show Ruter
[ show Grid

Lt PR PR B B

<[]

<]

[27/06/2013 00:59.16.967 [ The intializetion complete
[27/08/2013 00:59:18.987 Syslag Server Start success

[27/08/2013 00:59:16.065 JSnmpTrap receiver iniislize successhully!
[27/05/2013 00:53.49.020 JDevice: 192.168.0.50 SNMP Ping Okl

<1

[Ready

AP Count 1

|Loguser |admin

Groups

E General s
one
¥ & MutiConfiguration
Templste
Task Schedule
'E—I EventManager
StandardTiap
System
Threshold
Private
& sampicone

Topology

Site Planning

Config Camparis
*& repors

* [ association

<|:|rs >

Multi Canig

Events Tools

x

<[ <[> [o]/ 2 Y et

T N e, < I L

Ll

IR

TRPRRAY: 2PN : RPN

Name

<

Look in: | [ Documerts v| « @ cf B

Date modified LY

No items match your search,

>

Fiename: [

Open

Fescitpe: [PEeCom ] Gl |

vt B B PR

<=

<|

[27/08/2013 00.58.18.987 [ The nflialization complete
[27/08/2013 00:59:16.987 |Syslog Server Start success

[27/08/2013 00:59:19.085 JSnmp T rap receiver intialize successfully
(27/0/2013 00:59:49.020 |Device: 192.188.0.50 SNMP Ping OK

<1

[Ready

AP Count/[1

|LogUser [admin
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To Set Network Map Size, right click and click Set Network
Map Size. The Map Size window appears.

Change the Width and Height settings and click OK.

To Rotate the image, select the image first and click Rotate.
Enter a figure in the field provided or use the slider to set the
rotation. Click OK when complete.

D' AP Manager Il v3.0
System  View  NefTool Help

3% Groups
¥ 24 MuliConfiguration
Template
Task Schedule
'EI Eventhanager
StandardTrap
System
Threshold
Private
£

5 Tools
Topology

Site Planning

Canfig Comparis

@ Repons

<

YLz NI TES: RN 7l TITYLZ: RN o T SOETE::: RIS = NI F A il T R 1397

=

=

=] 1

E| Zoom Out

3 Rotate

3 ‘Add Access Point

Es ‘Add Network Link

<=1 Delete Netuork Element 1>

[27/08/2013 00:53.16.967 | The inialization completé_ ¥ | Show Ruler T
> [27/08/2013 00:59: 18.967 |Syslog Server Start succt [ | Show Grid
Association = [27/08/2013 00:59:18.065 SrmpTrap receiver [ D
78 = = [27/03/2013 00:59:43.020 |Device: 192.168.0.50 SNMP Ping Okl =
[Ready |laP Count 1 lLoguser [ladmin |

2% Gioups

¥ S Muticonfiquration
Template
Task Schedule

'E‘ Event Manager
Standard Trap
Systern
Threshold
Fiivete
B scmpie one

Topology
Site Planning

X[1e] <[ >[5/ 2 Y new 1

FIRONY::: NUH

FOVPY:: FEPITYRTPRRINY:c: RN EPROROR <z VT TOYPROOUNEG 2|

OO RPRIOUN: 2 RN

L L PP Lt PR L T

<

Config Comparie <l B
@
© ropor [27/08/2013 00:58:18 987 | The initialization complete. I
P [l acsociai [27/08/2013 005:16.97 JSy<log Server Start success
SSORIEION  — [27/08/2013 005819065 JSnmpTrap receiver infialize successfully! D
e . [27/08/2013 00:53.49.020 TDevice: 192.168.0.50 SNMP Ping OK! -
[Ready |1aP Count| |LogUser |admin |
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To add an access point, right-click in an open space and select
Add Access Point.

Under Selected APs, select the new Access Point you wish to
use and click OK.The new Access Point appears on the screen
alongside the Access Point you previously had.

D AP Manager 11 v3.0
System  View NetTool  Help

Toals

Reparts | Us

FDEDNEN  FOYTERRN

General Groups | MuliConfig | Evenis

Opion

[ <[ > [ 0]/ 20 ¥ mew 1
[ ceneral = vttt L S e e L L
>33 Groups D 3 D
¥ & MutiConfiguration E|
Template =
Task Schedule E
u E|
*[E] EventManager 3
StandardTrap <7 Set Background
System 3 Remove Background
3 Set Network MapSize
Threshold 3 »
Private E Zoom Out
ezl
B sample one E
. 3 Rotate.
Topology 3 Add Network Link
Ez|
Site Planning E| ||
E| Delete Network Element ~
Config Comparis | 3< || >
e [ Show Ruler ‘
© repore [27/06/2013 00:59:18.887 [The initialization complete || Show Grid A
» B Acsoiai [27/06/2013 00:59:15.387 Syslog Server Start success
9908RION  —  |[27/08/2013 00:59:18.065 |Shmp Trap receiver initalize successfullyl D
-~ ]
=] s (270872013 00:59:43.020 IDevice: 132.168.0.50 SNMP Ping OK —
[Ready IaP Count [1 |LogUser [admin

E General ﬁ
2% Groups

¥

uliConfiguration

Template
Task Scherule
*E] eventmanager
StandardTrap
System
Threshold
Privais
B semple one

N
Topolagy
Site Planning
Config Camparie

*& repors

P Association

<|:|~ >

x|
Y

L 26

Ll

LBl

TP - NI I. 2 ANINI T, RN NINNT, :: KRAARAAAL.

IP Addiess

192.168.0.50

<]

ModelName: Hw Version MacAddress
DAP-2630 [ TRSAZEADETED

Meth

E

Y AR . AN 1 ANNNNNRIA L ARRRRNRN

<[]

[27/08/2013 00:59:18.967  The initislization complete

[27/08/2013 00:59:18.987 Syslag Server Start success

[27/08/2013 00:59:16.065 [SnmpTrap receiver initislize successhullyl
[27/06/2013 00:59.48.020 JDevice: 192.168.0.60 SNMP Fing Okl

<11

<l

Ready

JaP Count|f

|LogUser [admin
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Section 4 - Configuration

The new Access Points appear on the workspace.

To add lines, and organize the APs more efficiently, right-click
in the workspace and click Add Network Link.

[H cenern

> 3% Groups

¥ E M Coniursion
Template
Task Schedule

'I—Eil EventMenager
StendardTrap
Systam
Threshold
Private
IEI samplz one

el |3

Repors

PP

X

W[ <[> ]/ an

|||\.\\m—ll\\j\vlﬁl\\\j\vlﬁ\\\\.\\rlﬁH\\J\ll?‘ﬁﬂluulwlllmuu‘ll

192.168.0.5;

2

2168052

e B i
Secuity <l 121
Uhiizaion [[27/06/2013 00:5516 967 ] The initshzahon complete. ~
~ [27/08/2013 00.59:18.987 JSysiog Server Start success
8 chomnel 005319 065 JSnmpT: alize successiull!

Rogueap ] | [7RBFRT3 005348020 evace: 192 166,050 SNMP Fing OK v

[Ready |AP Count i lLogUser [admin |

D A 0 7
] D> 2
o 4x W B p e
FrH AN
<[i[ <[> [/ 0 ¥ mewt
[ ceneral E| FEV TR EIRY 2 PV SR EORY:c: NV SORTCUIYY . NP ORTEPUIYY:c. N PETERYCPUIIY . T PEPRRYRPUTIY:c NUTTCPUEYRTCPYYy:: NVYCPRNIRPCPLY:z: NVRTERNORPIONY:c: MOTYCEORPOSLC:cq MOTYR RN TORLCLzq o
"5 e E il
¥ & MuliConfigurstion 3
Template E ]
Task Schedule 3 -
. E|
¥ eventranager E
StandlarcTrap = S g
System E Set Network MapSize
Threshold 3 1
3 Z Out
vt E
s
[E sompis one E Rotate
N i 3 Add Access Point
Topol E
opology E
Site Planning 3 Delete Network Element I
Config Comparis | 3<[| 7] Show Ruter >
gz [ show Grid
© repors [27/0672013 005518 967 | The inifialization campl T~
» [27/08/2013 00:5918.987 Syslag Server Start success
Association = [27/08/2013 00:58:19.065 [Shrmp Trap receiveriniislize successtullyl D
= . [27/08/2013 00:53.49.020 JDevice: 192.168.0.50 SNMP Ping Okl =
[Ready 4P Count|1 |LogUser |admin |

D-Link AP Manager Il v3.0 Software User Manual

162



Section 4 - Configuration

A drawing icon appears for you to

devices.

create a line between

The topology now appears like normal network schematic.

) Ap

=

s -
rrr ’2

m General
* 2% Groups
¥ MulsConsoursion
Template
Task Schedule
*B eventmanager
StandardTrap
System
Threshold
Privete
B compte one
X ool
'0 Reports
* [ sssocistion
Seowiy
Utiizaion
Channel
Fogue AP
Ready

D
i &
[ cenerss

> 2% Groups

& MuliConfguration
Template
Tesk Schedule

*[E] everthranager
StendardTrap
System
Thrashold
Privete

B comple e
g

'0 Feports
* Associstion
Seouty
Utilization
Channel
PRogue AP
[Ready

~ o i~
@ =
wil-| o
R[] 4] P[]/ 0 newt
PP RN 7 RN 7 NN PO NN I N
B e s e
= i i
[ i i
E‘I:l >
2770672013 00:64.16.967 ] The mitsl zaion complete T2
[27/08/2013 00:59:1 8.987 JSyslng Server Start success
005319 065 JSnmp T initislize successfull! D
=1 |[27NWZDUUDSB4BBZH]DE\A:E 192.169.0.50 SNMP Ping OKI v
|4 Count 1 |LogUser admin |
~y - o
] =
=] B0
X[ [ o]/ an
L L L A e

PR RN EX NI KA

T AR RREAERS

1192.168.0.50 i
S 192.16:

8.0.5:

L 192.168.0.52 f.......]

& ooy

ar

121

[2770672013 00:63:16.967 ] The Inftslizsnon complete
[27/08/2013 00:59:18.967 Syslog Server Start success
[2708/2013 00-53:19.085 Snmp Trep receiver initelize successfully!
270872013 00:63:49.020 JDenice: 192.168.0.50 SNMP Fing OKI

<1

[P Count 1 LogUser |admin
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Section 4 - Configuration

D' AP Manager Il v3.0
System  View NetTool Help

To delete a device, right-click the device and click Delete
Network Element.

16 <[ r [/ 20 new 1
[EH General RO TE: M RTE RRRON OE RN NPz RIRAAU: RN ANAY:7 RIS M ARANAT:{ RN MARY.:: RNNANANG:: RRRARAUALL: AN
" 3% Groups E! D
* & MutiConfiguration E
s 3
& eventianager =
Reports 3 ﬁ
3 Set Background
P Association = <
Security 3 Set Network MapSize
Uilizatian E 11
E Zoom Out
Channel E
Rogue AP 3 Rotate
SysLog 3 Add Access Point
3 Add Network Link
Custom 3
Ez|
Monitr E |
<] [ Show Ruler >
[v] show Grid
[28/08/2013 00:42.15.970 ]F TP Sewver started on port 21
[28/08/2013 00:42.15.986 ] The iniielization camplete
[28/08/2013 00:42:15.956 )Syslog Server Stan success
(28/08/2013 00:42.16.156 ]SnmpTrap receiver initilize successiullyl
Ready | /P Count| 0 |LogUser |admin

A warning message appears prompting you to verify your
selection. Click Yes to continue with deleting the device or

General

Groups

x

<[ <[> [/ 20 ¥ new

CIiCkNo. @Gsnava\ TR TTRPTIRY ;NPT IR RIRY::: FRNRPTTYITINIRY:c: OV PRORROINT PO INIRIOE: -. YU PRPR PRI TUPIY: c: PTOTITONIY FORYic: AR

23 Groups
¥ MuliConfiguration

> eventiansger

AT T . A

E—\ AP Manager Il v3.0

Are you sure delste this object?

Reports
* [ Association
Security
Uiiizstion
Channel
Rogue AP
Syslog
Custom
Monitor

Lot PPttt Pt POttt D

< >

[28/08/2013 00.4215.870 JF TP Server started an port 21
[28/08/2013 00:42:15.985 The nitislization complete
[28/06/2013 00:42:15.986 |Syslng Server Star success

[26/08/2013 00.4216.158 JSnmpTrap receiver inffialize successfully!

Ready 4P Count |0 ILoauser |ladmin
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Section 4 - Configuration

To find out the properties of each device, double-click the
device. The Properties window appears.

To define the RF Coverage, select the RF Coverage tab, click
the up/down arrows to select the RF Coverage.

@ i Y
I 5 | = o
<[> o1/ &1 Y newt

B cereral TSITNY. RANAATY.:: RN e 2 R AR o 7 R 2 N R s

i : [T ) [
E p

¥ 2 MukiConfiguration E| Device ifo

B eventvenager =

E| . = Modue Name  DAP-2630
. HIW Verson
. " IP Address 192168.0.50
= Mac Address
E Onine Status off
3 Transmit Power 0%
E Chamnel 0
E
E [ ok ]| % conca| | 7 roni |
) | >
[26/0672013 00:42:15.970 JF TP
[26/05/2015 00.42:15.986 TThe i
[28/08/2013 00:42:15.986 Sy=ln
[28/08/2013 00:42:16.156 }Shmp fullyd
[Ready /lAP Count 0 |LogUser |admin

_ Device info || RF coverage |

RF Coverage (Radiu) Im |
=1

Channel Color Setting faLL |

Band | Channel | Color S

24GHz 1 HB08000

2 4GHz 2

2.4GHz 3 EGT

24GHz 4

24GHz 5

24GHz & H43ABCS (25

24GHz 7 HA1C4B7 w

<Jo] >

[ Show RF Cover Rangs

&/ Ok | X Cancd | P Aoy |
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Section 4 - Configuration

To define the channel color settings, click ALL or the device
you want to configure. Double-click each channel or the
color you want to change. A color pallette pops up for you
to select a new color.

Machddress Alias
00Z1917EFFAZ |

Click Apply and OK to finish.
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Section 4 - Configuration

AP Manager Il v3.0- Tools - Site Planning

Site Planning is designed to help a user layout the wireless network. Before establishing a wireless network, a user needs to
plan and evaluate the wireless network . A user locates Access Points using his/her notebook to scan for Access Points. Once

the Access Points are located, it can be imported into the AP Manager Il for analysis.

The Site Planning Interface shows the Location ID (BSSID), the Start Time (Band), the Interval Time (average RSSI), the Length
(Min RSSI), and a description (MaxRSSI).

D Ap Manager11v3.0
System  View NetTool Help

WESE O

Groups kulti Config Reports 8 ger Option
LocationlD{BSSIDY) Start Time(Band) Interval Time(avgR55!) Lenth(MinRSSI) Description(MaxR550)
m General
» n Groups
* ﬁ tultiCorfiguration
M
FI_E_-I Ewent Manager
"‘, Tools
Topology
1 Site Planning
Config Comparisan || By DateTime
1
[
" Reports
] -
= Asgsociation 100
Security 7 80
Lhilizatian o 0
Channel 20
f ; f f f f f f f f ; f
B Fooue AP 02:24 02:44 02:54 03:04 03:14 03:24 03:34 03:44 03:54 04:04 04:14 04:24
[ rog
Swslo
yslog
Custom [28/06/2013 00:42:15.970 FTP Server started on port 21
Wanit [28,/08/2013 00:42:15.986 JThe initialization complete
mhor [28/08/2013 00:42:15.986 ]Syslog Server Start success
[28/08/2013 00:42:16.158 1SnmpTrap receiver intialize successfully!
|Ready ||AP Count”ﬁ ||LogUser ||admin

D-Link AP Manager Il v3.0 Software User Manual

167



Section 4 - Configuration

To run the scan, go to the directory where the AP Manager
Il is located. Double-click the ScanAP.exe. file.

Application Tools X
Home Share View Manage ~ 9
=1 & cut 'u | x @ l | [ New item ~ 7 0pen - BH Selectall
[#=] Copy path X X —‘aEasy access T DEdit o0 select none
Copy Paste _ Move Copy Delete Rename Mew Properties . .
[2] Paste shorteut to- to~ - folder - 0 History EE Invert selection
Clipboard COrganize New Open Select
@ + 1 . » Computer v Local Disk (C) » Program Files b D-Link » AP Manager |l Lite v & Search AP Manager |l Lite o

Y Favorites " Name ‘ Date modified Type Size
B Desktop %] ConfigTpl.dll 11/16/2012 441 AM  Application extens... 2212 KB
18 Downloads E| CostomReport 1/12/2009 416 PM  Safari Document KB
%3] Recent places %] DBEngine.dIl 11/5/2007 9:48 AM  Application extens... 104 KB
% SkyDrive %/ DIFTP.dII 12/25/2008 11:22 ... Application extens... 68 KB
[5) zelnbox %/ DLSkin.dll 11/16/2012 446 AM  Application extens.., 430 KB
() dITftp.dll 10/26/2005 5:01 PM  Application extens... 32KB
5 Libraries %/ FileComparedOhj.dll 117172012 8:55 AM Application extens... 280 KB
@ Documents /%] GDIPLUS.DLL 6/20/2003 2:28 PM  Application extens... 1,736 KB
J, Music %/ install.dll 8/1/2011 3:.02 AM Application extens... 280 KB
=) Pictures (%) libParseMib.dll 11/15/2012 215 PM  Application extens... 116 KB
B Videos (| MfcdIldll /7/2010 5:09 PM Application extens... 280 KB
%] msvepB0.dil 12/8/2006 2:23PM  Application extens... 393KB
1% Computer (| MEAP.dII 3/19/2010 5:45PM  Application extens... 60 KB
a Local Disk (C3) % | options 12/3/2011 1117 AM - Cenfiguration sett... 2KB
= Removable Disk (E) @ Report 12/9/2008 7:54 PM  Safari Document 1KB
3 Volume_2 (\\192.168.0,102) (¥:) || ReportOidList 12/6/2012 857 AM XML File 3KB
% Volume_1 (\\192.168.0.102) (Z) | ¥ Scanap 71772012 8:02PM  Application 404 KB
%] smtpdIl.dil 9/20/2012 447 PM  Application extens... %11 KB
f! Metwork %] snmp_pp.dll 12/20/2005 10630 ... Application extens... 280 KB
15 ALEX-PC %] SubDLL.dIl 2/13/2007 1:19PM  Application extens... 24 KB
15 Brian-PC %] TopViewLib.dll 12/1/2012 1:45 AM  Application extens... STTKB
18 HOME o tt2pdf 5/7/2010 5:09 PM Application 1,448 KB
18 INFUN-PC . Unit 3/25/2009 5:55 PM XML File 1KB
8 KINGMAN-PC CQ winhlp32 8/3/2012 5:38 AM Application 264 KB

43 items  1item selected 403 KB
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Section 4 - Configuration

To collect the Access Points RF information, click ScanAP.

Select the target Access Point. Enter the Location ID,
Description, and select the interval Time and wireless adapter,
and then click the Start button.

File View Help
=13

Scan Infarmation |

— Chart

B55ID | 551D | Charned | ~
Total

g

RSSI
5 B 8 8

17:56 1757 17:58 17:59 18:00 18:01 18:02 18:03 18:04 13:05 18:06 18:07

—Wireless Adaphers

Location 1D ILUcatiUnﬁ-\
Interval Time IE—j S econds{E-3600]
Tatal Time 720 Secands
Dezcription
Wireless Adapters I j
Lot et 1900-01-01 00:00:01
Scheduled Mext Scan 1900-01-07 00:00:01
Start Stop
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Section 4 - Configuration

ScanAP starts to collect information on the Access Point. The
Access Point is complete when a prompt message appears.

You can also save the location information. When you are
prompted to click the Save button.

ScanAP

7 'j Scan complete!
L

oK

3

Save As

Savein | () ScanAP

A
EG
My Recent
Documents

Desktop

2

My Documents

My Computer

~| & @ cF -

-

File name: |Locati0nA. stp

My Netwark Save as type: |SitePIanning Files [“.stp]

Places

Lol Lo

Cancel |
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Section 4 - Configuration

To load the Location Information, click the Load button from :

i e / Open X
the Site Planning window and click Open. - T———
Look in: | (L) Sean AP x| & @& e E-
L ocationa, stp:

File name: |
Files of type: | SitePlanning Files [*.stp) j Cancel |

[~ Dpen as read-only

. .
Select the file from the list or expand the file to see the details === S R = [T
+ i3 LocationA 2005-2-21 14:24:42 6 seconds 00:12:12(732 seconds) LocationA
0 n ea C h I oca t i o n + {3 LocationB 2008-2-21 14:38:47 10 seconds 00:20:20(1220 seconds)  LocationB
.
By DateTirne I
LocationB
100 Legend
0 00:50:00:22 03:10 H1AJ
— T \— [ 00:1040:134b:69 116 [
heo — E ld h f /\_ 00:05:50:51:51:93 11 offl]
[ = y .
40 00:50:00:23:10:14 11 Gl
00:13:46:e5:3c:02 110
20 00:03:74be42:16 116 [l
1939 1440 1662 1344 feds 147 1449 1680 1452 lase 148 1457

D-Link AP Manager Il v3.0 Software User Manual 171



Section 4 - Configuration

AP Manager Il v3.0 - Tools - Config Comparison

The Config Comparison tool dispays windows side-by-side. It provides all system data on the Access Point to view and collate.

D A Manager 11v3.0
NetTool

System  Niew

Groups kAulti

m General |
.8 Groups
.ﬁ tuliConfiguration
’I-é!-l Ewent Manager
"\, Tools
Topology
Site Flanning
|I:_I1 Config Compariso
'.& Repors
ar Aggaciation
Security
I_hilization
Channel
Fogue AP
SysLog Ready [ Spply [ Espot |
Custom [26/08/201 3 00:4215.970 JF TP Server started on port 21,
Wonitar [28/08/2013 00:42:15.986 JThe initialization complete

[258/08/2013 00:42:15.986 1Syslog Server Start success
[258/08/2013 00:42:16.158 1SnmpTrap receiver initialize successfully!

[Ready |laP Count|fo |LogUser |admin
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Section 4 - Configuration

Select the File icon to open the Template. Click the Template
you want to compare and click OK.

(B oo ,

>33 Groups
¥ &2 MultiConfiguratian

-
[E] eventhanager o TDas T
al adrin B/27/2013 5:42:03 AM
'\ Tools
Topology

Site Planning

[
¥ [ Associcion

Secury
Utilizafion
Channel
Rogue AP
SysLog Resdly [T TR -
Custom [26/08/2013 00:42.15 970 JF TP Server started on port 21
M [26/06/2013 00:42:15.986 The infialization complete

fonitar [28/08/2013 00:42:15.986 |Syslog Server Start success

[(26/08/2013 00:42:16.156 JSnmpTrap receiver inilislize successfull
Ready |/AP Count 0 |[LogUser|[admin

D' AP Manager 1v3.0
View NetTool Help

The Templateis displayed in the left pane. The second option
is to click this icon It downloads the file to the
comparison table.

System

Open Template :g1 Ok!

Groups [System]
. [5GHz_WirelessSetiings]
s MultiConfiguration k

- -Auto
* & Event Manager SSID_Broadcast=Enable
Rate=Auto
X Took Beacon_Interval=100
DTIM=1
Topology Radio_Wave=0n
11nChannel

idih=Auto 20/40 MHz
Site Planning RTS_Threshold=2346

Frag_Threshol
[2.4GHz_WirelessSetiings]
SSID=dlink

*@ Fepors Channel=Auto
SSID_Broadcast=Enable
® [ assaciction Rate=Auto
Beacon_interval=100
Secuity DTIM=1

Radio_Wave=0n

Utilization idih=Auto 20/40 MHz
46
Channel Frag_Threshold=2346
[5GHz_SecuritySettings]
Fiogue AP auth_type=0pen System
wep status=Disable
SysLog Reaty [ TR |
Custom [28/06/2013 00:42.16.870 JF TP Server started on port 21
M [28/05/2013 00:42:15.986 T The: nitislizetion complete
fanitar [28/08/2013 00:42:15.986 ]Syslog Server Start success
[28/08/2013 00:42:16.158 JSnmp Trap receiver initialize successfully!
[Ready |laP Count 0 llLogUser | admin
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Section 4 - Configuration

Once you have downloaded both profiles, they are displayed

side-by-side for analysis.

1l v3.0
MetTool  Help.

Groups

[E cenent
» 2% Gioups
* & MuliConfiguration
P vem Manager
¥y Todls

Topology
Sito Planning

WEEE e

R QOption

Open Template lzb Okl

[System]

Password=admin
Telnet_optio
15SSH=Enable
Telnet_timeout=Never
[5GHz_WirelessSettings]
S3ID=dlink
Channcl=Auta
5SID_Broadcast=Enable
Rate=Auto
Beacon_lnterval=100
DTIM=

Radio_Wave=0n

[System]
DHCPelicnt=Disable
Mask=255.265.255.0
Username=admin
Password=admin
Telnet_option=Enable
15SSH
Telnet_timeout=Never
[5GHz_WirelessSetings]
ssiD=dlink

Channel=Auto
SSID_Broadcast=Enable
Rate=Auto
Beacon_Interval=100
DTIM=1

Radio_Wave=0n

Association 1InChannel_Width=Auto 20140 MHz 1InChannel_Width=Auto 20040 MHz
RTS_Threshold=2346 RTS_Thres! 346
Securiy Frag_Threshold=2345 Frag_Threshold=2345
[2.46Hz_WirelessSettings] [2.46Hz_WirelessSettings|
Usiization ss K SSID=diink
Channel=Auta Channel=Auto
Channel SSID_Broadcast=Enable SSID_Broadeast=Enable
Rate=Auto Rate=Auto
Rogue AP Beacon_Interval=100 Beacon_Interval=100
DTIM=1 =
Syslog exdy Aol Bt
Custom [26/08/2013 00:42:15.970 JF TP Server stated on port 2l
Moril [26/08/2013 00-42.15.986 | The initislizaion completie
enter [26/08/2013 00:42.15.986 ]Syslog Server Star success
(26082013 00:42.16.158 }SnmpTrep receiver initielize successiulid
[Ready |AP Count 0 |LogUser | admin
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Section 4 - Configuration

AP Manager Il v3.0 - Report

Report is segmented into different categories. Each category is assigned a funtion to summarize details on its particular area.
The Reports are: based on Association, Security, Utlization, Channel, Rogue AP, Syslog, Custom and Monitor.

D

System  View MetTool Help

sy -l L

Group Multi Config Fault Tool Report  [U ger Option

~
Access Point GroupType | kodel E| |AII Group E|

= Model Mame MAC Address IP Address
¥ MuliConfigurat
ulit-oniiguration [ D&p-2690 CABE 19458850 192.168.0.50

Template
. il : : E
. Task Schedule

. . .
vlgl Fault Manager Station Dretail
DateTime MAC Address Aliaz Access Point S5ID Band Authentication RSS! Power Save Mode
Standard Trap
Swstem
Threshald
Private
u.
|§| sarmple
¥ ‘, Taoal
Topology
Site Flanning
Canfig Compariz

7

b
o
g
sl

|»

| EwotTes || | Cea |

" Asgsociation

10A2/2012 08:18:46.772 JFTP Server stated on port 21.
3 . [10A12/2012 08:18:46.777 ]The initialization complete
Bourtty —  [[onezo1z 08:16:46.778 |Syslog Server Start succass
< = E [10/12/2072 08:18:46.856 1SnrmpTrap receiver initialize successfully!
|Ready ||LogUser ||admin
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Section 4 - Configuration

AP Manager Il v3.0 - Report - Association

The association window shows managed Access Points and their associated client stations in two ways — By Access Point and

By Wireless Station.

D> Ap Manager 1 v3.0
System  View NetTool

Ll

m General Acoess Paint GroupType | Model E| | &l Girowp E|

B a Model Name | Hw Wersion | MAL Address | |P Address

~® Groups [ D4pP-2690 B 7E542EADBIEN 192.166.0.50
r o tultiCanfiguration

1|
.lgl Ewent Manager 5 ; 5 . e
- ‘, Tools — Station Detail

DateTime | MALC Address | Alias | &ccess Point | S5ID | Band | Authentication | ASSI | Power Save Mode |
Topology

Site Planning

Config Comparison

* Asgsociation

Security
|Hilization
Channel
Fogue &F

. | Ewotles || | Ces |
Syslog v
Custam [26/08/2013 00:42:15.970 JFTP Server started an part 21
WMarit [28/08/20713 00:42:15.986 ] The initialization complete

o [26/08/2013 00:42:15.986 |Syslog Server Start success

[28/08/2013 00:42:16.158 1SnmpTrap receiver initialize successfullyl
Read P Count LogUser |admin
y [la o |LogUser ||
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Section 4 - Configuration

By Access Point - Highlight an Access Point and the details of client stations that associated with the AP list are shown. The
detail information includes, Date/Time, MAC Address, Alias, Access Point, SSID, Band, Authentication, RSSIand Power save mode.

From the Group Type, you can specify the summary to show the data according to a specified model or group. To export the
Access Point data to a file, click a file type from the Export Text drop-down menu or click the Export Text button, and then enter
a file name in the Export window, click the Save button to save the Access Point data.

D AP Manager 11 v3.0
MetTool

System  View Help

-
|

Groups tulti Config Everts ools Reports [ = Optian

General

m General Access Paoint GroupTupe | Madel E| |AII Group E|
I n Maodel Mame Hiw! Wersion MAC Address IP Address
~ ¥ Groups [ p&P-2650 B 78542EADE1ED 192 166.0.50
> Q tultiConfiguration
.
’lgl Ewenttanager
"\ Tools — Station Detail &
DateTime MAL Address Aligs Access Point S50 EBiand Authentication RSS! Power Save Mode
Topology

Site Planning
Config Comparisan

Security
|tilization
Channel

Fogue AF
| EsorTest || | Ces
Swslog v

Custom [28/08/2013 00:42:15.970 JFTF Server started on port 21.
Maritar [28,/08/20713 00:42:1 E.QBE%The intializetion complete
]

[28,/08/2013 00:42:15.986 1Syslog Server Start success
[28/08/2013 00:42:16.158 1SnmpTrap receier initialize successfully

Ready ||AP Count”O ||LogUser ||admir|
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Section 4 - Configuration

By Wireless Station - To list the Access Points according to the specified station and detected date, choose the date range from
From/To drop-down menu, or type the Mac address of the device.

Export the Access Point data to a file, click a file type from the Export Text drop-down menu or click the Export Text button,
and then enter a file name in the Export window, click the Save button to save the Access Point data.

Aanager Il v3.0
View NetTool Help

T NER

Groups kulti Canfig Ewents Tools Reports
a General Aecess Paint GroupType | hodel E| |AII Group E|
) Madel Mame Hw Wersion MAL Address IP Addrezs
* Groups ] DaP-26390 B 7B542EADBIED 192.168.0.50
i hultiConfiguration
n Ewent Manager 5 ! 5 R
. Taools — Station D etail
D ateTime MAC Address Alias Access Point S50 Band Authentication RS5I Power Save Mode
Topology

Site Planning

Config Comparison
i Repors
' Agsociation

1 =
By Wireless St
Security
Lhilization
- EmortTe ||

Channel & w
Fogue &F
Swslog
—_—

I E

26/08/2013 00:42:15.970
26/08/2013 00:42:15.986
26/08/2013 00:42:15.986
26/08/2013 00:42:16.158

FTP Server started on port 21.

The initialization complete

Syslog Server Start success

SnmpTrap receiver intialize successfullyl

||AP Count”ﬂ ||LogUser ||admin
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Section 4 - Configuration

AP Manager Il v3.0 - Report - Security

The Security pane graphically lists the security level of the managed Access Point(s) from lowest to highest - Open System,
Shared Key, WPA-Personal, WPA-Enterprise, WPA2-Personal, and WPA2-Enterprise.

The Security Details pane shows the SSID, Mode Name, MAC Address, IP Address, Authentication, and Band information
of the Access Points.

D' AP Manager 11v3.0
System  View NetTool Help

s oy

General Groups tdulti Canfig Events Tools Reports
m General Security Report
’8 Groups =)
o 12 j
= . . . N1
ra MultiConfiguration 107
(-]
o, < g -
blgl Ewent Manager S
-
- 5 7
-
\, Toals £ 3 1
g 27
lh & 4
. Topology @

Site Planning

— Securty Details

lh . .
[ coriig Compaison 55D Model Name MAC Address IP Addhess Euthentication Band
By
" Reports
'. Agsociation
By Access Poi
By Wyiraless St
I:_I] Security
Ihilization
Channel
Fogue AP [26/08/2013 00:42.15 970 JF TP Server stared on port 21.
Susl. [28/08/2013 00:42:15.986 ] The initialization complete
¥sL0d [28/08/2013 00:42:15.986 |Syslog Server Start success
< I:I | 5 [28/08/2013 00:42:16.158 1SnmpTrap receier intialize successfully
|Ready ||AP Count”O ||LogUser ||adrr|in
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Section 4 - Configuration

AP Manager Il v3.0 - Report - Utilization

The Utilization window shows the band usage of a specific Access Point. To show the usage, the AP Manager Il should poll
the Access Points. To start the polling, select the Access Points that AP Manager Il will poll from the Select window by clicking
the Change button of Dependency and then click Start button. You can also enable the threshold notice by clicking the Enable

Threshold Notice and select the type of Threshold Column.

D' Ap Manager 11 v2.0

System  View MNetTool Help

eral Groups Multi Config Events Tools
[vzsrzms -] 1o [ s/28/2m3 | EsporTes ||
m General — Tranzmit Detai
B n DateTime IP Address Mar STA's Mumber UpTirne Tranzmitted Packets Tranzmitted Success Rate | Transmitted Ret R ate Band
P Groups
'ﬁ tultiConfiguration
{ |
'IEI Ewent Manager
", Tools
Topology
Site Flanning
Config Camparisan
a p
By
" Reparts
' Aggociation
By Access Poi
b4
By \Wireless St - Poling Detal
Security Poling Interval 5 [ Change | ScheduledMewtPol 20130828 03:48:02 [ JEnable Threshold Notics [ st |
¥ Olization Dependency None [.Change | LastPolled ot 2013.08-28 03.48:02 Threshold  [TransSuecesst [=] | End |
Channel
Rogue AP [26/08/2013 00:42.15.370 JF TP Server started on por 21,
sl [28/08/2013 00:42:15 986 1 The intialization cormplete
yEL0g [28/08/2013 00:42.15.986 |Syslog Server Start success
< I:I o= | 5 [28/08/2013 00:42:16.158 1SnmpTrap receiver initialize successfullyl

[Ready

|l&P Count|ip

|LogUser |jadmin
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AP Manager Il v3.0 - Report - Channel

The channel window graphically lists the channel usage of the managed Access Points. From the Group Type, specify the graph
data according to a specific model or group.

D Ap Manager 11v3.0
System  View NetTool

80211 b/g/n Channel Usage
m General
- £02.11 g/bin Channel Report
’8 Groups E 20
= o £ - - - - - - - - - - — - -
ro MultiConfiguration g z 3 4 5 8 7 8 3 0 1 12 13
.E Event Manager 802.11 a/n Channel Uzage
v l" Toale 802.11 a/n Channel Report
£
01
Topology a3
3
Site Planning g
S
Config Comparisan
'6& Reports Show Channel Usage By Group
' Asgsociation 8 Ehannel Report
5 z0
By Access Poi 8
T
By WWireless St Z
o
Security
Utilization GroupType | Modsl [=] [ Group [~ ] | Refresh_|
|':_ I] Channel
Pogue AP [26/08/2013 00-42:15.970 JF TP Sarver stared on port 21,
Svsl. [258/08/2013 00:42:15.986 JThe initialization complete
ysLog [268/08/2013 00:42:15.986 1Syslog Server Start succass
< I:I | 5 [258/08/2013 00:42:16.158 ]SnmpTrap receiver initialize successfully!
[Ready |l&P Count|j0 |LegUser |jadmin
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AP Manager Il v3.0- Report -Rogue AP

The Rogue AP pane shows the Access Points that are not a part of same subnet. Rogue Access Points are showed by Channel,
BSSID, Mode, and SSID. To categorize the APs, click the Detect button to scan the APs around, and click the category at the
right side of window, then drag the AP from top window to bottom window

D Ap Manager 11v3.0
View MetTool Help

TS ETT

Groups Multi Canfig Events Tools Reports

m General Channel ESSID il
'8 Groups
'@ tdultiConfiguration
'IEI Ewent Manager
" Tools
Topology
Site Flanning
Canfig Comparisan Channel BSsID Mode 551D
"& Reparts
'. Assacigtion
By Access Poi
By Wireless 5t
Security
Utilization
Channe!

System

General

]

S5ID

| el docuBien] v piea || dv snBox

i

[28/08/2013 00:42:15.970 JFTP Server started on port 21.
sl [28/08/2013 00:42:15.956 ]The initialization complete
¥EL0g [28/08/2013 00:42.15.986 |Syslog Server Start success
= [28/08/2013 00:42:16.158 ]1SnmpTrap receiver initialize successiully!

||AP Count”O ||LogUser ||admin

D-Link AP Manager Il v3.0 Software User Manual 182



Section 4 - Configuration

The Syslog window shows the System log information of the managed Access Point.

D

Systemn  View  NetTool

Group

M General
'B Group
7 [ Mol

I

Category]
Categony?
Category3

r @ tultiConfiguration

o | noodleinternet
'IE' Fault Manager L4
B X Taol File name: ||
'.B' Report Fles of type:  [firmware file(" p)
I Open as read-only
[04/12/2012 07:59:34.962 1Device: 192.168.0.50 SNMP Ping TimeCut! A
[0472/20012 08:38:35.215 IDiscover Completed!
(047 2/2012 08:55:50.436 Discover Completed!
[04/12/2012 08:56:22 583 Discover Completed! =
Ready

AP Manager Il v3.0 - Report -Syslog

IP Address | Model Name' MAC Address | NetMask
¥ 192.168.0.50 DAP-2630

| FW version | Location
CBBE19A58B90  255.235.255.0 3.00

Loak in: I_@ Documents j = kB

MName

L Virtual Machines

| Shared Virtual Machines
| samsung

| Public Parallels

| Action

| Result

||LogUser ”admin |
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AP Manager Il v3.0 - Report -Custom

The Custom log report allows you to configure the read-out from a specific date to a designated date. Click the Search button
once you have finalized your time fram. Alternatively, create a custom configuration according to the Group Type (Model or
Category) and Group.

Look in: | (3 Firmware v & B ey B

E DWL3Z2004P-Firmware-v310-r0103.tFp

File name:  [DWw/L32004P-firware-v31040103.tfp Open |
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Section 4 - Configuration

AP Manager Il v3.0 - Report -Monitor

The Monitor window shows the performance of an Access Point you create from scratch.

D

System  View NetTeol Help

T NEReY - =

Tool Report

Group % anfig Fault
Private =
L
IE' sample
", Tool
Topology

Site Flanning
Config Comparisan
'.& Report
' Agsociation

By &ccess Point
By Wireless Station

Security

Lhilizatian

Channel

Fogue AF

Syslog

Custam

| ':_ I] Manitar

Lse e Option

— Profile

— Action

) Devices data monitor

TS =37 N 1 =0

Prafile Mame I Interval Time I Tatal Time I

— Detailz

Calar | Last Palled At

| Scheduled Nest Poll | Data

(10122012 08:18:46.772 JFTF Server started on port 21,
(1041242012 08:18:46.777 JThe initialization complete

(1041242012 08:18:46.778 ]Swslog Serser Start success

(1041242012 08:18:46.856 ]SnmpTrap receiver initialize succes sfully!

[Ready

[LogUser |ladmin
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Section 4 - Configuration

Create a new Surveillance profile by clicking the Create
button under Action.

The Profile is automatically generated

The Device IP Address - click the arrow to access it
Option - click the arrow to access it.

Public Community String - automatically generated
Interval Time - select from the drop-down list

Total Time - enter a value in minutes

D New Profile X

— Settings
Profile Mame IF‘rofiIe‘I @
Device IP Address I < |

Option I < |

Public Commurity 5 tring IDUb"C
Interval Time  [seconds) |5 Seconds ;I
Total Time  [minutes) IBD

— Manitar ltem
Monitar Item [1381 j
Data Type IAbsqute ;I
Unit IB_\Jtes.-"s j
Range [o To [100
Segment |5

Topology
Site Planning
Conlig Comparisan

By Access Paint
By Wireless Stafit

Securty

Utiizatian

Channel

Rogue AP

SysLag

Custom

<[] [>

Frafle Name

—Details
Colar Last Polled.

Unit

Rangz

Segment

[28708/2013 00:4215.970]
[26/06/2013 00:42:15.986 T The ini
[28/08/2013 00:42:15.966 Syslog
[28/08/2013 00:42:16.158 15,

FTP Server started on pont 21
lete

nmp Trap receiver initisl

/&P Count 0

|LogUser | admin
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Section 4 - Configuration

Once all the information is entered into the fields provided,
click OK

The Access Point monitors the profile you just created.

D" AP Manager I v3.0
System  View  NetTool

Reports |1

D New Profile

. | Pole————————
B evertisanager = Dovicss daa morkor r o |
v
X Tosk Proie Name [Pt T
.
5 Topoioay Dovics IP Address <

Site Planning
Corfig Comparison
& Fepors
¥ [ Assaciation
By Access Paint
ByWireloss St

Seu
v I Tine
Uiiization —
(~Detals ————
(b Color Last Polled
[ crennel . [omerrs =l
Fiogue AP Fange . .
SysLog Segment FE
Custorn
m [26/0672013 00:42:15.870 JFTP Server started on pon 21,
D [28/08/2013 00:42:15.986 The initialization complete
—  |[26/06/2013 00:42:15.966 ]Sy slog Server Start success
7 =) I [28/08/2013 00:42:16.158 JSnmp Trap receiver inttialize successfullyl
Ready P Count|0 LogUser |fadmin

D AP Manager Il v3.0

P E £ventiianager )
" Tools
Topology
Ste Planning
Config Comparison
Y& repons
(8 Associstion
By Access Point
By Wireless Siali
Secutty
Utlization
Channel Color Last Polled At Scheduled Next Poll Data
Rogue AP
SysLeg
Custom

mu [25708/2013 00:42.15.996 JThe mialzafion complate

[T Devices data morier
Pr 1

Profle Name  [Profie1 Interval Time  [5 Sec Total Time 50 Min

28/06/2013 00:42:15.986 ]3yslog Server Start success
28/06/2013 00:42:1 6.158 JSnmp Trap receiver initislize successtully!
28/08/2013 07:44:17.162]Creat Profile] Success

<[>

i

Ready AP Count 0 LogUser |fsdmin
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Section 4 - Configuration

AP Manager Il v3.0 - User Manager

The AP Manager Il allows you to manage user profiles. To manage users, click the User Manager icon at the top of the Toolbar.

L} AP Manager Il v3.0

System  View NetTool Help

General Groups Multi Canfin vents Tonls leports |LUserbdans

blgl " — Profile

Ewvent Manager rm () Devices data monitor (| Create | | Delete | | Edit | | Start Stop _Heport

¥ ‘ Tools Ll | Frfil=1 -
Topology

Site Flanning
Config Compatison
"‘ Feports
'. Agsacigtion
By Access Paint
By Wireless Stati

Security
Prfile M arme Frofile Interval Time 5 Sec Total Time |60 Min

Itilization -

— Dretails
Channel Calar Last Polled At Scheduled Next Pol Data
Fogue AF
Syslog
Custam

% [26/05/2013 00:42.15.986 ] The inftialization complete ]

[28/08/2013 00:42:15.936 15vslog Server Stan success
== [[28/08/2013 00:42:16.158 1Snmp Trap recemer initialize successfully!

< | | 5 hd [28/08/2013 074417152 [Creat Profilel Success =

Ready AP Count | LogUser |ladmin
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Section 4 - Configuration

This brings up the User Management pane. This shows the
current user(s), Privilege and Account Creation Date.

To create a new user, enter the details provided, Name and
Password, and Privilege rights from the drop-down menu.
Click the Add button.

Explanation of privilege levels:

« Administrator: Owns all the rights of the AP Manager II.
« Manager: Owns all the rights except user manager.

« Guest: Can only view the information.

— User
User Name Password Privilege Creat Date
admin admin Administrator
< |>
Mame I Password I
Privilegs | Manazer =
Fesume
— User
Uszer Nams Pazsword Privilaze Crzat Dat=
admin admin Administrator
<] |>
Name I tester Password IT—"#;*OIO
Privilsga | Manazer =
Fasume
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Section 4 - Configuration

The new details now populates the User Management table.

To delete a user, click the Delete button.

— User
Usar Nams Password Privilags Creat Dats
admin admin Administrator
taster T#H010 Manager 2012-12-10
<[] >
Name I tester Paszword IT#g*{IIO
Privileze |M-mser E
|
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Section 4 - Configuration

AP Manager Il v3.0 - Options

A user can change the software operation environment of the AP Manager Il. To configure the system environment, click
Options in the main Toolbar.

Home Basic Advanced Maintenance Status  Configuration Help

Basic System Information -

b odel Mame DAP-2530

Firmwsare Yersion Model Name
System Mame todel Mame
Loc:ation Model M ame
System Time todel Mame

Up Tirne todel Mame

Operation Maode(2. 4GHz) todel Mame

Operation Mode(BGHz) Model Harme
MaC Addrezs[2 4GHz] todel Mame

SSID 177[2.4GHz] said1-7[2.4]
kAl Addrezz(BGHz) todel Mame
5510 1~7[EGHz] ssid1-7(5]

IP Address Model M ame
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Section 4 - Configuration

The Options configuration window has four tabs - General, Module, Database Maintenance, and Advanced. The General
section consists of Logon Settings, SNMP Settings, Polling Settings, and Discover.

Logon Settings - Select whether a user enters a username
and password or select a specific user to use the system.

SNMP Settings - Select the Public/Private Community String,
the Port number, and the SNMP Response TimeOut

Polling Settings - Selec to enable or disable the Polling type
and the interval period

Discover - Enter a value for the Discovery Retry and Timeout
duration.

Click Apply, then OK when you are finished with the
configuration. Click Cancel if you wish not to make any
changes.

Do

General || Module || Database Maintenance || Advanced |

— Logon Setting
# To use the system, user should input name and password

Please select the user to use the system

User Name Privilege Creat Date Resume

(admin | Adminigtra. | | |

= E
— SHMP Setting
Public Community String |Dle|iC Part |161
Private Community String private
SNMP Response TimeOut 20 (5-60 Seconds)
— Polling Setting
Polling type Disable # |Enable

Interval time 30 (10-60 Seconds)
— Discover

Retry 1 TimeOut 5 (5-60 Seconds)

| & Ok | M Cancel| 7 Aopy |

D-Link AP Manager Il v3.0 Software User Manual

192
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The Module is divided into two sections: Select firmware file for model and Rogue AP.

Model Name - Details automatically provided

Firmware File - Click the Browse button to find the new/
updated firmware. Click Save when complete.

Module Information - This displays the current information.

Rogue AP - This can be auto-signed. Click the checkbox next
to Auto-Sign Rogue AP and enter an IP Range

Click Apply, then OK when you are finished with the
configuration. Click Cancel if you wish not to make any
changes.

_ %
General || Module || Database Maintenance || Advanced |
— Select firmware file for model

Model Name Fimmware file

| DAP2830, |
Module Information
Model Name: DAP-2690
Description: AP Manager || Module v3.00r07

(2012/11/20)

Version: 3.00
Support Band: 2 4GHz/5GHz

— Rogue AP
[ JAuto-Sign Rogue AP

IF Ranige |

&2 0 | X Concel | & ool |
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The Database Maintenance allows users to configure the database according to their needs. Data is available for Fault Data,
Wireless Station Data, System Log Data, Utilization Data amd SysLog Data

Data is further segmented into Notice by Records and
Clear Rule.

Under Notice By Record, enter a value in the field provided
Under Clear Rule, there are three main options.:

Delete all records - self explanatory

Delete these top records - enter a value accordingly
Delete these records before the datetime - enter the
calendar date

Click Clear if you wish to start over.

Click Apply, then OK when you are finished with the

configuration. Click Cancel if you wish not to make any
changes.

General || Module ” Database Maintenance ” Advanced |

Do

Selsct | Fault Data (=

i— Matice By Records

To ensure the database efficient, Please notice userto clear
the database

Motice user when reconds 5000000 {1000 - 5000000 )

i— Clear Rule
(®Delete all records

[ \Delete these top records

Records 100

(" IDelete thess records befors the datetime

Datetime: 121072012 -

General ” Module || Database Maintenance || Advanced |

_ X

Select | Fautt Data
Fault Data

~ Moticd ireless Station Data

To engSystem Log Data base notice userto clear
the daf Utilization Data
SysLog Data

Motice user when records 5000000 {1000 - 5000000 )

— Clear Rule
(®)Delete all records

[ |Delste these top records

Records: 100

[ IDelete these records before the datetime

Datetime: 121072012 -

Ok | % Canoel | & sopl |
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The Advanced tab is divided into two sections, TimeOut Settings and FTP Server settings

TimeOut Settings
-Genecal_ -Module_ -Database Mairrtenance- -Advanced_
Under TimeOut Settings, enter a value in the field provided (o ey ,5—
for the folllowing settings: Reboat Timeout(s) 5
Configuration Flash Update Time(s) 'ED—
Factory Reset Time(s) &0
Set Timeout F/W Dowrload Time(s) -
K F/W Flash Update Time(s) 300
REbOOt Tlmeout Timing Tolerance Time(s) ,5— Defautt
Configuration Flash Update Time R
F/w Download Time ® |Enable Local FTP Server
o Enable Remote FTP Server
F/W Flash Update Time Remote Server IF Addross o0 . 0 ¢
Time Tolerance Time User Name |
Password |
. . Fort 21

Under FTP Server, there are two main options.: -
Enable Local FTP Server -
Enable Remote FTP Server - Enter Remote IP Address

Username X Cancel

Password R — —

Port

Click Test to see its functionality

Click Apply, then OK when you are finished with the
configuration. Click Cancel if you wish not to make any
changes.
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