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Product Overview

AP Manager Il is a convenient software tool used to manage the configuration of your wireless
network from a central computer. With AP Manager Il there is no need to configure devices
individually.

AP Manager Il allows you to configure AP settings, update the firmware, and organize and sort
your APs into manageable groups.

Minimum System Requirements

B Computer with Windows® 2000/XP/2003/Vista 32-bit or 64-bit
B An installed Ethernet Adapter
B At least 128MB of memory and a 500MHz processor

Minimum Software Requirements

B PostgreSQL Server 8.3
B PostgreSQL © ODBC Connector (psqglodbc)

Access Point Requirements

B SNMP must be enabled on Access Points used with AP Manager Il
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Software Installation

Install PostgreSQL Server

Before installing AP Manager Il on your computer, you must first install PostgreSQL Server 5.0
and PostgreSQL © ODBC Connector. During the AP Manager Il install process, AP Manager |l
will check if these PostgreSQL programs have been installed. If they are not found, you will be
reminded to download them.

The PostgreSQL® software and documentation can be found at the following links:

PostgreSQL® Server 8.3:
http://www.enterprisedb.com/products/pgdownload.do#windows

PostgreSQL° ODBC Connector 08_03_0400:
http://wwwmaster.postgresql.org/download/mirrors-ftp?file=%2Fodbc%2Fversions%2Fmsi%2F
psqlodbc_08_03_0400.zip

Install AP Manager Il

Once the PostgreSQL Server 8.3 and PostgreSQL ODBC Connector 08.03.0400 programs
have been installed, proceed with the AP Manager Il installation. To launch the AP Manager Il
installation, double-click the installation package icon:

- APManagerllexe
o D-Link

- v
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As the installation begins, a welcome
screen appears and recommends you
end all other programs running before
continuing with the installation. Click Next
to continue.

Choose Destination Location

By default, AP Manager Il will be installed
in the C:\Program Files\D-Link\AP
Manager Il directory. Click Browse to
select a new location to install the software
or click Next to continue.

Select Program Folder

By default, the setup process will install the
program in a folder called AP Manager II.
You can keep this setting, type in a new
folder name, or choose one from the list of
existing folders. Click Next to continue.

InstallShield Wizard X
‘Welcome to AP Manager Il Setup

This program will install AP M anager || on your computer, |t
iz strongly recommended that you exit all Windows
programs before running this Setup program.

MNext > |

Cancel

InstallShield Wizard

Choose Destination Location
Select folder where Setup will install files.

Setup will ingtall &4F Manager || in the following folder.

Ta install to this folder, click Nest. To install to a different folder, click Browse and select
another folder.

Destination Folder

C:\Program FileshD-Link%4F Manager [l

Browse...

< Back Mext > |

Cancel |

InstallShield Wizard

Select Program Folder

Pleaze select a program folder.

Setup will add program icons to the Program Folder listed below. You may type a new folder
name, or select one from the existing folders list. Click Mext to continue.

Program Folders:

Eisting Folders:

ol =

Catalpst Contral Center
CyberLink PowerDD
-Link

D-Link AiPremier 4G DwL-A4G530

D-Link &iPremier &P Manager

FlexibleSaft Cao

Games bt
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Configure PostgreSQL Connector

To configure the PostgreSQL Connector,
enter the IP Address of the PC running
the PostgreSQL server, the root username
and password and database name.
These settings are configured during the
PostgreSQL Server install process. Click
Next to continue.

If the PostgreSQL Connector is configured
properly, you will get a message confirming
the setup was successful. Click OK to
continue.

Install Complete!

When the InstallSheild Wizard has
completed, you are given the option to
launch the AP Manager Il program. Check
the box to run AP Manager Il and click
Finish to complete the installation.

Configure PostgreSQL -8.3 Connector,

Configure PostgreSQL Connector
Setting the connection parameters

Setup has completed copying files. Before you run AP Manager 1. pleaze
configure the PostgreSAL-8. 3. Enter the zettings of you PostgreSOL Server.

Sarver |Iocalhost
User  |postares
Paszword |xxx

Database |5Dm2db

| Mest > |

Cancel |

Configure PostgreSQL Connector
Setting the connection parameters

Setup has completed copying files. Before you run AP Manager 1. pleaze
configure the PostgreSAL-8. 3. Enter the zettings of you PostgreSOL Server.

Information

1 ) PastgreSQL Connector has been configured successfully.

Database |5Dm2db

Mest > Cancel

InstallShield Wizard

. InstallShield Wizard Complete

The InstallShield ‘Wizard has successfully installed AP Manager
II. Click Finish to exit the wizard.

¥ Bur AP Manager Il

Finish |
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If you checked the Run AP Manager Il
box the program will launch and you will
be prompted with a login screen. The
default user name is admin and the default
password is admin. Continue to the next username [
section in this manual, “Using AP Manager
.

AP ﬁhnéger |

After the installation of AP manager Il, you

need to install the managed AP modules ok | sanee]
by double-click the module installation Copyright (C) 2007 D-Link Corporation
packages.
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To launch AP Manager |II:
* Go to the Start Menu
* Select Programs
* Select D-Link AP Manager Il
* Select AP Manager Il

Using AP Manager |l

@ Set Program fAccess and Defaulks
2 Windows Catalog
& windows Update
5 Program Updates

@ Accessories

IF) Administrative Taols

u‘i’| Games

D-Link,

@ D-Link AirPremier AP Manager

f& D-Link &P Manager IT

I/ videoLan

»

D-Link AirPremier AG DWL-AGE30 »

[/ vistaBootPRO 3.3

B AP Manager II

3

The main AP Manager Il screen will appear as shown below:

.. AP Manager [l
System  Yiew NetToal Help
= by [F
DD E B0 s HED
= - All space
| General
- Group Access Point Report
=3 Madel
21 DwL-32004P
D Categaryl
D Cakegory2
{21 Cakeqory3 tegena
+-(_7] MultiConfiguration 1 W Unmanaged 2P
+-{_] Fault Manage
+-{_ Tool
] D Report
+ [:I Associakion
D Security
(23 Utilization
{23 channel
D Rogue 4P
(23 sysLog AccessPoint | Station Report | Model Beport | Band Repost |
03 custom Station Detail
D Monikar
Mac Address | alias | ccess Point Fand Athentication RSSI
001348E28860 Hid 192.168.0.50 80211z CpenSystem 4
< ¥
[16/02/2009 15:19:30.156 1Device: 192.168.0.50 SMNMP Fing TimeOuwt! ~
[16/02/2009 15:20:41.484 |Discover Completed!
[16/02/2009 15:23:36.609 ]: SetIP OKI
[16/02/2009 15:23:58.531 ]Discover Completed!
[16/02/2009 15:29:18.796 |Discover Completed!
[16/02/2009 16:01:03.312 ]Discover Completed! v
Ready Loglser |admin
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General View

Discovering Devices

Before you can manage and monitor Access Points using the AP Manager Il, you must create a
list of Access Points. The AP Manager can automatically search for and “discover” Access Points
on your LAN using the Discovery process.

To initiate the discovery process, right-click anywhere on the All Space > Group view window and
select Discover from the drop-down menu, as shown below.

OO E &S0k SE 2 - L4 E

- - all Space IP &ddress Model Mame | Mac Address MetMask.

[ General
+ S
+-|_7] MulkiConfiguration
+-|_7 Fault Manage

78 Teol Refresh
- [:I Repart
+ I:l Association Sign R.ogue AP

I:I Securiby . .
(27 Utilization Configuration  »
[ channel Sort by ,
[:I Fiogue AP Vi ,
I:l Syslog
(L Customn Properties
[:I Manitar

The following dialog window will appear during the Discovery process.

I ﬁ\ Discovenng devices.._..
o=

At the end of the Discovery process, the window will close and any Access Points discovered will
be added to the All Space > Group View window.
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Advanced Discovery

The standard discovery can only discover the APs in the same sub network. To discover the
APs in the other network segments, highlight the All Space > Group View window, click the
Discover/Advanced Discover icon g in the tools bar and select Advanced Discover from the
drop-down menu, as shown below:

Advance Discowver E]

Method

Spart TP | 192 . 188 . 0O . 30 Start

Cancel
T | 192 . 1&g . 0 . 100 ance

Commomity |

TirmeCut |

Enter the start/end IP, and then click the Start button to search the APs that can be managed
by AP manager Il in this IP range. Every detected AP is added an icon at the front of the record
according to its type.

Explanation of icons:

Icon Description

E New found AP.

Managed AP.

The AP that cannot be ping, but its IP can be modified.

The AP is specified as a Rogue AP.When the AP is online and its SNMP engine
is open, the device can be specified as Rogue AP by right-clicking the AP and

!-'-! The AP is offline or its SNMP engine is off.
1:!'«
= [select the Sign Rouge AP item from the drop-down menu.
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Access Point Report

The General View > Access Point window, as shown below, displays the current list of access
points that the AP Manager |l has discovered. These Access Points are divided into Managed
APs and Unmanaged APs and the results are displayed graphically. The Managed APs are listed
in the Station Detail table below the Access Point Report.

Es B0
MO E & LI | '-
= . all space
=
+-03 Group Access Point Report
+1-{27 MultiConfiguration
+- [ Fault Manage
421 Tool
=-{1 Report Legend
+ D Associakion 1
D Serurity [l Vrmanaged 2P
(27 utilization
{7 channel
D Rogue AP
D SysLog
D Zuskom
D Monitor
AccassPoint | Station Report | Model Report | Band Report |
Station Detail
Mac Addvess | Aliss | dcoess Pommt [ Band dathantication | FSSI | 551D | Power Save Mode
[17/02/2009 14:08:07.734 |Device: 192.166.0.50 SNMP Fing TimeOutl ~
[17/02/2009 14:08:34.859 ]Discover Completed!
[17/02/2009 14:09:19.718 Discover Completed!
[17/02/2009 14:10:31.390 |Discover Completed!
[17/02/2009 14:10:46.656 1Discover Completed! b
Feady LogUser |admin

Station Detail

The Station Detail table lists the MAC Address, Alias, Access Point, IP Address, Band, Authentication
type, RSSI, SSID, and Power Save Mode of all stations connected to the Managed APs.

[ Mac Address | lias | hiccess Foint | Band | duthentiostion | Rsst [ 51D [ Power Save Mode |

002191 7EFFAS 192.162.0.50 3

502117

Opendystem

The Station Detail table allows you to kick off the station from its associated AP. To remove a
station from the AP, right-click the station in the Station Detail list and select kick off item from
the drop-down menu.
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Also you can give a tag to the associated station for better identification. To create an alias, right-
click the station in the Station Detail list and select Alias item from the drop-down menu. In the
alias management window, double-click the records and then type the alias, shown as below:

Macsddress Alias
0027191 FEFFAZ |
Delete ak. Cancel

Below the Station Report table is a real-time display of the SNMP report exchange between AP
Manager Il and Managed APs.
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Station Report

The General View > Station Report displays a graphical representation of the associated wireless
stations, as shown below. It classifies the stations by bands, and shows the station numbers of
every band.

OEE &0 | BE

- - All Space
3 .
+.[] aroup Station Report
427 MulbiConfiguration
427 Fault Manage
+-] Tool
= D Repork Lagend
+ D Association 1
D Security W sz
(23 utilization
23 charnel
£ Roque AP
121 sysLag
D Cuskam
D Monitar
diccessPoint  Station Report |Model Eeport I Band Report I
Station Detail
Mac Address | Aliss | decess Point | Band Authentication | RSSI SSID | Power Savs Mods
[17/02/2009 14:08:07.734 1Device:; 192.168.0.50 SNMP Fing TimeOut! ~
[17/02/2009 14:08:34.859 IDiscover Completed!
[17/02/2009 14:08:19.718 JDiscover Completed!
[17/02/2009 14:10:31.390 ]Discover Completed! E
[17/02/2009 14:10:46.656 1Discover Completed! v
Ready LogUser |admin
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Model Report

The General View > Model Report displays a graphical representation of the numerical distribution
of models the AP Manager Il has discovered and is currently managing.

FEE & %50 | BE

= - all Space
a
+-(] Group Model Report
+1-21 MultiConFfiguration
+-[_1] Fault Manage
+-_1 Toal
=1 Report Lagend
+-_7 Association
[ secury 1 [
123 Utilization
123 Charnel
D Rogue AP
D Syslog
23 Custam
23 Monitor
AccessPomt J Station Report  Model Report | Band Report
Station Dretail
Mac Addvess | Alias | docessPoimt | Bama Authentication | FSSI SEID | Pover Save Mode
[17/02/2009 14:08:07.734 1Device: 192 168.0.50 SNMP Fing TimeOut! »
[17/02/2009 14:08:34.859 1Discover Completed!
[17/02/2009 14:08:19.718 ]Discover Completed!
[17/02/2009 14:10:31.390 IDiscover Completed! E
[17/02/2009 14:10:46.656 1Discover Completed! v
Ready LogUser | admin
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Band Report

The General View > Band Report displays a graphical representation of the distribution of
WLAN bands (802.11a, 802.11b/802.11g and 802.11b/g/n) currently being used by the APs the
AP Manager Il is managing. It shows the AP numbers of every band.

FEE & %0 la BE

- - All Space
3
w1 Group Band Report
+-[_1 MultiConfiguration
+-[_7 Fault Manage
+-_7 Toal
--[_7 Report Legend
+-_7 Association 1
123 security W ey
123 Utilization
23 Channel
D Rogue AP
|23 SysLog
23 Custam
23 Monitar
AccessPoi.nt] Station Report J Model Report  Band Report
Station Dietail
Mac Addvess | Alias | docessPoimt | Bama Authentication | RSSI SSID | Povrer Save Mode
[17/02/2003 14:08:07.734 1Device: 192.168.0 50 SNMP Ping TimeOutl »
[17/02/2009 14:08:34.859 1Discover Completed!
[17/02/2009 14:08:19.718 ]Discover Completed!
[17/02/2009 14:10:31.390 IDiscover Completed! E
[17/02/2009 14:10:46.656 1Discover Completed! v
Ready LogUser |admin

D-Link AP Manager Il Software User Manual 13



Group View

The Group window, as shown below, displays the APs the AP Manager Il has discovered and is
currently managing. You can group these APs by model or into categories that can make their
distribution easier to visualize.

The AP Manager Il can actively monitor and manage several models of D-Link Access Points.
The models are installed as the form of plug-in under the installation directory of AP Manager Il,
it is flexible to add or remove a supported model.

APs that are detected during the discovery process will be listed in the main window of the AP
Manager.

DD E® B0l S 2 L W

- - All Space IF &ddress Model Mame Mac Address MetMask,
|:| General 192,165.0.50 DAWL-320048P 001 346FDE4FS 255,255.]

SR | Groun|
- Maodel
[ paP-2590
[ DwL-32004P
D Categaryl
[:l CategoryZ
[:l Category3

To delete the APs from the group view window, highlight the AP and select the Delete item from
the right-click menu.

Note: To view a list of the supported access points, please go to the Frequently Asked Questions
page on http://support.dlink.com/faq
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Configuration

Any Access Point that the AP Manager Il has discovered can be configured by right-clicking on
that Access Point’s icon, displayed in the Group or Category View - as shown below

ADE®S0 Ik BE D - B - |

I*

—._ £ All Space _ IP Address Model Mame | Mac Address Metiask,
[:l General — 192,163.0.50 Discover N1346FDE4FS 255,255,255.0
-3 Group Delete
Sl | 1o d=| Refresh
L] Dap-z590
D DYWL-32004AF Sign Rogue AP
% Eateguwé Zonfiguration Set IP
ategary Update Config
L3 category3 Sart by ' Upgrade Firmware
+-[27 MulkiConfiguration Wiew 3 Pd
+-[_7 Fault Manage _ Weh Management
+-[27 Tool Properties Telnet
— |:| Report
+-_1 Association Set Password
0 SE_':_U”t_F Zanfiq Camparisan
[ ukilization
3 channel

Under the Configuration menu entry, you can select Set IP, Update Config, Upgrade Firmware,
Web manage, Telnet, Set Password and Config Comparison. Each of these options is described
in the pages that follow.
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Set IP

You can manually set the IP Address of a selected Access Point. Selecting Set IP will open the
following dialog box

Set IP X
IP Address 168 . 0 . &0
Subnet Mask | 255 . 265 . 285 . 0
Default Gateway | 192 . 168 . 0 . 1
lTl Cancel
et gateway done SCRL

For each Access Point the AP Manager Il has discovered, you can use this function to assign
a new IP address, Subnet Mask and Default Gateway to the device. Enter the new IP address,
subnet mask and default gateway in the appropriate field and click the OK button.

IP Address Model Name | Mac Address MetMask. FW version Location Action Result
192,1658.0,50 DwL-32004P 001 346FDE4FS 255,255.255.0 V2,50 fccess Poink Resek ! 31%

Action column shows the executing operation, for example: Set IP, Reset, and OK (Operation
successful), and Result column shows the executive progress by percentage. You can set the
IPs of multi devices at the same time.

If the operation is failed, please check whether the device and AP manager Il are logically
connected and the username and password are correct, for more information, refer to Set
Password section.

When the selected Access Point’s IP address has been set, this window will close and the IP
address and Net Mask information presented in the Group view table will be changed to reflect
the update.
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Update Configuration

When updating the device configuration, a new window specific to the AP being updated opens,
which allows you to configure settings but does not actually apply the settings to the device unless
you click the Apply button. You can also save and load configuration files from this window. When
you load a configuration file, you must click Apply if you want the settings to be applied to the
selected device(s).

Hane

Suztem |Infarmation

todel Name DiwL-32004F
Spztem Time Mot Available
Up Time 0:00:40.00
Firmware Yergion w250

IP address 192.188.0.50

Basic
Advanced

Toolz

Status

Spstem
(DISMMP++) Okl

Note: See the section “Configuring 802.11a/b/g APs with AP Manager II” and “Configuring
802.11n APs with AP Manager II” for more information on updating the configuration of an AP.
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Upgrade Firmware

For each Access Point the AP Manager Il has discovered, you can use this function to upload a
new firmware file to the device.

UP Firmware rg|
Moduls Hame | Firmorare | Eait |
DWL-32004P Edit
com

Click Edit to select the update firmware file from the appropriate field.

Open E

Laak i |l'f} Firreare j = =5 B3~

DWLIZ00AP-Firmware-v310-r0103, tFp

File name: | DL 32004P-fimwware-v31 040103 tp
Files of type: |firmware file(".tp) j Cancel

[~ Dpen as read-only

Click the OK button to upload the firmware.

UP Firmware

X

ca

When the selected Access Point’s firmware has been updated, this window will close and the

firmware version information presented in the Group view table will be changed to reflect the
update.
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Web Management

Selecting Web Manage from the drop-down menu will open your PC’s web browser and
automatically direct it to a selected Access Point’s IP address. This will allow you access to the
Access Point’s built-in web-based manager. The first window to open will be the Windows User
name and Password dialog box, as shown below.

Connect to 192.168.0.50

# T

ChwL-32004F

ser name: | w

Password: |

[ Jremember my password

l (0] 4 ] ’ Zancel

Enter the appropriate User name and Password into the fields above and click the OK button. Your
PC’s web browser will open and the Access Point’s IP address will be entered into the address
field. You can the configure the Access Point using its built-in web-based manager as you would
normally. There is no difference in using an Access Point’s web-based manager initiated by the
AP Manager Il or any other method.
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Telnet

Selecting Telnet from the drop-down menu will open your PC’s command line interface and
automatically direct it to a selected Access Point’s IP address. This will allow you access to the
Access Point’s built-in Telnet CLI manager. The first window to open will be the Telnet console.
Enter the appropriate User name and Password and press the Enter key, as shown below.

D—-Link Acce=ss Point login: admin
ssword:

Jireless Driver Rev 4.H.8.167
D-Link Access Point wlanl -3 _

Set Password

Selecting the Set Password option will allow you to set a new login password for the AP being
configured. The screen shown below will pop up, enter a new password and click OK.

Note: The username and password must accord with the one entered in the web login, or the
execution of Set IP function will be failed.

S5et Password E

Set the password for AP

Tser Mame
Passarord |
0l Cancel
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Config Comparison

Selecting the Set Password option will allow you to set a new login password for the AP being
configured. The screen shown below will pop up, enter a new password and click OK.

Note: The username and password must accord with the one entered in the web login, or the
execution of Set IP function will be failed.

—_— = -] "
DO0fD«S0L G 858G
—ﬁﬂlSpnu ﬁrd W-&J
e Rt an Device 192, 168.0. 63 Ok| en Device 192, 1680200 Ok!
& & o or | 3
] Ml tiConfiguration |Systgm] [S-,rs[em] )
+ ] Fault Wanage DHCPclient=1 DHCPclient=1
= (0 Teol SubMask=255.255.255.0 SubMask=255.255.255.0
1 Topalogy Gateway=192.168.0.1 Gateway=1.2.3.6
] Site Planning Username= Usemname=
= | Password= Password=
= ] Beport Telnet=1 Telnet=1
¥ ] hzzeciation Timeout=180 Timeout=180
L Security S8H=1 S5H=1
0 Weilization [5GHz_WirelessSettings] [5GHz_WirelessSettings)
[0 Chacmel APmode=5 APmode=5
[ Rogue AF S5S1D=dlink 5S1D=dlink
[ Sysleg Channel=6 Channel=6
[0 Custon AutochannelScan=1 AutochannelScan=1
[ Momi vor DataRate=31 DataRate=31
Beaconinterval=100 Beaconinterval=100
DTIM=1 DTIM=1
RTSLength=2346 RTSLength=2346
TransmitPower=1 TransmitPower=1
[2.4GHz_WirelessSettings] [2.4GHz_WirelessSettings]
APmode=5 APmode=5
SSID=dlink SSID=dlink
Channel=6 Channel=6
AutochannelScan=1 AutochannelScan=1
DataRate=31 DataRate=31
Beaconlnterval=100 Beaconintersal=100
DTIM=1 DTIM=1
RATSLength=2346 RTSLength=2346 o
Expoit
[06/12/2008 03:00:40.927 ]{2908] QLIT ~
[06/12/2008 03:00:40.921 ]{2908] 220 Bye
[0612/2008 03:00:40,937 1[2908] Client disconnected from 192.168.0.200
[06#12/2008 03:00:40.937 12308 Client disconnected from 192.168.0.200,
[06/12/2008 03:00:40 968 [Config download 192,168.0.200:(DISKMP++) Ok hd
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Sorting

You can sort the order the Access Points that have been detected by the AP Manager Il by IP
address, by Location, or by Status - as necessary - by right-clicking anywhere on the Group view
window and selecting Sorting followed by the sorting criteria.

OO0 E B0 BE 2 - 4-E

-8 All Space IP Address Model Mame | Mac Address MetMask
([ General = 192.168.0.50 001 546F0E4ES SEE SEE |
-1 Group Discowver
- 'a Model Delete
] Dap-2590 Refresh

[ DwL-32004P
D Categoryl
[ Categoryz Caonfiguration  »
[:I Cakegorys
+-[_7 MultiConfiguration

Sign Rogue AP

Sork by IPAddress

+-[_1 Fault Manage Wigw 3 I;:u:atu:ln
I:l Ype

+ Toal Properties Model I

--[_] report odel Mame

.07 fecnciskinn

Explanation of sorting types:

* IP Address: Sorting by IP Address column.
* Location: Sorting by Location column.

* Type: Sorting by specified AP types, the types are: Unmanaged, Managed, and Rogue
AP.

* Model Name: Sorting by Model Name of the AP.

You can classify the APs to the different groups, right-click one of the three sub items category
1, category 2, or category 3 of Group, and select Create Group from the drop-down menu to
create a new group, as shown below.

- - all Space IP Address Maodel MNare

[ ceneral
= I:l Group
+-[27 Model

|:| Cateq Create Group

Rename

= I:l Report
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In the group creation window, enter a description in the Group Name and choose the members
in the Manager members, then click OK button to create a new group.

Basic Info

Group Hame |

Create Date | ——  Create By

Femark

Management member
Availahle membear Selected member

Everyone Everyone
==
==

co

You can add APs to the sub-group by dragging the APs from the main group view list to the group
you created under the category sub item, as shown below.

- all Space
(7] General
- I:l Garoup
+-[_3 Model
- [:l Categoryl
SEm
|:| Categoryz
I:I Category3

The type of the AP will be changed to Managed and the icon will be changed to & .

= - all Space IP address Model Mame | Mac Address MekMask Fi wersion Location
D General = 192,165.0.50 DWL-32008P 00134aFDE4FS £95.255.255.0 v2.50 Access Paink
- Group
+-[_7] Model
-] Cateqgoryl

SER
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View

You can also change the way the list of Access Points detected by the AP Manager |l are displayed
by right-clicking anywhere in the Group View window and selecting View By followed by Icon,
Small Icon, List, Report, Show Active, or Show All - as shown below.

i} R W R N

[:l Category2
[:| Category3

Configuration  »

— - all Space IP Address Model Mame | Mac Address MekMask FY version Location
(23 General < 192.168.0.50 DWWL-3Z004P |:||:|1':'-"'~' 0 255,00 vz, 50 Aiccess Poink
0 a Delete
+-[] Model
=20 Categoryl Refresh
(3 pHt Sign Rogue 4P

+1-_7 MulkiConfiguration

Sork by 3

+-[_] Fault Manage Tcan
+-_7 Tool
Small Ioon
=2 Report Properties List
+-1_7 Association Renork
[:| Security Epor
(23 utilization Show Active
[ channel Shaw &l
2] rogue AP
[:| Syslog
23 custom
[:| Monitar

Property

You can also view the properties of Access Points detected by the AP Manager Il by right-clicking
the AP in the Group View window and selecting Property - as shown below.

Basic Information

Iadel Mame |

MAC dddress |

IP & ddvess | 172 . 1&g | 0 .50

Lacation

Cancel

You can enter a description string in the Location textbox to describe the AP and then click the
Set button to apply the change.
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Configuring APs with AP Manager |

When updating the device configuration, a new window specific to the AP being updated opens,
which allows you to configure settings but does not actually apply the settings to the device unless
you click the Apply button. You can also save and load configuration files from this window. When
you load a configuration file, you must click Apply if you want the settings to be applied to the
selected device(s).

Spstem |nformation

todel M ame DiL-22008P

System Time Mat Available
Up Time 20:52:49.00
Firmwware Yersion v2.50

IP address 192.168.0.50

Basic

Advanced
Tools

Status

Syztem

(DISMMP+-+) OkI

Navigate the AP configuration using the menu on the left side of the window. This menu contains
the following sections, Home, Basic, Advanced, Tools, Status, and System. These sections
and their menus will be discussed in detail in the following pages.
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Home
Information

The Home > Information page contains basic configuration information about the access point
being configured. This information includes the Model Name, System Time, Up Time, Firmware
Version and IP address.

There will be minor differences when using AP Manager |l with a single band AP and a dual band
AP. This manual refernces both 802.11a and 802.11g configuration settings.

Home

Sypztem Information

tMiodel Name DwL-32004F
Syztem Time Mat Available
Up Time 20:52:49.00
Firmware Yersion w2.50

IP addrezs 192.168.0.50

Basic

Advanced
Tools

Status

System

(DISMMP4+-+) Ok!
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Basic
Wireless

Home Basic Advanced Maintenance Status  Swskem  Help

Home

Basic

Wireless ~

Wirelezs Band

b ode |.-'-‘-.u:u:ess Fuairit ﬂ

M etwork, Hame [S510] ||:1Iink

S50 Visibility |Ena|:u|e j
Channel idth | 20 MHz -
Channel :I [v At Channel Selection
Authentication |Dpen Systern j
K.ep Settings
Encryption Dizable Key Size
Yalid Key Key Type
Metwork Key |
Advanced Confirm Fey |
Maintenanice
Status
System
Get Ok,

Wireless Band:

SSID:

SSID Broadcast:

Channel:

AP Mode:

Select the wireless band to configure: 802.11a or 802.11g for A/G access
points and 5GHz or 2.4GHz for N access points.

The Service Set (network) Identifier of your wireless network.

Enabled by default, selecting Disable allows you to disable the broadcasting
of the SSID to network clients.

Allows you to select a channel. The channel of an 802.11a network may not
be set manually in certain regions (e.g. Europe and USA) in order to comply
with DFS (Dynamic Frequency Selection).

There are 3 AP modes: Access Point, WDS with AP, and WDS. IEEE 802.11n
access points will also include Wireless Client mode.
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Wireless Authentication

Home Basic Advanced Tools Status  System  Help

Wireless ~

Home

B asic

Wireless Band

IEEE 802114 hd

&P Mode Access Point -
551D |diink
551D Broadcast Enable =
Channel :l 52  GHz W AuoChannel Sean
Authentication |WPA-F'ersonaI j
Key Setti
Sz Open Syztem / Shared Key i
E hemption : WPA-Personal =
B Disable wP-E nterprize
. WwWPA2-Personal
Valid Key wPd2-Enterprise =
§ wiPa-Auto-Personal —
First Key WwWPA-Auto-E nterprise v i key |
Third K.ey | Faurth Key |
Advanced
Tools
Apply

Status

System

Gak O,

Open System: The key is communicated across the network.
Shared Key: Limited to communication with devices that share the same WEP settings.
Both: The key is communicated and identical WEP settings are required.
Authentication: Select Open System/Shared Key to allow either form of data encryption.
Select WPA-Enterprise to secure your network with the inclusion of a RADIUS server.

Select WPA-Personal to secure your network using a password and dynamic key
changes. (No RADIUS server required.)

Select WPA2-Enterprise to secure your network with the inclusion of a RADIUS server
and upgrade the encryption of data with the Advanced Encryption Standard (AES).

Select WPA2-Personal to secure your network using a password and dynamic key
changes. No RADIUS server required and encryption of data is upgraded with the
Advanced Encryption Standard (AES).

Select WPA-Auto-Enterprise to allow the client to either use WPA-Enterprise or
WPA2-Enterprise.

Select WPA-Auto-Enterprise to allow the client to either use WPA-Personal or
WPA2-Personal.
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AP Mode

Access Point

WDS with AP

WDS

Wireless Client

Security

Authentication Available

Open System

Shared Key

Open System/Shared Key
WPA-Enterprise
WPA-Personal
WPA2-Enterprise
WPA2-Personal
WPA-Auto-Enterprise
WPA-Auto-Personal

Open System

Shared Key

Open System/Shared Key
WPA-Personal
WPA2-Personal
WPA-Auto-Personal

Open System

Shared Key

Open System/Shared Key
WPA-Personal
WPA2-Personal
WPA-Auto-Personal

Open System
WPA-Personal
WPA2-Personal
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WEP Encryption (AP Mode)

Home Basic Advanced Tools Status  System Help

Wireless ~

Haome
B aszic
_ wieless Band  [IEEE 802.11a =l
il AP Mode Access Point -
: 551D \dink
5510 Broadcast Enable
Channel :| B.22 GHz v AutoChannel Scan
Authentication |Dpen System ﬂ
K.en Settings
Enciyption Enable Key Size G4 Bitz=
Walid Key First - Key Type HEx -
First Key | ********** Second Key |
Third K.ey | Fourth Key |
Advanced
Toolz
Apply
Status Q
Syztem
Get Qk,
Authentication: Select from the drop-down menu the type of authentication to be used on the selected

Encryption:

Valid Key:

Key Values:

device(s). In this example you may select Open, Shared, or Open System/Shared
Key.

Enable or Disable encryption on the selected device(s). This option will only be available
when security is set to Open or Open System/Shared Key.

Select which defined key is active on the selected device(s). This option will only be
available when security is set to Open, Shared, or Open System/Shared Key.

Select the Key Size (64-bit, 128-bit, or 152-bit) and Key Type (HEX or ASCII) and
then enter a string to use as the key. The key length is automatically adjusted based
on the settings you choose. This option will only be available when security is set to
Open, Shared, or Open System/Shared Key.
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WPA/WPA2 Enterprise (AP Mode)

Home Basic Advanced Tools Status  System  Help

Wireless -

Wwileless Bard ||EEE g02.11g ﬂ

AP Mode Access Paint -

55ID |d|ink

S5ID Broadoast Enable -

Charinel ] 2437 GHz ¥ Auto Channel Scan

Authentication |WF'.f-‘-.-E nterprise ﬂ

Radius Server Settings

Cipher Type Auta - %E&ggﬂegﬂggp]date Inkerval 1300
Radius Serve | : : : Radius Port [1-65535) 132
Radiuz Secre: |

Accournting i ode Dizable :‘v Accounting Port

Accounting Server |

Advanced
Toolz
Apply
Status
System
Gek QK.

Personal/ Select Auto, WPA-Only, or WPA2-Only. This option is available for 802.11n access
Enterprise: points only.

Cipher Type: Select Auto, TKIP, or AES from the drop-down menu.

Group Key Update Select the interval during which the group key will be valid. 1800 is the recommended
Interval: setting. A lower interval may reduce transfer rates.

RADIUS Server: Enter the IP address of the RADIUS server.
RADIUS Port: Enter the port used on the RADIUS server.

RADIUS Secret: Enter the RADIUS secret.
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WPA/WPA2 Personal (AP Mode)

I Home Basic Adwvanced Tools Status  System  Help
Home
Basic
; Wwireless Band |IEEE 20211g ﬂ
AP Maode Access Point -
551D |u:||ink
551D Broadcast Enable -
Chatinel ] 2437 GHz W Auto Channel Scan
Authentication |WF‘A2-F’E[SDnaI j
PazzPhrase Settings
Cipher Type Auta - [Garg&%éigeggggp]date Interal 1800
PazzPhrase |
Advanced
Tools
Apply
Status
Syztem
Gek Ok,

Personal/Enterprise: Select Auto, WPA-Only, or WPA2-Only. This option is available for 802.11n access
points only.

Wireless Band: Select the wireless band from the drop-down menu.
Cipher Type: Select Auto, TKIP, or AES from the drop-down menu.

Group Key Update Select the interval during which the group key will be valid. 1800 is the recommended
Interval: setting. A lower interval may reduce transfer rates.

Passphrase: Enter a PassPhrase between 8-63 characters in length.
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WDS Mode

I_u:nme Basic Adwanced Tools Skatus  Swstem  Help
Home
Basic
Wieless Band  [IEEE 80211a B
AP Mode WhS i
551D ||JIir|h
5510 Broadcast Enable -
Channel 44 il 522 GHz [
WDS
Remate AP MAC Address
Site Survey
Type | Charnel | Signal(%) | ESSID | Security | 58D S oan
Advanced =
Tools
Apply
Statuz
Syztem
Gek Ok,

WDS: A Wireless Distribution System that interconnects so called Basic Service Sets (BSS). It
bridges two or more wired networks together over wireless. The AP wirelessly connects
multiple networks without functioning as a wireless AP.

Remote AP MAC Enter the MAC Addresses of the other APs you want to connect to using WDS mode.
Address:

Site Survey: Click the Scan button to search for local APs.
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WDS with AP Mode

I_u:nme Basic Adwanced Tools Skatus  Swstem  Help
Home
Basic
: Wieless Band  [IEEE 80211a B
AP Mode WS with AP —
551D ||JIir|h
5510 Broadcast Enable -
Channel 44 - 522 GHz [
WOS with AP
Remate AP MAC Address
Site Survey
Type | Charnel | Signal(%) | ESSID | Security | 58D S oan
Advanced =
Tools
Apply
Statuz
Syztem
Gek Ok,

WDS with AP: Wireless Distribution System with Access Points. APs in a network are wirelessly wired
together and connected via a Distribution System. The AP wirelessly connects multiple
networks, while still functioning as a wireless AP.

Remote AP MAC Enter the MAC Addresses of the other APs you want to connect to using WDS mode.
Address:

Site Survey: Click the Scan button to search for local APs.
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Wireless Client (802.11n Only)

Home Wireless ~

Basic o

_ “Wireless Band |2.4|3H2 ;I
Wirsless Mode IWireIess Client LI ¥
(} MNetwark Mame [551D] Idlink
i 551D Visibity | Disable =l
Channel Width |20 MHz |
Channel IE j' [T Auto Channel Selection 3
— Site Survey E

Channel | Signal (%) | BSSID | Security | ssib | S can |

Advanced
Eintenance Authentication Open System =l i
Status K e Cathina -
System [ o 1 =
|i5et OK.

Wireless Client: The device acts as a wireless client station to connect APs. Provide a wireless connection
for the non-wireless device.

Site Survey: Click the Scan button to search for local APs.
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LAN
Dynamic (DHCP)

Home Basic Advanced Tools Status  System  Help

Bazic

L& Settings
Get [P From |D_I,Inamic: [DHCP) ﬂ

Apply

Advanced

Tools

Status

Syztem

ok

Get IP From: When set to Dynamic (DHCP) the AP(s) will function as a DHCP client(s). This allows
them to receive IP configuration information from a DHCP server.
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Static (Manual)

Home Basic Adwvanced Tools Status  System  Help

Home
Basic
] LM Settings
Get [P From |Static [M aral] ﬂ
S P address | 192 . 168 . 0O . &0
Subnet Mask | 255 255 2% . 0

Default Gateway | | 1

Apply

Advanced

Tools

Status

Syztem

ok

Get IP From: When set to Static (Manual) the access point(s) must have a static IP address assigned
to them.
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Advanced
Performance (802.11a)

Home Basic Adwvanced Tools Status  System  Help
Home
Basic Advanced Wireless Setting:
Advanced Wireless Band | IEEE B02.11a ~|
\g Frequency 522 GHz Advance D ata B ate Seftings
Pl Diata Rate | Auto | [ Enable Data Rate Contral
Q Beacon Interval (20 - 1000) 100 EMbisec
DTIM [1 - 255 |1 SMbisec
: Fragment Length [256 - 2346] 2348 12Mb/zec
gﬁ RTS Length (256 - 234R) 2348 19Mb/sec
Bl Transmit Pover |Fu|| j 24Mb/sec ’—4|
Q Channel | | | 3eMblesc [Enable  ~|
Radio | M j 48Mb/sec
. bt b | Enable j Sdhb/sec
\9 Super Mode | Dizahle j
s S Antenna Diverzity |Ena|:||e j
€
Rogue AP n J
Tools
Statuz Apply
Syztem
ek Ok,

Frequency: Displays the current frequency of the wireless band.

Data Rate: Set to Auto by default, use the drop-down menu to select the maximum wireless signal
rate for the selected device(s).

Beacon Beacons are packets sent by an access point to synchronize a network. Specify the beacon
Interval value for the selected device(s) here. The default value of 100 is recommended.
(20~1000):

DTIM DTIM (Delivery Traffic Indication Message) is a countdown informing clients of the next
(1~255): listening window for broadcast and multicast messages.

Fragment This sets the fragmentation threshold (specified in bytes). Packets exceeding the value
Length set here will be fragmented. The default is 2346.
(256~2346):
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RTS Length
(256~2346):

Transmit
Power:

Auto
Channel:

Radio:

WMM:

Super
Mode:

The RTS value should not be changed unless you encounter inconsistent data flow.
The default value is 2346.

Choose full, half (-3dB), quarter (-6dB), eighth (-9dB), minimum power. This tool
can be helpful for security purposes if you wish to limit the transmission range.

Enable this option to automatically select the most optimal channel available for wireless
networking and to scan for the least populated channel.

Select Enable or Disable.

(Wi-Fi Multimedia) Improves the user experience for audio, video, and voice applications
over a Wi-Fi network. WMM is based on a subset of the IEEE 802.11e WLAN QoS
standard.

Select Super A to enable a wireless signal rate of up to 108Mbps. Super A is a group of
performance enhancement features that increase end user application throughput in a
802.11a network. Super A is backwards compatible with standard 802.11a devices. For
ideal performance, all wireless devices on the network should be Super A capable.

Super A Mode Function

Disabled

Standard 802 11a support. Mo enhanced capabilities.

Super A without Turbo Capable of Facket Bursting, FastFrames, Compression. Mo Turbo modes.

Super A with Dynamic Turbo | Capable of Packet Bursting, FastFrames, Compression, and Dynamic Turbo mode. This

setting is backwards compatible with non-Turbo (legacy) devices. Dynamic Turbo mode is
only enabled when all devices on the wireless networl are configured with Super A and
Dynamic Turbo enabled.

Super A with Static Turbo Capable of Facket Bursting, FastFrames, Compression, and Static Turbo mode. This

setting is not backwards compatible with non-Turbo (legacy) devices. Static turbo mode is
always on and is only enabled when all devices onthe wireless network are configured
with Super A and Static Turbo enabled.

Antenna
Diversity:

This option is Enabled by default. When enabled for 802.11 a/g AP, each radio will
automatically switch to the antenna with the greatest RSSI value. When disabled,
each radio will use its main antenna - when facing the AP, 5GHz transmits from the
right antenna, while the 2.4GHz radio uses the antenna on the left. Refer to each AP’s
manual for detail.
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Performance (802.11g)

I Home Basic Adwvanced Tools Status  System  Help
Home
Basic Advanced Wireless Setting:
Advanced wielessBand | IEEE 802113 |
\g Frequency 2437 GHz Advance D ata B ate Seftings
Performance Data Bate |.-'-\utu:| ﬂ [ Enable Data Rate Control
Q Beacon Interval (20 - 1000) 100 Uilr -
DTIM (1 - 255) L Mbisee  [Ba ]
: Fragment Length [256 - 2346) 2346 5.5Mb/zec
gﬁ RTS Length [255 - 2345) |2345 BMbezec
Grouping Tranzmit Power | Full j Ibisec ’—4|
\g Channel |E ﬂ TMb/sec ’—_|
DHCP Server Riadio |ON [~ 12Mb/se :I
. b | Enable ﬂ 18Mb/sec :‘
\9 Super Mode | Dizable j 24Mb/sec :I
Mult-SSID Antenna Diversiy |Ena|:||e j IEM b sec
Q wireless B/G Mode |Mixed x| | 48Mblsec |
Fogue AP B Preamble |Sh0rt and Long j S4Mb/sec :‘ J
Tools
Statuz Apply
Syztem
ek Ok,

Frequency: Displays the current frequency of the wireless band.

Data Rate: Set to Auto by default, use the drop-down menu to select the maximum wireless signal
rate for the selected device(s).

Beacon Beacons are packets sent by an access point to synchronize a network. Specify the beacon

(20"11‘85‘63;' value for the selected device(s) here. The default value of 100 is recommended.

DTIM DTIM (Delivery Traffic Indication Message) is a countdown informing clients of the next
(1~255): listening window for broadcast and multicast messages.

Fragment This sets the fragmentation threshold (specified in bytes). Packets exceeding the value
Length set here will be fragmented. The default is 2346.
(256~2346):
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RTS Length
(256~2346):

Transmit
Power:

Auto
Channel:

Radio:

WMM:

Super
Mode:

Antenna
Diversity:

Wireless
B/G Mode:

Preamble:

Note:

The RTS value should not be changed unless you encounter inconsistent data flow.
The default value is 2346.

Choose full, half (-3dB), quarter (-6dB), eighth (-9dB), minimum power. This tool

can be helpful for security purposes if you wish to limit the transmission range.

Enable this option to automatically select the most optimal channel available for wireless
networking and to scan for the least populated channel.

Select Enable or Disable.

(Wi-FiMultimedia) Improves the user experience foraudio, video, and voice applications
over a Wi-Fi network. WMM is based on a subset of the IEEE 802.11e WLAN QoS
standard.

Select Super G to enable a wireless signal rate of up to 108Mbps. Super G is a group
of performance enhancement features that increase end user application throughput
in a 802.11g network. Super G is backwards compatible with standard 802.11¢g
devices. For ideal performance, all wireless devices on the network should be Super
G capable.

This option is Enabled by default. When enabled, each radio will automatically switch
to the antenna with the greatest RSSI value.

Select Mixed, 11g Only, or 11b Only.

Select Short and Long (recommended) or Long-Only.

Super Mode with Static Turbo is only available for 802.11a.
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Performance (802.11n)

Iﬂome Bazic fdwanced Maintenance Status System Help

Hone
Basic Performance Settings
Advanced
\g Wireless Mode |Mixed 802, 110, 802, 11z and 802.11B ﬂ
Performance Wireles= |Dn ﬂ Conmection Limit Di=zable «
. Data Rate | J Mbps=] User Limit (0 - B4)
; Beacon interwal [25-500) |IU|:I Link Integrity Dizahle -
DTIM interwal (1-15) |1 Hetwork Wtilization
\9 Tranzmit Power |1I:ID % ﬂ
DHCF Server
M (Hi-Fi Multimedia) |Enable =]
\9 Short &I |Ensble =]
Ml ti-85TT TGNF Snooping |Disable -
\(" hek Time Dut (2. 4GHz, 4872000 |48 (K=l
Intrusion
Maintenance
Status
System

Q!

Wireless Mode: Select the wireless mode from the drop-down menu.

Data Rate: Set to Auto by default, use the drop-down menu to select the maximum wireless
signal rate for the selected device(s).

Beacon Interval Beacons are packets sent by an access point to synchronize a network. Specify the beacon
(25~500): value for the selected device(s) here. The default value of 100 is recommended.

DTIM (1~15): DTIM (Delivery Traffic Indication Message) is a countdown informing clients of the next
listening window for broadcast and multicast messages.

Transmit Power: Choose the percentage of transmit power. This tool can be helpful for security purposes
if you wish to limit the transmission range.

WMM: (Wi-Fi Multimedia) Improves the user experience for audio, video, and voice applications
over a Wi-Fi network. WMM is based on a subset of the IEEE 802.11e WLAN QoS
standard.

Short GI: Select Enable to allow the Short Gl.
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IGMP Snooping:
ACK Time Out:
ConnectionLimit:

User Limit:

Link Integrity:

Select Enable to allow IGMP Snooping.
Set the maximum time of ACK session.
Select Enable to limit the connections by the user limit or network utilization.

Set the maximum users that can connect to AP. Only available when Connection Limit
is enabled.

If enabled, when the uplink of AP is off, the connected wireless client will be
disconnected.

Network Set the network utilization, if the utilization is more than the setting, no clients can

Utilization:

connect to AP. Only available when Connection Limit is enabled.

Note: Super Mode with Static Turbo is only available for 802.11a
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Filter (Wireless MAC ACL)

Home Basic Advanced Tools Status  Syskem

Home
Basic & Wireless MAC ACL *" WLAN Partition
Advanced

Wireless MAC ACL

<

Performance Wireless Band | I[EEES02.11g j
\g Access Control Dizable =
=
MAL Address |
Q MAC Address
Grouping ID | MAL Address

©

9 Del
Rogue AP ﬂ
Apply

Tools

Status

Syztem

Gek Ok,

Wireless Select the 802.11a or 802.11g wireless network to apply the access control filter to.
Band: When connecting to an 802.11n access point, select either 2.4GHz or 5GHz.

Access When disabled access control is not filtered based on the MAC address. If Accept or

Control: Reject is selected, then a box appears for entering MAC addresses. When Accept is
selected, only devices with a MAC address in the list are granted access. When Reject
is selected, devices in the list of MAC addresses are not granted access.

Access Add or Delete MAC addresses in the Access Control List.
Control List:

Current Client The table lists the current associated clients. Click the Add button to add the client into
Information: access control list.
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Haome
Bazic

Advanced
Performance

U
\

Grouping

N
DHCF Server
&
bulti-5 510
¢
Rogue AP H

Tools

Status

Syztem
Gek Ok,

Filter (WLAN Partition)

Home EBasic Adwvanced Tools Status  Swstem  Help

EEoX

™ wireless MALC ACL

+ "WwWLAN Partition

WLAM Partition Settings
Wireless Band

Internal Station Connection

Ethernet to WLAN Access

|IEEE 802 11a

[+ Enable

[+ Enable

-]

Internal Station Connection Between 802.17a & 802 11g

I+ Caonnection Enablad

Apply

Internal Station Enabling this allows wireless clients to communicate with each other. When this option
Connection: is disabled, wireless stations are not allowed to exchange data through the access
point.

Ethernet to WLAN Enabling this option allows Ethernet devices to communicate with wireless clients. When
Access: this option is disabled, all data from Ethernet to wireless clients is blocked. Wireless

devices can still send data to the Ethernet devices when this is disabled.

Internal Station Check the “Connection Enabled” box to allow communication between devices on the
Connection: 802.11a network and devices on the 802.11g network.
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Grouping (AP Grouping Settings)

Home Basic Advanced Tools BEEWEN Syskem  Help
Basic . .
AP Grouping Settings
Advanced

g Load Balance Dizable -
Performance User Limit (0 - B4)

Filker

Q Apply

Grouping

2
U

Mulbi-S5I0
Rogue AP u

Tools

Status

Syztem

Gek Ok,

Load Balance: Disabled by default, select Enable to activate load balancing among the APs.

User Limit: Enter a user limit amount, between 0-64.
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DHCP Server (Dynamic Pool Settings)

Home EBasic Adwvanced Tools Status  Swstem  Help
Haormne DHCP Server -
Basic DHCP Server Settings
Advanced * Dynamic Pool Setings " Static Pool Settings " Current IF Mapping List
\9 Function Enable/Dizable Enable -
Performance
Dynamic Pool Settings
\9 IF &zzigned From | o .00
The Riange of Pool (1-255) 0
\9 Subhazk 0 o .o 0
Grouping
Gateway o o .a o

|

\g Mfiinis | o .0 .00
| . .
|

DHCF Server
ONS I] o .0 I]
\g Dromain Mame
buli-5 510
Leaze Time [B0 - 31536000 zec) |D
\9 Status OFF -
Rogus AP H
Tools
Apply
Status Q
Syztem

ok

Dynamic Pool Click to enable Dynamic Pool Settings. Configure the IP address pool in the fields
Settings: below.

Function Enable or disable the DHCP server function.
Enable/Disable:

IP Assigned Enter the initial IP address to be assigned by the DHCP server.
From:

Range of Pool Enter the number of allocated IP addresses.
(1~255):

SubMask: Enter the subnet mask.

Gateway: Enter the gateway IP address, typically a router.

D-Link AP Manager Il Software User Manual 47



WINS: WINS (Windows Internet Naming Service) is a system that determines the IP address
of a network computer with a dynamically assigned IP address, if applicable.

DNS: The IP address of the DNS server, if applicable.
Domain Name: Enter the domain name of the AP, if applicable.
Lease Time: The period of time that the client will retain the assigned IP address.

Status: This option turns the dynamic pool settings on or off.
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DHCP Server (Static Pool Settings)

Home DHCP Server -
Basic DHCF Server Settings
Advanced £ Dynamic Pool Settings % Static Pool Settings £ Current IF Mapping List
\g Function Enable/Dizable Enable -
Performance )
M Static IP Pool Adding X
\g Static Pool Settings | sl DS i
Filte
et Azzighed IP | o 0. 0.0
\9 Azsighed MAC Address |UD':":'D':":":'D':":ID
Grouping
_ SubMask 0.0 .00
_\g_ Gateway | o. o0 . 0.0
DHCF Server
\. Wins |u.n.u.n
Multi-5SI0 DMS | o . o. 0.0
\g Domain Mame | | *
) =) Add
Riogue AP ﬂ Status OFF hd |
Tools
Status
Apply
System

okl

Dynamic Pool Click to enable Static Pool Settings. Use this function to assign the same IP
Settings: address to a device at every restart. The IP addresses assigned in the Static
Pool list must NOT be in the same IP range as the Dynamic Pool.

Enable/ Enable or disable the DHCP server function.
Disable:

Assigned IP:  Enter the IP address to be statically assigned by the DHCP server.

Assigned MAC Enter the MAC Address of the wireless client.
Address:

SubMask: Enter the subnet mask.

Gateway: Enter the gateway IP address, typically a router.
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WINS: WINS (Windows Internet Naming Service) is a system that determines the IP address
of a network computer with a dynamically assigned IP address, if applicable.

DNS: The IP address of the DNS server, if applicable.
Domain Name: Enter the domain name of the AP, if applicable.

Status: This option turns the static pool settings on or off.
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Bazic
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U

DHCP Server (Current IP Mapping List)

Iﬂu:ume Basic Adwanced Tools Skatus  Swstem  Help

DHCP Server Settings
™ Diynamic Pool 5 etings

™ Static Pool Settings

DHCP Server ~

&+ Cument IP M apping List

Current DHCP Dynamic Pools

Performance

2

Filter

Index | Current Dipnarnic MaC | Current Dynamic Assigned [P | Current Diynamic Lease |

\

Grouping

g Current DHCP Static Pools
\ Index | Current Static MAC | Current Static Azsigned [P
DHCP Server

\

Multi-SSID

\

Rogue AP H
Tock Refresh
Status
Syztem

okl

This screen displays information about the current DHCP dynamic and static IP address pools.
This information is available when you enable the DHCP function of the AP and assign dynamic
and static IP address pools.

Current DHCP Dynamic These are IP address pools to which the DHCP server function has assigned
Pools: dynamic IP addresses.

Current Dynamic MAC: The MAC address of a device on the network that is within the DHCP dynamic
IP address pool.

Current Dynamic The current corresponding DHCP-assigned dynamic IP address of the
Assigned IP: device.

Current Dynamic Lease: The length of time that the dynamic IP address will be valid.

Current DHCP Static These are IP address pools to which the DHCP server function has assigned
Pools: static IP addresses.
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Current Static MAC: The MAC address of a device on the network that is within the DHCP static
IP address pool.

Current Static The current corresponding DHCP-assigned static IP address of the device.
Assigned IP:
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Multi-SSID

Home Basic Adwvanced Tools Status  System  Help

Home
Bazic

Advanced

U

Performance

2

Filter

\

Grouping

\
DHCP Server
€&
buli-5S10
&
Rogue AP H

Tools
Statuz
Syztem
Get 0K,

Multi-SSI0 Settings
v Enable Multi-55I0 [ Enable ¥L&M State ¢ both © 11a £ 11g

Band |IEEE 802.11g | M | = YLAN ID

MSSID Index | Primary 551D | ssio |

Security | J Ethermet - 3

kK.ey Settings

K.ey Size | J Key Index

Key Tupe | J Ken W alue |

ulti-S 510

|ndex | SSID Band Encyption YLAM D Ethernet
Primary dlink. 11a QOFF QOFF L&kl
Primary dlink. 11g OFF OFF LaM1

Apply

Enable Multi-SSID:

Enable VLAN:

Band:

MSSID Index:

VLAN ID:

MSSID Index:

When Multi-SSID is enabled, you can configure your SSIDs for either Both, 11a
only, or 11g only networks.

Check to enable VLANS.

Select the wireless band (IEEE802.11a or IEEE802.11g). When configuring an
802.11n access point, select 2.4GHz or 5GHz.

Service Set Identifier (SSID) is the name designated for a specific wireless local
area network (WLAN). The SSID factory default setting is dlink. The SSID can be
easily changed to connect to an existing wireless network or to establish a new
wireless network.

Enter a VLAN number (0 - 4094).

You can select up to 7 MSSIDs per band, the default MSSID is the primary, which
puts the total to 8 MSSIDs per band.
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Ethernet:

Security:

SSID Broadcast:
WEP Encryption
Key Index:

WEP Key:

WPA/WPA2 Personal
Cipher Type:

Group Key Update
Interval:

Passphrase:

Select “Main” if you wish to configure the network on LAN 1 (PoE). Select “Guest”
to set up the network on LAN 2.

Select the security level from the drop-down menu.

For each SSID, select to enable or disable the broadcast of the SSID.

Select which defined key is active on the selected device(s).

In the first drop-down menu select HEX or ASCII. Select the level of encryption
(64, 128, or 162-bit) from the second drop-down box, and then enter the WEP key
in the box.

Select Auto, AES, or TKIP.

Enter the Group Key Interval (1800 is default).

Enter the WPA passphrase (between 8-63 characters).
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Rogue AP

Iﬂu:ume Basic Adwanced Tools Skatus  Swstem  Help

Home Rogue AP ~
7 ~
Hlasic Fogue AF Detection =
Advanced BSS Type
\('9 & APBSS AdHoc O Both
Performance Band
g [~ 11a [~ 11b [~ 11g
Security
: [~ OFF [ WEP [ WPA-E nberprize [ WPA-Personal [ WPAZ-Enterprize
; [ WPAZ-Perzonal [ WPA-Auto-Enterprise [ WPA-Auto-Personal
Grouping
Fogue AP List
Twpe | CH | B55ID Security | Mode 551D
AP BSS 36 00037FOBATDD WPA-Auto-Personal 802 11a DAP-1555_mk
AP BSS 48 001195E0FDED WPA-Auto-Personal 802 11a dwl8220_mbktg_
AP BSS 1 0 7942DC01E WPA-E nterprise 80211qg AP _dirg25 —
AP BSS 1 00195BE57 450 WEP 80211qg 12345672
AP BSS 1 007134609E 440 WEP 80211qg
buli-5S10
Rogue AP H < |
Tooks Detect Add Dl
Status
Systemn AP List .,
Ok
BSS Type: The Basic Service Set Type allows you to select from AP BSS, Ad Hoc, or Both.

Band: Security:

Rogue AP List:

AP List:

Select the type of network (bands 11a, 11b, and 11g) that you would like the AP
detection to search on.

Select the Security type - Off, WEP, WPA-Enterprise, WPA-Personal, WPA2
Enterprise, WPA2-Personal, WPA-Auto-Enterprise, and WPA2-Auto-Personal that
you would like to be consider during AP detection.

This window shows all of the neighbor APs detected, which is based on your criteria
from above (BSS Type, Band, and Security). If the AP is in the same network, or if you
know the AP, just click on “Add” to save it to the AP list.

This window shows all of the APs that are allowed access on the network.
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Intrusion (802.11n only)

Iﬂome Basie Advanced Maintenance Status System Help

Intrusion -

Wireless Intrusien Protection

Detect
¢ B -
AP List

Ml ti-35I0 i1 =

Q [1] Type Band CH 351D E3SID Last Seem | Status

Intrusion

Set az Valid Set az Heighborhoeod Set az RBogue Set az Hew

Schedule
(¢ Marlk 811 Hew Access Points as Walid Access Points

(" Marlk 811 Hew Access Points as Rogue Accessz Points

Maintenance
Status
Apply
System
Get DE.

Wireless Intrusion It is used to classify the surrounding APs.
Protection

Detect: Click the button to detect the surrounding APs. The results will show in the AP list.
The category of the APs.

AP List: From the All list, click the corresponding Add button of AP record to classify the AP.
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VLAN (802.11n only)

Home Basic Advanced Maintenance Status Swstem Help

VLAN ~

Home
Basic YLAN Settings
Advanced VLAN Status [V Enbale
g u VLAN Mode Statie
\ VLAK List Port List | Add/Edit VLAN | EVID Setting |
Mul +1-5510
YID VLAN Hame Untag VLAN Forts Tag VLAH Forts

£

Intrusioen

\

O

€

Schedule

Maintenance

Status

System

Refresh. ..

VLAN Status: Check this box to enable the VLAN function.
VLAN Mode: Displays the mode of VLAN.
VLAN List: This window lists the configured VLAN on the AP.

Port List: This window lists the configured Port on the AP.
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Add/Edit VLAN (802.11n only)

Home Basic Adwanced Maintenance Status Swstem Help

Home VLAN ~

Beeh @ VLaH Settings
Advanced VLAN Status v fEn]:.
g u VLAN Mode Static
N VLAN List | Port List  Add/Edit VLAN | PVID Setting |
Ml t1-5510
g ¥ID VLAN Hame Add
\ Part Select #11 Mamt LiK
Intrusia
ntrusion Tntag AIL - =
g! Tag ALL i i
Hot Member ALL " i
. MSSID Fort Select A1l Primary 35-1 -2 5-3 5-4 5-5 56 =T
\(’ Untagz AL ' Iy & ' & (e (e (e
Tag i ('“ { i i ('“ i ("
) Hot Member ALL i i i i i i i i
\g WDS Port Select a1l -1 -2 -3 -4 -5 -5 =T -5
Sehedule Untag ALL & a5 & & & & & o
Tag ALL i i i i i i i i
Maintenance Hot Member ALL i i i i i i i i
Stat
atus Apply
Sy=stem

VID: Enter a VID number in this box.
VLAN Name: Enter a VID description string in this box.

Port/MSSIDPort/ Select and assign the VLAN members from Port/MSSID Port/WDS Port.
WDS Port:
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PVID Setting (802.11n only)

Home Basic Adwanced Maintenance Status Swstem Help
Home VLAN ~

Beet @ YLaH Settings
hdvanced VLAN Status v E 31‘—'
g n VLAN Mode Static
\ VLAW List | Port List | Add/Edit VLAW  FVID Setiing
Multi-551ID
i PVID Auto Assign Status [ Enable
\ Fort Memt LANH
Intrusion
FVID 1 1
MZSI0 Fort Primary &=il 5-2 Ent 5-1 -5 -6 =7
g FYID 1 1 1 1 1 1 1 1
WIS Port -1 -2 W-3 -4 W-5 W-6 W-T W-8
\(" FVID 1 1 1 1 1 1 1 1
Schedule
Maintenance
Stat
atus J,._PP]_Y
System

PVID AutoAssign Status: Check this box to assign the PVID automatically.

Port/MSSIDPort/WDS Port: Assign the PVID manually.
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QoS (802.11n only)

Home Basic Adwanced Maintenance Status

System Help

Home
Ba=ic

Advanced

\('&ﬂ

Mul t1-351D

\

Intrusion

\ &

\
\ O

Schedule

Maintenance
Status
System

Refresh. ..

HoS Settings
Qo3 ([Buality of Service)

Enable -

Friority Classifiers

Host 1 IF Range - |
-

|
|

Host 2 IF Eange | . . . - |
| |

Host 1 Fort Range

Hast Z Fort Range

HoS Rules List

[v HITF v Automatic (default if not matched by anything else)
Add HoS Rule
Hame | Friority ¥ | Frotocol -

Add Clear

Hame Priority | Host 1 IF Range Host 2 IF Range Protoecol  Ports

Qos Settings Check the box to enable the QoS function.

Priority Classifiers:

Add QoS Rule Name:

Priority:

Protocol:
Host IP Range:
Host Port Range:

QoS Rules List:

Check the HTTP box to apply the rule to http packets. Check Automatic box to apply

the rule to all the packets.

Enter a name for this QoS rule.

Select a priority level from the drop-down list. There are four types of priority:

Background, Best Effort, Video and Voice.
Select the protocol from the drop-down list.
Enter the IP range that applies the rule.
Enter the Port range that applies the rule.

This window lists the configured QoS rules.
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Schedule (802.11n only)

Iﬂnme Bazic Adwvanced Maintenance Status System Help

Wirelesz Schedule Settings
Wirelesz Schedule Enable hd
. n Add Schedule Bule
\9 Hame ||
AL SEEI Day (s) £ H11 Heek @ Select Day(s)
\9 [ Sun [~ Mon [~ Tue [ Hed [ Thu [~ Fri [~ Sat
11 Day(=) B
Intrusion
. Start Time | : | (hour minmte, 24 hour time)
\9 End Time | ° | (hour  minute, 24 hour time)
Hireleszs Off hd add Clear
\g Zehedule Bules List
Hame Day (5] Time Frame Wireless
Schedule
Maintenance .
Edit Dl
Status
Appl
Systen

Wireless The schedule is used to open or close the wireless function of the AP at the specified

ScheduleSettings: time.

Wireless Schedule: Select Enable from the drop-down list to enable this function.

Add Schedule Rule Enter a name for this schedule rule.
Name:

Day(s): Select the days that apply the schedule.

Start/End Time: Enter the start and end times that apply the schedule.

Wireless: Open or close the wireless function at the schedule time.

Schedule RulesList: This window lists the configured schedule rules.
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Tools (802.11q)
Admin

Home EBasic Adwvanced Tools Status  Swstem  Help
Beie Login Settings
Advanced :
Uszer Mame |adm|n
Tools

\g Old Pagssword |

Admin MHew Passward |

\9 Conifirrn Mew Pagsword |

Firrmware and 551

Conzole Settings

9 Consale Protocal ™ Maone " Telnet ™ G5H

Tirmeout 3 Ming :l'
Apply

Configuration File

©

Status

Syztem

Login Settings

User Name: Enter a user name. The default is admin.

Old Password: When changing your password, enter the old password here.
New Password: When changing your password, enter the new password here.

Confirm New Password: Confirm your new password here.

Console Settings

Status: Status is Enabled by default. Select “None” to disable the console.

Console Protocol: Select the type of protocol you would like to use, Telnet or SSH.
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Firmware and SSL

Home Basic Adwvanced Tools Status  System  Help
Basic
dvanced Update Firmmware From Local Hard Drive
Toolks Firrniare Yersion w201

9 Upload Firmwsare From File : Browse.. ‘ UpLoad |

Adrnin

:l Update S5L Certification From Local Hard Dirive

Firmware and 55L Upload Certificate From File: | Browse.. ‘ UpLoad |

\g Upload K.ep From File : | ‘ |

Configuration File

&

Status

Syztem

Get O,

Upgrade Firmware from Local Hard Drive

B Download the latest firmware upgrade from http://support.dlink.com to an easy to find
location on your hard drive.

® Click on the Browse button as shown above.
B A popup window will appear. Locate the firmware upgrade file and click Open.

B The path to the file will be displayed in the “Upgrade Firmware File From” field. Click the
Upload button to upload the file to the AP.

Update SSL Certification from Local Hard Drive

To update the SSL Certification on the AP, use the Browse buttons to locate the SSL certificate
and key files on your local computer. Use the Upload buttons to upload the files to the AP.

D-Link AP Manager Il Software User Manual 63



Configuration File

¢
Adrnir

g Load zettings to Local Hard Drive 0k

Firrmware and 551

\

Configuration File

\

Home Basic Advanced Tools Status  System  Help
Home Configuration File =
Beie Update Configuration File
Advanced
Taols lUpdate File | Bruwse‘ (14 ‘

Download Configuration File

The AP Manager Il software allows you to save the device settings to a configuration file. To save
a configuration file follow these steps:

Select a device from the Device List on the main screen of AP Manager I
Browse to the Tools > Configuration page of AP Manager II.

Click the OK button under Download Configuration File after you have all the settings
as you want them.

A popup window will appear prompting you for a file name and location. Enter the file
name, choose a file destination, and click Save.

To load a previously saved configuration file, follow these steps:

Click Browse to locate the device configuration file on your computer.

A popup window will appear prompting you to locate the configuration file. Locate the file
and click Open.

The path to the file will be displayed in the “Upgrade File” field. Click the OK button to
upload the configuration file to the AP.

D-Link AP Manager Il Software User Manual 64



& DWL-B8200AP

Home Basic Advanced

Horme SNTP ~

Basic
Advanced

Tools

\

Adrik

&

Firrmware and SSL

\

Canfiguration File

\

Status

System

SNTP
AEE

Tools  Skatus  Swstem  Help

SHTP/MTP Infarmation

SMTP/MTP Server IP 0000

SHTP/NTP Time Zone [GMT] Greenwich Mean Time : Dublin, Edinburgh, Lizbon, London
Local Time

SHNTPAMTP Setting

SNTR/NTP Server IP |

SMTPAMTP Time Zone |[GMT] Greenwich Mean Time : Dublin, Edinburgh, Lisban, Londan ﬂ

D aylight Saving Time [~ Enable

Apply

Gek O,

SNTP/NTP Information:

Server IP Address:
Time Zone:

Daylight Saving Time:

The time server IP address, time zone, and the local time will be displayed
here.

Enter the IP address of a SNTP/NTP server.
Select your time zone from the drop-down menu.

Check the box to enable daylight savings time.
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Maintenance (802.11n)
Admin

Home Basic Adwanced Maintenance Status Swstem Help
: P
masl Limit Administrator IF =
Advanced [~ IF Range From |
Maintenance
: L | [ Limit Adninistrator VID
\(k I [ IP From | TF Ta |
Admin Q
Firmware and SSL Login Settings
) Uzer Hame |admin
\9 01d Paz=zword |
Configuratio
"ntlF';;Jf;'l'n Hew Password |
\g Confirm New Paszword |
Date and Time Lonsele Settings
Console Protocol (" Hone ¢ Telnet { S5H
Timeout 3 Min= :lv
Ping Control Settings 3
Status [~ Enable
Status Swstem Hame Settings
D-Link DAP-2590
System Swstem Hame “
0lk!

Limit Administrator IP

IP Range From: Check this box to allow only the computers within the IP range can manage the
AP.

Limit Administrator VID: Check this box to allow only the computers within the VID can manage the AP.
Login Settings
User Name: Enter a user name. The default is admin.
0ld Password: When changing your password, enter the old password here.
New Password: When changing your password, enter the new password here.

Confirm New Password: Confirm your new password here.
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Console Settings

Console Protocol: Select the type of protocol you would like to use, Telnet or SSH or select “None”
to disable the console.

Timeout: Select the expired time from the drop-down list.

Ping Control Settings

Status: Check this box to allow the computer ping the AP.

System Name Settings

System Name: Enter a name for this device.

Location: Enter a string to describe the location of device.
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Firmware and SSL

Home Basic Adwanced Maintenance Status Swstem Help

Home Firmware and SSL -

Ba=ic

Update Firmware From Local Hard Driwe
Advanced

Firmware Versiom 1.00

Maintenanece

\9 Tpload Firmware From File : Browse. . | UpLoad |

Firmware and 35L

\

Configuration

File

\

Date and Time

Update S5L Certification From Local Hard Driwe

Tpload Certificate From File: | Browse. . | UpLoad |

Upload KEey From File : | | |

Status

Sy=stem

Get OF.

Upgrade Firmware from Local Hard Drive

B Download the latest firmware upgrade from http://support.dlink.com to an easy to find
location on your hard drive.

® Click on the Browse button as shown above.
B A popup window will appear. Locate the firmware upgrade file and click Open.

B The path to the file will be displayed in the “Upgrade Firmware File From” field. Click the
Upload button to upload the file to the AP.

Update SSL Certification from Local Hard Drive

To update the SSL Certification on the AP, use the Browse buttons to locate the SSL certificate
and key files on your local computer. Use the Upload buttons to upload the files to the AP.
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Configuration File

Home
Basic
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Maintenance

\

Admin

\

Firmware and S5L

\
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File

\

Date and Time

Status
Sw=tam
Get 0K
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Update File |
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0K
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The AP Manager Il software allows you to save the device settings to a configuration file. To save

a configuration file follow these steps:

B Select a device from the Device List on the main screen of AP Manager Il.

B Browse to the Tools > Configuration page of AP Manager Il

Click the OK button under Download Configuration File after you have all the settings
as you want them.

A popup window will appear prompting you for a file name and location. Enter the file
name, choose a file destination, and click Save.

To load a previously saved configuration file, follow these steps:

Click Browse to locate the device configuration file on your computer.

A popup window will appear prompting you to locate the configuration file. Locate the file
and click Open.

The path to the file will be displayed in the “Upgrade File” field. Click the OK button to
upload the configuration file to the AP.
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SNTP

Home Baszie Adwvanced Maintensnce Status System Help

Home Date and Time =
sl Time Configmration
Advanced
Time Fri Dlec 31 1T:15:35 1999
Maintenance
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Daylight Saving Off=et
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Configuration

File
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Automatic Time Configuration
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Set the Date and Time Manuallsy

Date And Time

2008~ B-11 j |15:52:5u o Copy Your Computer’ s Time Settings

Status
Appl.
Syeen _ enly |

Get 0K

Time Configuration

Time: The current local time will be displayed here.
Time Zone: Select your time zone from the drop-down list.
Daylight Saving Time: Check the box to enable daylight savings time.
Daylight Saving Offset: Select the offset time from the drop-down list.
Daylight SavingDates: Select the start and end date of daylight saving.

Automatic Time Configuration

Enable NTP Server: Check this box to synchronize the time with NTP server.
NTP Server Used: Select one NTP server from the drop-down list.

Set the Date andTime Manually

Date And Time: Select the date and time from the box or copy your computer’s time setting
to AP.
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Status (802.11¢g)

Device Information

Home EBasic Adwvanced Tools Status  Swstem  Help
Basic Device Information
Advanced Firrmware Yersion: w2 01 Ethernet MAC Addrezs: 001719542EA20
Taols WLANO MAC Address:
Prirnary: 00119542EA20 Secondary:  00119%42EA21  ~  001195A2EAZY
Sl WLANT MAC Address:
. Primary: 00119542E428 Secondary:  001719842E429 ~  001719542E42F
\9 Ethernet
nfrmatiorn Get I[P Fram: Manual
. IP address: 192.168.0.50
\9 Subnet Mask: 2R5. 255 255.0
Gateway: 0000
wWireless (802112
Q 551D dik
Channel: 44
Client Infarmation Bate: Auto
) Authentication; Open Syztem
\9 Encypt: Dizabled
- rformation Super Mode: Dizabled
Wireless [B02.11b/g )
Q 53ID: diink.
Channel: B
Fate: Auto
Authentication: Open Syztem
Encrypt: Dizabled
Super Mode: Dizabled

Device Information: This window displays the configuration settings of the AP, including the firmware
version and device MAC address. It also displays WLAN information for both the
802.11a and 802.11g wireless networks.
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Stats
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Taols Transmit Success Fate momn
Status Transmit Fety Fate 1] ¥
g Receive Success Rate 0 b4
\ Receive Duplicate Rate 0 4
nfomation RTS Success Count 0
- RTS Failure Count 2
\9 Transmitted Frame Count
Transmitted Frame Count 4925
y Multicazt Tranzmitted Frame Count gR2 M
\g Transmitted Ermor Count 0
Cliertt Informatior Tranzmitted Total Retry Count
: Tranzmitted Multiple Betry Count
\9 Received Frame Count
WDS Information :
Received Frame Count o
g Multicazt Received Frame Count 1]
\ Received Frame FC5 Erar Count 2
Feceived Frame Duplicate Count i
Ack Reov failure Count i
YWEP Frame Error Count
WEP Excluded Frame Count 0
4/ED 10 Errer Dot o b

WLAN 802.11a This page displays statistics for data throughput, transmitted and received frames,
Traffic Statistics: and WEP frame errors for the 802.11a wireless network.

WLAN 802.11g This page displays statistics for data throughput, transmitted and received frames,
Traffic Statistics: and WEP frame errors for the 802.11g wireless network.
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Client Information

Home Basic Advanced Tools Status  System  Help
Bazic
Advanced Station aszociation with 174 0 Station aszociation with 11B/G 0
Tooks MAC | Band | Authentication | Signal | PSM 551D
Status

U

Device Information

\
U

Client Infarmatian

\

WDS Information

\

ok

Client Information: This window displays the wireless client information for clients currently connected
to the AP.

The following information is available for each client communicating with the AP.
MAC: Displays the MAC address of the client.

Band: Displays the wireless band the client is connected on.
Authentication: Displays the type of authentication being used.
Signal: Displays the strength of the clients signal.

Power Saving Mode: Displays the status of the power saving feature.

SSID: Displays the SSID the client is connected to.
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& DWL-B200AP

WDS Information

Home Basic Adwva

nced Tools  Skatus  Swstem  Help

Home
Basic
Advanced
Tools
Statuz
O

Device Infarmation

U
U

Client Information

\

WS Infarmation

U

Station azzociation with 114 1] Station azzociation with 11B/G :

WDS Information ~

0

5510 | WAL | Band | Authentication

| Signal | Channel |

System
(o]
SSID: Displays the SSID the client is connected to.
MAC: Displays the MAC address of the client.
Band: Displays the wireless band the client is connected on.
Authentication: Displays the type of authentication being used.
Signal: Displays the strength of the clients signal.
Channel: Displays the wireless channel being used.
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Log View

Home Basic Adwanced Tools  Staktus  Syskem  Help
Home
Bazic
* LogWiew " Log Settings
Advanced
Tools Wiew Log
Status TotalLog: B
] Tirne | Type | Meszage
\g Uptirne O day 00:10:09 S%5 -W'eb logout from 192.168.0.100
Uptirme O day 00:02:29 5YS -wieb login success from 192.168.0.100
Uptime 0 day O0:00:19 WIREL...  -WwWLAMT Marmal AP ready
Uptirne 0 day 00:00:14  WIREL...  -WLAMD Mormnal AP ready
Uptime 0 dap 00:00:03  NOTICE  -Ethermet AE1 LINK DOWHM
Uptirme 0 day O0:00:09 55 -0F cold gtart with FAs werzion: «2.01
Client Information
WDS Information
< | &
Clear

View Log: The log displays system and network messages including a time stamp and message
type.
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Log Settings

Home EBasic Adwvanced Tools Status  Swstem  Help

Home
Basic
Advanced
Tools
Statuz
¢

Device Infarmation

N
\

Client Information

\

WIS Infarmation

Syztem
k!

" Log View * Log Settings

Log Settings

Log Server / IP Addiess
Log Type
[ Spstern Achvity

I Wireless Activity

v Matice

SMTP

SMTP [ Enable

SMTP Server / |P addresz |

SMTF Sender |

SMTF Recipient |

Apply

Log Settings

Log Server /IP Enter the IP address of the server you would like to send the

Address: AP log to.

Log Type: Check the box for the type of activity you want to log. There are three

types: System, Wireless and Notice.

SMTP Settings

SMTP: Check the box to enable SMTP.

SMTP Server /IP Enter the IP address of the SMTP server.

Address:

SMTP Sender: Enter the e-mail address of the SMTP sender.

SMTP Recipient: Enter the e-mail address of the SMTP recipient.
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Status (802.11n)

Device Information

Home Basie Adwanced Maintenasnce Status System Help

Home Device Information =

Bazic Device Information
Bbrrand] Firmware ¥ersion: 1.00 Ethernet MAC Address: 000550959510
: Wireless MAC Address:
Maintenance Primary: 0005509895810 5510 1°7:  0D00S50939811 ~  DODSSD98951T
Status
Ethernet
IF addrecss: 192, 1865.0.50
Subnet Mask: 255,255 255.0
Gateway: Hin
Wireless (2. 4GHz]
Fetwork Hame 44
Channel: 1
Data Rate: Anto
Security: Hone
AP Status
CPU Ttilization g
Memory Utilization st}

Device This window displays the configuration settings of the AP, including the firmware
Information:; version and device MAC address. It also displays WLAN information for either the
2.4GHz or the 5GHz wireless networks.
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WLAN Traffic Statistics

Home Basic Adwanced Maintenance Status Swstem Help
Hone
Basic (o WLAN Traffic Statizties (" Ethernet Traffic Statistics 5
Advanced
WLAN Traffic Statistics
Maintenance Transzmitted Count
Status Tranzmitted Facket Count T306B5
Trasmitted Bytes Count 535797
Dropped Facket Count i]
Transmition Retry Count i]
Information
: Receivad Count
\9 FReceived Packet Count T3063
Receiwed Ewytes Count 134656135
Dropped Facket Count 1]
Receiwed CEC Count 1]
Receiwed Decryption Error Count 1]
Receiwed MIC Error Count 1]
Receiwed FHI Error Count 1]
Eefresh | Clear
System “

0k!

WLAN Traffic This page displays statistics for data throughput, transmitted and received frames for
Statistics: the wireless network.
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Ethernet Traffic Statistics

Home Basic Advanced Maintenance Status System Help

fone

Basie (" WLAW Traffic Statizties (¢ Ethernet Traffie Statiszties 2
Advanced Ethernet Traffic Statisties
Maintenance Transmitted Count
Status Transmitted Facket Count 51
Trazmitted Bytes Count 31426
Dropped Facket Count u]
Eaceived Count
Eaceived Packet Count 51
EReceiwved Bytez Count B236
Dropped Facket Count u]
Eaceived Multicast FPacket Count 0
Eeceived Broadeast Packet Count 34
Lan B4 Facket Count 28
Len 857127 Packet Count 13
Len 128™255 Facket Count 4
Len 256511 Facket Count B
Len 512%1023 Facket Count 0
Len 102471515 Packet Count 0
Len 1519"MAX Packet Count 0 0
Sprsiten Refresh I Claar b’

0k!

Ethernet Traffic This page displays statistics for data throughput, transmitted and received frames for
Statistics: the Ethernet port of AP.
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Client Information

Home Basic Adwanced Maintenance Status Swstem Help

Home Client Information

Basic
Advanced Station association (2. 4GHz) @ 1
Maintenanee MaC | Band | uthentication | Signsl | FSH 3510

Status O01CEF4F4ESF F Open Sy=tem 30 % aff Frimary S5ID

Client

Information

\

WOS Information

0k!

Client Information: This window displays the wireless client information for clients currently connected
to the AP.

The following information is available for each client communicating with the AP.
MAC: Displays the MAC address of the client.

Band: Displays the wireless band the client is connected on.
Authentication: Displays the type of authentication being used.
Signal: Displays the strength of the clients signal.

Power Saving Mode: Displays the status of the power saving feature.

SSID: Displays the SSID the client is connected to.
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WDS Information

Home Bazic pAdvanced Maintenance Status System Help

Home WDS Information ~

Basie
Advanced WDS Information Channel: 2 (2. 4GHz):
Maintenance Hame | HAC | huthentication Signal Status
Status -1 DBOSSD939510 Shared Key 54 % on

0!

Name: Displays the name of the client.
MAC: Displays the MAC address of the client.
Authentication: Displays the type of authentication being used.
Signal: Displays the strength of the clients signal.

Channel: Displays the wireless channel being used.
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Log View

Home FBaszic Advanced Maintenance 3Status ZSwystem Help
Eazie . .
% Loz View (™ Log Settings
Advanced
. View Log
Maintenance Total Log: 48
Status Time Friority | Message ~
Tptime O day 01:... SYSACT  Web logout from 192, 165.0.82
Uptime O dayw 01:... SYSACT Web login success from 192.168.0. 82
Tptime O day 00:... Wireless EReceiwed Deauth:STh 00:13:46:00:00:06 (reazon 3)
Uptime O daw 00:... Wireless Asscciation Sucess STA 00:13:46:00:00:;06
Tptime O day 00:... Wireless Assceiation Sucess:5ThA 00:13:46:00:00:06
Uptime O daw 00:. .. Wireless Asscociation Sucess: STA 00:1C:FBF:4F:4E:5F
Uptime O daw 00:... Wireless Asscciation Sucess ! STA 00:13:46:00:00:06
Tptime O daw 00:... Wirelesz Receiwed Deauth:STh 00:13:46:00:00:086 (reason 3)
Tptime 0 day 00:. .. Wireless Receiwed Deauth:STA 00:13:46:00:00:06 (reason 3) —
Uptime O daw 00:... Wireless Association Sucess ! STA 00:13:46:00:00:06
Tptime O day 00:... Wireless Receiwed Deauth:3TA 00:13:46:00:00:08 (reason 3)
Tptime O dayw 00:... Wirelessz Received Deauth:STh 00:13:46:00:00:06 (reason 3)
Uptime O day 00:. .. Wireless Association Sucess: STA 00:13:46:00:00:06
Uptime O daw 00:... Wireless Association Sucess:STA 00:1C:EF:4F.4E.S5F
Uptime O daw 00:... Wireless Asscociation Sucess STA 00;1C:EF:4F.4E.5F
Tptime O day 00:... Wireless Assceiation Sucess:5ThA 00:13:46:00:00:06
Uptime O daw 00:. .. Wireless Asscciation Sucess: STA 00:13:46:00:00:06
W05 Information Tptime O day 00:... Wireless Assoeiation Sucess:5TA 00:13:46:00:00:06
Tptime O daw 00:... Wirelesz Receiwed Deauth:STh 00:13:46:00:00:086 (reason 3)
v Tptime 0 day 00:. .. Wireless Receiwed Deauth:STA 00:13:46:00:00:06 (reason 3)
\g Uptime O daw 00:... Wireless Asscociation Sucess ! STA 00:13:46:00:00:06 b’
> E
Clear

View Log: The log displays system and network messages including a time stamp and message
type.
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Home Hasic Advanced Maintenance Status

Home

Basie

l,_h

Adwanced

Log View

Log Settings

System Help

f¢ Log Settings

Maintenance

Status

<
&

Client
Information

E

Swstem

Log Settings
Log Server f IF Address
Log Type

v Sy=tem Activity
v Wireless Actiwity
W Hotice

Email Hotification
Email Hotification
Email Serwver address
From Email Address
To Email Address

mail Log Schedule
Schedule

[~ Enable SMTE Port

| Uzer Hame

| Fassword

| Confirm Faszsword
0 il hours or when Log 1z full

Apply

Get OF.

Log Settings

Log Server / IP Address:

Log Type:

Email Notification

Email Notification:
Email Server Address:
From Email Address:

To Email Address:

Username / Password:
Email Log Schedule:

Enter the IP address of the server you would like to send the AP log to.

Check the box for the type of activity you want to log. There are three types:

System, Wireless and Notice.

Check the box to enable email notification.

Enter the IP address of the SMTP server.

Enter the e-mail address of the SMTP sender.

Enter the e-mail address of the SMTP recipient.

Enter the user name and password of the SMTP server.

Select an interval time from drop-down list to send the logs to mail recipient.
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System

Home Basic Adwvanced Tools  Status
Henle Syztem Seftings
Advanced
Tools Apply Settings and Restart
Status
Systemn Dizzard Changes
Restaore to Factoy Default Settings

ok

Click Apply Settings and Restart to restart the AP and save the configuration settings. You will
receive the following prompt.

Warning

Device will rebook, continue?

(0] 4 | Cancel |
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Click Discard Changes to cancel any changes made to the configuration settings. You will receive
the following prompt.

Warning

&l of wour changes will be discarded, conkinue?

K | Cancel |

Click Restore to restore the AP back to factory default settings. You will receive the following
prompt.

Warning

Device will reboot and module will be disconnected, continue?

Ok | Cancel |
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Multiconfiguration
Template

Administrators can manage the configuration of APs that AP Manager |l has detected by using
a template. The same profile can be used for multiple APs. Each template profile can has

unigque settings for the access point features which include System, Wireless, Security and Filter
settings.

00 &0 w S5 26

All Space Template Mame Creator Create Date
(] General Default Template admin 2/18/2003 12:29:13
—-_] Group Test admin 2/18/2003 12:41:05
+-[_7] Madel
- [:l _ategaryl
[ DHL

|:| Category2
D Categqory 3
=[] MulbiConfiguration
T o
[ Task schedule
+-/_7] Fault Manage
-3 Tool
[ Topology
[ site Planning
(L] Config Compartison
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Create a new template

To create a new template, right-click anywhere on the template view window and select the New
item. Each of these items is described in the pages that follow:

General
Basic Info: Enter a name for this template.

Content Selection: Check the box to select the configuration

Basic: Info

MName : dlirk]

Creatar : |

Time :
contents included in this template. Then | -
configure the settings in the following
page. Content Selestion
W System
¥ witless 246Hz O =
ol Ssuy 24G6Hz O =
W Fiter 246H2 0 |
[ Wews | cancel
SVStem | checkal | | Clearal
v LAM Settings
LAN Settings: Enter a name for this template. Get 7 Fiom [Statc (anva) ~
Subnet Mask | 1
Admin: Check the box to select the configuration Dete Galony |
contents included in this template. L
Misc: Then configure the settings in the following 2:: e
page. |
¥ Consale settings
Status ¥ Enable
Console Frotocol " Telnet f+ 55H
Timeout [EMins =]
<Back [ Mext> |  Cancel
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Wireless

Check the box to select the configuration contents
included in this template.

Security

Check the box to select the configuration contents
included in this template.

MAC Filter

Check the box to select the configuration contents
included in this template.

[ creskar ]| ceaa

‘wireless Settings (BGHz]
I~ 3D [k
[™ Channel ’—_|
[~ 551D Broadeast 3
™ DataRate
I~ RTS Length (256-2346] EC
[ Beacon Interval (20-1000) T
[~ Fragment Length (255-2346)  [2o46
[~ DTIM [1-255]
™ Radio
I 11N Channel ‘idth ’—_|

< Back | Mest > | Cancel
Authentication |Dpen System j
Key Settings
Encryption Enable - Key Size B4Bitz -
Key Type HE* - Walid Key First -
Kep Walue ||
WA
Cipher Type ’—_| Group Key Update interval l—
PazsPhraze |
Radius Server l— Fart l—
R adius Secret |

< Back | Mext > | Cancel

IEEES02.11a Wireless MAL ACL Setting

Access Control Accept w
MAC Address Save

el

< Back | Mext > | Cancel |
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Setup Complete

Click the Finish button to complete the template.

Set Complete

Setup Complete

The Setup Wizard is complete. Click Back to modify

previous zettings. Click Finiszh to sawe the current
settings and exit

< E—F @) | FERl |

HRiH

X

Edit a template

To edit a template, double-click the template or right-click the template and select Edit item from
the drop-down menu, the configuration page shown as below.

General | System | ‘wireless 2.4GHz | Secuity 2.4GHz | Fiter 2.4GHz

Basic Info

Marne :

Creator :

Time :

Content Selection

[v Syztem

v wireless

[v Securty

[v Filter

O 56Hz0

O 56Hz O
O s&H=0

ok,

| Cancel |
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Delete a Template

To delete an exit template, right-click the template, and select the Delete item from the drop-down
menu.

Import or Export a Template

AP Manager Il allows you to export the template to a profile saved in the disk or import a template
from the profile.

To import a template profile, right-click anywhere on the All Space > MultiConfiguration view
window, and select Import item from the drop-down menu or click the icon B4 from the tools
bar. Then select the template file in the opening window and click the Open button to import this
template.

To export a template, right-click the template on the All Space > MultiConfiguration view window,
and select Export item from the drop-down menu or click the icon &4 from the tools bar. Then
enter a profile name for this template in the File Name textbox and click the Save button to export
the template to a file.
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Task Schedule

In this page, Administrator can compare the devices, upgrade the firmware and upload the
template to device in batches

ARE® B0 L BE

= -[5_1:5;::; Config Comparison & Disable  Enable Mew Edit Delete

=3 aroup Task Mame Activity Mest Run Time Statusz Result
+-1 Model
= D Categaoryl
23 DH1
D Category2
D Category3
=12 MulkiConfiguration

(2 Template

‘3
+- (] Fault Manage Upgrade P O Bl ® Bl Mew Edit Delete
=7 Toal

(23 Topology Task Mame Activity Mext Run Time Statuz Fesult

{23 site Planning

{23 Config Comparisan
= D Report

+ D Association

D Security

{23 Utilization

(23 channel

D Rogue AP

(2 sysLag MuliCanfig + Disable " Enable New Edit Delste

[:I Custom

D Monitor

Tazk Mame Activity Mext Fun Time Status Fesult

[18/02/2009 12:55:30.046 JFTF Server started on port 21.
[18/02/2009 12:55:30.265 ]The initialization complete

[18/02/2009 12:55:30.265 ]Syslog Server Start success

[18/02/2009 12:55:31.312 ]SnmpTrap receiver initialize successfully!
[18/02/2009 13:18:05.593 |Discover Completed!

Ready LogUser |admin

Each of these options is described in the pages as shown below.

Config Comparison

You can compare the configurations of a template and AP to point out their differences, the steps
shown as below.

Canfig Comparizon {+ Dizable " Erable Mew Edit Delete

Tazk Mame Activity Mext Bun Time Status Rezult
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Click the New button to open the following windows.
Device

Task Name: Enter a string to describe the task.

By Group: Select the APs by group. The APs that
belong to the group will apply the comparison.

By IP: Select the APs by IP that will apply the
comparison.

Select Template

Choose a template for comparing.

Schedule

Run: Compare the devices immediately.

Save: Just save this comparison record.

Specify Time: Specify the day time that will apply
the comparison. The comparison will run at certain
day(s) of every week.

Specify Day: Specify the date that will apply the
comparison. It only applies the comparison at a
time.

Task Mame  |test

& ByGroup © BylP
By Group

Group Name Sort

DAP-2530 Model
Dw/L-32004P

By IP
IP Address Model Name
[]192.168.0.50 Diw/L-32004P

< Back | Nest > | Cancel

Select Template

Selected | Template Name

o] Test
< ¥
< Back | Mest > | Cancel
@ R
" Save
" Specify Time
" Specify Day
r r r r
r r r
Date
Time =

< Back | Finish | Cancel |
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H The following are different items bebareen template and
Enable Comparlson DWWL-32004F 192.168.0.50 :
After establish the comparison record, highlight  Tewgiae Device
the record and then click Enable to implement the  Gateway=192.168.1.1 Gateway=192.168.0.1
H : : Passarord=adnun Passarord=
compare action. The results will show in a new 27" C7% Telnt option=Ensble
window. Is35H=Disable
Telnet_timeout=3 Mins
35ID=dhnk-1 35ID=3200
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Upgrade Firmware

For all Access Points that the AP Manager |l discovered, you can use this function to upload a
new firmware file to devices in batches at a specified time, the steps shown as below.

Upgrade P/ {* Disable "~ Enahble MHew | E dit | Delete |

Tazk Mame Activity Mext Bun Time Status Fiezult

Click the New button to open the following windows.

Dev I ce Task Mame  |test
* ByGroup © BylP
Task Name: Enter a string to describe the task. Béﬁp;m Sor

By Group: Select the APs by group. The APs that L Hoda

belong to the group will upgrade their firmware.
By IP: Select the APs by IP that will apply the
firmware upgrade. By P
IF Address Model Mame
[]192168.0.50 ChwfL-32004P
’W‘ Mext > Cancel |
Firmwa re File Setting | Module Mame | Wersion | Firmnware File |

DAP-2590

Firmware File Setting: Double-click the module
name to configure its firmware location.

Notification: Take this action when device’s version
is lower than the upgrading version.

when Device's curment version is lower
" Auta Uparade Firmware

+ Matice User to action this change

< Back | Mest > | Cancel |
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Firmware File Setting

* ByGroup © BylP
By Group

Local: Select the update firmware file from the local
hard drive.

Group Mame Sort

Remote: Load the firmware from a remote ftp
server. To implement this function, you need to type
appropriate values in the Remote column. e
IF Address Model Mame
[]192168.0.50 ChwfL-32004P
< Back | Mext > Cancel |
SChed u Ie | Module Mame | Wersion | Firmnware File |

DAP-2530

Dwiioee |

Run: Upgrade the firmware immediately.

Save: Just save this upgrade record.

Specify Time: Specify the day time that will apply

the upgrade. The upgrade action will run at certain

day(S) of every Week‘ when Device's curment version is lower

Specify Day: Spec|fy the date that Wl" apply the " Auta Upgrade Firmware
upgrade.

+ Matice User to action this change

< Back | Mest > | Cancel

After establish the upgrade record, highlight the record and then click Enable to implement the
firmware upgrade action.
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MultiConfig

For all Access Points that the AP Manager Il discovered, you can use this function to upload
a previously created template to devices in batches at a specified time, the steps shown as
below.

MulbiConfig + Disable ™ Erable Hew | E dit | Delete |

Tazk Marme Activity MHext Bun Time Status Rezult

Click the New button to open the following windows.

Device

Task Mame  |test

* ByGroup © BylP
By Group

Task Name: Enter a string to describe the task.
By Group: Select the APs by group. The APs that

Group Mame Sort

belong to the group will upgrade their firmware.
By IP: Select the APs by IP that will apply the
firmware upgrade. By P
IF Address Model Mame
[]192168.0.50 ChwfL-32004P
< Back | Mext > Cancel
Select Template Select Template
Selected | Template Mame
%_Test

Choose a template for uploading.

< Back | Mext > | Cancel |
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Schedule & i

" Specify Time

Run: Upgrade the firmware immediately.
Save: Just save this upgrade record.
Specify Time: Specify the day time that will apply r r r
the upgrade. The upgrade action will run at certain
day(s) of every week.

Specify Day: Specify the date that will apply the Time =
upgrade.

" Specify Day

< Back | Finizh | Cancel

After establish the upload record, highlight the record and then click Enable to implement the
configuration upload action.

[19/02/2009 14:00:40.705 ]55ID=3200

[19/02/2009 14:00:40.705 ]5how the Comparison result (different): end
[19/02/2009 14:10:12.7498 JApply Config to Dewvice

(19/02/2009 1410:17.1731192.168.0.50 Apply Config file 1Ok
[19/02/200914.10:17.173 JReboot Devices :192.168.0.50
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Fault Manager

Fault Manager window shows the trap data received from AP and polling data.

DO E® B0 SE 0@ JQW- 3 E-

all Space | Event Name | Event Type | Event Level | Date Time | Source Description
[ General ® PolingFailed System Matice 2009-02-17 16:40:44  192,165.0,50 Indicate the ma...
-3 Group # PolingFailed System Motice 2009-02-17 14:08:07  192,168.0,50 Indicate the ma...
+-[L] Madel ® PolingFailed Swshem Motice 2009-02-17 10:52:27  192,168.0,50 Indicate the ma...
—-[[7 Categoryl @ polingFailed System Matice 2009-02-16 16:0%:07 192,168,051 Indicate the ma. ..
2 oHL & PolingFailed Swstem Maotice 2009-02-16 16:03:05 192,168,051 Indicate the ma...
[ categoryz @ PolingFailed System Motice 2009-02-16 16:01:05 192,168,051 Indicate the ma...
[ Cateqory3 ¥ PolingFailed Swstem Motice 2009-02-16 15:130  192.163.0.50 Indicate the ma...
—-_3 MulbiConfigur ation
[ Template
(27 Task scheduls
SR Foult Manager|
(L7 standardTrap
[ system
(23 Threshold
[ Private
=-{_3 Tool
[ Topology
(27 site Planning
([ Config Comparison

There are four types of events:

» StandardTrap: The standard trap view window displays the standard trap data received
from APs.

» System: The system view window displays the polling results. To start the polling, please
refer to page 116.

* Threshold: The Threshold view window displays the threshold notice data. To enable the
threshold notice, please refer to page 116.

* Private: The Private view window displays the Private trap data received from APs.
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Event settings

To configure the trap condition, click the icon | J in the tool bar to set the event settings, as shown
below.

Evant
—|- Fvent Type A SnmpVersion | J
B StandardTrap
ioeldstant Event Hame |
WarmStart
LinkDaowm
LinkUp Trap Generic | J
AuthenticationFathire
EgpHeighborloss Statas (" Disahle {* Enzhls
ColdStart(SHMPv2)
WanmStart(SHMPv2) oI |
LinkDiowm{ SHMPvZ)
LikIp(ITMP2) Description [ The agent has received an improperly anthentic
AuthenticationFaihare{SHIA
= System Event
FollingFailed Lewveal |Notice j
Polling0k
—I- Threshold Event I
T: 1t T hreshold
: e ? Asrending |
= Private
F200rapTellogin _
F200trapSSHL ogin Recedls |
F200rapWebLogin
AN " DTTT - A b
< > Hewr | | | Clase |

To modify an event setting, select the event from the Event Type list and then change the items.
After the setting, click Save button to apply the changes.

To add a new event, click New button, and configure the settings in the event creation window
as shown below.

Event
=) Fvent Type -~ Stmp Wersion | J

=]~ StandardTrap
ColdStart Event Hams |
WarmStart
LirkDieram
LinkUp Trap Generic | J
AnthenticationFaihire
EgpHeighborLoss Status " Disable {+ Enszhle
ColdStart(SHMP+2)
WarrnStart(SHMP+2) QID |
Link Doz SHMP2)
LinkUp(SHMP+2) Diascription |
AuthenticationFaibare(SHM

= System Event
PollingFailed Level |Critical j
PaollingQk

=+ Threshald Event "

- Transmit Threshald hscending |

= Private
5200tzrap Tellogin .
3200tzapSSHLogin iy |
5200trapWebLogin =
e AT |

£ > Hewr | Save | Close
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Event Export

AP Manager Il can export the event results to the files in the format of Text/Excel/PDF. To save
event results, highlight the event record in the event window and click the Event Exporticon_i|-in
the tools bar, then select the file format you want to save, AP Manager |l will save all the records
of that type to file.

Notice setting
AP Manager Il can set the corresponding actions when some level of events occurs. To configure
the notice setting, click the Notice Settings icon g in the tools bar, as shown below.

Warming Lewvel Hatice Settings
[ Play sound

Sound File Brovwrse

[ Zhow Pop Message

[ Send Email

To Email Address |

From Email Address

SMTP Server |

Tser Hames |

Passarord [Cptional] |

Subjact |

Messaze

Ok | Cancel

* Play sound: Click Browse to select the sound file. AP Manager Il will play the sound file
when this level of event occurs.

* Show Pop Message: AP Manager Il will pop a message window when this level of event
occurs.

e Send Email: Enter the Email information of To/From email address, SMTP server, User
Name/Password [Optional], Subject and Message in the respective column. AP Manager
Il will send this email when this level of event occurs.
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Watch List

AP manager Il allows user to add custom watch list which only shows the specified devices and
events.

O B2 [UELRWW 8 &l

| Event Mame | Evert Type | EventLevel | Date Time Create Watchlist | |
Update Watchlisk

Delete wWatchlist

To create a watch list, please follow the steps below:

* Click the Create Watchlist item under the icon &l - of the tools bar, and enter the Watch
list Name in Create list form.

* Click the Add button to insert the events into event list, and select the events that need to
be added in Select Event form, click the Select button, then click the OK button.

* Click the Add button to insert the devices into device list, and select the devices that need
to be added in Select Device form, click the Select button, then click the OK button.

Note: The watch list name must be different from others; the event type of creating new event
folder belongs to system event.

To delete a watch list, select the watch list item, and then click the Delete watch list item under
the icon of the tools bar.

D-Link AP Manager Il Software User Manual 101



Topology

Tools

You can create a topology map to graphically represent planned or existing networks to aid
network design, and also AP Manager Il will periodically polling network devices to monitor the
status. You can further customize their diagrams with selected icons and bitmap files used for the
background. When a topology map is opened, AP Manager |l will discover the devices connected
on the network and display their icons on the map.

B AP Manager I1

System  Wew Tool Help

=101 %]

DOE & B0 s SED

EH:l Model

¢ ] DWL-FTO0LP
| DMIL-27004P
| DMWL-32004F
- 1 DwL-32008P
I:l Cakegoryl
[+ Cabegory?
D Categary3
[#-_ ] MultiConfiguration
[#-_] Fault Manage

|||||||||||||||||Flalul||||||||||||||||P|U|D||||||||||||||||||1|U|u|||||||||||||||||“_ >

192.168.0.102

] <] > [ o]/ A ew Topologyt
E"-.nD“SDEEE |||||||||||||||||1PP|||||||||||||||||PPP|||||||||||||||||FPP||||||
of_7] @eneral
EI{:l Group

-] Toal 192.168.0.50
a T|:||:||:|||:||;|':.-'
-] sitePlarining
I'_—'ID Repart
-1 Assaciation
-] Security
-1 Utilization \ /
D Channel
l:l Syslog - |
172.18. 21901 K
1, i ki b v
2008-05-22 10:02:24 FTP Server started on port 21.
2008-05-22 10:02:25 SnmpTrap intializtion success!
2008-05-22 10:61:12 Discover Completad!
Ready Loglser admin .z
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New Topology View
In the new topology, you can layout the APs according to the actual deployment. When an AP is
failed, the administrator has a visual sight of which AP is failed, and substitutes it quickly.

To create a new topology view, right-click the blank place of the Topology view window and select
New Topology item, as shown below.

172.18.215.248

Load Background
Remove Background

Yiew r |
Line k

Define Channel Calar

e T|:||:||:|||:||;|':,-'

Properties

N i b

Firstly, you should import APs into the new topology by right-clicking the APs in the All topology view
window and selecting the new topology under the Copy Component To item, as shown below.

Ratation Device 4

Copy Component To Pk
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Show RF Range

The new topology view displays the device’s RF range. RF range is based on the transmit power,

and its color is related to the channel.

Device Infarmation

Online Statuz:  anline
Firrmware Werzion: w250
Tranzmit Paweer:  full
Channel: 13

Module Mame:  DWL-32004P
Device IP: 192.168.0.50
Device MAC: 001 346FDBAF3
Device Mettazk: 255.2660.256.0
Device Type:  unmanage

If AP is power off, it doesn’t show the RF range.

Device Information
Module Hame:  DwL-32004F
Device P 192.168.0.50
Device MAC:  001346FDE4F3
Device Nethdazk; 255 255 2550
Device Type:  unmanage
Orline Status:  offline
Firrmware Yersion: 250
Trangmit Power,  full
Channel, 13
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Background

To load a background for the new topology, right-click the blank place of the Topology view window
and click the Load Background item.

After the successful loading:

n
Loak in: | () My Documents - « @ e -
My Music

My Fictures
(Csean ap
ISk Le] ey
G REEEE
File name: | Open |
Files of type:  |JPEG File [*jpa) | Cancel
Picture Display Style] Adjust the size of the ¢

4 ¢ » 3|/ a1 Y New Topology1
00 )

To remove the background, right-click the blank place of the Topology view window and select

Remove Background item.

View

The view option provides the functions of showing the grid and ruler in topology configuring the
size of topology, and displaying the AP with small or large icon.

To show/hide the grid and ruler, click Grid or Ruler item from the right-click menu.

To change the topology size and display ratio, click Topology Size item from the right-click menu,

as shown below.

Size
widhe 2
Height 240
Scale
’V 1 Unit 1m -
Cancel |

D-Link AP Manager Il Software User Manual 105



Line

You can insert lines into map to organize the APs more efficiently. To insert a line, click the Insert
line item from the Line option of right-click menu, and use the mouse point to paint a line in the
map. After insert a line, you can delete line/set line color/set line width/hide line by right-clicking
the line and then select the corresponding item from the drop-down menu.

Add/Hide Device

You can add station to the map by click Add Device item from the right-click menu, the window
shown as below.

Device Name | Maciddress | IPAddress | [sbctive

CIDWL-32004F  ODV346FDBAFE 192168050  Online

|
W

k. Cancel

To hide a device in the topology view, right-click the device and then select Hide Device item from
the drop-down menu.
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Define Channel Color

The topology view can show the channel in different colors. To set channel color, click Define
Channel Color item from the right-click menu, the window shown as below.

Chan... | Color Y alue | LCalar | ”~
= Chanrel:
1 RGEB(255. 128.128) 1
2 RGEZ55. 255,128 i
3 RGE(123, 255,129 Define Colar: J
4 RGEID. 255.128) 1
5 RGE(123, 255, 255) y
E RGE(D, 128, 255] I
v RGERE55, 128, 192)
a8 RGEZ55, 128, 255)
3 RGE[ESE.0,0) ]
10 RGE258, 128,132 L 1
1 RGE[Z55, 0, 255) I
12 RGE[123, B4, B4) [ |
13 RGER(D, 255, 0] ]
36 RGEID. 128.128] I b w

Rotation Device

You can change the device angle by right-clicking the device, the window shown as below.

1
]
"
1
1
1
1
a
1
1
1
1
1
1

Forward Rotation 45 Degrees
Forward Rotation 90 Degrees
Rewerse Fotation 45 Degrees
Rewverse Ratation 90 Degrees

Device Information

Delete Component

Modify Fadio Range
=
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To rotate the device at 45 degree clockwise, click Forward Rotation 45 Degrees item from Rotation
Device option, shown as below.
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Site Planning

The Site Planning is designed to help user to layout the wireless network. Before establishing a
wireless network, user needs to plan and evaluate at first. Normally, user locates some APs in the
different places, and uses a notebook computer running scan AP program to test which places
can reach the highest radio effort. After record the data, they can be import into AP Manager Il
for analyzing.

To run the scan AP program in a notebook computer, copy the ScanAP.exe from the installation
directory of AP Manager Il of the computer which has been installed AP Manager |l to notebook
and then double click ScanAP.exe.

The Site Planning shows the results that tested by scan AP tool. Please first run the ScanAP.exe
and save the scan result into the file and then right-click the Site Planning view window to load
the file.

LocationID(BS5ID) | start Time(Band) | 1nkerval Timetavgrss) | Lenth(MinRSSI) | Description{iMaxRssT)
Delete
1| [»
By DateTime |
i
100
_&0
(7]
prd=l
lrdD
20
Il 1 1 1 L L L L 1 1 1 L
T 1 1 1 T T T T 1 1 1 T
11:16 11:26 11:36 11:46 11:868 12:08 1216 12:26 12:36 12:46 12:56 1308

The Site Planning window shows BSSID, Start Time, Interval Time, Length, Description data of
the site planning results.
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Collect information

To collect the AP’s RF information, please click the Scan item under the Tools menu or double
click scanAP.exe in the notebook, the scanning program will run, as shown below.

- B
Fie View Help
K3
Sean Information | &
BS3ID [ 55D [ Chanel [ u 2]
Total
100
B
@
g
w
z
1600 160 1BS0 1651 1652 1563 1554 1655 1G85 65T 1658 1659
<1 I £
- Wieless fdap =
Localion|D) Lozation,
- g =] secondsis-3500)
Total Time 720 Seconds
Deseription Locationd,
Wineess pdpters | =
lexiBemal 19000107 000001
Schedled Newt Sean 19000101 000001 g
Start Sizp
¥l
Ready 2000-6-11 16:47:40

Enter the Location ID, Description, and select the interval Time and wireless adapter, and then
click the Start button. At first, you must select target AP, as shown below.

=

Select

~Please select APs

BSSID | 551D | Charmel | Authentication
O0:el:do:8c:86:T1 ella test_333 10 Tes=
Q0:03:7f ef:11 J200_test i} Mo

A E B d& G =

C300BR34

a
00:80:cE:10:1c: 11 dlink 4] Mo
00:60:b3:2T:fc: 16 KangTe-11g 8 Tes=
<] i | [

Select |
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Then ScanAP will start to collect the AP’s RF information. The scan information table shows any
information in details. When the scanning finished, the window shows:

T E Scan is now complete!
L

When you scan again or close the ScanAP, it prompts to save the information into disk:

Save As @
Savein | 3 Scan AP - e merE-
My Recent
Docurments
?L‘,%
Desktap
My Documents
ty Computer
‘g File rame [Cacations: stp B save |
My Nebwork, Save as lype: |5itePIanning Files [*.stp] j Cancel
Places

Note: ScanAP can run on the laptop computer singly.

Load information

To load the result file into Site Planning application, click the Load button from the Site Planning
window, as shown below.

Laak in: |lﬂ Scan 4P j . &5 B
[EfiLocations stp;
File name: |
Files of type: |SiteF'Ianning Files [*. stp] ﬂ Cancel

[ Open az read-arly
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Select the scanning result file. AP Manager Il shows the data in line by time, as shown below.

LocallD{BS5I0) | Start Tine(Gand) | Interval Tme{avgRSsT) | Lenth(MaxRSSD) | Description(MinR3SL) ]
+423 Locationa 2008-2-21 14:24:42 6 seconds 00:12:12(732 seconds) Locationa
+423 LocationB 2008-2-21 14:38:47 10 seconds 00:20:20(1220 seconds)  Location®
By DateTime
LocationB
100 Legend
o 00:50:00:22:08:40 114l
" - = 00:1e0:1870:69 116 [0
ey T \ { ] Fal
w T — — i 7 1:31:99 11l
ml‘U Dﬂﬁﬂﬂﬂ231ﬂ1ﬂ11ﬁl
00:13:46:e5:36:062 1160
20 00:03:7 e F2:16 16 [
t t t t t t t t t t t t
1439 1440 1442 1444 1446 1447 4448 450 1452 1464 1485 48T

Click the + icon front the scanning record to expand the item and view the details.
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Report
Association

The association window shows managed APs and their associated client stations in two ways
— By Access Point and By Wireless Station.

By Access Point

Highlight an Access Point and the details of client stations that associated with the AP list. The detail
information includes, DateTime, MAC Address, Alias, Access Point, SSID, Band, Authentication,
RSSI and Power save mode.

Access Paoint GroupType ]Model j |.~’-‘«IIEimup ﬂ
Model MName | Mac &ddress | IP Address
[ DwiL-32000F  0O01346FDBAFS 192.168.0.50
Select Mone | Select Al I Refresh

Station D etail

DateTime Mac Address Alias Access Point ] S50 1 Batd ] Authentication

$2A8/2009 153813 0124930003 jacky 192168050 Primary-5510 80211g Upensystem

8 J =

Export Test |v| Clear |

From the Group Type, you can specify that the window show the data according to specified
model or group.

To export the AP data to file, click a file type from the Export Text drop-down menu or click the
Export Text button, and then enter a file name in the Export window, click the Save button to save
the AP data.
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By IP Address

To list the APs according to the specified station and detected date, choose the date range from
From/To drop-down menu, and type Mac address or alias of the device, then click Search By
... button.

From |2f1e,=2c|ua j|14;1?;44 = Tc.| 2/18/2009 j|14:1?:44 =1 e —. |,‘

DateTime | Mac address | dliag | access Point | 551D | Band | Authentication | RS
< ¥
Export Text ‘ - ‘

To export the AP data to file, click a file type from the Export Text drop-down menu or click the
Export Text button, and then enter a file name in the Export window, click the Save button to
save the AP data.
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Security

The security window graphically lists the security level of the managed APs.

Security Peport

- o
[ B )

AN N N N N N N Y

Legend

[ dlink-1-202 11bdg

Security Level(Low-hight)

= kI W B th T -] 0

1

Wireless Metwork (55100

Security Detailz

S5ID Madel M arne Mac Address | IP Address Authentication Band

dlirk-1 DiwL-32005P 001 34EFDB4FS 152.168.0.50 Open Systemn 802.11bAg

Fiefrezh

The security levels from the lowest to highest are: Open System, Shared Key, WPA-Personal,

WPA-Enterprise, WPA2-Personal, and WPA2-Enterprise.

The security details window shows the SSID, Mode Name, MAC Address, IP Address,

Authentication, and Band information of APs.
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Utilization

Utilization window shows the band usage of specified APs. To show the usage, AP Manager I
should poll the APs.

T E %0 S5

[z008- 611 | 1o [2008- 611 ~|  semch Export Text | »
- EF A1l Space et Dulal
| General e e
5 | B G TEfeT [ 1P Address | Max STa's unber [ UpTime Trasmitted Packats Trasmitted Success Rate | Trasmitted Retry Rate Bad |

+ ] MultiConfi zoration
+ [_] Fault Manage
+ | Teol
-] Report
] Assaciation

Select &l
Bogue AF Modsl Hame | Mac dddres: [ 1P dddvess | Hetmask [
L syslog DAP-2590 00055D989810  192.168.0.50 255.255.255.0

Select Cancel

[~ Selete from CustomGraup

Polling Detail

Polling Interval 5 mimtes Scheduled Next Foll 2008-06-11 15:20:38 [~ Ensble Threshold Hotice Start
Deperdency  Home Last Polled it 2008-06-11 15:2038 Threshald Cobrrm J Erd

2008-06-17 12:20:08 FTF Server started on port 21,

2008-06-11 15:20:06 SnmpTrap initializtion success!
2008-06-11 15:20:19 Discower Completed!

2008-06-11 15:20:20 Dewvice: 192.168.0.50 SMNMPPing TimeOutl

teady Loglzer | adnin

To start the polling, you should select the APs that AP Manager Il will polling from the Select
window by clicking the Change button of Dependency and then click Start button. You can also
enable the threshold notice by clicking the Enable Threshold Notice and select the type of
Threshold Column.
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Channel

The channel window graphically lists the channel usage of the managed APs.

80211 b/g/n Channel Uzage

20211 gibiin Channel Report

Channel Counts
[
AN

ANy ANy ANy AN Ay By By B BN B B = '
1 2 3 4 ] i 7 2 ] (1] 1" 1z 13

80211 ain Channel Report

Channel Counts
(]
Y

Channel Report

Channel Counts
]

GroupType | Model ﬂ |.~’-\II Group j Refresh

From the Group Type, you can specify that the graph shows the data according to specified model
or group.
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Rogue AP

The rogue AP window lists the APs scanned by AP Manager Il. You can specify which AP is valid,
rogue or neighbor AP.

Type Channel B35SID Securit Mode 551D RS5L 2 =

AP B35 9 001 CFO0SEGSE WPA-Auto-Personal g0z.11g 80 % z

AP BSS 9 001CFOOSESZD WPA-Auko-Personal 802.11g wireless test beam 76 % %

AP BSS g 0060B327FC16 WEP g02.11g KangTe-11g 28% —

AP BSS 3 001195F1C115 OFF a0z.1ig S200g 20 %

AP B35 13 00037FEEFOSF COFF g0z.11g dlink_p 45 %

AP B35 11 00161 1AGAG05 WEP g0z.11g LISEE-CMC 44 %

AP BSS 11 000D3BFEFACE CFF g0z2.11g CNC-5C2 g%

AP BSS 11 031074010842 WEP g02.11g scdcke 16 %

AP BSS 11 00157079720 OFF a0z 11g SCCNC-MOT-CD-5K.,, 10 %

AP B35 11 O0EO4CE16601 WEP g0z.11g dlink. 50 %

AP ESS & 0013463500357 CFF §0z2.11g Penta (D 158 %

AP BSS 3] 000550559312 CFF g02.11g HT_AP0 42 %

AP BSS 3} 0000274155945 OFF a0z 11g dlink-dir300-glla 24 %

AP B35 5] 005064010004 COFF g0z.11g Chinahet-DTGE00HA 10 %

AP B35 5] 0019E093F622 COFF g0z.11g TR-LINK 16 %

AP BSS 3] O0ED4C3CET1 CFF g02.11g dlink. 26 %

AP BSS [} OOEQ4Z818606 OFF g02.11g dlink_hoooooooooo,., 28 %

AP B35 5] 00C001330641 WEP g0z.11g dlink 44 %

AP B35 5] 001611903EFE WEP g0z.11g LISEE-CT 44 %

AP ESS & 001E116C494C CFF §0z2.11g dlink, 86 %

AP BSS -] 00119594ER30 WPA-Personal 802.11g gabriel 66 %

AP BSS 3} 00s0F1121210 OFF a0z 11g E1131 40 % b

AP B35 1 0060B36ES1AG COFF g0z.11g LINICOM 15 %

AP BSS 1 00030F0EDTEF CFF 80z2.11g DiCW-BRS4+ 26 % -

oo s : o 1 dlimlini a

Type [ channel [ B3SID Securit [ Mode [ ssip RSSI >

AP B35 13 00037FEEFO43 QFF g0z.11g dlink. 42 % %
L
&
o
I-
il
=
@
=
g
=

Detect Delete

To categorize the APs, click the Detect button to scan the APs around, and click the category at
the right side of window, then drag the AP from top window to bottom window.
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Syslog

The syslog window shows the system log information sent by the managed APs. Please configure
the APs to send the syslog to AP Manager Il first, for how to configure the log setting of AP, refer

to page 76.

[ Faciity [ Priority [ Timestamp

| Sender

| Message

@' 1 =] 2003-5-99:32:12

&\p] 1 5 2003-5-9 9:32:13
[ 5 2003-5-99:32:14
! ] 2003-53-9 9:34:52
@' 1 =] 2003-5-9 9:34:53
&\p] 1 5 2003-5-9 9:34:54
o 1 5 2008-5-9 9:34:55
! ] 2003-53-9 9:358:05
@' 1 =] 2003-5-9 11:05:22
&\p] 1 5 2003-5-911:11:05

172.18,215.50
172.18,215.50
172.18,215.50
192.165.0.50
192,168,050
192.168.0.50
192.168.0.50
172.18.215.50
172.18,215.50
172.18,215.50

[5'¥3]--AF cold start with Fiw version: +2,40
[5¥5]--Web login success from 172.18.215.212
[WIRELESS]--"WLARNI Mormal AP ready
[5¥5]--AF warm start with Fiw version: w2, 10
[MOTICE]--Ekhernet AE1 LINK DOWN
[WIRELESS]--"WLAND Mormal AP ready
[WIRELESS]--WLAMNI Mormal AP ready
[5¥5]--web logout from 172.15.215.212
[5¥53]--Web login success from 172.18.215.111
[5¥5]--Web logout From 172,158,215, 111

Customer

The Customer window shows summarized information about the associated station numbers of
APs in a specified interval. To list the stations according to the detected date, choose the date
range from From/To drop-down menu, and click Search button.

Fuom | 218/2009 +|[14715:43 = To| 218/2009 ¥ |[187549 = Search GraupType |Model | JarGoe ]

DateTime | Access Point ‘ Station's numbers |
Custom Report
Ul
8
[l [
g
4
2
0
14:1549 15:15:49 16:15:49 17:15:49 13:15:49 19:15:49 20:1549 211549 21549
Time: 2009-02-18 14:15:49--2009-02- 18 23:15:49

Erpart

From the Group Type, you can specify that the window show the data according to specified

group.
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Monitor

The Monitor window shows the performance of a specified AP in real-time, the window shown
as below.

Frafile

Action
IJ.] IDiztEes @l masa Create Delete Edit Stop Feport
Frafile Mame Interval Time Tatal Time
Detailz
[ Coler Last Polled &t | Scheduled Nest Fal [ Date [

To create a new surveillance profile, click Create button to open the following window.

Settingz

0K
Frofile Name |F'“3ﬁ|'3'I Cancel
Device IP Address |
=<

Option |

Public Commurnity String ||:'”b|i'3
Interval Time  [seconds) |5 Secands ﬂ
Tatal Tirne  [minutes) |5|:|
Monitor [tem
Manitor ltem 1361 j
Data Type |.-’-‘«hs-:-lute j
Urit |Bytes/s =l
Range ||j Ta |1 0o
Segment |5
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Enter the profile name, public community string and select the device IP address, scan interval
time, total display time and monitor items. Then click Start button to monitor the AP’s received or
transmitted data in visualized way.

Profile

Action
= ]‘T.] Devices data manitar
8 Frofilel Create | | s Rieport
Frofile Name  |Prafile] Interval Time F Sec Total Time W
Details
| Colar | Last Palled At | Scheduled Mext Pall | Date |
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User Management

AP Manager Il allows you to manage the user profiles. To manage the users, click the User
Manage item under the System menu or click the icon @ in the tools bar. The configuration
page is shown as below.

User

User Hame Passarord Privilege Craat Date
adwin admin Administrator
< >
&dd | Update Delate
Hames | Passarord |
Privileze | Manager |
Eesnme

Explanation of privilege levels:

* Administrator: Owns all the rights of AP Manager II.
* Manager: Owns all the rights except user manage.
* Guest: Only can view the information.

To add a new user, follow the steps below:
* Enter the username and password in the Name and Password textbox.
» Choose the right level in the Privilege drop-down menu.
* Enter the description about this user in the Resume textbox.
* Click the Add button to add this user to AP Manager II.

To modify a user, highlight the record line of that user, modify the contents in the corresponding
textbox, and then click the Update button to apply the changes.

Note: The changes will take effect at next login.

To delete a user, highlight the record line of that user, and then click the Delete button to remove
the user from AP Manager Il.

D-Link AP Manager Il Software User Manual 122



System Environment

You can change the software operation environment of AP Manager Il. To configure the system
environment, click the Options item under the System menu or click the icon in the tools bar.
The configuration page is shown as below.

General ] Module] [atabase Maintenance] Advanced

Logon Setting
% Tausge the system. user should input name and pazsword
" Please selact the user to uss the system

L ser Mame Resume
< >
SMHMP Setting

Public Community String public Part  |161
Private Community String private
SMMF Responze Timelut g (560 S ecands)

Palling Setting
Polling type  Disable ¢ Enable

Interval time [10-60 Seconds)
Discover

Fetry 1 TimeOut ] [5-60 Seconds)

(1] 8 | Cancel | |

Logon Setting: Set whether login the system automatically or by hand. To login automatically,
you should select a user used to login the system from the user list.

SNMP Setting: Set the Public/Private Community String, Port number and SNMP Response
Timeout.

Polling Setting: Disable by default. When this function is enabled, you must set the polling interval
time, it is 30 seconds by default.

Discover: Enter the Retry number and the time of timeout when discovering.
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General MUdU|E]Database Maintenance | Advanced
Select fimware file for model
Model Name Firrnware file:
=

Dw/L-32008P
Save Browse

Module Information

Model Name DAP-2590

Drescription AP Manager [l Module +1.00r15
(2009/02/05)

Wersior: 1.00

Support Band: 2 4GHz/5GHz

Rogue AP
™ Auto-Sign Rogue AP

IP Range - - - to

Module: For updating the firmware of AP, you can specify a default firmware file for each model

of AP. Highlight one type of AP, and click the Browse button to choose the firmware file then click
the Save button to apply the changes.
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General] Module Databaze Maintenance l.-'l'«dvan:ed

Select | Faul D ata j

Matice By Recordz

Ta ensure the databasze efficient, Pleaze notice user to clear
the databaze

Motice uzer when records 1000

Clear Rule
* Delete all records

" Delete these top records

Records: 100

" Delete these records befaore the datetime

D atetime: 21852009 -
Clear

(] | Cancel

SelectChoose: the type of records.

Notice By Record: Set the number that record reach to notice the user to clear the database.

Clear Rule:
* Delete all records: select this option to clear all the records.

* Delete these top records: select this option to clear the specified number of top

records.

* Delete these records before the date time: select this option to clear the
records that recorded before the specified time. Click the Clear button to apply

the change.
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General] Mu:udule] Database Maintenance  Advanced I

TimeQut Settings
Set Timeout[z)

Reboot Timeout(z]

Configuration Flazh Update Timelz)
Factom Reset Time(z]

F/od Download Time(s)

FAwf Flash pdate Time(z]

THTT

Timing Tolerance Time(s)

Default

FTP Server
{* Enable Local FTP Server

" Enable Remate FTP Server

Femote Server IP Address

Ilzer Mame

|
|
Passyord |
Port |

:

0k Cancel

TimeOut Settings: Configure the system time out settings.

FTP Server: Select Enable Local FTP Server to run an ftp server on the local computer. The
ftp server will run when AP Manager Il starts.

Select Enable Remote FTP Server if all the system logs are stored in a lone ftp server. You
should configure the ftp server parameters here.
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Contacting Technical Support

Technical Support

You can find software updates and user documentation on the D-Link website.

U.S. and Canadian customers can contact D-Link Technical Support through our
website, or by phone.

Tech Support for customers within the United States:
D-Link Technical Support over the Telephone:
(877) 354-6555

D-Link Technical Support over the Internet:
http://support.dlink.com

Tech Support for customers within Canada:
D-Link Technical Support over the Telephone:
(877) 354-6560

D-Link Technical Support over the Internet:
http://support.dlink.com

Version 2.1
February 23, 2009
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