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Package Contents

Contents of Package:

m D-Link AirPlus Xtreme G® DWL-2100AP
802.11g Wireless 108Mbps Access Point

Power Adapter-DC 5V, 2.0A
Manual and Warranty on CD
Quick Installation Guide

®  Ethernet Cable

If any of the above items are missing, please contact your reseller.

Note: Using a power supply with a different voltage rating than the one included with
the DWL-2100AP will cause damage and void the warranty for this product.

System Requirements for Configuration:

B Computers with Windows, Macintosh, or Linux-based
operating systems with an installed Ethernet adapter

B Internet Explorer Version 6.0 or Netscape Navigator Version
6.0 and Above



Introduction

At up to fifteen times the maximum wireless signal rate of previous wireless devices (up
to 108Mbps* in Super G mode), you can work faster and more efficiently, increasing
productivity. With the DWL-2100AP, bandwidth-intensive applications like graphics or
multimedia will benefit significantly because large files are able to move across the
network quickly.

The DWL-2100AP is capable of operating in one of 5 different modes to meet your
wireless networking needs. The DWL-2100AP can operate as an access point, access
point-to-multi-point bridging mode with AP function, access point-to-multi-point bridging
mode without ap function, repeater, or wireless client mode.

The DWL-2100AP is an ideal solution for quickly creating and extending a wireless local
area network (WLAN) in offices or other workplaces, trade shows and special events.

Unlike most access points, the DWL-2100AP provides data tran%fers at up to 108
Mbps in Super G mode when used with other D-Link AirPlus Xtreme G products. The
802.11g standard is backwards compatible with 802.11b devices.

The DWL-2100AP has the newest, strongest, most advanced security features available
today. When used with other 802.11g WPA (WiFi Protected Access) compatible products
in a network with a RADIUS server, the security features include:

WPA: Wi-Fi Protected Access which authorizes and identifies users based
on a secret key that changes automatically at regular intervals. WPA
uses TKIP (Temporal Key Integrity Protocol) to change the temporal
key every 10,000 packets (a packet is a kind of message transmitted
over a network.) This insures much greater security than the standard
WEP security. (By contrast, the previous WEP encryption implementation
required the keys to be changed manually.)

For home users that will not incorporate a RADIUS server in their network, the security
for the DWL-2100AP, used in conjunction with other WPA-compatible 802.11 products,
will still be much stronger than ever before. Utilizing the Pre-Shared Key mode of WPA,
the DWL-2100AP will obtain a new security key every time it connects to the 802.11
network. You only need to input your encryption information once in the configuration
menu. No longer will you have to manually input a new WEP key frequently to ensure
security. With the DWL-2100AP, you will automatically receive a new key every time
you connect, vastly increasing the safety of your communication.

*Maximum wireless signal rate derived from IEEE Standard 802.11g specifications.
Actual data throughput will vary. Network conditions and environmental factors lower
actual data throughput rate.



Connections

Pressing the
Reset Button
restores the
DWL-2100AP
to its original
factory default
settings.

The LAN Port is
Auto-MDI/MDIX.
You can insert
either a straight-
through or a
crossover Ethernet
cable in this port in
order to connect the
DWL-2100AP to the
local network.

Receptor
for the
Power
Adapter.




LEDs

LED stands for Light-Emitting Diode. The DWL-2100AP Wireless Access Point has 3
LEDs as shown below:

Power: Solid green light indicates connection.

LAN: Blinking green light indicates activ-
ity on the Ethernet Port; solid green
light indicates connection.

WLAN: Blinking green light indicates wireless
activity; solid green light indicates connection.




Features

5 Different Operation modes - Capable of operating in one of five different
operation modes to meet your wireless networking requirements: Access Point,
AP-to-multipoint bridge with AP function, AP-to-Multipoint Bridging without AP
function , Repeater, or Wireless Client.

Faster wireless networking with the 802.11g standard to provide a wireless
data rate of up to 54Mbps (108Mbps in Super G mode).

Compatible with the 802.11b standard to provide a wireless data rate of up
to 11Mbps - that means you can migrate your system to the 802.11g standard
on your own schedule without sacrificing connectivity.

Better security with WPA. The DWL-2100AP can securely connect to wireless
clients on the network using WPA (Wi-Fi Protected Access) providing a much
higher level of security for your data and communications than has previously
been available. AES is also supported by the DWL-2100AP to maximize the
network security with data encryption.

AP Manager Setup Wizard -The new Setup Wizard makes networks con-
figuration quick and simple.

SNMP for Management - The DWL-2100AP is not just fast but it also
supports SNMP v.3 for a better network management. Superior wireless
AP manager software is bundled with the DWL-2100AP for network
configuration and firmware upgrade. Systems administrators can also setup
the DWL-2100AP easily with the Web-based configuration. A D-Link D-
View module will be downloadable for network administration and real-time
network traffic monitoring with D-Link D-View software.

Utilizes OFDM technology (Orthogonal Frequency Division Multiplexing).
Operates in the 2.4GHz frequency range.

Web-based interface for managing and configuring.



Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and
compatible high-speed wireless connectivity within your home, business or public
access wireless networks. D-Link wireless products will allow you access to the data
you want, when and where you want it. You will be able to enjoy the freedom that
wireless networking brings.

A Wireless Local Area Network (WLAN) is a computer network that transmits and
receives data with radio signals instead of wires. WLANSs are used increasingly in both
home and office environments, and public areas such as airports, coffee shops and
universities. Innovative ways to utilize WLAN technology are helping people to work
and communicate more efficiently. Increased mobility and the absence of cabling and
other fixed infrastructure have proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless
adapter cards used on laptop and desktop systems support the same protocols as
Ethernet adapter cards.

People use WLAN technology for many different purposes:

Mobility - Productivity increases when people have access to data in any location
within the operating range of the WLAN. Management decisions based on real-time
information can significantly improve worker efficiency.

Low Implementation Costs - WLANs are easy to set up, manage, change
and relocate. Networks that frequently change can benefit from WLANs ease of
implementation. WLANSs can operate in locations where installation of wiring may be
impractical.

Installation and Network Expansion - Installing a WLAN system can be fast and
easy and can eliminate the need to pull cable through walls and ceilings. Wireless
technology allows the network to go where wires cannot go - even outside the home
or office.

Inexpensive Solution - Wireless network devices are as competitively priced as
conventional Ethernet network devices.

Scalability - WLANs can be configured in a variety of ways to meet the needs of
specific applications and installations. Configurations are easily changed and range
from Peer-to-Peer networks suitable for a small number of users to larger Infrastructure
networks to accommodate hundreds or thousands of users, depending on the number
of wireless devices deployed.



Wireless Basics (continued)

The DWL-2100AP is compatible, in default mode, with the following wireless products:

B D-Link AirPlus Xtreme G™ DWL-G650

Wireless Cardbus Adapters used with laptop computers

D-Link AirPlus Xtreme™ G DWL-G520
Wireless PCI cards used with desktop computers

The DWL-2100AP is also interoperable with other 802.11g and 802.11b
standards-compliant devices.

Standards-Based Technology

The DWL-2100AP Wireless Access Point utilizes the 802.11b and the 802.11g
standards.

The IEEE 802.119g standard is an extension of the 802.11b standard. It increases the
data rate up to 54 Mbps (108Mbps in Super G mode) within the 2.4GHz band, utilizing
OFDM technology.

This means that in most environments, within the specified range of this device, you
will be able to transfer large files quickly or even watch a movie in MPEG format over
your network without noticeable delays. This technology works by transmitting high-
speed digital data over a radio wave utilizihg OFDM (Orthogonal Frequency Division
Multiplexing) technology. OFDM works by splitting the radio signal into multiple smaller
sub-signals that are then transmitted simultaneously at different frequencies to the
receiver. OFDM reduces the amount of crosstalk (interference) in signal transmissions.
The D-Link DWL-2100AP will automatically sense the best possible connection speed
to ensure the greatest speed and range possible.

802.11g offers the most advanced network security features available today, including:
WPA , TKIP, AES and Pre-Shared Key mode.



Wireless Basics (continued)

Installation Considerations

The D-Link AirPlus Xtreme G™ DWL-2100AP lets you access your network, using a
wireless connection, from virtually anywhere within its operating range. Keep in mind,
however, that the number, thickness and location of walls, ceilings, or other objects
that the wireless signals must pass through, may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise in
your home or business. The key to maximizing wireless range is to follow these basic
guidelines:

Keep the number of walls and ceilings between the DWL-2100AP and other network
devices to a minimum - each wall or ceiling can reduce your DWL-2100AP’s range
from 3-90 feet (1-30 meters.) Position your devices so that the number of walls or
ceilings is minimized.

Be aware of the direct line between network devices. A wall that is 1.5 feet thick
(.5 meters), at a 45-degree angle appears to be almost 3 feet (1 meter) thick. Ata
2-degree angle it looks over 42 feet (14 meters) thick! Position devices so that the
signal will travel straight through a wall or ceiling (instead of at an angle) for better
reception.

Building materials can impede the wireless signal - a solid metal door or aluminum
studs may have a negative effect on range. Try to position wireless devices and
computers with wireless adapters so that the signal passes through drywall or open
doorways and not other materials.

Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or
appliances that generate RF noise.



Getting Started

On the following pages we will show you an example of an Infrastructure Network
incorporating the DWL-2100AP.

An Infrastructure network contains an access point or a wireless router. The

Infrastructure Network example shown on the following page contains the following
D-Link network devices (your existing network may be comprised of other devices):

B Awireless access point -
D-Link AirPlus Xtreme G™ DWL-2100AP

B Awireless router - D-Link AirPlus Xtreme G™ DI-624

B Alaptop computer with a wireless adapter -
D-Link AirPlus Xtreme™ G DWL-G650

B Adesktop computer with a wireless adapter -
D-Link AirPlus Xtreme G™ DWL-G520

B A cable modem - D-Link DCM-201



Getting Started (continued)
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Please remember that D-Link AirPlus Xtreme™ G wireless devices are pre-configured
to connect together, right out of the box, with their default settings.

For a typical wireless setup at home (as shown above), please do the
following:

You will need broadband Internet access (a Cable or DSL-subscriber line into
your home or office).

@ Consult with your Cable or DSL provider for proper installation of the modem.

Connect the Cable or DSL modem to the DI-624 Router (see the printed
Quick Installation Guide included with your router.)

Connect the Ethernet Broadband Router to the DWL-2100AP (See the printed
Quick Installation Guide included with the DWL-2100AP.)

If you are connecting a desktop computer to your network, install the D-Link
AirPlus Xtremew G DWL-G520 wireless PCl adapter into an available PCI
slot on your desktop computer.

(See the printed Quick Installation Guide included with the network adapter.)

"= Install the drivers for the D-Link DWL-G650 wireless Cardbus adapter into a

laptop computer.
(See the printed Quick Installation Guide included with the DWL-G650.)




Using the Configuration Menu

After you have completed the Setup Wizard (please see the Quick Installation Guide that
came with the product) you can access the Configuration menu at any time by opening
the Web browser and typing in the IP address of the DWL-2100AP. The DWL-2100AP
default IP address is shown below:

L Open the Web browser e T
u Type in the IP address of the Qua - =
DWL-2100AP L

] e R 1580 50]

Note: if you have changed the default IP address assigned to the DWL-2100AP, make sure to
enter the correct IP address.

] Type admin in the User Name field Connect ta 192.166.0.50

[ | Leave the Password blank.
(However, if you have changed the
password, please enter the correct
password.)

] Click OK o J[ coem |

Home > Wizard

Al
High-Speed 2.4GHz Wireless Access Point

Home Advanced pol: Status Help

lus
The Home>Wizard
screen will appear.  Lwiziooas
Please refer to the !
Quick Installation .

Guide for more infor- — |
mation regarding the (hosgh s Confurain i e DYHLZHOAR, The DR ZHOAP & o aooe wil
Setup leard :Il:';.::‘.r::’::n:.;l:.l:::mlljwl:;\__'k Ploass Tallow Ses watugp wiiaad

"

[ Fun'Woed




Using the Configuration Menu (continued)

Home > Wireless > AP Mode
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Wireless

Band- IEEE 802.11g.

Mode- Access Point is selected from the pull down menu..

SSID- Service Set Identifier(SSID)is the name designated for a specific
wireless local area network(WLAN).The SSID factpru default setting
is default.The SSID can be easily changed to connect to an existing
network or to establish a new wireless network.

SSID Enable or Disable SSID Broadcast. Enabling this feature broadcasts

Broadcast- the SSID across the network.

Channel- 6 is the default channel. All devices on the network must share the
same channel.

Auto Channel Select Enable or Disable.(Enable this feature to auto-select the chan-

Scan- nel for best wireless performance.)

Radio- Select On or Off.

Super G Super G is a group of performance enhancement features that
Mode- increase end user application throughput in an 802.11g network.

Super G is backward compatible to standard 802.11g devices.

For top performance, all wireless devices on the network should be
Super G capable. Select either Disabled, Super G without Turbo, or
Super G with Dynamic Turbo.



Using the Configuration Menu (continued)
Home > Wireless> AP Mode(continued)

Disabled: Standard 802.11g support, no enhanced capabilities.
Super G without Turbo: Capable of Packet Bursting, Fast Frames,
Compression, and no Turbo mode.

Super G with Dynamic Turbo: Capable of Packet Bursting, Fast
Frames, Compression, and Dynamic Turbo mode.This setting is
backwards compatible with non-Turbo (legacy) devices. Dynamic
Turbo mode is only enabled when all devices on the wireless
network are configured with Super G with Dynamic Turbo enabled.

WMM- Select Enable or Disable, Disable is selected by default. WMM
stands for Wi-Fi Multimedia, by enabling this feature it will improve
the user experience for audio and video applications over a Wi-Fi
network.

Authentication: Open System
Shared Key
Open System/Shared Key
WPA-EAP
WPA-PSK
WPA2-EAP
WPA2-PSK
WPA-Auto-EAP
WPA-Auto-PSK
Select Open System to communicate the key across the network.
Select Shared Key to limit communication to only those devices that share the same
WEP settings.
Select Open System/Shared Key to allow either form of data encryption.

Select WPA-EAP, WPA2-EAP, WPA-Auto-EAP to secure your network with the inclusion
of a RADIUS server.

Select WPA-PSK, WPA2-PSK, WPA-Auto-PSK to secure your network using a
password and dynamic key changes. (No RADIUS server required).

Home > Wireless>AP Mode>WEP Encryption

Encryption: Select Disabled or Enabled. (Disabled is selected here).
Key Type*: Select HEX or ASCII.
Key Size: Select 64-, 128-, 152-bits.
Valid Key: Select the 1st through the 4th key to be the active key.
First through Input up to four keys for encryption. You will select one of these
Fourth keys: keys in the valid key field.

*Hexadecimal digits consist of the numbers 0-9 and the letters A-F

ASCII (American Standard Code for Information Interchange) is a code for
representing English letters as numbers from 0-127



Using the

Configuration Menu (continued)

Home>Wireless>AP Mode>WPA-EAP, WPA2-EAP, WPA-Auto-EAP
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DWL-2100AP
!

T ]

Wireless

——e
§ LAN

Cipher Type:

Group Key
Update Interval:

Radius Server:

Radius Port:

Radius Secret:

_?’—"'"Aler'5 |LIE%’ o

High-Speed 2.4GHz Wireless Access Point

(W Advanced  Tools  Status  Help 4

Wireless Settings

Wireless Band =EES02.11g

55D |default

ZEID Broadcast IEnahIe i

Channel |5_V| 24376Hz [ Auto Channel Scan

Authentication [wra-EAP |
Radius Server Setting
Cipher Type @I Group Key Update Interval %
Radius Server |7

Radius ot [1812 |
Radius Secret | |

Apply Cancel Help

Select AES, AUTO or TKIP from the pull down menu.

Select the interval during which the group key will be valid.
1800 is the recommended value. A lower interval may reduce data
transfer rate.

Enter the IP address of the Radius server.
Enter the Radius port.

Enter the the Radius secret.



Using the Configuration Menu (continued)

Home>Wireless>AP Mode>WPA-PSK, WPA2-PSK, WPA-Auto-PSK

Qgﬂ%}ﬁt{}& _"»"‘“AIIJ",P5 lus G
High-Speed 2.4GHz Wireless Access Point

DWL-2100AP . == _ _
| 07 Advanced  Tools Status Help
" Wireless Settings

YWireless Band IEEEBDZ.11g
e e —
Ll Mode IAccess Point %

55D |default
Wireless SSID Broadcast [Enable ¥
Channel @ 24376Hz [ Auto Channel Scan
o Authentication [WPA-PSK vl
PassPhrase Settings
Cipher Type |w| Group Key Update Interval i%|
FPassPhrase | |

9 9O

Apply Cancel Help

Cipher Select AES, AUTO or TKIP from the pull down menu.
Type:
Group Key Select the interval during which the group key wll be valid. The
Update Interval: default value of 1800 is recommended.

PassPhrase: Enter a PassPhrase in the corresponding field.



Using the Configuration Menu (continued)

Home > Wireless > WDS with AP Mode
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as PtP/PtMP Bridge and Access Point function simultaneously with the
same security setting. But all APs need to set as the same SSID.

Wireless

Band- IEEE 802.11g.

Mode- WDS with AP mode is selected from the pull-down menu.

SSID- Service Set Identifier(SSID)is the name designated for a specific
wireless local area network(WLAN).The SSID factpru default setting
is default. The SSID can be easily changed to connect to an existing
network or to establish a new wireless network.

SSID Enable or Disable SSID Broadcast. Enabling this feature broadcasts

Broadcast- the SSID across the network.

Channel- 6 is the default channel. All devices on the network must share the
same channel.

Auto Channel Select Enable or Disable.(Enable this feature to auto-select the chan-
Scan- nel for best wireless performance.)



Using the Configuration Menu (continued)

Home > Wireless> WDS with AP Mode(continued)
Remote AP Enter the MAC address of the APs in your network that will
MAC Address- serve as bridges to wirelessly connect multiple networks.

Authentication: Open System
Shared Key
Open System/Shared Key
WPA-PSK
WPA2-PSK
WPA-Auto-PSK

Select Open System to communicate the key across the network.

Select Shared Key to limit communication to only those devices that share the same
WEP settings.

Select Open System/Shared Key to allow either form of data encryption.

Select WPA-PSK, WPA2-PSK, WPA-Auto-PSK to secure your network using a
password and dynamic key changes. (No RADIUS server required).

Home > Wireless> WDS with AP Mode> WEP Encryption

Encryption: Select Disabled or Enabled. (Disabled is selected here).
Key Type*: Select HEX or ASCII.
Key Size: Select 64-, 128-, 152-bits.
Valid Key: Select the 1st through the 4th key to be the active key.

First through Input up to four keys for encryption. You will select one of these
Fourth keys: keys in the valid key field.

*Hexadecimal digits consist of the numbers 0-9 and the letters A-F

ASCIl (American Standard Code for Information Interchange) is a code for
representing English letters as numbers from 0-127

Home > Wireless> WDS with AP Mode> WPA-PSK, WPA2-PSK,
WPA-Auto-PSK

Cipher Select AES or AUTO from the pull down menu.
Type:
Group Key Select the interval during which the group key wll be valid. The
Update Interval: default value of 1800 is recommended.

PassPhrase: Enter a PassPhrase in the corresponding field.



Using the Configuration Menu (continued)

Home > Wireless >WDS Mode
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WDS (Wireless Distribution System) mode can set APs to work as
PtP/PtMP Bridge. But all APs need to set as the same SSID.

Service Set Identifier(SSID)is the name designated for a specific

wireless local area network(WLAN).The SSID factpru default setting
is default.The SSID can be easily changed to connect to an existing

Enable or Disable SSID Broadcast. Enabling this feature broadcasts

Wireless
Band- IEEE 802.11g.
Mode WDS is selected from the pull-down menu.
SSID
network or to establish a new wireless network.
SSID
Broadcast- the SSID across the network.
Channel-

same channel.

6 is the default channel. All devices on the network must share the

Auto Channel Select Enable or Disable.(Enable this feature to auto-select the channel

Scan

for best wireless performance.)



Using the Configuration Menu (continued)

Home > Wireless>WDS Mode(continued)

Remote AP Mac Enter the MAC address of the APs in your network that will serve
Address- as bridges to wirelessly connect multiple networks.

Authentication: Open System
Shared Key
Open System/Shared Key
WPA-PSK
WPA2-PSK
WPA-Auto-PSK

Select Open System to communicate the key across the network.

Select Shared Key to limit communication to only those devices that share the same
WEP settings.

Select Open System/Shared Key to allow either form of data encryption.

Select WPA-PSK, WPA2-PSK, WPA-Auto-PSK to secure your network using a
password and dynamic key changes. (No RADIUS server required).

Home > Wireless> WDS Mode> WEP Encryption

Encryption: Select Disabled or Enabled. (Disabled is selected here).
Key Type*: Select HEX or ASCII.
Key Size: Select 64-, 128-, 152-bits.
Valid Key: Select the 1st through the 4th key to be the active key.

First through Input up to four keys for encryption. You will select one of these
Fourth keys: keys in the valid key field.

*Hexadecimal digits consist of the numbers 0-9 and the letters A-F

ASCIl (American Standard Code for Information Interchange) is a code for
representing English letters as numbers from 0-127

Home>Wireless>WDS Mode>WPA-PSK, WPA2-PSK, WPA-Auto-PSK

Cipher

Type:

Group Key Select the interval during which the group key wll be valid. The
Update Interval: default value of 1800 is recommended.

AES is used here.

PassPhrase: Enter a PassPhrase in the corresponding field.



Using the Configuration Menu (continued)

Home > Wireless > AP Repeater Mode

X2 . — -
Lolie AiPlus G-
EME
High-Speed 2.4GHz Wireless Access Point
DWL-2100AP - " - :
| 0T Advanced  Tools Status Help
‘-' = Wireless Settings
Wireless Band IEEEBOZ 11g
1 T _— "
i (72 g
SSID Broadcast Enable (¥
Wireless Channel |6 V!2.43T GHz Auto Channel Scan
AP Repeater
T LaN Root AP MAC Address
SSID [DFL-ms10 |
Site Survey
Type CH Signal BSSID Security SSID

AP Repeater mode only can work with DWL-2100AP in the same H/W &
F/W version.

Wireless
Band- IEEE 802.11g.
Mode AP Repeater is selected from the pull-down menu.

Remote AP Mac Enter the MAC address of the root AP or site survey to choose
Address or the root AP in your network that will allow you to repeat the
Site Survey- . .

wireless signal of the root AP.



Using the Configuration Menu (continued)

Home > Wireless>AP Repeater Mode(continued)

Authentication: Open System
Shared Key

Select Open System to communicate the key across the network.

Select Shared Key to limit communication to only those devices that share the same
WEP settings.

Home > Wireless> AP Repeater Mode> WEP Encryption

Encryption: Select Disabled or Enabled. (Disabled is selected here).
Key Type*: Select HEX or ASCII.
Key Size: Select 64-, 128-, 152-bits.
Valid Key: Select the 1st through the 4th key to be the active key.
First through Input up to four keys for encryption. You will select one of these
Fourth keys: keys in the valid key field.

*Hexadecimal digits consist of the numbers 0-9 and the letters A-F

ASCIl (American Standard Code for Information Interchange) is a code for
representing English letters as numbers from 0-127



Using the Configuration Menu (continued)

Home > Wireless > AP Client Mode

DWL-2100AP
|

Wireless

D-Link
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High-Speed 2.4GHz Wireless Access Point

0T Advanced  Tools Status Help |
Wireless Settings
Wireless Band EEEBD2.11g
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SSID Broadcast Enahle
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AP Client

Root AP MAC Address |
SSID | |

Site Survey

Type CH Signal BSSID Security sSsSip

AP Client mode can only support single wired station for best

compatibility.

Wireless
Band-

Mode-

Remote AP
Site Survey-

IEEE 802.11g.

AP Client is selected from the pull-down menu.

Will transform any IEEE 802.3 device(e.g., a computer, printer,
etc.). into an 802.11b wireless client when it communicates with
another DWL-2100AP that is acting as the root AP. Site survey to
choose the root AP in your network.



Using the Configuration Menu (continued)

Home > Wireless>AP Client Mode(continued)

Authentication: Open System
Shared Key
WPA-PSK
WPA2-PSK

Select Open System to communicate the key across the network.

Select Shared Key to limit communication to only those devices that share the same
WEP settings.

Select WPA-PSK, WPA2-PSK to secure your network using a password and
dynamic key changes. (No RADIUS server required).

Home > Wireless> AP Client Mode> WEP Encryption

Encryption: Select Disabled or Enabled. (Disabled is selected here).
Key Type*: Select HEX or ASCII.
Key Size: Select 64-, 128-, 152-bits.
Valid Key: Select the 1st through the 4th key to be the active key.

First through Input up to four keys for encryption. You will select one of these
Fourth keys: keys in the valid key field.

*Hexadecimal digits consist of the numbers 0-9 and the letters A-F

ASCIl (American Standard Code for Information Interchange) is a code for
representing English letters as numbers from 0-127

Home> Wireless> AP Client Mode> WPA-PSK, WPA2-PSK

Cipher Select AES or TKIP from the pull down menu.
Type:
Group Key Select the interval during which the group key wll be valid. The
Update Interval: default value of 1800 is recommended.

PassPhrase: Enter a PassPhrase in the corresponding field.



Using the Configuration Menu (continued)

Home > LAN
D-Link

Building Networks for People

-AirPlus o
XorremE,
High-Speed 2.4GHz Wireless Access Point

DWL-2100AP
| Home Advanced Tools Status Help
‘ : LAN Settings
Get IP From i_EEE(.Manuale .
IP Address |192.168.0.50
Subnet Mask [o55 255 285 0
|255.255.255.0
Default Gateway iU_D_D_D
—— 9 90O
Apply Cancel Help

LAN is short for Local Area Network. This is considered your internal network. These
are the IP settings of the LAN interface for the DWL-2100AP. These settings may be
referred to as private settings. You may change the LAN IP address if needed. The LAN
IP address is private to your internal network and cannot be seen on the Internet.

Get IP From- Select Static (Manual) or Dynamic (DHCP) as the method you
will use to assign an IP address to the DWL-2100AP.

IP Address- The IP address of the LAN interface. The default IP address
is: 192.168.0.50

Subnet Mask- The subnet mask of the LAN interface.

The default subnet mask is 255.255.255.0

Default Gateway- This field is optional. Enter in the IP address of the gateway
on your network.

Apply- Click Apply to save the changes.



Using the Configuration Menu (continued)

Advanced > Performance

Wireless Band-

Data Rate-

Beacon Interval-

DTIM-

Fragment
Length-

RTS Length-

Transmit
Power-

802.11g only-

Preamble-

IEEE 802.11g

The Data Rates are Auto, 1Mbps, 2Mbps, 5.5Mbps, 6Mbps,
9Mbps, 11Mbps, 12Mbps, 18Mbps, 24Mbps, 36Mbps,
48Mbps, 54Mbps.

Beacons are packets sent by an access point to synchronize a

network. Specify a beacon interval value. The default (100) is
recommended.

(Delivery Traffic Indication Message)- 3 is the default setting. DTIM
is a countdown informing clients of the next window for listening
to broadcast and multicast messages.

The fragmentation threshold, which is specified in bytes, determines
whether packets will be fragmented. Packets exceeding the 2346 byte
setting will be fragmented before transmission. 2346 is the default
setting

This value should remain at its default setting of 2,346. If you
encounter inconsistent data flow, only minor modifications to the
value range between 256 and 2,346 are recommended

Choose full, half (-3dB), quarter (-6dB), eighth (-9dB), minimum
power.

For increased speed in your network, enable this option.
802.11b devices will be excluded.

Select the default value Short and Long, or Long Only.



Using the Configuration Menu (continued)

Advanced > Filters > Wireless Access Settings

D-Link

Burildieg Metwori for Peopls

urfnrrn ance

DWL-Z 100AF

| [ __Home EFEVEETEN Too Helg
Wireless Access Settings A Prartilar
Wimless Band
Ascess Conirgl | Cvsable [
Mac Address Sava | ﬁ d o

Apply Cancel Help

MAC Addreas Dalate MAC Addresa Dalata

II

Filter

DOHCP Sarver

B et
Multi-3510

—AirPlus o5
Xomenmels

High-Speed 2.4GHz Wireless Access Point

The following fields are available for configuration in this window:

Wireless Band-

Access Control-

MAC Address-

Access Control
List-

Apply-

IEEE 802.11g.

Select Disabled to disable the filters function.

Select Accept to accept only those devices with MAC addresses
in the Access Control List.

Select Reject to reject the devices with MAC addresses in the
Access Control List.

Enter the MAC addresses of the devices that you wish to control
here. Click Save to add to the Access Control List.

The MAC addresses in this list can be accepted or rejected for
inclusion in the network, depending upon the Access Control
selection. Click on the Delete icon next to the MAC address to
delete it from the list.

Click Apply to save the changes



Using the Configuration Menu (continued)

Advanced > Filters > WLAN Partition

“AirPlus
Xrreme,

High-Speed 2.4GHz Wireless Access Point
DWL-2 100AP — :
* [ Home VU Tools  Status  Help
‘ Wireless Access Seftings / WLAN Panitiol
m ‘Wirgless Dand
Access Control Disable i|
Filver i Mac Address a 4.‘3 o
Apply Cancel Help
MAC Address Delete  MAC Address Delete
=
Wireless Band- IEEE 802.11g

Internal Station
Connection-

Ethernet to WLAN
Access-

Enabling this feature allows wireless clients to
communicate with each other. If this feature is disabled,
wireless stations of the selected band are not allowed to
exchange data through the access point.

Enabling this feature allows Ethernet devices to
communicate with wireless clients. If this feature is
disabled, all data from the Ethernet to associated wireless
devices is blocked, but wireless devices can still send
data to the Ethernet.



Using the Configuration Menu (continued)
Advanced > Grouping

D-Link -Al:-ﬂla us ="

g hrtworks o Fegie
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EHigP Server
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The D-Link DWL-2100AP allows you to balance the distribution of wireless client
connections across multiple access points. Using load balancing, you can prevent
scenarios where a single access point in your network shows performance
degradation because it is handling a disproportionate share of the wireless traffic.

Load Balance- Select Enabled or Disabled.

User Limit- When Load Balance is enabled, select the user limit.
Link Intergrate- Select Enabled or Disabled

Ethernet Link Displays the link status of the Ethernet connect.

Status-



Using the Configuration Menu (continued)

DHCP Server
Control-

Enable or
Disable the DHCP
function here.

IP Assigned
From-

Input the first IP
address available
for assignment in
your network.

The Range of
Pool (1-255)-

Enter the number
of IP addresses
available for
assignment.

SubMask-

Gateway-

Wins-

DNS-

Domain Name-

Lease Time (60-
31536000 sec)-

Status-

Apply-

Advanced > DHCP Server > Dynamic Pool Settings

DWL-2 100AP
[

~

Filter

DHCP Sarver

Mult-3510

?Afr}Fﬁ lus G-

High-5Speed 2.4GHz Wireless Access Point

Slatec Posl Selngs
DHCP Serear Conral

Function EnableTisable
Dymamdc Foal Seltings

P Agmgread Fram

Thet Raryé of Pl (1-255)
SubMask

Giteway

Wins

Dhs

Demasn Mame

Leasa Tima | - JIEE000 war)

Status

Enter the subnet mask.

Disnhled El

Enter the IP address of the router on the network.

Windows Internet Naming Service is a system that determines the
IP address of a network computer that has a dynamically assigned

IP address.

Enter the IP address of the DNS server. The DNS server translates
domain names such as www.dlink.com into |IP addresses.

Enter the Domain Name of the DWL-2100AP.

The Lease Time is the period of time before the DHCP server will
assign a new |P address.

Turn the Dynamic Pool Settings ON or OFF here.

Click Apply if you have made any changes.



Using the Configuration Menu (continued)

Advanced > DHCP Server > Static Pool Settings*

DHCP Server
Control- AirPlus
Enable or =
Disable the DHCP High-Speed 2.4GHz Wireless Access Point
f t h DWL-Z 1D0AF _ )
unction here. T ST Advanced = .
‘ STtic ool Solngs
erformance :':!Lk::h'::\'f:l,::lt Crenciad =
Assigned IP- Stutic Prad Seting '
M Fiter Ssugrt P

Enter the static IP
address of the
device here.
Assigned MAC

Address-
Enter the MAC
address of the

device here. Shatus
SubMask- @90
Enter the subnet Apoly Concel Help
mask here. m&:f:ﬂm P sdden Sute  Ddli Delese
Gateway-

Agsignat WAL Addeas
Sybiask

Grabwway

W

s

Dicrrrian Marse

Enter the IP address of the gateway on the network.

Wins-

Windows Internet Naming Service is a system that determines the IP address of the
a network computer that has a dynamically assigned IP address.

DNS-

Enter the IP address of the DNS server. The DNS server translates domain names such
as www.dlink.com into IP addresses.

Domain Name-

Enter the Domain Name of the DWL-2100AP.

Status-

Turn the Static Pool Settings ON or OFF here.

After you have input the Static Pool Settings for each device, click Apply and the
profile will appear in this list at the bottom of the window.

*Please note that IPs assigned in the Static Pool Settings must not be in the same
range as those in the Dynamic Pool Settings.



Using the Configuration Menu (continued)

Advanced > DHCP Server > Current IP Mapping List

D-Link
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This screen displays information about the current DHCP dynamic and static IP address
pools. This information is available when you enable the DHCP function of the DWL-2100AP
and assign dynamic and static IP address pools.

Current DHCP Dynamic Pools-These are IP address pools to which the DHCP
server function has assigned dynamic IP addresses.
Binding MAC address- The MAC address of a device on the network
that is within the DHCP dynamic IP address
pool.

Assigned IP address- The current corresponding DHCP-assigned
dynamic IP address of the device.

Lease Time- The length of time that the dynamic IP address
will be valid.

Current DHCP Static Pools-These are IP address pools to which the DHCP server
function has assigned static IP addresses.

Binding MAC address- The MAC address of a device on the network that
is within the DHCP static IP address pool.

Assigned IP address-  The current corresponding DHCP-assigned
static IP address of the device.



Using the Configuration Menu (continued)
Advanced > Multi-SSID

“AirfPlus G-
High-Speed 2.4GHz Wireless Access Point
DWL-Z 100AP

| m .ﬁd‘n‘ﬂ.ﬂl‘.ﬂd e i L

L] Enable Mui35I0 [ Enable YLAN State
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Indl.‘l
2RI
[r——— Security
Grouplng
WLAN ID
Key Seftings
BHCP Server ey Type
= ey Size
| Multi-S5ID Key |1 v |ssssssssss
Mulii-S5I10
Index slb Dand  Cocypiion o el

If you want to configure the Guest and Internal networks on Virtual LAN (VLANS), the
switch and DHCP server you are using must suppport VLANSs. As a prerequisite step,
configure a port on the switch for handling VLAN tagged packets as described in the
IEEE802.1Q standard.



Using the Configuration Menu (continued)
Advanced > Multi-SSID(continued)

Index-

SSID-

Security-

VLAN
Group ID-

The Primary SSID and Security cannot be changed here.Those values
follow the setting in Home>Wireless.

When you Enable Multi-SSID you can name each Multi-SSID.

The Security option for these seven Multi-SSIDs are
None, Open System or Shared Key, WPA-EAP, WPA-PSK,
WPA2-EAP, WPA2-PSK, WPA-Auto-EAP, WPA-Auto-PSK

When you Enable VLAN State and configure internal and Multi-SSID
networks on VLANS, this field will be enable.

Provide a number between 1 and 4094 for internal VLAN.

This will cuase the access point to send DHCP request woth the VLAN
tags. The switch and the DHCP server must support VLAN IEEE802.1Q
frames.The access point must be able to reach the DHCP Server.

Check with the Administator greading the VLAN and DHCP configurations

Advanced > Multi-SSID > WEP Encryption

Key Type-
Key Size-
Key-

Select HEX or ASCII

Select 64-,128-,152-bits
Select the 1st through the 4th key to b the active key. Enter key here.

Advanced > Multi-SSID > WPA-PSK, WPA2-PSK, WPA-Auto-PSK

Cipher Select AES, AUTO or TKIP from the pull down menu.
Type:

Group Key Select the interval during which the group key will be valid. The
Update Interval: default value of 1800 is recommended.

PassPhrase: Enter a PassPhrase in the corresponding field.

Note: If any of the SSID uses security of WPA-PSK, WPA2-PSK, WPA-Auto-PSK,
WPA-EAP, WPA2-EAP, WPA-Auto-EAP, it will occupy the key space 2 and 3, leaves
only key 1 and key 4 for other SSIDs to use for WEP key.

The Multi-SSID’s security can be WPA-EAP, WPA2-EAP, or WPA-Auto-EAP only when
the Primary SSID’s security is at the same security level. Also, they must connect to the
same RADIUS server.



Using the Configuration Menu (continued)

Tools > Admin

D-Link ~“AirPlus

Parifry; Hriamaby o Peopie e

DWL-Z 10DAF
|

f Systems
Firmmare

Admin

Cfg File

User Name-

Limit Admin-
istrator IP-

User Name-

Old Password-
New Password-

Confirm New
Password-

Console
Protocol-

Time Out-

Community
String-

Trap Sever IP-

High-5peed 2.4GHz Wireless Access Point
OB Stotus___Help |

Limit Bilmiinkmaan [P
[0 Lme Aderareasatad B 1
Lamit Adearesratal P 7
Logls
Utine Harr wmn
Olf Piripwrned

Harwr Pagwwond

Confiem Mpw Paggsmd

Caariils

Canio Pestogal Oidone @ Telnet  D5EH
Tirrwsind AMnE =

AN

Pubh: Commungy Sleam  phbe

Prvwie Comenundy Straem | pewale

Trap Sarar i@

L) Usar status notéscaton | for LBS)

Enter a user name; admin is the default setting.

Enable the Limit Administrator IP, you can set one or two
IP address which allowed to manage this AP.

Enter a user name; admin is the default setting.

To change your password, enter your old password here

Enter your new password here.

Enter your new password again.

Choose None, Telnet or SSH.

Select a time period after which a session timeout will occur.

Enter the Public/Private Community string as the password to
access the SNMP service.

Enter the trap server IP when you enable User status notifica-



Using the Configuration Menu (continued)

Tools > System

Apply Settings

:'AIFJFIE lus Ve =

and Restart-
Click Restart to ot High-Speed 2.4GHz Wireless Access Point
apply the system [ Home  AdvancedBis - Status Help
settings and restart . =1
the DWL-2100AP.

éply Satlings and Rusisq [_Psinn
Restore to : Restooy 1o Factury Dvtast Sutings [P0 ]
Factory Default o
Settings- et
Click Restore to
return the Jr—
DWL-2100AP to its
factory default
settings.

Tools > Firmware

Update File- W_*__ AJ
After you have = %E"
downloaded the High-Speed 2. 4GHz Wireless Aceess Point

i DWL-2100AF
e poon version i [ tome _advancedfll OB Siotis__telo_|

of the firmware

from www.support.
dlink.com you can
browse your hard
drive to locate the
downloaded file and
click OK to update
the firmware.

Flimvware Veindsa: v2.00

Lipdate Fila [(Emas_ [0%]
Help

1 File

Mine

fIE " EE




Using the Configuration Menu (continued)

Tools > Cfg File

Update File- D-Li .

-Link =
Browse for the R et o et _ﬂf% G-
configuration High-Speed 2.4GHz Wireless Access Polnt
settings that you OWL-2100AF . — .
have saved to your " tome __Advancedilh (VUM status _liclp _|
hard drive. Click OK O =
when you made Avdman Sre (Browen ] [ %]
your selection. P Lo pettings b Locel Hord D [OF]
Load Settings to 4
the Local Hard g Help
Drive-
Click OK to load
the selected ——
settings.

Tools > Misc.

Telnet Settings
—AirPlus i
IorenmeslS

Status- High-Speed 2.4GHz Wircless Access Point
Click to Enable a :‘ Toois TR
elnet session. i 2 i
[P — Blatwy [7] Enabled
e Timacid dmme ¥
Timeout- E Aaply Caneat Help
Select atime period
after which a
session timeout will
occur.
| YT I

Telnet is a program that allows you to control your network from a single PC




Using the Configuration Menu (continued)

Status > Device Info

Buflding Networks for People

D-Link -‘Jql'l',pﬁ I""'s%: iy

High-Speed 2.4GHz Wireless Access Point
DWL-2 100AP

| Home  Advanced  Tools Status l!ﬁ].
‘ = Device Information
Firmware Version: v2.00
Device Info MAC Address: 00:0d:88:e5:f5.06
Ethernet
Get IP From: Marual
IP address: 192.1658.0.50
Subnet Mask: 2552552550
' Client Info Gateway: 0000
Wireless {802.11g)
33ID: default
Channel: B
Super G Mode: Dizabled
Rate: Auto
Security Level: Open System / Encryption Disabled
@
Help

This window displays the settings of the DWL-2100AP, as well as the Firmware version
and the MAC address.



Using the Configuration Menu (continued)

Status > Stats
D-Link

Building Networks for People

-AirPlus e
ENIE,

High-Speed 2.4GHz Wireless Access Point

DWL-2100AP
| Home Advanced  Tools Status m
‘ = WLAN 802.11G Traffic Statistics

ThroughPut

r——

‘Device Info Transmit Success Rate 84 %
Transmit Retry Rate 0 %

Stals Receive Success Rate 4 %

Receive Duplicate Rate 0 %

RTS Success Count 0
TR T
' Client Info RTS Failure Count 2392

Transmitted Frame Count

Transmitted Frame Count 408
Multicast Transmitted Frame Count B3
Transmitted Error Count a3
Transmitted Total Retry Count 0

Transmitted Multiple Retry Count 0
Received Frame Count

Received Frame Count 75
Multicast Received Frame Count BB
Received Frame FCS Errar Count 2392

Receivad Frame Duplicate Count O

Ack Rey failure Count 584
Wep Frame Error Count

YWEP Excluded Frame Count 0
YWEP |CY Error Count 0

O+

Refresh Help

This window displays the statistics of the wireless local area network.
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Status > Client Info

D-Link

Building Networks for People

:‘Alr’Pﬁ |I.5!w -

High-Speed 2.4GHz Wireless Access Point

DWL-2100AP . _
i Home Advanced Tools Status l!ﬁ]_

Client Information 1 station(s)
| Power Saving |
Mode

Device Info MAC Band | Authentication | Signal
[ 0004288746628 | & | OpenSystem | 24% | Off

| /K

Stals

Client Info

Client Information Select this option to obtine infomation on wireless clients.(A client is a
device on the network that is communicating with the DWL-2100AP)



Using the Configuration Menu (continued)

Status > Log
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The log information will include, but not limited to, the following items:

* Upgrade Firmware
* Client associate and disassociate with AP
* Web loginlf you require

Log Sever- If you require more space to hold your logs, please provide the
IP address of the Server that will store your logs. The embedded
memory can only have up to 300 logs.

Log Server/IP Enter the IP address of the log server.
Address-

Log Type- Check the box for the type of activity you want to log. There are
three types: System Activity, Wireless Activity, and Notice.



Using the Configuration Menu (continued)

Help

D-Link “AirPlus

Buflding Networks for People ;"51:7 “E;Fu'
High-Speed 2.4GHz Wireless Access Point

DWL-2100AP
| Home  Advanced _ Tools Status Help

‘ = Home

« Setup Wizard
« Wireless

o LAN Settings

Advanced
« Mode
« Performance
« Filters
« Encryption
« DHCP

Tools
« Administrator Settings
« System Settings
« Firmware Upgrade

« Configuration File
o Misc

Status
« Davice Information
« Statistics
« Client Info

FAQs

At this window you can access the help screens for the topics listed.



Using the AP Manager

The AP Manager is a convenient tool to manage the configuration of your network

from a central computer. With AP Manager there is no need to configure devices
individually. e —

To launch the AP Manager:
* Go to the Start Menu
» Select Programs

+ Select D-Link AirPlus Xtreme G°
AP Manager

* Select DWL-2100AP

Discovering Devices

aaad i
F o, i —
L | T I i
AR, Il
= 1| | |
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et iy F 2]
AR e ~

-
k el

Click on this button to discover the
devices available on the network.
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Using the AP Manager (continued)
Selecting Devices

The AP Manager allows you to configure multiple devices all at once. To select a single
device, simply click on the device you want to select. To select multiple devices, hold
down the Ctrl key while clicking on each additional device. To select an entire list, hold
the Shift key, click on the first AP on the list and then click on the last AP on the list.

IP Configuration

You can assign an IP address to an AP or assign IP
addresses to multiple AP’s by clicking on this button
after selecting the device(s).

= D Link KirPlus Xireme G AP Mansgsr

-1 ank
Rl
Nwwimr O
AR
ViamEper

Fint I BERCEIN: |

IPMsmack [ 255 255 35 0

o | Cancel |

Muanager

Action Mesiaon |

Select the AP that you want to assign an IP address to and click the IP button. Enter
the IP address and IP netmask for the selected device and click OK.

You can configure multiple AP’s with IP addresses all at once. Click on the IP button
after you've selected all of the AP’s you want to assign an IP address. Enter the IP
address you want to assign the first unit and the AP manager will automatically assign
sequential IP addresses.



Using the AP Manager (continued)

Device Configuration

s

Click on this button to access the configuration
properties of the selected device(s).

The device configuration window allows you to configure settings but does not actually
apply the settings to the device unless you click the Apply button. You can also save
and load configuration files from this window. When you load a configuration file, you
must click Apply if you want the settings to be applied to the selected device(s).

Check & The Check All button will select all configurable options. Any setting
=t that has a checkmark next to it is applied to the device or saved to
the configuration file.

The Clear Checks button deselects all configurable options. This
Clear Checks . . .
feature is useful if you only want to change a few settings. Deselect
all items and only check the items that you want to modify.

Refresh Refresh will revert to the actual device settings of the selected
device(s).

Al To save settings to the device, you must click the Apply button. Only
PR settings that have a checkmark next to them will be applied.

Open The open button is used to load a previously saved configuration file.
After opening a configuration file, you must click the Apply button to
save the settings to the selected device(s).

The save button allows you to save a configuration file of the selected
device settings. Only settings that have a checkmark next to them
are saved. You cannot save a configuration file if you selected more
than one device in the device list.

Save

: The Exit button will close the device configuration window. Any settings
E xit , A
that haven’t been applied will be lost.

g



Using the AP Manager (continued)
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Device Configuration>General
When selecting multiple devices for configuration, some options are unavailable for

configuration as noted(*) below:
* Device Name(*): This allows you to change the device name for the selected

access point. You must place a checkmark in the Device Name box to change
the name. This option can only be configured when one access point is selected for
configuration.

* IP address and Subnet Mask(*): If you've selected one device for configuration and
you want to change the IP address of the device, check the IP Address box. You can
then enter an IP address and Subnet Mask for the selected access point. This option
is only configurable when one access point is selected for configuration. To configure
multiple devices with an IP address at one time, please reference the previous page.

* Gateway: Enter the IP address of your gateway, typically your router address.

* DHCP client; There is a pulldown menu to select enabled or disabled. When
enabled, the selected device(s) will function as a DHCP client(s). This allows them to
receive IP configuration information from a DHCP server. When disabled, the access

point(s) must have a static IP address assigned to them.



Using the AP Manager (continued)

T

Device Configuration>General (continued)

* Telnet Support: This pulldown selection enables or disables the ability to Telnet
into the selected device(s).

« Telnet Timeout: This pulldown selection defines the timeout period during a Telnet
session with the selected device(s).



Using the AP Manager (continued)

Device .
Configuration>Wireless Guwa | |Woskes | Seasty | Fown | A2 Node | DHGP S
* SSID: The Service Set (network) i3 oD
Identifier of your wireless network. e [ D
* Channel: Allows you to select a Eraresd E Sl S [
channel. 6 is the default setting. e T P gnen [
* SSID Broadcast: Allows you to S [Case e -
enable or disable the broadcasting bt [ewih =i T |

of the SSID to network clients.

* Super G: Super G is a group of
performance enhancement features
that increase end user application
throughput in an 802.11g network.
Super G is backwards compatible
with standard 802.11g devices.
For ideal performance, all wireless
devices on the network should be Dokt | DumDwcki| Fowoh | seor | 0w | e |[TEE

Super G capable. The modes are

listed below:
Super G Mode Function
Disabled Standard 802119 support. Mo enhanced capanlibes
Super G without Turbo Capabie of Facket Bursting, FastErarmes, Comprassion, Mo Turbo mods

Super G with Dynamle Turbo | Capabis of Packst Bursting. FastFramss, Compression, and Cyramic Turbo mods. This
Seftirng 15 bachwiands cormpatible wath non-Turbs (legacy) devces, Dyramic Tulko mode 15
oinfy anatled whan a8l dedaces on the virsless nobwork ane corfigured with Super G and
Cemarnic Turbo enabled

Super G with Static Turbo Capabie of Packet Bursting, FastFrames, Comprassion, and Static Turbo made. This
seqting is not backwards compatible vath non Turbo (legacy) desices Static urbo mode is
abwarys onand is onby enablad whin al dedcss on he wirdless nébwoek and configunsd
with Supar G and Static Turss enabled

* Radio Wave: Enable or disable the wireless functionality of the selected device(s).

» Data Rate: A pulldown menu to select the maximum wireless signal rate for the

selected devices(s).

» Beacon Interval (20~1000): Beacons are packets sent by an access point to
synchronize a network. Specify the beacon value for the selected device(s) here.

The default value of 100 is recommended.

+ DTIM (1~255): DTIM (Delivery Traffic Indication Message) is a countdown informing

clients of the next listening window for broadcast and multicast messages.

* Fragment Length (256~2346): This sets the fragmentation threshold (specified
in bytes). Packets exceeding the value set here will be fragmented. The default is

2346.

* RTS Length (256~2346): The RTS value should not be changed unless you encounter

inconsistent data flow. The default value is 2346.

* Tx Power: A pulldown menu for selecting the transmit power of the selected

device(s).
» Auto Channel Scan: Enable to scan for the least populated channel.



Using the AP Manager (continued)

Device Configuration>Security

& Device Co nfiguration

General | Wireless ,m Fiters | AP Mode | DHCP Server
Wwiep Key l
IEEES02.11g
v Authentication ’m
E nciyption ’m
Active Key Index m
TstKey [64  «|[HEx ~]| joooooooooo
Znd Key [64  ~|[HEX <] |DD 0000 00 00
FrdKey [64 =|[HEx ~] |ooopooooog
4th Key [64  ~|[HEx ~] jpooooooodo
Check &l | Clear Ehecks| Refresh | Apply | Open | Save | SRR

The Security tab contains the WEP configuration settings on the intial page. If you select
WPA as the authentication type, an additional tab will appear with the WPA configuration

options based on your selection.

¢ Authentication Type: Select from the pulldown menu the type of authentication to

be used on the selected device(s).

Authentication Type  Function

Cpen Thus iy 15 Cormrmuracabid acnoss e network
Shared Limited to communication with devices that shane the same WEF safings
Bath Thie by is commuracated and identical WEF sattings &ré raquiréd

WPA-EAP sard bo authenticéte cients vid @ Server

Do

and access point(s)

WPA-FSK

ol uilize & Senver for uthenBcation bul uses & pass phrase that is configured on the cienls

¢ Encryption: Enable or disable encryption on the selected device(s).
* Active Key Index: Select which defined key is active on the selected device(s).

» Key Values: Select the key size (64-bit, 128-bit, or 152-bit) and key type (HEX or
ASCII) and then enter a string to use as the key. The key length is automatically

adjusted based on the settings you choose.



Using the AP Manager (continued)

WP zetting
Cipher Type auo
Group Key Update Interyal |18|:||:| [300 - 9933339)

| [ - 63 chars]

Security Server

RADIUS Server |
RADIUS Port [0 - F5535] 1812
RADIUS Secret |
Check All | Clear Checks| Refrezh | Apply | Open | Save

Device Configuration>Security>WPA-EAP

* Cipher Type: Select auto, TKIP, or AES from the pulldown menu.

* Group Key Update Interval: Select the interval during which the group key will
be vaild. 1800 is the recommended setting. A lower interval may reduce transfer

rates.
* RADIUS Server: Enter the IP address of the RADIUS server.
* RADIUS Port: Enter the port used on the RADIUS server.
* RADIUS Secret: Enter the RADIUS secret.



Using the AP Manager (continued)

rd
W PA zetting
Cipher Type TEIP -
Group K.ey Update |nteryal |1 800 [300 - 3335353)
PassPhrase I (& - 63 chars]
Check All I Clear Ehecksl Refresh I Apply I Open I Save Exit

Device Configuration>Security>WPA-PSK

¢ Cipher Type: Select auto, TKIP, or AES from the pulldown menu.

* Group Key Update Interval: Select the interval during which the group key will
be vaild. 1800 is the recommended setting. A lower interval may reduce transfer
rates.

* PassPhrase: Enter a PassPhrase between 8-63 characters in length .



Using the AP Manager (continued)

Ea Device Configuration

General | ‘Wireless Security Filters AP Mode DHCP Server
WLAM Partition
IEEEB0Z2.11g

Iv Internal Station Connection Enable -
[V Ethermet to WLAN Access Enable -

~IEEEBD211g Access Setting

v Access Control Dizable =

Check All | Clear Ehecks| Fefresh | Apply | Open Save TR

Device Configuration>Filters

* Internal Station Connection: Enabling this allows wireless clients to communicate
with each other. When this option is disabled, wireless stations are not allowed to
exchange data through the access point.

* Ethernet to WLAN Access: Enabling this option allows Ethernet devices to
communicate with wireless clients. When this option is disabled, all data from
Ethernet to wireless clients is blocked. Wireless devices can still send data to the
Ethernet devices when this is disabled.

* Access Control: When disabled access control is not filtered based on the MAC
address. If Accept or Reject is selected, then a box appears for entering MAC
addresses. When Accept is selected, only devices with a MAC address in the list
are granted access. When Reject is selected, devices in the list of MAC addresses
are not granted access.



Using the AP Manager (continued)

%= Device Configuration

General “whireless Security Filters AP Mode DHCP Server
IEEESB0211g
v AP mode A i -
A Hepeater
AP Client
Check Al | Clear Chec:ks| Refresh | Apply | Open Save E =

Device Configuration>AP Mode

* Access Point: The default setting used to create a wireless LAN.

* WDS with AP: Allows you to connect multiple wireless LANs together,while still functioning
as an AP.If enable, you must enter the MAC address of the other DWL-2100APs.

* WDS: Allows you to connect mulitple wireless LANs together. All other LANs must be
using DWL-2100APs.When enable , you must enterthe MAC address of the other
DWL-2100APs.

» AP Repeater: Allows you to repeat the wireless signal of the root access point. When
enabled you must enter the MAC address of the root access point.

¢ AP Client: Allows any device with an Ethernet connection to connect to the wireless
network via another DWL-2100AP, such as a printer, gaming console (Xbox, PS2), or
a computer. You will need to enter the SSID of the DWL-2100AP that is functioning as
an AP.



Using the AP Manager (continued)

& Device Co nfiguration
General wirgless Security Filters AP Mode DHCF Server

¥ DHCP Server dizable =

v Dynarnic Poal 5 ettings Iv Static Pool Settings

IP Assigned From: o o0 o 0 Add Edil;| Del

Rangeof Fooli1~28800 Mac Address | 1P Address | status |
SubMask oo o 0

Gateway [ ]

Wwing oo o 0

DS 1] 0

|

Dornain M ame

Leasze Time(B0~31536000 sec) |0

Status OFF -
Check All | Clear Ehecks| Refresh | Apply | Open | Save | E it

Device Configuration>DHCP

L]

DHCP Server: Enable or disable the DHCP server function.

Dynamic Pool Settings: Click to enable Dynamic Pool Settings. Configure the IP
address pool in the fields below.

Static Pool Settings: Click to enable Static Pool Settings. Use this function to assign the
same IP address to a device at every restart. The IP addresses assigned in the Static
Pool list must NOT be in the same IP range as the Dynamic Pool.

IP Assigned From: Enter the initial IP address to be assigned by the DHCP server.
Range of Pool (1~255): Enter the number of allocated IP addresses.

SubMask: Enter the subnet mask.

Gateway: Enter the gateway IP address, typically a router.

Wins: Wins (Windows Internet Naming Service) is a system that determines the IP
address of a network computer with a dynamically assigned IP address, if applicable.

DNS: The IP address of the DNS server, if applicable.

Domain Name: Enter the domain name of the DWL-2100AP, if applicable.
Lease Time: The period of time that the client will retain the assigned IP address.
Status: This option turns the dynamic pool settings on or off.



Using the AP Manager (continued)

Ganeral winelenr SaciEby Filbest &P Mods DHCF Server Cherd Irfa Febiualts-5 S0
MALC Addrais | Band | Authertication | RSS) | Power Meda |
Chant Inde
CheckAl | ClesiChecks] Feissh | Aok | Opsn | Save e |

Device Configuration>Client Info

Client Info. Select the option to obtain information on wireless clients.(A client is a
device on the network that is communicating with the DWL-2100AP)

Mac Address  Displays the MAC address of the client.

Band Displays the wireless band.

Authentication Displays the type of authentication that is enabled.
RSSI Indicates the strength of the signal.

Power Mode Displays the status of the power saving feature.



Using the AP Manager (continued)

S Device Configuration
General Wireless Security Filter AP Mode DHCF Server Client Infa | | Muli-551D

i

| ¥ EnableWLAM Status

taszter SSID 121 oo Security {Dpen
YLAN Group D | (1-4035)

[ Enable Guest S5ID1 Status

551D [t=st YLAM Group 1D[1-4095) |1
Securty Iﬁ key Index I _J
wieb Key |':E - | _] | 11111
[~ Enable Guest S5102 Status
551D |’ WLAM Group ID[1-4085] {3
Security lﬁ Ky Index | I _j
‘wheb Key |54 =] [HEx =] |00 00 o0 00 0o
.l_ Enable Guest SSIbS Status
SsiD [testz YLAN Group 1D[1-4095) |4
Security lﬁ Key Index | 1 _j

wheb Key ] J | _J | 00 00 0000

Check all | Clear Ehecks| Refresh I Apply | Open Save E =it

Device Configuration>Multi-SSID

The DWL-2100AP offers configure using Multiple SSIDs. allowing of a vitually sepegated
station by sharing the same channel. One primary SSIDcan be assocaited with up to 3
guest SSIDs. Becuase guest SSIDs cannot be scanned by site survey tools uers cannnot
assocaite with guest SSIDs unless thy know the exact SSID and security setting. The
VLAN function can been enabled for both the primary SSID and the guest SSID.



Using the AP Manager (continued)

Configuration Files
The DWL-2100AP allows you to save the device settings to a configuration file. To save
a configuration file, follow these steps:

 Select a device from the Device List on the main screen of the AP Manager.

* Click the device configuration button.

* Click the Save button after you have all of the settings as you want them.

* A popup window will appear prompting you for a file name and location. Enter the
file name, choose a file destination, and click Save.

&Y
|

[Device Configuration buttor}

To load a previously saved configuration file, follow these steps:

» Select a device or devices from the Device List on the main screen of the AP
Manager.

* Click the device configuration button.

* Click the Open button.

* A popup window will appear prompting you to locate the configuration file. Locate the
file and click Open.

* The configuration file is loaded into the AP Manager but has not actually been written to

the device(s). If you want to use the newly loaded configuration for the selected device(s),
click Apply and the configuration settings will be written to the device(s).

5N
]

(Device Configuration buttor)

You must always click
& Apply in the Configuration

window if you want the

settings to take effect.




Using the AP Manager (continued)

Firmware

Zn

You can upgrade the firmware by clicking on
this button after selecting the device(s).

To upgrade the firmware:

* Download the latest firmware upgrade from http://support.dlink.com to an easy
to find location on your hard drive.

¢ Click on the firmware button as shown above.
¢ A popup window will appear. Locate the firmware upgrade file and click Open.

IMPORTANT! DO NOT DISCONNECT POWER FROM THE UNIT WHILE THE
FIRMWARE IS BEING UPGRADED.

5

You can customize the basic System Settings for
the DWL-2100AP by clicking on this button.

System Settings

» Access Password: This sets the admin password for
the selected device(s). (mspmmtig.___ )|
¢ Auto Refresh: This setting allows you to enable auto scca taeerd ] s
refreshing of the network device list. By default this option

. . . % Timamcai [

is disabled. If you choose to enable it, you mustenterthe | o=~ "

refresh interval in seconds. Eaipasion ik Tima 1
Confguashon Ciosniond T 1]

(= Flash Uipcaie T me ]

Tacctory Maost T s (]

T4 Dot Tirma 1]

All other settings on this screen should
be left at the default setting.

T T Fiash Undabe Fime 3]

Tirsng Tolevarcs e

W] ") & 5 £ 5 HEE™

oy Tirsscust [x]

Doy Packsts Humbes

doiciPahech [Duscs =] |

Lt i i




Using the AP Manager (continued)

Setup Wizard

This button will launch the Setup Wizard that will
guide you through device configuration.

Click Next )

o Wirard DWL -2 1004P

‘Walcoma o DWL-21004F Sehep Wirard The 'Wirsed will guida you
wrrough B8 lour quick 218pas shown below. Beqin by chicking Maot .

Step 1 Sel you new passwond
Siep 2 Sel the S50 and Channel (B02.11g)
Step 3.5t Encryption (802 11g)

Sep 4 Fesan

)

Enter a Password and retype it
in the Verify Password field.

= Wirard OWL -3 100AR

Set Password

"o misy change thi passwnd by arsbnng & niw passwond
Yardy tha new paseword

Chck Nexd to conlinue

Passwtad

Click Next

Wiarily Pagsword




Using the AP Manager (continued)

Setup Wizard (continued)

o Wicard WL - FTINIAE

QUAE SSTUR WIZaTd

Set Wireless LAN 802.11g Connection

Enter the S510 and Channel 1o be used for the YWielass LAN 802119
connechon, Chok Mext 1o confirug

SS0. [ema
Enter the SSID and the . ‘
Channel for the network. L |

'CIickNext - ; e |

= Wiard [WL-2100AF

WERP Encryption for 802.11g

I you wish o use encrypbon, enoble d here and enler the
ancrypion key values. Click Next o conhinue

WEF: dishl =

i ble E e [__|H" =

you want to enable Encryp- Siro - -
tion, enter the Encryption values o >

here FIH-":B}I' [‘il:lll.'ll.'ll':l'.ll[l

Click Next .,m-'-ﬂ e | | Est




Using the AP Manager (continued)

Setup Wizard (continued)

[

= Wizard DWL-2100AP E”zlrs__('

JOAE SEetup Wizarc

Setup Complete!

The SetupWizard is completel Click Prewv to modify the
previous settings. Click Finish to save the current settings and
restart the DWyL-21 00AF.

< Prew Exit

Click Finish

The DWL-2100AP setup is complete!



Using the AP Manager (continued)

Refresh

i
]

Click on this button to refresh the list
of devices available on the network.

Devices with a checkmark e
next to them are still
available on the network.
Devices with an X are no
longer available on the
network.

Nkt | b My | biibies | [P | Wt | o Wi | D e | e
L DLW EEMMECTEE 1RAN SN 200 Dl e

About

Click on this button to view the version
of AP Manager.

| D-Link AirPlus Xtreme G AP Manager

W Version 210

Copyright 2004 D-Link, Corparatian,




Networking Basics

Using the Network Setup Wizard in Windows XP

In this section you will learn how to establish a network at home or work, using
Microsoft Windows XP.

Note: Please refer to websites such as http./www.homenethelp.com
and http.//www.microsoft.com/windows2000 for information about networking
computers using Windows 2000,/Me/98SE.

Go to Start>Control Panel>Network Connections
Select Set up a home or small office network

Hetwork Setup Wizand

Welcome to the Network Setup
Wizard

Thiz wizard will help you zet up this computer to rn on your
nebwork, Witk a network, you car;

Share an Intemet connection

Set up Internet Connection Firewall
Share filez and folders

Share a printer

L I R

To continue, click Mext,

l Mest > [ Cancel

When this screen appears, click Next.



Networking Basics (continued)

Please follow all the instructions in this window:
Network Setup Wizard

Before you continue.___

Before you continue, review the heckhst far creating & netwarks.

Then, complete the following steps:

+ Install the network, cards, modems, and cables.

+ Tum on all computers, printers, and external modams.
+ Connect to the Internet.

“when you click Mest, the wizard will zearch for a thared Intermet connection on pour nebwork.

[ < Back ” Mest » l[ Cancel ]

Click Next.

In the following window, select the best description of your computer. If your
computer connects to the Internet through a router, select the second option as

shown.
Metwork Setup Wizard

Select a connection method.

Select the statement that best dezcribes this computer:

() Thiz computer connects directly to the Intermet. The ather computers on my netwark. connect
to the Internet through this computer.

“iew an example,

(*) Thiz computer connects to the Internet through anather computer an my netwark or through
a rezidential gateway.

“iew an examele.
D

Learn more about home or small office network. configurations.

< Back l Mest > ]'[ Cancel

Click Next.



Networking Basics (continued)

Enter a Computer description and a Computer name (optional.)

Network Setup Wizard
Give this computer a description and name.

Fompuler description: | Mary's Computer | '
Examples: Family Foom Lompuler ar Fomicas Lamputer

(Cgmputer Harme; Office | )

Examples FEAILT of LT,

The current computer hame iz Office

Learmn more about computer names and descriptions.

Click Next.

Enter a Workgroup name. All computers on your network should have the same
Workgroup name.

Network Setup Wizard

MName your network.

Mame pour network by zpecifying a workgroup name below. All computers on your network
should have the zame workgroup name.

workgroup name; Accounting
Exarmples: HOME ar OFFICE

< Back Mewt » Cancel

Click Next.




Networking Basics (continued)

Please wait while the Network Setup Wizard applies the changes.

Network Setup Wizard

Ready to apply network settings...

The wizard will apply the follawing settings. This process may take a few minutes to complate
anhd cannat be interrupted.

Settings:
Metwark settings: A
Computer description: Mary's Computer
Computer name: Office
“workgroup name: Accounting
The Shared Documents folder and any printers connected to this computer have been
shared.
5

To apply theze settings, click Mext.

[ < Back ITI Mest » l[ Cancel

When the changes are complete, click Next.

Please wait while the Network Setup Wizard configures the computer.
This may take a few minutes.

Network Setup Wizard

Please wait._.

Please wait while the wizard configures this computer for harme or small office netwarking. This
process may take a few minutes.

. B

Format the disk if you wish, and click Next.



Networking Basics (continued)

In the window below, select the option that fits your needs. In this example, Create
a Network Setup Disk has been selected. You will run this disk on each of the

computers on your network. Click Next.
Please wait while the Network Setup Wizard copies the files.

Hetwork Setup Wizard
You're almost done. ..

You heed to run the Metwork Setup \Wizard once on each of the computers on yaur

.
\I) network. To run the wizard on computers that are not running Windows <P, you can use
the Wwindows =P CD or a Metwork Setup Disk.

“What do you want to do?

(®)iLreate a Network Setup Diski

() Use the Metwoark Setup Disk | already have
(O Usze my ‘windows %P CD

(O Just finizh the wizard; | don't need to run the wizard on other computers

Insert a disk into the Floppy Disk Drive, in this case drive A.

Metwork Setup Wizard
Inzert the disk you want to use.

Inzert a disk the into the following disk drive, and then click Mest.

3% Floppy [&:]

If pou weant to Format the disk, click Format Disk.

Click Next.



Networking Basics (continued)

]

Copying...

9 -

Please wait while the wizard copies files...

[ ) Cancel |

Please read the information under Here’s how in the screen below. After you complete
the Network Setup Wizard you will use the Network Setup Disk to run the Network
Setup Wizard once on each of the computers on your network. Click Next.

Network Setup Wizard
To run the wizard with the Hetwork Setup Dizk. .. %

® . Complete the wizard and restart this computer. Then, uze the Metwark, Setup Disk to un
y the Metwork, Setup "Wizard once on each of the other computers an your network.

Here's how:

1. Inzert the Metwork, Setup Digk into the nexst computer you want to network,
2. Open My Computer and then open the Metwork, Setup Digk.
3. Double-click "netzetup."

< Back i Mest '




Networking Basics (continued)

Please read the information on this screen, then click Finish to complete the
Network Setup Wizard.

Network Setup Wizard

Completing the Network Setup
% Wizard

Yau have successfully set up thiz computer far hame ar zmall
office netwarking.

For help with home ar zmall office netwaorking, zee the
following topics in Help and Suppaort Center:

+ Uszing the Shared Documents folder
+ Shanng files and folderg

To zee ather computers on your netwark, click Start, and then
click My Metwark, Places.

To cloze thiz wizard, click Finizh.

<Back || Finish |

The new settings will take effect when you restart the computer. Click Yes to restart
the computer.

System Settings Change |E|
P You must restart wour compuker before the new setkings will take effect,
\.\__'-

Do wou want bo restart your compuker now?

You have completed configuring this computer. Next, you will need to run the Network
Setup Disk on all the other computers on your network. After running the Network
Setup Disk on all your computers, your new wireless network will be ready to use.



Networking Basics (continued)
Naming your Computer

To name your computer using Windows XP, please follow these directions:

M Click Start (in the lower left corner of the screen).

B Right-click on My Computer.

B Select Properties.

Internet
Internet Explorer

e

W™ E-mail
2 Cutlook Express

E Comrmand Pranpt
‘? MM Explorer
e Windows Media Player

@ windows Movwie Maker
@ Tour Windows 5P

4} Files and Settings Transfer
Wizard

___:,' My Documents

b My Recent Documents *

j} My Pictures
j My Music
'I My Computer
¥ Open
‘?) My Network Explore
Search..,
Manage

G’ Control Panel
e‘ Connect Ta
)

L:;é Prinkers and F

Map Metwark Drive. ..
Disconnect Metwork Drive. ..

Showe on Desktop
Rename

t_‘) Help and Sup|

Properties

B Select the Computer
Name Tab in the System
Properties window.

B You may enter a Comput-
er Description if you wish;
this field is optional.

B To rename the computer
and join a domain, click

Change.

System Properties

tic Updates Remote

| Hardware

Advanced

Computer.
Full computer name:  Office
wharkgroup: Accounting

Windows uzes the following information to identify your computer
on the network.

o

Computer description:

For example: "Kitchen Computer'' or "Mary's

To use the Mebwork |dentification ‘wizard bo join a
domain and create a local user account, click Metwork

Metwork, 1D
0.
To rename thiz computer ar join a domain, click Change.




Networking Basics (continued)

Naming your Computer

M In this window, enter the
Computer name.

W Select Workgroup and enter
the name of the Workgroup.

B All computers on your

network must have the same
Workgroup name.

B Click OK.

Computer, Name Changes

Y'ou can change the name and the membership of this
computer. Changes may affect access to network resources.

LComputer name:
| Office |

Full computer name:
Office

More. ..

tember of
() Domair:

=) ‘Workgroup:
| Accounting |

=

Checking the IP Address in Windows XP

The adapter-equipped computers in your network must be in the same IP address range
(see Getting Started in this manual for a definition of IP address range.) To check on
the IP address of the adapter, please do the following:

B Right-click on the
Local Area Con-

Dizable

nection icon n the

task bar. Repair

Ml Click on Status.

Wiew Available Wireless Metwoarks

Cpen Mebwork Connections




Networking Basics (continued)
Checking the IP Address in Windows XP

This window will appear.

Wireless Network Connection 7 Status |E|rz|
B  Click the Support eneraf_Supear)
tab. Internet Pratacal [TCRAP]
Address Type: Aszzigned by DHCP
IP &ddress: 192.168.0114 ]
Subnet Mazk: 255.255.255.0
Default G ateway: 192.168.0.1

Qetaﬂs

. Repai
[ | Click Close.

Cloze

Assigning a Static IP Address in Windows XP/2000

Note: DHCP-capable routers will automatically assign IP addresses to the computers
on the network, using DHCP (Dynamic Host Configuration Protocol) technology. If you
are using a DHCP-capable router you will not need to assign static IP addresses.

If you are not using a DHCP capable router, or you need to assign a static IP address,
please follow these instructions:

. !.-' Control Panel
u Go to Start @ Tour Windows 5P
;,3] Printers and Faxes
'w Files and Settings Transfer =
o \Wizard
t_j/} Help and Support
i ]"g Paink o
[ Double-click on I‘) Search

Control Panel.

All Programs D E Run...




Networking Basics (continued)
Assigning a Static IP Address in Windows XP/2000

B Control Parel
Fl= Cdt View Fovorbes Took  Help

&) S A =L e

so5 | [ Control Ranel

El" Contred Panel

See hlsa 2

QW Uplale
oy Pk el et

B Click on Internet Protocol
(TCP/IP)

B Click Properties

B Double-click on Network
Connections.

B Select Use the following
IP address in the Internet
Protocol (TCP/IP) Properties
window (shown below)

Fie [k Yew Foeobes Tk Adcoed Help
O - ) ¥ P [0 raon | [0F-

B Right-click on Local Area %
Connections. @ cocm e s
B, mocer the coretion
Wl o Ui cononiten

) Ve statun of the
ConfeTEn

] Chirss settre of tha
. COnrecTion
B Double-click on
Properties.




Networking Basics (continued)

Assigning a Static IP Address

Bl Click on Internet Protocol
(TCP/IP).

B Click Properties.

B Input your IP address and
subnet mask. (The IP
addresses on your network
must be within the same
range. For example, if
one computer has an IP
address of 192.168.0.2,
the other computers should
have IP addresses that are
sequential, like 192.168.0.3
and 192.168.0.4. The subnet
mask must be the same for
all the computers on the
network.)

m Input your DNS server
addresses. (Note: If you are
entering a DNS server, you
must enter the IP Address of
the Default Gateway.)

The DNS server information will be supplied

by your ISP (Internet Service Provider.)

m Click OK.

7

4+ Wireless Hatwork Connection 6 Properties

Gereeal ‘wireless Hebworks  Autherbcahon  Advanced

D-Link DWL-G650

Thia cornechion uses the follovang dems

B Ol o Micaoaclt Metworks

=4 Fibe and Pringsr Shasring lor Micioaoll Hebeorks
005 Packat Schadde

Inteirat Protocal [TCPAF

ik

D encaiphion

Traramizson Cornol Paolocolfirbemnet Fiolocol The defaul
vade anea nesbwork protocol thal provides communic.ation

acroes diverse inbesconreched nebworks

Esl‘ﬂm won i oo aton e when conrscied

[_ox J[ cones |

Interroet Prslocol | TCPAP] Froper s

Lol

Wiens can gl IF seltngs asigred aulomabcally § pous networdk, suppots
thei capabaly, Difrvie. you reed 10 ik o resteak, scsiarsil sin [on
the sppiopnate IF daitings
(0 Obain b 1P s subeenatic sy
=
( (% Une the lolowirg IP qddm-l)

IP acdinen 1% 18 0 | B
Subrel mach. o )
Dol pabeveay 192,168, 0,1

(5 Ve the iobowra DHE serves scditerzer)
Predened (065 server

1% &3 0 T

Admmate DS servem




Networking Basics (continued)
Assigning a Static IP Address with Macintosh OSX

B Go to the Apple Menu

and select System Prefer-
ences.

Bl Click on Network.

Select Built-in Ethernet in
the Show pull-down menu.

Select Manually in the
Configure pull-down menu.

Input the Static IP Address,
the Subnet Mask and the
Router IP Address in the
appropriate fields.

B Click Apply Now.
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Networking Basics (continued)
Selecting a Dynamic IP Address with Macintosh OSX
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Networking Basics (continued)
Checking the Wireless Connection by Pinging in Windows XP/ 2000

m Go to Start > Run >
type emd. A window
similar to this one
will appear. Type
ping XXX.XXX.XXX.
XXX, where xxx is
the IP address of
the wireless router or
access point. A good
wireless connection
will show four replies
from the wireless
router or access
point, as shown.

Checking the Wireless Connection by Pinging in Windows Me/98

B Go to Start > Run
> type command.
A window similar
to this will appear.
Type ping XXX.XXX.
XXX.XXX where xxx
is the IP address
of the wireless
router or access
point. A good wire-
less connection will
show four replies
from the wireless
router or access
point, as shown.




Troubleshooting

This Chapter provides solutions to problems that can occur during the installation and
operation of the DWL-2100AP Wireless Access Point. We cover various aspects of
the network setup, including the network adapters. Please read the following if you are
having problems.

Note: Itis recommended that you use an Ethernet connection to
configure the DWL-2100AP Wireless Access Point.

1.The computer used to configure the DWL-2100AP cannot access
the configuration menu.

B Check that the Ethernet LED on the DWL-2100AP is ON. If the LED
is not ON, check that the cable for the Ethernet connection is securely

inserted.

B Check that the Ethernet adapter is working properly. Please see item
3 (Check that the drivers for the network adapters are installed
properly) in this Troubleshooting section to check that the drivers are
loaded properly.

B Check that the IP address is in the same range and subnet as the
DWL-2100AP. Please see Checking the IP Address in Windows XP

in the Networking Basics section of this manual.

Note: The IP address of the DWL-2100AP is 192.168.0.50. All the computers on
the network must have a unique IP address in the same range, e.g., 192.168.0.x.
Any computers that have identical IP addresses will not be visible on the network.
They must all have the same subnet mask, e.g., 255.255.255.0

B Do a Ping test to make sure that the DWL-2100AP is responding. Go
to Start>Run>Type Command>Type ping 192.168.0.50. A successful
ping will show four replies.

w2l ole) & &5 Al

WI ERTOF

Note: If you have changed
the default IP address, make
sure to ping the correct IP
address assigned to the
DWL-2100AP.




Troubleshooting (continued)

2. The wireless client cannot access the Internet in Infrastructure

mode.

Make sure the wireless client is associated and joined with the correct access point. To
check this connection: Right-click on the local area connection icon in the taskbar>
select View Available Wireless Networks. The Connect to Wireless Network screen
will appear. Please make sure you have selected the correct available network, as

shown in the illustration below.

* Go to Start
* Right-click on My Computer
* Click Properties

Disable
Status

~ View Avaliable Wireless Networks

Open Network. Connections

&

Tha Inliovang natwenrk[e] ara syalabls To accars s nshsnrk, taisc!
# from ke bt snd Hhen chck Connacl

Connecl lo Wireless Metwork

v adable petvorks

- ] Cal

| dan
W

I mn

I o ot e o iculty connectng o & nelwork, chci advanced
| Advarced | | Corresi I | Cancel J

B Checkthatthe IP address assigned to the wireless adapter is within the samelIP

address range as the access point and gateway. (Since the DWL-2100AP has
an IP address of 192.168.0.50, wireless adapters must have an IP address in
the same range, e.g., 192.168.0.x. Each device must have a unique IP address;
no two devices may have the same IP address. The subnet mask must be the
same for all the computers on the network.) To check the IP address assigned
to the wireless adapter, double-click on the local area connection icon in
the taskbar > select the Support tab and the IP address will be displayed.
(Please refer to Checking the IP address in the Networking Basics section
of this manual.)

If it is necessary to assign a static IP address to the wireless adapter, please
refer to the appropriate section in Networking Basics. If you are entering a DNS
server address you must also enter the default gateway address. (Remember
that if you have a DHCP-capable router, you will not need to assign a static IP

address. See Networking Basics: Assigning a Static IP Address.)



Troubleshooting (continued)

2. The wireless client cannot access the Internet in the

Infrastructure mode (continued).

B Check to make sure that the router in your network is functioning properly
by pinging it. If the router is not functioning properly, it will not connect to the
Internet. If you need to find out how to ping network devices, please refer to
Checking the Wireless Connection by pinging in the Networking Basics

section of this manual.

B Check to make sure that the DNS server in your network is functioning
properly by pinging it. If the DNS server is not functioning properly, you
may be unable to access the Internet. Typically, your ISP (Internet Service
Provider) will be able to give you the DNS server information.

3. Check that the drivers for the network adapters are installed

properly.

You may be using different network adapters than those illustrated here, but this procedure
will remain the same, regardless of the type of network adapters you are using.

B Goto Start> My Computer > _

Properties. o "
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B Click Device Manager.
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Troubleshooting (continued)

B Double-click on Net-
work Adapters.

B Right-click on D-Link
AirPlus DWL-G650
Wireless Cardbus
Adapter (In this example
we use the DWL-G650;
you may be using other
network adapters, but the
procedure will remain the
same.)

B Select Properties to
check that the drivers are
installed properly.

B Look under Device
Status to check that the
device is working

properly.

B Click OK.

L. Device Manager

File  Action WView Help

mEe 2 8 =K

=2 P
ﬁ Batteries
i j Campuker
g Disk drives
?a Display adapters
Lo DYDYCD-ROM drives
=% Floppy disk controllers
ﬁ Floppy disk drives
IDE ATASATAPI controllers
% Infrared devices
s kevboards
'y Mice and other pointing devices
& Monitors
=5 Netwsrk ac!ap:ter_s _— -
ﬂ O
PCMCIA adapters
- Parts (COM &LPT)
+ m Processars

e | R O = o = A e e

General | Advanced | Driver | Resources

! D-Link AirPlus DWL-G650 Wireless Cardbus Adapter

Device type: Metwork adapters
Manufacturer: D-Link.
Location: PCI bus 129, device 0. function 0

Dievice status

| This device is wiorking properly.

|1f you are having problems with this device, click Troubleshoat ta
| start the troubleshooter,

Troubleshoat. ..

Device usage:

U ze this device [enable) ¥
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Troubleshooting (continued)

4. What variables may cause my wireless products to lose reception?

D-Link products let you access your network from virtually anywhere you want. However,
the positioning of the products within your environment will affect the wireless range. Please
refer to Installation Considerations in the Wireless Basics section of this manual for further
information about the most advantageous placement of your D-Link wireless products.

5. Why does my wireless connection keep dropping?

B Antenna Orientation- Try different antenna orientations for the DWL-2100AP. Try to

keep the antenna at least 6 inches away from the wall or other objects.

If you are using 2.4GHz cordless phones, X-10 equipment or other home security
systems, ceiling fans, and lights, your wireless connection will degrade dramatically
or drop altogether. Try changing the channel on your router, access point and wire-
less adapter to a different channel to avoid interference.

Keep your product away (at least 3-6 feet) from electrical devices that generate
RF noise, like microwaves, monitors, electric motors, etc.

When deploying several access points and wireless devices, please make sure that
access points in close proximity do not have overlapping channels. Nearby access
points should be assigned channels that are at least 4 channels apart to prevent
interference. For example, with a group of 3 access points you could assign the first
to channel 1, the second to channel 6, and the third to channel 11.

6. Why can’t | get a wireless connection?

If you have enabled encryption on the DWL-2100AP, you must also enable encryption
on all wireless clients in order to establish a wireless connection.

The encryption settings are: 64-, 128-, or 152-bit. Make sure that the encryption
bit level is the same on the access point and the wireless client.

Make sure that the SSID on the access point and the wireless client are exactly
the same. If they are not, wireless connection will not be established.

Move the DWL-2100AP and the wireless client into the same room and then
test the wireless connection.

Disable all security settings. (WEP, MAC Address Control)



Troubleshooting (continued)

6. Why can’t | get a wireless connection? (continued)

Turn off your DWL-2100AP and the client. Turn the DWL-2100AP back on again,
and then turn on the client.

Make sure that all devices are set to Infrastructure mode.

Check that the LED indicators are indicating normal activity. If not, check that
the AC power and Ethernet cables are firmly connected.

Check that the IP address, subnet mask, and gateway settings are correctly
entered for the network.

If you are using 2.4GHz cordless phones, X-10 equipment or other home se-
curity systems, ceiling fans, and lights, your wireless connection will degrade
dramatically or drop altogether. Try changing the channel on your DWL-2100AP,
and on all the devices in your network to avoid interference.

Keep your product away (at least 3-6 feet) from electrical devices that generate
RF noise, like microwaves, monitors, electric motors, etc.

7. | forgot my encryption key.

Reset the DWL-2100AP to its factory default settings and restore the other
devices on your network to their default settings. You may do this by pressing
the Reset button on the back of the unit. You will lose the current configuration
settings.



Troubleshooting (continued)

8. Resetting the DWL-2100AP to Factory Default Settings

After you have tried other methods for troubleshooting your network, you may choose
to Reset the DWL-2100AP to the factory default settings.

Reset

To hard-reset the D-Link DWL-2100AP to the Factory Default Settings, please do the
following:

B Locate the Reset button on the back of the
DWL-2100AP.

B Use a paper clip to press the Reset button.

B Hold for about 5 seconds and then release.

B After the DWL-2100AP reboots (this may take a few
minutes) it will be reset to the factory Default settings.



Technical Specifications

Standards

« |EEE 802.11b
* IEEE 802.11g
« |EEE 802.3

« |EEE 802.3u
« |EEE 802.3x

Device Management

* Web-Based — Internet Explorer v6 or later; Netscape Navigator v6 or later; or other
Java-enabled browsers.

* Telnet

* AP Manager

* SNMP v.3

Data Rate

For 802.11g:

» 108, 54, 48, 36, 24, 18, 12, 9 and 6Mbps
For 802.11b:

*11,5.5, 2, and 1Mbps

Security

* 64-, 128-, 152-bit WEP

* WPA & WPA 2 — Wi-Fi Protected Access
(WPA & WPA2-TKIP/PSK/AES)

* MAC Address Access Control List

Wireless Frequency Range
* 2.4GHz to 2.4835GHz

Wireless Operating Range*
802.11g (Full Power with 2dBi gain diversity dipole antenna)

Indoors:

* 98ft (30m) @ 54Mbps Outdoors:

* 105ft (32m) @ 48Mbps * 312ft (95m) @ 54Mbps

* 121ft (37m) @ 36Mbps * 951ft (290m) @ 11Mbps

* 148ft (45m) @ 24Mbps » 1378ft (420m) @ 6Mbps

« 197t (60m) @ 18Mbps

» 223ft (68m) @ 12Mbps Antenna Type

* 253ft (77m) @ 9Mbps * Dipole antenna with 2dBi gain
* 295ft (90m) @ 6Mbps

Operating Voltage
* 5VDC +/- 10%

* Environmental factors may adversely affect the wireless range



Technical Specifications (continued)

Radio and Modulation Type
For 802.11g:

OFDM:

* BPSK @ 6 and 9Mbps

* QPSK @ 12 and 18Mbps
* 16QAM @ 24 and 36Mbps
* 64QAM @ 48 and 54Mbps
DSSS:

* DBPSK @ 1Mbps

* DQPSK @ 2Mbps

* CCK @ 5.5 and 11Mbps
For 802.11b:

DSSS:

* DBPSK @ 1Mbps

* DQPSK @ 2Mbps

* CCK @ 5.5 and 11Mbps

Wireless Transmit Power

Typical RF Output Power at each Data Rate

For 802.11g:

* 31mW (15dBm) @ 54 and 108Mbps
* 40mW (16dBm) @ 48Mbps

LEDs

* Power

* 10M/100M
« WLAN

Temperature
* Operating: 32°F to 104°F
« Storing: -4°F to 149°F

« 63mW (18dBm) @ 36, 24, 18, 12, 9, and 6Mbps

For 802.11b:

« 63mW (18dBm) @ 11, 5.5, 2, and 1Mbps

Receiver Sensitivity
For 802.11g:

* 1Mbps: -94dBm

* 2Mbps: -91dBm

* 5.5Mbps: -89dBm
* 6Mbps: -91dBm

* 9Mbps: -90dBm

* 11Mbps: -86dBm
* 12Mbps: -89dBm
* 18Mbps: -87dBm
* 24Mbps: -84dBm
* 36Mbps: -80dBm
* 48Mbps: -76dBm
* 54Mbps: -73dBm
For 802.11b:

* 1Mbps: -94dBm

* 2Mbps: -90dBm

* 5.5Mbps: -88dBm
* 11Mbps: -85dBm



Technical Specifications (continued)

Humidity
* Operating: 10%~90% (non-condensing)
« Storing: 5%~95% (non-condensing)

Certifications
* FCC Part 15
- CE

*« CSA

* Wi-Fi

Dimensions

* L =5.59 inches (142mm)
* W =4.29 inches (109mm)
*H=1.22 inches (31mm)

Weight
* 0.44 Ibs (200g)



