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HowTo: Dynamic VLAN Zuweisung WLAN Clients in
Verbindung mit der Unified Wireless Solution

[Voraussetzungen]

1. Kompatibler Unified-AP mit aktueller Firmware
2. Kompatibler Unified-Controller (DWC-1000/2000) mit aktueller Firmware

die aktuellsten Versionen konnen z.B. unter folgenden Links heruntergeladen werden

ftp://ftp.dlink.de/dwc/dwc-1000/driver software/

ftp://ftp.dlink.de/dwc/dwc-2000/driver _software/

3. korrekt konfigurierter Radius-Server mit entsprechender VLAN ID Zuweisung
4. korrekt VLAN konfigurierter Access-Switch
5. korrekt eingerichteter DWC-1000/2000 Unified Wireless Controller

[Szenario]

Diverse WLAN Clients sollen sich an einer SSID anmelden und je nach Zugangsdaten in
entsprechende VLANSs zugewiesen werden.
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[Vorbereitung]

= Sie haben bereits den Radius-Server, die Netzwerkinfrastruktur sowie den DWC-
1000/2000 entsprechend konfiguriert
= Stellen Sie sicher, dass der DWC-1000/2000 korrekt Zeitsynchronisiert ist
= Beachten Sie, dass das Management-VLAN (1) der APs standardméBig VID 1
untagged ist, alle SSID-VLANSs (ungleich VID 1) miissen tagged am Switchport des
AP anliegen
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[Eintragen Radius-Server am DWC-1000/2000 ]

1. Gehen Sie zu ,,Security > External Auth Server”

D-Link

Unified Controller - DWC 2000

nin ( ADMIN ) ‘ Language: English [

Logged in as:
Serial Number: "W | Firmvare Version: 4.4.0.58201C_A1_\

Status = Wireless B Network 2 Security £® Maintenance

Firewall
Blocked Clients

Authentication

Security » Authentication » External Auth Server » Radius Server

User Database

External Auth Server Mttack Checks

Radius Server | Radius Accounting | POP3 Server | POP3 Trusted CA | LDARNGEN TNSSIMTNERE = 1§

Settings

This page configures the RADIUS servers to be used for authentication. A RADIUS se| Login Profiles

environments. If a RADIUS server is configured in the LAN, it can be used for authe|
by this device. If the first/primary RADIUS server is not accessible at any time, thel
user authentication.

Billing Profile

Email Configuration

09

arger
network provided
ADIUS server for

a. Tragen Sie die Daten Thres Radius-Servers ein und speichern mit ,,save*

Server Check

Server Checkin

[192.168.10.50

1812 IR

on Server 1 IP Address

Authentication Port

Timeout

2. Gehen Sie zu ,,Wireless > AP Profile*

D-Link

Unified Controller - DWC 2000

Logged in as: ac

Serial Number: NS | Firmvare Version: 4.

ot
L

—s

Status =" Wireless B Network £¥® Maintenance

a Security

nin ( ADMIN ) ‘ Language: English [U

General Access Point Peer Group ACL DiffServ
Security » Authe| Goperal Discovered AP List Peer Configuration IP ACL DiffServ Class
Channel Algorithm Managed APs List Peer Status IP ACL Rules DiffServ Policy
m Power Algorithm AP Pall List Controller Provisioning MAC ACL DiffServ Policy Class
Defination
WIDS AP Profile MAC ACL Rules

This page configy|
environments. If
by this device. If
user authenticati

Distributed Tunnels

les
WDS Groups
Radio Scheduler

WLAN Visualization
WLAN Visualization Image

Radius Server —

a. Gehen Sie auf AP Profile SSID

Wireless » Access Point » AP Profile

AP Profiles | AP Profile Radio | AP Profile SSID 1) AP Profile QoS
[

From this page, we can create, copy and delete AP profiles. Up to 64 AP profiles can be created on the Unified Wireless Controller.

Access Point Profile List

entries [Right click row to see more options]

AP Profile Name | Profile Status & | Hardware Type & | Wired Network Discovery VLAN ID &
1-Default Associated Any 1
Showing 1 to 1 of 1 entries First || .| Previous | 1 | Next , || Last ,
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b. Wihlen Sie die zu bearbeitende SSID (Rechtsklick auf SSID) und wihlen Edit
zum bearbeiten.

Wireless » Access Point » AP Profile » AP Profile SSID 0 O

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

This page displays the virtual access point(VAP) settings associated with the selected AP profile. Each VAP is identified by its network number and
Service Set Identifier (SSID). We can configure and enable up to 16 VAPs per radio on each physical access point.

Access Point Profiles SSID List

AP Profile 1-Default B

Radio Mode @ g02.11a/n/ac 'i'802.11b"‘g"‘n

Show | 10 B entries [Right click row to see more options]

SSID Name > | SSID Status VLAN & | Hide SSID & | Security &  Redirect & Captive Portal &
1-Broadway-DWC2k E Enab lid Disabled WPA Enterprise MNone Free
2-test2k2 E Disablec ®| Disable ult Disabled WPA Personal None Free
A et = Ricnhind TRAE. Ricnhiad NP, [N, [

c. Wihlen Sie WPA/WPA2 & WPA Enterprise

d. Aktivieren Sie WPA2

e. Aktivieren Sie AES (TKIP muss deaktiviert werden)
f. Ubernehmen Sie die Anderungen mit ,,save*

SSID Configuration °

RADIUS Use Network OFF
Configuration

Accounting Mode OFF
Security ~) None ") WEP, @ WPA/WPAZ
WPA Personal WPA Enterprise

m

WPA Versions
WPA OFF

<WEZ [ | —

WPA Ciphers

TKIP OFF
< o
& I

Pre-Authentication

Save

g. lbertragen Sie das gednderte WLAN Profil nun an Thre APs, damit dieses aktiv
ist

Wireless » Access Point » AP Profile @ ©

AP Profiles | AP Profile Radio | AP Profile SSID | AP Profile QoS

From this page, we can create, copy and delete AP profiles. Up to 64 AP profiles can be created on the Unified Wireless Controller.

Access Point Profile List

Show | 10 B entries [Right click row to see more options]

AP Profile Name > | Profile Status & | Hardware Type & | Wired Network Discovery VLAN ID &
1-Default Ao 1
[ select aul
Showing 1 to 1 of 1 entries First Previous Jext ast
# Edit o S kil —
B Copy
Add New AP Profile O
®| Delete
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3. Verbinden Sie sich nun mit einem WLAN Client auf die SSID
a. Ggfls. miissen Sie das entsprechende WPA-Enterprise WLAN Profil auf Ihrem

Client anlegen

Status Wireless Information » A ed Clients » A

»

(2 (<)

ed Client

Associated Client | Ad Hoc Clients | Detected Clients

You can view a variety of information about the wireless

WLAN Associated Clients List

clients that are associated with the APs the controller manages.

Show | 10 IEI entries [Right click row to see more options]

Client MAC Address
00:26:82:5A:79:E8 192.168.10.112
EC:1F:72:23:4E:49 172.116.10.10

EC:9B:F3:7C:2A:23 192.168.10.116

Showing 1 to 3 of 3 entries

[ Y

3 | Client IP Address

11893 564.567603000 192.168.10.50 192.168.10.2 RADIUS 344 Access-Accept(2) (id=108, 1=30..| = [ B | * |

SSID & | AP MAC Address

Broadway-DWC2k

BSSID

FC:75:16:77:86:50 FC:75:16:77:86:40

Broadway-DWC2k FC:75:16:77:86:40 FC:75:16:77:86:40

Broadway-DWC2k FC:75:16:77:86:40 FC:75:16:77:86:40

o

Frame 11893: 344 bytes on wire (2752 bits), 344 bytes capty
Ethernet II, src: Microsof_00:1e:00 (00:15:5d:00:1e:00), Ds
Internet Protocol version 4, Src: 192.168.10.50 (192.168.10
uUser Datagram Protocol, Src Port: 1812 (1812), DSt Port: 57
radius Protocol

Code: Access-Accept (2)

Packet identifier: Oxéc (108)

Length: 302

Authenticator: c5c8cefdffsbebdd91b24500735bfa32

[This is a response to a reguest in frame 11892]

[Time from request: 0.002253000 seconds]
= Attribute value Pairs

# AVP: 1=6 t=Framed-protocol(7): PPP(1l)

= AVP: 1=6 t=sService-Type(6): Framed(2)

service-Type: Framed (2)
= AvP: 1=6 t=Tunnel-Medium-Type(65) Tag=0x00: IEEE-802(6)

EEEE

0 N(13)
T=EAP-Message(79) Last segment[1]
1 1=46 t=Class(25): cef50ba70000012700010200c0a80a32
: 1=18 t=Vendor-Specific(26) v=Microsoft(311)
: 1=51 t=vendor-specific(26) v=microsoft(311)

8115 277.813604000 192.168.10.50 192.168.10.2 RADIUS 345 Access-A

Frame 8115: 345 bytes on wire (2760 bits), 345 bytes captu
Ethernet II, src: Microsof_00:1e:00 (00:15:5d:00:1e:00), D
Internet protocol version 4, src: 192.168.10.50 (192.168. 1
User Datagram Protocol, Src Port: 1812 (1812), Dst Port: 5
Radius Protocol

Code: Access-aAccept (2)

pPacket identifier: 0x54 (84)

Length: 303

Authenticator: 3766f88e81425fc78ec23a9e9df65406

[This is a response to a request in frame 81141]
Y [Time from request: 0.001765000 seconds]
= Attribute value pPairs

® AVP: 1=6 t=Framed-Protocol(7): PPP(1)

= AVP: 1=6 t=service-Type(6): Framed(2)

FEEEE
b
=
3

|

service-Type: Framed (2)
= AVP:

1=6 t=Tunnel-Medium-Type(65) Tag=0x00: IEEE-802(6

¥ VLAN(13)
AP-Message(79) Last Segment[1]

: 1=46 t=Class(25): ceddOb8f0000013700010200c0a80a3.

A *Ethernet [Wireshark 1.12.8 (v1.12.8-0-g5b6e543 from master-1.12

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

cedaE s EEXE aeroTa|EE R #8m%

Filter: | radius E|Expvass\onm Clear Apply Save DHCP radius

No. Time Source Destination Protocol Length Info
UF U L3S . ULIOUS 1YL LUG. LU £ v. v wL 31 AtCEss-REqUESLLLY LIUSI0, 15472y
6791 197.025529192.168.10. 50 192.168.10.2 RADIUS 217 Access-challenge(11) (id=78, 1=175)
6792 197.045417 192.168.10.2 192.168.10. 50 RADIUS 269 Access-Request(l) (id=79, 1-227)
6792 197.046677 192.168.10. 50 192.168.10.2 RADIUS 233 Access—challenge(11) (id=79, 1-191)
6795 197.069466192.168.10.2 192.168.10.50 RADIUS 333 Access-Request(1) (id=80, 1=201)
6796 197.071792192.168.10. 50 192.168.10.2 RADIUS 344 Access-accept(2) (1d=80, 1=302)
8103 277.642053192.168.10.2 192.168.10. 50 RADIUS 201 Access-Request(l) (id=81, 1=159)
8106 277.646679192.168.10. 50 192.168.10.2 RADIUS 132 Access-challenge(11) (id=81, 1=90)
8109 277.695649192.168.10.2 192.168.10. 50 RADIUS 438 Access-Request(l) (id=82, 1-396)
8110 277.696545192.168.10. 50 192.168.10.2 RADIUS 285 Access—challenge(11) (id=82, 1=242)
8111 277.780247 192.168.10.2 192.168.10.50 RADIUS 297 Access-Request(1) (id=83, 1=255)
8112 277.781605192. .10.2 RADIUS 233 Access—challenge(11) (id=83, 1=191)
8114 277.811839192. 10.50 RADIUS 335 Acces equest(l) (i - 93)

432, 199 Acces:

Access—challenge(11) (id=85, 1=90)

151074 192.

09893 432.155548192. RADIUS 132

9897 432.475376192. -10.2 .10.50 RADIUS 405 Access-Request(1) (id=86, 1=363)
9899 432.479628 192. .10.50 10.2 RADIUS 52 Access—Challenge(1l) (id=86, 1=1490)
9903 432.538933192. 192 .10.50 RADIUS 233 Access-Request(l) (id=87, 1=191)
9904 432.539605192. .10.50 .10.2 RADIUS 779 Access—challenge(11) (id=87, 1=737)
9905 432.603645192. e K .10.50 RADIUS 378 Access-Request(1) (id=88, 1=336)
9906 432.606483 192. .10.50 .10.2 RADIUS 195 Access-challenge(11) (id=88, 1=153)
an3 454 3n4c30480 1n o 1n cn bARTHE 333 aArsmee bamameef1) (A 00 14010

Frame 8115: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface 0
Ethernet II, src: Microsof_00:1e:00 (00:15:5d:00:1e:00), Dst: D-LinkIn_6e:7d:1f (54:b8:0a:6e:7d:1f)
Internet Protocol version 4, src: 192.168.10.50 (192.168.10.50), Dst: 192.168.10.2 (192.168.10.2)
user Datagram Protocol, Src Port: 1812 (1812), Dst Port: 57555 (57555)
= radius Protocol
Code: Access-Accept (2)
Packet identifier: 0x54 (84)
Length: 303
Authenticator: 3f66f88e81425Fc78ec23a9e9df65406
[This is a response to a request in frame 8114]
[Time from request: 0.001765000 seconds]
=l attribute value Pairs
# AVP: 1=6 t=Framed-Protocol(7): PPP(1)
= AvP: 1=6 t=Service-Type(6): Framed(2)
service-Type: Framed (2)
= AVP: 1=6 t=Tunnel-Medium-Type(&5) Tag=0x00: IEEE-802(6)
Tag: 0x00

R




