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Chapter 1. Introduction

This document describes the command line interface (CLI) for managing DWC-1000 (WLAN)
wireless contorller.

The CLI userrequires advanced knowledge about the configuration of the systemand should be
used only by those users who are familiar with CLI-based configuration.

Note that the following features in the DWC-1000 wireless controller cannot be
managed by the CLI: Firmware Upgrade

Configuration Backup / Restore
Certificate Generate / Upload
Power Savings mode configuration

System Dashboard / Resource Utilization

Please access the web browser based Ul of the DWC-1000 controller for managing these
features.

10
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Chapter 2. Accessing the CLI

The CLI can be accessed by logging in with the same user credentials as used to
access the web browser based Ul.

EE R S S R o S o S o o R o S S o S

Welcome to the DWC-1000 Command Line Interface

AAAAAKA A AR A AR A AR A AR A A AR A AKX A A AR A AKX A A A A A A XA A XK

D-Link DWC-1000>

» Note: DWC-1000> is the CLI prompt.

11



Wireless Controller CLI Reference Guide

3.1

3.2

3.3

3.4

Chapter 3. Basic commands
available on the CLI

CONTEXT SENSITIVEHELP

[1 - Display context sensitive help. This is either a list of possible command
completions with summaries, or the full syntaxofthe current command. A subsequent
repeat of this key, when a command has been resolved, will display a detailed
reference.

AUTO-COMPLETION

The following keys both performauto-completion for the current command line. If the
command prefix is not unique a subsequent repeat of the key will display possible
completions.

[enter] - Auto-completes, syntax-checks then executes a command. If there is a syntax
error then offending part of the command line will be highlighted and explained.

[space] - Auto-completes, or if the command is already resolved, inserts a space.

MOVEMENT KEYS

[CTRL-A] - Move to the start of the line.

[CTRL-E] - Move to the end of the line.

[up] - Move to the previous command line held in history.
[down] - Move to the next command line held in history.
[left] - Move the insertion point left one character.

[right] - Move the insertion pointright one character.

DELETION KEYS

[CTRL-C] - Delete the whole line.
[CTRL-D] - Delete the character to the right on the insertion point.
[CTRL-K] - Delete all the characters to the right of the insertion point.

[Backspace] - Delete the character to the left of the insertion point.

12
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3.5 ESCAPE SEQUENCES

Il - Substitute the last command line.

IN - Substitute the Nth command line (absolute as per ‘history' command).

I-N - Substitute the command line entered N lines before (relative).

13
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Chapter 4. Command
Hierarchy in CLI

4.1 CLIcommandscan be divided into 3
categories:

Global commands
Show commands

Configuration commands

4.2 Configration commands are sub-divided
into the following:

WLAN

System

Utilities (UTIL)

QoS

Networking (net)

Virtual Private Area Network (VPN)
Security

History

RADUIS

License Activation

4.3 The wireless controller configurationis
sub-dividedinto following:

e AP Management

e AP profile configuration

Distributed Tunnel Configuration

14
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e SNMP configration

e Peer Controller configuration
e WIDS configuration

e AP Validation Configuration
e Country Configuration

e Wireless switch configuration

15
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Chapter 5. Global commands used in
CLI

.exit: Exit this session

.help: Display an overview of the CLI syntax
.top: Return to the default mode

.reboot: Reboot the system.

.history: Display the currentsession's command line history. Number of commands in
history list can be controlled by setting limit argument; by default it is unbounded.

16
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Chapter 6. Show commands used in

CLI

The show commands for all the above mentioned branches are outlined in this section.

6.1

WLAN Management

The command show wlan at the CLI prompt would give the description of all the show commands in the
branch wlan , which is as follows:

Sl No Command Name Purpose
Display the parameters related to ap
1 show wlan ap_management management
P show wlan ap_management channel_plan Display the configured channelplan
- - parameters.
Display the configured power plan
3 show wlan ap_management pow er_plan parameters.
4 show wlan ap_management oui Local OUI Database Entries
. Display AP and peer switch discovery
5 show wlan ap_management discovery parameters.
: Display the configured channelplan
6 show wlan ap_management channel_plan status <ltradio> parameters.
7 show wlan ap_management channel_plan history <ltradio> |Display the channelplan history.
.__|Display the proposed channel
8 show wlan ap_management channel_plan proposed <ltradio> adjustments.
Display the configured power plan
9 show wlan ap_management pow er_plan status parameters.
10 |show wlan ap_management pow er_plan proposed Display the proposed pow eradjustments.
11 [show wlanap_management oui database Display Local OUlI Database
12 [show wlanap_management discovery status Display Discovery parameters
13 [show wlanap_managementdiscovery ip_list Display IP Poll discovery list.
14  [show wlan ap_managementdiscovery vlan_list Display VLANID discovery list.
15 |show wlan ap_management oui status <ltouival> Display Local OUI Database for a ouival
16 |show wlanap_conf Display AP configuration and status
17 |show wlan ap_conf capability Display AP hardw are capability.
Display AP configuration and status for
18 ([show wlanap_conf macaddr specific AP
19 |show wlan ap_conf database Display AP configuration and status.
20 |show wlan network Display netw ork configuration parameters
Display AP code dow nload configuration
21 |show wlan ap_confdownload and status.
22 |show wlan network status Display netw ork configuration parameters
o Display netw ork configuration parameters
23 |show wlan network networkid <Itid> for specific network
. Display AP association and authentication
24 |show wlanap_conffailure_status failure status.
25 |show wlanap_confimage_availability Display WS stored AP image information.
26 |show wlanap_conf profile Display AP profile parameters.
27 |show wlanap_conf provisioning_status Display AP Provisioning parameteres.
28 |show wlanap_confradio_status Display Radio configuration.
29 |show wlanap_confrf-scan_status Display WS managed APs RF Scan data.
30 |show wlanap_confstatus Display WS managed AP status
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parameters.

31

show wlan ap_conf capability status

Display AP hardw are capability.

32

show wlan ap_conf capability image_table

Display AP image capability table

33

show wlan ap_conf capability hardware
<lthw_dwi8600]hw_dwi3600|hw_dw6600> <ltradio>

Display AP hardw are capability for
specific hardware

34

show wlan ap_conf database status

Display AP configuration and status.

35

show wlan ap_conf database macaddr <ltmacaddr>

Display AP configuration and status for
specific AP

36

show wlan ap_conf profile status

Display AP profile parameters.

37

show wlan ap_conf profile radio

Display AP profile radio parameters.

38

show wlan ap_conf profile radio status <lItid> <Itradio>

Display AP profile radio parameters.

39

show wlan ap_conf profile radio auto_eligible <Itid><Itradio>

Display supported and enabled channels
for AP profile radio parameters.

40

show wlan ap_conf profile radio mcs_indices <Itid> <Itradio>

Display supported MCS indices for the AP
profile radio

41

show wlan ap_conf profile radio qos <Itid> <ltradio>

Display QoS parameters for the AP profile
radio.

42

show wlan ap_conf profile radio rates <Itid> <Itradio>

Display advertised and supported rates for
AP profile

43

show wlan ap_conf profile radio tspec <Itid> <ltradio>

Display TSPEC parameters for the AP
profile radio

44

show wlan ap_conf profile radio vap <Itid> <Itradio>

Display AP profile VAP parameters.

45

show wlan ap_conf profile profileid <ltprofileid>

Display AP profile parameters for specific
profile

46

show wlan ap_conf macaddr dist_tunnel_statistics
<ltmacaddr>

Display L2 Distributed Tunnel statistics fon
AP.

a7

show wlan ap_conf macaddr dist_tunnel_status <Itmacaddr>

Display L2 Distributed Tunnel status for
AP.

48

show wlan ap_conf macaddr failure_status <ltmacaddr>

Display WS managed AP failure status
parameters.

49

show wlan ap_conf macaddr provisioning_status <ltmacaddr>

Display AP Provisioning status
parameters.

50

show wlan ap_conf macaddr radio_status <ltmacaddr>

Display WS managed AP radio status
parameters.

51

show wlan ap_confmacaddr rf_scan_rogue_classification
<ltmacaddr>

Display the WIDS AP rogue classification
testresults.

52

show wlan ap_conf macaddr rf_scan_status <ltmacaddr>

Display RF Scan AP status parameters.

53

show wlan ap_conf macaddr rf_scan_triangulation
<ltmacaddr>

Display signal triangulation status.

54

show wlan ap_conf macaddr statistics <ltmacaddr>

Display WS managed AP statistics.

55

show wlan ap_conf macaddr status <ltmacaddr>

Display WS managed AP status
parameters.

56

show wlan ap_conf macaddr tspec_statistics <ltmacaddr>

Display WS managed AP TSPEC
statistics.

57

show wlan ap_conf macaddr tspec_status <ltmacaddr>

Display WS managed AP TSPEC status.

58

show wlan client

Display AP associated client configuration
and status.

59

show wlan known_client

Display the wireless Known Client(s)

60

show wlan clientadhoc

Display Ad Hoc netw orkinformation.

61

show wlan client detected-client

Display detected clients information

62

show wlan client rrm

Display Radio Resource Measurement
(RRM) information.

63

show wlan client summary

Display associated client summary
parameters.

64

show wlan client adhoc status

Display WS detected clients on an ad-hoc
netw ork

65

show wlan client rrmstatus

Show associated client Radio Resource
Measurement status parameters.

66

show wlan client status

Display associated client status

18



Wireless Controller

CLI Reference Guide

parameters.

67

show wlan client detected-client preauth-history

Display detected client pre-auth history
status

68

show wlan client detected-client roam-history

Display detected client roam history
status.

69

show wlan client detected-client status

Display detected client status parameters.

70

show wlan client macaddr

Show associated client MACaddress for
specific client

71

show wlan client macaddr detected_client

Display associated detected clients
information

72

show wlan client macaddr adhoc <ltmacaddr>

Display Ad Hoc netw orkinformation.

73

show wlan client macaddr client-qos

Display associated client QoS information

74

show wlan client macaddr client-gos radius <ltmacaddr>

Display associated client QoS RADIUS
configuration.

75

show wlan client macaddr client-qos status <ltmacaddr>

Display associated client QoS status
parameters.

76

show wlan client macaddr detected_client preauth-history
<ltmacaddr>

Display detected client pre-auth history
status.

7

show wlan client macaddr detected_client roam-history
<Itmacaddr>

Display detected client roam history statug

78

show wlan client macaddr detected_client rogue-classification
<ltmacaddr>

Display the WIDS Client rogue
classification testresults.

79

show wlan client macaddr detected_client status <ltmacaddr>

Display detected client status parameters.

80

show wlan client macaddr detected_client triangulation
<ltmacaddr>

Display detected client signal triangulation
status

81

show wlan client macaddr dist-tunnel <Itmacaddr>

Display associated client L2 Distributed
Tunnel information.

82

show wlan client macaddr neighbor_ap <ltmacaddr>

Display status parameters of neighbor AP
seen by client

83

show wlan client macaddr rrm<ltmacaddr>

Display Radio Resource Measurement
(RRM) information.

84

show wlan client macaddr statistics status <ltmacaddr>

Display WS managed AP client statistics.

85

show wlan client macaddr statistics

Display WS managed AP client statistics.

86

show wlan client macaddr statistics association <ltmacaddr>

Display client association statistics.

87

show wlan client macaddr statistics session <ltmacaddr>

Display session statistics

88

show wlan client macaddr status <ltmacaddr>

Display associated client status
parameters.

89

show wlan client macaddr tspec_statistics <ltmacaddr>

Display WS managed AP client TSPEC
statistics.

90

show wlan client macaddr tspec_status <ltmacaddr>

Display associated client TSPEC status
parameters.

91

show wlan global

Display global Wireless Sw itch
parameters.

92

show wlan global status

Display all global wireless switch status
parameters.

93

show wlan global snmp_trap

Display the wireless switch SNMP trap
configuration.

94

show wlan global dist_tunnel

Display L2 Distributed Tunnel status.

95

show wlan globaltspec

Display global wireless switch TSPEC
information.

96

show wlan globaltspec global

Display global wireless switch TSPEC
information.

97

show wlan globaltspec statistics

Display global wireless switch TSPEC
information.

98

show wlan globaltspec status

Display global wireless switch TSPEC
information.

99

show wlan global statistics

Display the currentglobal w ireless switch
statistics.

100

show wlan globaltunnel_mtu

Display the wirelesstunnel MTU value.
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101

show wlan global radius

Display global wireless radius parameters

102

show wlan global country_code

Display valid country codes.

103

show wlan global mac_authentication_mode

Display the w ireless MAC authentication
mode.

104

show wlan global agetime

Display all database entry age times in
hours.

105

show wlan peer_switch

Display status for peer w ireless switches
and configuration push.

106

show wlan peer_switch configuration

Display status for configuration push.

107

show wlan peer_switch peer_controller

Display status for peer w ireless switches

108

show wlan peer_switch peer_controller status

Display status for peer w ireless switches

109

show wlan peer_switch peer_controller configuration_status

Display configuration for peer switch
configuration push groups.

110

show wlan peer_switch peer_controller configure_status

Display status for peer switch
configuration push.

111

show wlan peer_switch peer_controller ip

Display status for peer w ireless switch for
an P

112

show wlan peer_switch peer_controller ap_status

Display status for peer switch managed
APs

113

show wlan peer_switch peer_controller ip status <Itipaddr>

Display status for peer switch .

114

show wlan peer_switch peer_controller ip ap_status
<ltipaddr>

Display status for peer switch managed
APs.

115

show wlan peer_switch peer_controller ip configure_status
<ltipaddr>

Display status for peer switch
configuration push.

116

show wlan peer_switch configuration receive_status

Display status for configuration received
froma peer swi itch.

117

show wlan peer_switch configuration request_status

Display status for a peer switch
configuration push request.

118

show wlan wids_security

Display the wireless WIDS security
settings

119

show wlan wids_security client

Display the WIDS Client security
configuration

120

show wlan wids_security ap

Display the WIDS AP security
configuration

121

show wlan wids_security de_authentication

Display the AP de-authentication attack
status

122

show wlan wids_security rogue_test_descriptions

isplay the WIDS AP rogue classification
test descriptions.

123

show wlan multicast

Display the valid multicast transmit rates.

124

show wlan multicast txrate <ltradio>

Display the valid multicast transmit rates

125

show wlan rates <lItradio>

Display the valid rates.

126

show wlan ssid

Display client netw ork association
information.

127

show wlan ssid status <ltssid>

Display AP associated client configuration
and status.

128

show wlan ssid client_status

Display AP associated client configuration
and status.

129

show wlan switch

Display sw itch status information.

130

show wlan switchipaddr

Display sw itch status information for an IP
address

131

show wlan switchcertificate_request_status

Display the sw itch certificate request
information

132

show wlan switchclient_status

Display sw itch to associated client status
parameters.

133

show wlan switchlocal

Display Localw ireless switch status
parameters.

134

show wlan switchlocal client_status

Display AP associated client configuration
and status.

135

show wlan switchlocal statistics

Display w ireless switch Statistics
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136 [show wlan switchlocal status Display w ireless switch status parameters
137 [show wlan switchlocaltspec_statistics Display wireless switch TSPEC statistics
. Display wireless switch TSPEC status
138 |show wlan switchlocaltspec_status parameters.
139 ([show wlan switchipaddr client_status <Itipaddr> Display AP associated client configuration
and status.
140 ([show wlan switchipaddr statistics <Itipaddr> Display w ireless switch Statistics
141 [show wlan switchipaddr status <ltipaddr> Display w ireless switch status parameters
142 [show wlan switchipaddr tspec_statistics <lItipaddr> Display wireless switch TSPEC statistics
Lo . Display wireless switch TSPEC status
143 |show wlan switchipaddr tspec_status <Itipaddr> parameters.
. - Display the sw itch provisioning
144 ([show wlan switchprovision_status information.

Display radio resource measurement

145 [show wlanrrm (RRM) switch data.

146 [show wlanrrmchannel_load Display channelload information.
147 [show wlanrrmneighbors Display neighbor information.
148 ([show wlanrrmneighbors status Display neighbor information.

149 ([show wlan rrmneighbors ap_status <ltmacaddr> Display RRM information for a managed

150 |show wlanrrmchannel_load current_request Show the current channelload request, if

any.
. Display channelload report history

151 ([show wlanrrmchannel_load history_status information.

152 |show wlanrrmchannel_load history_detail rDelf)zIraty information for every known
Show datato use for new channelload

153 [show wlanrrmchannel_load request_data requests.

154 |show wlandevice_location Display all device location parameters.

155 ([show wlan device_location status Display all device location parameters.

Display all AP Triangulation Location
Table parameteres.

Display all Triangulation Location Table
parameteres for an AP

Display all Triangulation Location Table
parameteres.

Display Triangulation Location status
159 ([show wlandevice_location ap triangulation status_all parameters for all device entries in the
triangulation table database.

Display Triangulation Location status
160 ([show wlandevice_location ap triangulation status_located parameters for located device entries in
the triangulation table database.
Display device location building

156 |show wlandevice_location ap

157 [show wlandevice_location ap macaadr <ltmacaddr>

158 |show wlandevice_location ap triangulation

161 [show wlan device_location building

parameters.
162 [show wlandevice_location building number <It1-8> Enter a valid Building number.
. ) - Display device location building
163 |show wlandevice_location building status parameters.
164 |show wlandevice_location building floor_ap_status Display device location AP parameters.
. . o Display device location building floor
165 [show wlandevice_location building floor_status parameters
166 |show wlan device_location client Display all Triangulation Location Table
parameteres.
. . ) . . Display all Triangulation Location Table
167 [show wlandevice_location client triangulation parameteres.
Display Triangulation Location status
168 |show wlandevice_location client triangulation status_all parameters for all device entries in the

triangulation table database.

Display Triangulation Location status
169 |show wlandevice_location client triangulation status_located |parameters for located device entries in
the triangulation table database.
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Display all Triangulation Location Table
parameteres for specifc MACAddress

Display On-demand location search floor
status

Display On-demand location search global
status

173 |show wlandevice_location floor_status building <Itbuilding> |Building Number

174 show wlan device_location floor_status building_floor
<Itbuilding> <Itfloor>

170 ([show wlandevice_location client macaadr <ltmacaadr>

171 ([show wlandevice_location floor_status

172 [show wlan device_location global_status

Floor number to searchfor the device

Display On-demand location search floor

175 |show wlan device_location floor_statusall status

6.2 System

The command show system at the CLI prompt would give the description of all the show
commands in the branch system , which is as follows:

S| No Command Name Purpose

1 show systemlogging

2 show systemlogging remote .

3 show systemlogging remote setup Display remote logging configuration
4 show systemlogging facility .

5 show systemlogging facility setup <lItfacility> Display logging facility configuration
6 show systemlogging ipv4 .

7 show systemlogging ipv4 setup Display logging configuration

8 show systemlogging ipv6 .

9 show systemlogging ipv6 setup Display ipv6 logs configuration

10 |show systemremote_management .

11 |show systemremote_management setup Efnglgﬁrr:tmte management over htips
12 |show systemsnmp <ltagent|P> Display SNMP configuration

13 [show systemswitch_setting .

14 [show systemswitch_setting power_mode Display pow er mode configuration
15 [show systemswitch_setting jumbo_frame Display jumbo frame configuration
16 |show systemstatus Display systemstatus

17 |show systemtime .

18 |show systemtime setup Display Timezone and NTP configuration
19 [show systemtraffic_meter .

20 [show systemtraffic_meter setup Display traffic meter configuration
21 [show systemusb Display USB Configuration

22  [show systemfirmwareVersion Get's the firmw are Version.

6.3 Net

The command show net at the CLI prompt would give the description of all the show
commands in the branch net , which is as follows:

S| No Command Name Purpose

1 show netipv6_tunnel status Display ipv6 tunnels status

2 show netddns .

3 show netddns setup Show Dynamic DNS Configuration.
4 show netlan dhcp
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show netlan dhcpreserved_ip

show netlan dhcp reserved_ip setup

Show list of DHCP Reserved Addresses.

show netlan dhcp leased_clients

show netlandhcp leased_clients list

Show list of Available DHCP Leased
Clients.

show net Option dhcpc

Display dhcp client Configuration.

show netdmz

show net dmz setup

Show DMZ Configuration.

show netdmz dhcp

show netdmz dhcpreserved_ip

show netdmz dhcp reserved_ip setup

Show list of DMZ DHCP Reserved
Addresses.

show netdmz dhcp leased_clients

show netdmz dhcp leased_clients list

Show list of Available DMZ DHCP Leased
Clients.

show net ethernet

Show Ethernetinterfaces

show netlan

show netlanipv4

show netlanipv4 setup

Show LAN Configuration.

show netlanipv6

show netlanipv6 setup

Show LAN Configuration.

show net statistics <lItinterface>

Show Interface Statistics

show netintel_Amt

show IntelAmt server details

show netintel_Amtserver

show IntelAmt Server Configurations

show netintel_Amt Reflector

show IntelAmt Reflector Configuration

show netintel_Amtserver setup

Display net Intel_Amt server setup.

show netintel_Amt Reflector setup

Display net Intel_Ant Reflector setup.

show netIp_Alias

show Ip Alias server details

show netlp_Alias server

show Ip Alias configuration details

show netlp_Alias server setup

Display net Intel_Amt server setup.

show net mode

show net mode setup

Display IP MODE configuration

show netipv6_tunnel

show netipv6_tunnel setup

Display ipv6 tunnels configuration

show net routing mode

show netrouting mode setup

Routing Mode betw een OPTION and LAN

show net Option Optionl

show net Option Optionl ipv4

show net Option Optionl ipv4 status

Display ipv4 Optionl Information.

show net Option Optionl ipv4 setup

Display Optionl Setup Information.

show net Option Option2

show net Option Option2 ipv4

show net Option Option2 ipv4 status

Display ipv4 Option2 Information.

show net Option Option2 ipv4 setup

Display Optionn2 Setup Information.

show net Option

show net Option mode

Display Option mode Information.

show net Option port_setup

Display Option port Information.

show net Option configurable_port

Display configurable port Information.

show net Option Option1 ipv6

show net option Optionl ipv6 status

Display ipv6 Optionl Information.

show net Option Optionl ipv6 setup

Display Optionl Setup Information.

show net Option Option2 ipv6

show net Option Option2 ipv6 status

Display ipv6 Option2 Information.

show net Option Option2 ipv6 setup

Display Option2 Setup Information.

show netrouting ospfv2

show OSPFv2 Configuration
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57

show netrouting ospfv3

show OSPFv3 Configuration

58

show netrouting ospfv2 setup

Display OSPFv2 Configuration

59

show netrouting ospfv3 setup

Display OSPFv3 Configuration

60

show net port

61

show net port management

62

show net port management setup

Display port management configuration

63

show net Option pppoe

Display pppoe client Configuration.

64

show net routing protocol_binding

show protocol_binding rules

65

show net routing protocol_binding setup

Display protocol Binding Rules

66

show netradvd

67

show netradvd setup

Display RADVD configuration

68

show net routing dynamic

Show dynamic routing setup

69

show net routing dynamic setup

Show dynamic routing Setup.

70

show netrouting

Displays routing setup

71

show net routing static

72

show net routing static ipv4

73

show net routing static ipv4 setup

Show allthe configured IPV4 routes.

74

show net routing static ipv6

75

show net routing static ipv6 setup

Show allthe configured IPV6 routes.

76

show netupnp

Display UPnP Information

7

show net upnp portmap

Display UPnP portmap Information.

78

show netupnp setup

Display UPnP portmap Information.

6.4 VPN

The command show vpn atthe CLI prompt would give
commands in the branch vpn , which is as follows:

the description of all the show

S| No Command Name

Purpose

show vpnI2tp

show [2tp server details

show vpn 2tp server

show 12tp server details

show vpn I2tp server setup

Display 12tp server setup.

show vpn I2tp server connections

Display 12tp server stats.

show vpn pptp client

show pptp client details

show vpn pptp client setup

Display pptp client setup.

show vpn pptp client_status

show pptp client status details

show vpn pptp client_status setup

Display pptp client status setup.

[to] Weol IEN] No )] H& 1 RSN IOV] I (O o]

show vpn pptp

show pptp serverdetails

[y
o

show vpn pptp server

show pptp serverdetails

[y
[EEY

show vpn pptp serversetup

Display pptp server setup.

=
N

show vpn pptp server connections

Display pptp server stats.

[y
w

show vpnsslivpn

show sslvpn settings

[y
SN

show vpn sslvpn client

show sslvpn client settings

[y
[

show vpnsslivpnroute

show route settings

[y
(<]

show vpn ssivpn policy

show ssivpn policy settings

=
~

show vpn sslvpn portal-layouts

show sslvpn portal-layouts settings

=
[e¢]

show vpn sslvpn portforwarding

show sslvpn portforwarding settings

—
©

show vpn sslvpn portforwarding appconfig

show sslvpn portforw arding appconfig
settings

20

show vpn sslvpn portforwarding hostconfig

show sslvpn portforwarding hostconfig
settings

21

show vpn sslvpnresource

show sslvpnresource settings

22

show vpn ssivpn resource-object <ltresource_name>

show sslvpn resource object settings
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23 show vpnsslvpnusers show sslvpn users mode

24 show vpn ssivpn users domains show sslvpn domains

25 show vpn ssivpn users groups show sslvpn groups

26 show vpn sslvpn usersusers show sslvpnusers

27 show vpn ssivpn usersbrowser_policies <Itrow_id> show sslvpn users policies by browser
28 show vpn sslvpn userslogin_policies <ltrow_id> show sslvpn userslogin policies
29 show vpn ssivpn usersip_policies <ltrow_id> show sslvpn usersip policy

30 show vpnipsec show vpn policy

31 show vpnipsec policy show vpn policy

32 show vpnipsec policy setup show vpn policy

33 show vpnipsec policy status show vpn status

34 show vpnipsec dhcp show vpnipsec dhcp setup

35 show vpnipsec dhcp setup show vpnipsec dhcp setup

6.5 Security

The command show security at the CLI prompt would give the description of all the
show commands in the branch security , which is as follows:

Sl No Command Name Purpose
1 show security advanced_network show advanced firewall attack checks
2 show security advanced_network attack_checks Display Security Checks configuration
3 show security advanced_networkigmp Display igmp configuration
4 show security application_rules .
5 show security application_rules setup Display application rules configuration
6 show security application_rules status Display application rules status
7 show security firewall custom_service .
8 show security firewall custom_service setup Display Custom Service configuration
9 show security firewall Display Firew all Rules
10 show security firewallipv4 Display Firew all Rules
11 show security firewallipv4 setup Display Firew all Rules
12 show security firewall algs Display ALGs protocals status
13 show security firewallipv6 Display IPV6 Firew all Rules
14 show security firewallipv6 setup Display Firew all Rules
15 show security ids .
16 show security ids setup Display IDS configuration
17 show security session_settings Display Session Settings configuration
18 show security schedules .
19 show security schedules setup Display Schedules configuration
20 show security mac_filter .
21 show security mac_filter setup Display Source Mac Filter configuration
22 show security ip_or_mac_binding .
23 show security ip_or_mac_binding setup Display IPPMAC Binding configuration
24 show security firewall vpn_passthrough .
25 show security firewall vpn_passthrough setup Display VPN passthrough Configuration
26 show security website_filter .
27 show security website_filter content_filtering Display content filtering configuration
28 show security website_filter approved_urls Display trusted domains configuration
29 show security website_filter blocked_keyw ords Display blocked keyw ords configuration
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6.6 RADIUS

The command radius at the CLI prompt would give the description of all the
configuration commands in the branch radius , which is as follows:

S| No Command Name Purpose
1 radius configure <Itradius_server> RADIUS configuration mode.
2 radius delete <ltradius_server> Delete a RADIUS configuration mode.

The command help atthe CLI prompt would give the description of all the configuration

commands in the branch help , which is as follows:

SI No

Command Name

Purpose

1

.help

Display an overview of the CLI syntax
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Chapter 7. Configuration commands

7.1 License Activation commands

The command license at the CLI prompt would give the description of all the
configuration commands in the branch license , which is as follows:

Sl No Command Name Purpose
1 license list List license on the device
2 license activate <lItactivationKey> activate a license on the device.

7.2 Global configuration commands

The command top at the CLI prompt would give the description of all the configuration
commands in the branch top , which is as follows

Sl No Command Name Purpose
1 .top Return to the default mode

The command reboot at the CLI prompt would give the description of all the
configuration commands in the branch reboot , which is as follows:

S| No Command Name Purpose
1 .reboot Reboot the system.

The command exit at the CLI prompt would give the description of all the configuration
commands in the branch exit , which is as follows:

S| No Command Name Purpose
1 .exit Exit this session

7.3 System configuration commands

The command system at the CLI prompt would give the description of all the
configuration commands in the branch system , which is as follows:

S| No Command Name Purpose
1 systemlogging .
2 systemlogging ipv4 System logging configuration.
3 systemlogging facility System log Facility configuration.
4 systemlogging remote System remoteLogging configuration)
5 systemlogging ipv6 Systemipv6 logs configuration.
6 systemlogging ipv4 configure System logging configuration mode.
7 systemlogging facility configure <lItfacility> ii;ztee.m logging facilty configuration
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System remote Logging configuration

8 systemlogging remote configure mode.

9 systemlogging ipv6 configure System ipv6 logs configuration mode.

10 systemremote_management Remote Mgmt Setup.

11 systemremote_management https Remote Mgmt Setup for https.

12 systemremote_management https configure Configure remote management
support for https.

13 systemremote_management telnet configure gﬁg;grlirf%:?gﬁg management

14 systemsnmp System SNMP configuration.

15 systemsnmp trap System SNMP trap configuration.

16 systemsnmp sys System SNMP systemconfiguration.

17 systemsnmp access System SNMP Access Configuration|

18 systemsnmp users Systgm SNMP v3 User
Configuration.

19 systemsnmp trap configure <Itagent_ip> SNMP trap configuration mode.

20 systemsnmp trap delete <ltagent_ip> Delete a SNMP trap configuration.

21 systemsnmp users configure <ltuser> frll\ml;e\f User list configuration

22 systemsnmp sys configure SNMP systemconfiguration mode

23 systemsnmp access add snmp access configuration mode

24 systemsnmp access edit <ltrowid> snmp configuration mode

25 systemsnmp access delete <ltrowid> snmp access configuration mode

26 systemsw itch_settings sw itch setting setup.

27 systemsw itch_settings power_saving pow er saving setup.

28 systemsw itch_settings jumbo_frame jumbo frame setup.

29 systemsw itch_settings power_saving configure pow er saving configuration mode.

30 systemsw itch_settings jumbo_frame configure jumbo frame configuration mode.

31 systemtime System time configuration mode

32 systemtime configure Systemtime configuration mode

33 systemtraffic_meter traffic meter Configuration setup.

34 systemtraffic_meter configure traffic meter configuration mode.

35 systemusb USB Configuration.

36 systemusbusbl USB1 Configuration.

37 systemusb usbl configure USB1 Configuration.

38 systemusb usbh2 USB2 Configuration.

39 systemusb usb2 configure USB2 Configuration.

20 systemusers S())/rs;]tsg]nz?r configuration

a1 systemgroup System group configuration
commands.

42 systemgroups configure System groups configuration mode.

43 systemgroup add systemgroups add mode.

44 systemgroup edit <ltrow_id> systemgroups edit mode.

45 systemgroup delete <ltrow_id> systemgroups delete mode.

46 systemgroup show <ltrow_id> systemgroups display mode.

47 systemusers add systemusers add mode.

48 systemusers edit <ltrow_id> systemusers edit mode.

49 systemusers delete <ltrow_id> systemusers delete mode.

50 systemusers show <Itrow_id> systemusers display mode.

51 systemusers password<ltuser> Change passw ord.

52 systemusers idle_timeout <Ittimeout> Change idle timeout.

53 systemgroup groupaccesscontrol group access control

54 iﬁ;tgl?r?_r%ip groupaccesscontrol configure group access control configuration

55 systemgroup groupaccesscontrol show <ltgroup_id> |Displays Group Access Control
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configuration for the selected group

56

systemgroup access_control_browser

List of brow sers forwhich login
policies can be applied

57

systemgroup access_control_browseradd

Add a brow ser to Access Control
brow serslist

58

systemgroup access_control_browser delete
<ltrow_id>

Delete a brow ser fromAccess
Control brow sers list

59

systemgroup access_control_browsershow

Displays Access Control browsers lisf

60

systemgroup access_control_ip

List of ips for w hich login policies can
be applied

61

systemgroup access_control_ip add

Add an ip to Access Control ips list

62

systemgroup access_control_ip delete <ltrow_id>

Delete an ip fromAccess Controlips
list

63

systemgroup access_control_ip show

Displays Access Control ips list

7.4 UTIL configuration commands

The command util at the CLI prompt would give the description of all the configuration

commands in the branch util , which is as follows:

SI No Command Name Purpose

1 util restore-factory-defaults Revertto factory default settings.

2 util system_check systemcheck options

3 util system_check ping <lItip_address> Ping an Internet Address.
To retrieve the IP address of a Web,

4 util system_checkdns_lookup <ltdns> FTP, Mail or any other Server on
the Internet
display all the routers present

5 util system_checktraceroute <Itip_address> betw een the destination IP address
and this router

6 util system_checkdisplay IPV4_routingtable Display IPV4 Routing Table
Allow s you to capture all packets

7 util system_check capturePackets that pass through the selected
interface

8 util system_check capturePackets start <Itinterface> |Start the packet capture

9 util system_check capturePackets stop Stop the packet capture

10 util system_check capturePackets download Dow nload the packet capture to the

<ItfileName> <ItipAddr> host machine
11 util reboot Reboot the system.
. ) Concatenate files and print on the
12 util cat <ltfileName> standard output.
13 util md5sum <ltfileName> dC_ompute and checkMD5 message
igest.
14 util copy <ItfileNamel> <ltfileName2> Copy the Files.
15 util usb_test <ItipAddr> <lItfileName> To test the USB.

7.5 QoS configuration commands

The command gos at the CLI prompt would give the description of all the configuration

commands in the branch qos, which is as follows:

SI No Command Name Purpose
1 gos lan Configure gos parameters for lan
2 gos option Configure gos parameters for option
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gos lan trustmode

trustmode configuration in the sw itch

gos lan trustmode cos

Configure cos based QoS on lan

gos lan trustmode dscp

Configure dscp based QoS on lan

gos lan cos-to-dscp-remarking

enable cos-to-dscp-remarking

N |[o|jo)] bW

gos lan queue

gueue sheduling and management
configuration

gos lan cos-map

configures the cos-map for the
switch port

gos lan dscp-map

configures the cos-map for the
sw itch port

10

gos lan queue management

lan queue managenet configuation

11

gos lan queue scheduling-algo

lan queue scheduling algorithm
configuration

12

gos lan status

Display status of lan QoS

13

gos lan enable

enable QoS on LAN

14

gos lan disable

disable QoS on LAN

15

gos lan trustmode show

show the trustmode on the switch

16

gos lan trustmode cos enable <ltlanPort>

configures CoS LAN, QoS has to be
enabled first.

17

gos lan trustmode dscp enable <ItlanPort>

configures DSCP on LAN, QoS has
to be enabled first.

18

gos lan cos-map configure <ltcosValue>
<ltpriorityQueue>

configure cos map for qos

19

gos lan cos-map show

show the cos-map for qos

20

gos lan dscp-map show

display dscp priority mappin on
switch

21

gos lan dscp-map configure <ltdscpValue>
<ltpriorityQueue>

Configure DSCP map for qos

22

gos lan cos-to-dscp-remarking enable

enables cos-to-dscp remarking

23

gos lan cos-to-dscp-remarking disable

disables cos-to-dscp remarking

24

gos lan cos-to-dscp-remarking status

Display status of cos-to-dscp-
remarking

25

gos lan cos-to-dscp-remarking configure <ltcosValue>
<ltdscpValue>

configures cos-to-dscp remarking

26

gos option status

Display QoS status on OPTION

27

gos option enable

Enable QoS on option interface

28

gos option disable

Disable QoS on option interface

29

gos option bandw idth set <ltwanInterface>
<ltupStreamBW> <ltdownStreamBW >

setthe bandw idth for optional option

30

gos option bandw idth

configure bandwidth for option
interface

31

gos option traffic-selector

configure traffic selector
configuration

32

gos option traffic-selectoradd

configure traffic selector
configuration

33

gos option bandw idth profile

configure bandwidth profiles for
option interface

34

gos option bandw idth show <ltwaninterface>

Display bandw idth setting for
dedicated option

35

gos option bandw idth profile add <ltwanInterface>
<ltbwProfileName> <lItpriority> <ItmaxBW> <|tminBW>

add a bw -profile for option

36

gos option bandw idth profile del <ItbwProfileName>

delete a bw -profile on option

37

gos option bandw idth profile show

display all the bandw idth profiles thatj
are configured

38

gos option traffic-selector show

show sthe traffic selectors forthe
option interface

39

gos option traffic-selectoradd ip <ItipAddress>
<lItservice> <ItbwProfile>

add a traffic selectorfor option

40

gos option traffic-selectoradd mac <ltmacAddress>

add a traffic selectorfor option
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<ltservice> <ItbwProfile>

41

gos option traffic-selectoradd port <ltlanPort>
<lItservice> <ltbwProfile>

add a traffic selectorfor option

42

gos option traffic-selectoradd vlan <ltvianld>
<Itservice><ltbwProfile>

add a traffic selectorfor option

43

gos option traffic-selectoradd dscp <ltdscpld>
<lItservice> <ltbwProfile>

add a traffic selectorfor option

44

gos option traffic-selector del <lttraffic Selectorld>

delete a traffic selectorfor option

45

gos lan queue management show

gueue management configuation
show

46

gos lan queue scheduling-algo set <ltsched-algo>

setthe queue scheduling algorithm
in the LAN switch

47

gos lan queue scheduling-algo show

show the queue scheduling
algorithm in the LAN sw itch

7.6 NET configuration commands

The command net at the CLI prompt would give the description of all the configuration

commands in the branch net , which is as follows:

SINo |Command Name Purpose

1 net ipv6_tunnel ipv6 tunnel configuration setup.

2 net ipv6_tunnelsix_to_four six to four tunnel configuration setup.

3 net ipv6_tunnel six_to_four configure six To Four Tunnel configuration
mode.

4 net ddns DDNS setup.

5 net ddns Optionl DDNS setup.

6 net ddns Option2 DDNS setup.

7 net ddns Optionl1 configure DDNS configuration mode.

8 net ddns Option2 configure DDNS configuration mode.

9 net lan dhcp DHCP setup.

10 net lan dhcpreserved_ip DHCP Reserved IPs setup.

11 net lan dhcpreserved_ip configure <ltmac_address> |DHCP Reserved IPs add/edit mode.

12 net lan dhcpreserved_ip delete <ltmac_address> Delete a specific reserved ip entry.

13 net Option dhcpc DHCP client configuration mode

14 net Option dhcpc configure DHCP client configuration mode

15 net dmz dmz configuration mode

16 net dmz configure dmz configuration mode

17 net dmz dhcp DHCP setup.

18 net dmz dhcpreserved_ip DHCP Reserved IPs setup.

19 net dmz dhcp reserved_ip configure <Itmac_address> |DHCP Reserved IPs add/edit mode.

20 net dmz dhcp reserved_ip delete <Itmac_address> Delete a specific reserved ip entry.

21 net ethernet Ethernet configuration.

22 net ethernet configure <ltinterface_name> Ethernet configuration mode.

23 net lan LAN setup.

24 net lan ipv4 .

25 net lan ipv4 configure IPv4 LAN configuration mode.

26 net lan ipv6 .

27 net lan ipv6 configure IPv6 LAN configuration mode.

28 net lan ipv6 pool .

29 net lan ipv6 pool configure <ltipv6Pool StartAddr> Ir?og eI._AN configuration add/edit

30 net lan ipv6 pool delete <Itipv6PoolStartAddr> IPv6 LAN configuration delete.

31 net intel_Amt net policy mode.
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32 net intel_Amt server net policy mode.
33 net intel_Amt server configure Intel Amt server configuration mode
34 net intel_Amt_Reflector net policy mode.
35 net intel_Amt_Reflector configure mec;;‘m Reflector configuration
36 net ip_Aliasing net policy mode.
37 net ip_Aliasing server net policy mode.
38 net ip_Aliasing server add Ip Aliasing server configuration
. o . . Editing Ip Aliasing server
39 net ip_Aliasing server edit <ltrow_id> configuration.
40 net ip_Aliasing server delete <ltrow_id> Delete Ip Aliasing configuratio
41 net mode IP Mode Setup
42 net mode configure IP Mode configuration mode.
43 net ipv6_tunnelisatap isatap tunnel configuration setup.
44 net ipv6_tunnelisatap add isatap tunnel configuration mode.
45 net ipv6_tunnelisatap edit <ltrow_id> isatap Tunnel configuration mode.
46 net ipv6_tunnelisatap delete <ltrow_id> isatap tunnel configuration mode.
. Routing Mode betw een OPTION and
47 net routing mode LAN setup.
- . Routing Mode betw een OPTION and
48 net routing mode configure LAN configuration mode.
49 net Option Optionl Optionl configuration mode
50 net Option Optionl ipv4 ipv4 Optionl configuration mode
51 net Option Optionl ipv4 configure %3 eOptIOI’l Option1 configuration
52 net Option Option2 Option2 configuration mode
53 net Option Option2 ipv4 ipv4 Option2 configuration mode
54 net Option Option2 ipv4 configure :,%3 eOptlon Option2 configuration
55 net Option Option mode configuration mode
56 net Option mode Option mode configuration mode
57 net Option mode configure Option mode configuration mode
58 net Option port_setup Option port setup.
59 net Option port_setup configure Option port configuration mode.
60 net Option configurable_port configurable port setup.
61 net Option configurable_port configure configurable port setup.
62 net Option Optionl ipv6 ipv6 Option configuration mode
63 net Option Optionl ipv6 configure ipv6 Optionl configuration mode
64 net Option Option2 ipv6 ipv6 Option2 configuration mode
65 net Optionn Option2 ipv6 configure ipv6 Option2 configuration mode
66 net routing ospfv2 OSPF Configuration for IPV4
67 net routing ospfv3 OSPF Configuration for IPV6
68 net routing ospfv2 configure <ltinterface> ospfv2 configuration mode.
69 net routing ospfv3 configure <ltinterface> ospfv3 configuration mode.
70 net port .
71 net port management port management configuration setup
72 net port management configure <ltportName> port management configuration mode)
73 net Option pppoe PPPOE client configuration mode
74 net Option pppoe configure PPPOE client configuration mode
75 net routing protocol_binding protocol_binding rules
76 net routing protocol_binding add protocol_binding rules configuration
mode.
77 net routing protocol_binding edit <ltrow_id> ﬁ:gézCOI—bmdmg rules configuration
78 net routing protocol_binding enable <Itrow_id> Fr:é)écécol_blndlng rules configuration
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protocol_binding rules configuration

79 net routing protocol_binding disable <ltrow_id> mode.
80 net routing protocol_binding delete <ltrow_id> Pr:é)ct'zcol_blndlng rules configuration
81 net radvd RADVD configuration setup.
82 net radvd pool RADVD configuration setup.
83 net radvd configure radvd configuration mode.
84 net radvd pool add radvd Pool configuration mode.
85 net radvd pool edit <Itrow_id> radvd Pool configuration mode.
86 net radvd pool delete <ltrow_id> radvd pool configuration mode.
87 net routing dynamic Configure the routes dynamically.
88 net routing dynamic configure configure the routes dynamically.
’ configure routing mode, static and
89 net routing dynamic route(s).
90 net routing static Configure the routes.
91 net routing static ipv4 Configure the routes.
92 net routing static ipv6 Configure the IPV6 routes.
93 net routing static ipv4 configure <lthame> Add new static routes.
94 net routing static ipv6 configure <lthame> Add new IPV6 static routes.
95 net routing static ipv4 delete <lthame> Delete a specific route.
96 net routing static ipv6 delete <lthame> Delete a specific IPV6 route.
97 net routing static ipv4 deleteAll Delete all the configured routes.
98 net routing static ipv6 deleteAll Delete all the configured IPV6 routes.
99 net tahi settings for tahitest suite.
100 net tahi add-default-route <Itip_address> add ipvé defaultroute onlan
P interface.
) delete ipv6 default route on lan
101 net tahi delete-default-route interface.
102 net tahi add-route <ltip_address> <ltgw> add ipv6 route on lan interface.
103 net tahi del-route <Itip_address> <ltgw> add ipv6 route on lan interface.
104 net tahi stop-RA stop sending RA.
: . start sending RA w ith
105 net tahi start-RA-AdvRetransTimer(1000) AdvRetransTimer as 1000.
. ) start sending RA w ith
106 net tahi start-RA-AdvRetransTimer(5000) AdvRetrans Timer as 5000.
startsending RA w ith
107 net tahi startRA-Reachable(30000)Retrans(1000) AdvReachableTime as 30000 and
AdvRetransTimer as 1000.
108 net tahi start-RA-AdvReachableTime(10000) startsending RA with
AdvReachableTime as 10000.
109 net tahi start-RA-AdvReachable Time(30000) startsending RA with
AdvReachableTime as 30000.
h start sending RA w ith default
110 net tahi start-RA (Default) parameters.
) " start sending RA w ith minimum
111 net tahi start-RA-MinValues values of parameters.
. start sending RA w ith maximum
112 net tahi start-RA-MaxValues values of parameters.
. start sending RA w ith
113 net tahi start-RA-MaxRtrAdvinterval(10) MaxRirAdvinterval value of 10.
h start sending RA with
114 net tahi start-RA-MaxRtrAdvinterval(40) MaxRirAdvinterval value of 40,
115 net tahi start-RA-MinRtrAdvInterval(198) start sending RA w ith
MinRtrAdvinterval value of 198.
116 net tahi start-RA-prefix(8000::) start sending RA w ith prefix 8000::/64
117 net tahi start-RA-prefix(fec0::) start sending RA w ith prefix fec0::/64.
. . start sending RA with
118 net tahi start-RA-AdvCurHopLimit(0) AdvCurHopLimit value as 0.
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h . start sending RA with
119 net tahi start-RA-AdvCurHopLimit(15) AdvCurHopLimit value as 15.
120 net tahi ipv6-dow n disable the ipv6 stack on the router.
121 net tahi ipv6-up enable the ipv6 stack on the router.
e enable the ipv6 stack on the router
122 net tahi ipv6-global-up and adds global ip.
123 net tahi ipv6-Alias-Add(LAN) <Itip6_address> Add ipv6 address to LAN interface.
. . ! Delete an ipv6 address fromLAN
124 net tahi ipv6-Alias-Del(LAN) <Itip6_address> interface.
- ) . Add ipv6 address to OPTION
125 net tahi ipv6-Alias-Add(OPTION) <Itip6_address> interface.
126 net tahi ipv6-Alias-Del(OPTION) <Itip6_address> iaféericaén ipv6 address fromOPTION
127 net tahi neigh-cache-del deletes the ipv6 neighbor cache.
] . . setthe reachable time of neighbour
128 net tahi reachable-time <Ittime> cache entries
129 net tahi mcast-start start ipv6 multicast
130 net tahi mcast-stop stop ipv6 multicast
131 net tahi ping6 <Itip><ltsize> ping6 on LAN interface with count ong
132 net tahi pmtu-route-add <ItipAdd> add ipv6 route on lan interface.
133 net tahi disable-ipv6-firewall disable ipv6 firew all.
. . show ipv6 addresses of LAN
134 net tahi show -LAN-ip interface.
135 net upnp Upnp configuration mode
136 net upnp configure Upnp configuration mode

7.7 VPN configuration commands

The command vpn at the CLI prompt would give the description of all the configuration
commands in the branch vpn , which is as follows:

S| No Command Name Purpose
1 vpn I2tp vpn policy mode.
2 vpn I2tp server vpn policy mode.
3 vpn I2tp server configure [2tp server configuration mode
4 vpn pptp client vpn policy mode.
5 vpn pptp client configure pptp client configuration mode
6 vpn pptp client_action <ltaction> vpn pptp client action set.
7 vpn pptp vpn policy mode.
8 vpn pptp server vpn policy mode.
9 vpn pptp server configure pptp server configuration mode
10 vpn ssivpn sslvpn configuration commands
11 vpn ssivpn portal-layouts sslvpn portal layout configuration

commands
12 vpn ssivpn portal-layouts add Add sslvpn portal layout
13 vpn ssivpn portal-layouts edit <ltrow_id> Edit sslvpn portal layout
14 vpn sslvpn portal-layouts delete <ltrow_id> Delete sslvpn portallayout
15 vpn ssivpn portal-layouts set-default <ltrow_id> Set the portal as default
. sslvpn portforwarding configuration

16 vpn ssivpn portforwarding comﬂlaﬁds 9 9
17 vpn sslvpn portforwarding appconfig izlr\]/fﬁ)gu?g[itcf)gr(\:l\;m%ggpllcatlon
18 vpn ssivpn portforwarding appconfig add Add an application configuration rule
19 vpn sslvpn portforwarding appconfig delete <ltrow_id> [Delete an application configuration rule
20 vpn ssivpn portforwarding hostconfig sslvpn portforwarding host
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configuration commands
21 vpn ssivpn portforwarding hostconfig add Add a host configuration rule
22 vpn ssivpn portforwarding hostconfig delete <ltrow_id> [Delete a host configuration rule
23 vpn ssivpnresource izlr\]/qﬁn\agedssource configuration
24 vpnsslvpnresource add Add an sslvpnresource
25 vpn ssivpn resource configure Configure an sslvpnresource
26 vpn sslvpn resource configure add <ltresource_name> [Add an sslvpnresource object
27 vpn sslvpn resource configure delete <ltrow_id> Delete an sslvpnresource object
28 vpn ssivpnresource delete <Itrow_id> Delete an sslvpnresource
29 vpn ssivpn policy sslvpn policy configuration commands
30 vpn ssivpn policy add Add an sslvpn policy
31 vpn ssivpn policy edit <ltrow_id> Edit an sslvpn policy
32 vpn sslvpn policy delete <Itrow_id> Delete an sslvpn policy
33 vpn ssivpn client sslvpn client configuration commands
34 vpn ssivpn route sslvpn route configuration commands
35 vpn ssivpn route add Add sslvpn client route
36 vpn ssivpn route delete <Itrow_id> Delete sslvpn clientroute
37 vpnsslvpnusers System user configuration commands.
38 vpn sslvpn users domains System user configuration commands.
39 vpn sslvpn users groups System user configuration commands.
40 vpn sslvpn users users System user configuration commands.
41 vpn sslvpn users domains add Users domain configuration mode
42 vpn sslvpn users domains edit <ltrow_id> Users domain configuration mode
43 vpn sslvpn users domains delete <ltrow_id> Users domain delete mode
44 vpn sslvpn users groups add Users groups configuration mode
45 vpn sslvpn users groups edit <ltrow_id> Users groups configuration mode
46 vpn sslvpn users groups delete <ltrow_id> Users group delete mode
47 vpn sslvpnusers users add Users configuration mode
48 vpn sslvpn users users edit <ltrow_id> Users configuration mode
49 vpn ssivpn users users login_policies <Itrow_id> Users login policy configuration mode
50 vpn sslvpn users users browser_policies <Itrow_id> :TJZE': brow sers policy configuration
51 vpn sslvpn users users ip_policies Users ip policy configuration mode
52 vpn sslvpn users users ip_policies configure <ltrow_id>Users ip policy configuration mode
53 vpn ssivpn users users ip_policies delete <ltrow_id> [Users ip policy delete mode
54 vpn sslvpn users users delete <ltrow_id> Users delete mode
55 vpn ipsec vpn policy mode.
56 vpn ipsec policy vpn policy mode.
57 vpn ipsec policy configure <ltname> vpn policy configuration mode
58 vpn ipsec policy enable <lthame> enable a vpn policy
59 vpn ipsec policy disable <lthame> disable a vpn policy
60 vpn ipsec policy delete <lthame> delete a vpn policy
61 vpn ipsec policy connect <lthame> connectavpn tunnel
62 vpn ipsec policy drop <lthame> drop a vpntunnel

7.8 Security configuration commands

The command security atthe CLI prompt would give the description of all the
configuration commands in the branch security , which is as follows:

SI No

Command Name

Purpose

1

security advanced_network

Security advanced setup.
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2 security advanced_network attack_checks Firew all Security Checks setup.

3 security advanced_network attack_checks configure |Security Checks configuration mode.

4 security advanced_networkigmp Security igmp setup.

5 security advanced_network igmp setup lgmp configuration mode.

6 security application_rules Application Rules Configuration setup.

7 security application_rules add application rules rules configuration

mode.

8 security application_rules edit <Itrow_id> ﬁ%[()jlg:atlon rules rules configuration

9 security application_rules delete <ltrow_id> 2%21':&'0” rules rules configuration

10 security firewall custom_service Custom Services Configuration setup.

11 security firewall custom_service add customservices configuration mode.

12 security firewall custom_service edit <Itrow_id> customservices configuration mode.

13 security firewall custom_service delete <Itrow_id> customservices configuration mode.

14 security firewall Firew all rules setup.

15 security firewallipv4 Firew all IPv4 rules setup.

16 security firewallipv4 configure EL%V;I alllPv4 rules configuration

17 security firewallipv4 default_outbound_policy Firew all Settings, Default Outbound
<Itdefault_outbound_policy> Policy configuration mode.

18 security firewallipv4 edit <ltrow_id> E‘gedvg alPv4 rules configuration

19 security firewallipv4 enable <ltrow_id> E%%Vev alllPv4 rules configuration

20 security firewallipv4 disable <Itrow_id> E‘g%vg alPv4 Rules configuration

21 security firewallipv4 delete <ltrow_id> rlj:(r)edv;/ allPv4 Rules configuration

22 security firewallipv4 move <ltrow_id> Firew all IPV4 Rule reordering mode.

23 security firewall algs Firew all ALGs configuration mode.

24 security firewallipvé Firew all IPv6 rules setup.

o5 security firewallipvé configure Firew all IPV6 rules configuration

mode.

26 security firewallipvé edit <ltrow id> Firew allPV6 rules configuration

27 security firewallipv6 enable <Itrow_id> E‘gedvg al PV rules configuration

28 security firewallipv6 disable <ltrow_id> E%%Vev alllPV6 Rules configuration

29 security firewallipv6 delete <Itrow_id> E‘g%vg alPV6 Rules configuration

30 security firewallipvé move <ltrow_id> Firew allIPV6 Rule reordering mode.

31 security firewallipv6 default_outbound_policy Firew all Settings, IPv6 Default
<Itdefault_outbound_policy> Outbound Policy configuration mode.

32 security ids IDS Configuration setup.

33 security ids configure IDS configuration mode.

34 security session_settings Session Settings Configuration setup.

35 security session_settings configure Session Settings configuration mode.

36 security schedules Schedules Configuration setup.

37 security schedules add Schedules configuration mode.

38 security schedules edit <Itrow_id> Schedules configuration mode.

39 security schedules delete <Itrow_id> Schedules configuration mode.

40 security mac_filter source mac filter configuration mode.

41 security ip_or_mac_binding ip mac binding configuration mode.

42 security mac_filter configure source mac filter configuration mode.

43 security mac_filter source
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44 security mac_filter source add Source Mac Filter configuration mode.
45 security mac_filter source edit <Itrow_id> Source Mac Filter configuration mode.
46 security mac_filter source delete <Itrow_id> Source Mac Filter configuration mode.
a7 security ip_or_mac_binding add ip/mac binding configuration mode.
48 security ip_or_mac_binding edit <ltrow_id> ip/mac binding configuration mode.
49 security ip_or_mac_binding delete <ltrow_id> ip/mac binding configuration mode.
50 security firewall vpn_passthrough VPN Passthrough setup.
51 security firewall vpn_passthrough configure VPN Passthrough configuration mode.
52 security website_filter w ebsite filtering configuration setup.
53 security website_filter content_filtering content filtering configuration setup.
54 security website_filter approved_urls trusted domains configuration setup.
55 security website_filter blocked_keywords blocked keyw ords configuration setup
56 security website_filter content_filtering configure content filtering configuration mode.
57 security website_filter approved_urls add trusted domains configuration mode.
58 security website_filter approved_urls edit <ltrow_id> [trusted domains configuration mode.
59 security website_filter approved_urls delete <ltrow_id> |trusted Domains configuration mode.
60 security website_filter blocked_keywords add blocked Keyw ord configuration mode.
61 security website_filter blocked_keywords edit blocked Keyw ords configuration
<ltrow_id> mode.
62 security website_filter blocked_keywords delete blocked Keyw ords configuration
<ltrow_id> mode.
63 security website_filter blocked_keywords enable blocked Keyw ords configuration
<ltrow_id> mode.
64 security website_filter blocked_keywords disable blocked Keyw ords configuration
<ltrow_id> mode.

7.9 History configuration commands

The command history at the CLI prompt would give the description of all the
configuration commands in the branch history , which is as follows:

S| No

Command Name

Purpose

1

.history <Itlimit>

Display the current session's
command line history
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Chapter 8. Configuration commands

The configure commands for all the branches mentioned above are discussed in this section.

WLAN

The command wlan at the CLI prompt would give the description of all the configuration
commands in the branch wlan , which is as follows:

Sl No Command Name Purpose
1 w lan ap_management AP Management
2 wlanap management manual Request administrative commands/actions
P g for managed access points.
3 w lan ap_management ap_database Enter AP Database configuration mode
Configure pow er plan and channel plan
4 w lan ap_management rf_management related parameters
" Configure IP address to poll,VLAN ID for L2|
5 wlanap_management poll_list discovery or specific discovery method.
6 w lan ap_management poll_list discovery Configure specific discovery method.
7 w lan ap_management oui_database Configure Local OUI Database.
. w lan ap_management manual
8 w lan ap_management manual configure <macaddr> configuration mode
9 w lan ap_management ap_database add <macaddr> W lan ap-management ap-database
configuration mode
. w lan ap-management ap-database
10 |wlanap_management ap_database edit <macaddr> configuration mode
11 |wlanap_management ap_database delete <macaddr> W lan ap-management ap-database delete
an mac-address
. w lan ap-management rf-management
12 |wlanap_management rf_management configure configuration mode
" . w lan ap-management poll-list configuration
13  |wlanap_management poll_list configure mode
. - - w lan ap-management ap-database
14  |wlanap_management poll_list delete_ip_address <ipaddr> configuration mode
15  |wlanap_management poll_list delete_vlan_list <id> \V/V| ;a;l?dap-mnagemnt poll-list delete an
16 |wlanap_management poll_list discovery configure m%réap-mnagemnt poll-list configuration
. w lan ap-management oui-database
17  |wlan ap_management oui_database add configuration mode
. . . w lan ap-management oui-database
18 |wlanap_management oui_database edit <ouival> configuration mode
. . w lan ap-management ap-database delete
19 |wlanap_management oui_database delete <ouival> an oui value
20 |wlanap_profile Enter the AP Profile configuration mode
21 |wlannetwork Enter Netw ork configuration mode
22 |wlanap_profile QoS AP Profile QoS configuration
23 |wlanap_profile radio AP Profile Radio configuration
24 |wlanap_profile add <profileid> w lan ap_profile configuration mode
25 |wlanap_profile edit <profileid> w lan ap_profile configuration mode
26  |wlanap_profile delete <profileid> Delete a AP Profile
27 |wlanap_profile copy <sourceprofileid> <destprofileid> Sfo%ea” existing AP profile to a new AP
28 |wlanap_profile radio configure <profileid> <radio> w lan ap_profile radio configuration mode
29 |wlanap_profile QoS configure <profileid> <radio> w lan ap_profile QoS configuration mode
30 |wlannetwork configure <networkid> w lan netw ork configuration mode
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31 [|wlanclient Configure know n client parameters.

32 |wlanclientadd <macaddr> w lan client configuration mode

33 |wlanclientedit <macaddr> w lan client configuration mode

34 |wlanclientdelete <macaddr> w lan client configuration mode

35 |wlanglobal Global Configuration

36 |wlanglobaldist_tunnel Configure the L2 Distributed Tunneling
parameters

37 |wlanglobalsnmp_trap Wireless sw itch SNMP trap configuration.

38  |wlanglobaldist_tunnel configure }/Tv]cl’%réglobal distributed tunnel configuration

39 |wlanglobalsnmp_trap configure w lan global snmp_trap configuration mode

40 |wlan global configure w lan global configuration mode

41 |wlanpeer_controller Configure peer sw itch configuration push
groups.

42 |wlan peer_controller configure w lan peer_controller configuration mode

43 |wlan peer_controller push_configuration <ipaddr> Start the configuration push for one peer
switches.

44 |wlanwids_security Configure the WIDS security parameters.

45  |wlanwids_security ap Configure the WIDS security parameters
for AP

46 |wlanwids_securty client Configure WIDS Client Security
Parameters.

47  |wlanwids_security ap configure w lan w ids_security ap configuration mode

48  |wlanwids_security client configure Vn\%%réw ids_security client configuration

49  |wlanwlan_global_setting Wireless Global Configuration

50 [|wlanwlan_global setting ap_validation Configure the AP validation method.

51 |wlanwlan_global_setting radius_server RADIUS related parameters.

52 |wlanwlan_global_setting country country code for the wireless network

53 |wlanwlan_global_setting ap_validation configure w lan ap_validation configuration mode

54 |wlanwlan_global_setting radius_server configure w lan radius_server configuration mode

55 |wlanwlan_global_setting country configure w lan country configuration mode

56 [wlanwlan_global_setting wireless_switch <enable> Enable/Disable the wirelessswitch

8.1 wlan ap_management manual configure
<macaddr>

S.No|Command Name Description Type and Description
1 <macaddr> w Izn ap_management manual configuration MAC address AA:BB:CC.DD:EE:FF w here
mode each partis in the range 00-FF
2 save Save ap management configuration changes
3 cancel Roll back ap management configuration
changes.
4 exit Save ap management configuration changes
and current mode.
5 radio Configure radio on a managed access points.| . I
w ireless radio interface
Configure managed access points channel
6 channel value. Unsigned integer
7 pow er Enter the transmit pow er range of pow er perventage
8 debug Enable/Disble debugging on Managed AP Boolean choice
9 reset Reset a WS managed AP. Boolean choice
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8.2

wlan ap_management ap_database add
<macaddr>

S.No| Command Name Description Type and Description
w lan ap-management ap-database RR-CCPP EE
1 <macaddr> . . MAC address AA:BB:CC:DD:EE:FF
configuration mode w here each partis in the range 00-FF
2 save Save ap-database configuration changes.
Roll back ap-database configuration
3 cancel changes.
4 exit Save ap-databse configuration changes and
current mode.
5 mode Configure the AP Managed mode AP mode
6 location Configure the AP location description. String
7 password Configure the AP Authentication Passw ord. String
8 profileid Set the AP Profile ID to use for configuration. AP Profile ID
9 ssid Configure the stand-alone AP expected SSID String
10 |channel Configure the stand-alone AP expected _ _
channel Unsigned integer
Configure the stand-alone AP expected WDS
11 jwds_mode mode stand-alone AP expected WDS mode.
. Configure the stand-alone AP expected
12 |security_mode security mode Stand Alone AP Security Mode
13 |wired-mode Configure the stand-alone AP expected w red stand-alone AP expected w ired netw ork
netw ork mode.
mode
14 |radiol-sentry Configure fixed radio channel/pow er settings
15 [radio2-802.11b/g/n Configure fixed radio channel/pow er settings
16 [radiol-sentry channel |Configure a fixed channelfor the radio Unsigned integer
L Configure a fixed transmit pow er for the
17 |radiol-sentry power radio. range of pow er perventage
radio2-802.11b/g/n . . .
18 channel Configure a fixed channelfor the radio. Unsigned integer
19 radio2-802.11b/g/n Configure a fixed transmit pow er for the
pow er radio. range of pow er perventage

8.3

wlan ap_management ap_database edit
<macaddr>

S.No|CommandName Description Type and Description
w lan ap-management ap-database [P —
1 <macaddr> . : MAC address AA:BB:CC:DD:EE:FF
configuration mode w here each partis in the range 00-FF
2 save Save ap-database configuration changes.
Roll back ap-database configuration
3 cancel changes.
4 . Save ap-databse configuration changes and
exit
current mode.
5 mode Configure the AP Managed mode AP mode
6 location Configure the AP location description.
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String
7 password Configure the AP Authentication Passw ord. String
8 profileid Set the AP Profile ID to use for configuration. AP Profile ID
9 ssid Configure the stand-alone AP expected SSID |, .
String
Configure the stand-alone AP expected
10 [channel channel Unsigned integer
11 lwds mode Configure the stand-alone AP expected WDS
- mode stand-alone AP expected WDS mode.
. Configure the stand-alone AP expected
12 [security_mode security mode Stand Alone AP Security Mode
13 |wired-mode Configure the stand-alone AP expected w ired stand-alone AP expected w ired netw ork]
netw ork mode. mode
14 [radiol-sentry Configure fixed radio channel/pow er settings
15 [radio2-802.11b/g/n Configure fixed radio channel/pow er settings
16 ([radiol-sentry channel [Configure a fixed channelfor the radio Unsigned integer
17 |radiol-sentry power Coqflgurea fixed transmit pow er for the
radio. range of pow er perventage
radio2-802.11b/g/n . . .
18 channel Configure a fixed channelfor the radio. Unsigned integer
19 radio2-802.11b/g/n Configure a fixed transmit pow er for the
pow er radio. range of pow er perventage

8.4

wlan ap_management ap_database delete
<macaddr>

S.No

CommandName

Description

Type and Description

<macaddr>

w lan ap-management ap-database delete an
mac-address

MAC address AA:BB:CC.DD:EE:FF
w here each partis in the range 00-FF

8.5

wlan ap_management rf_management
configure

S.No|Command Name Description Type and Description
1 save Save rf management configuration changes.
2 cancel Roll back configuration changes.
3 exit Save rf management configuration changes
and current mode.
4 channel_plan Configure the channel plan parameters.
5 pow er_plan Configure the pow er plan parameters.
6 channel_plan plan Specify radio frequency band Radio frequency Band
7 channel_plan mode Set the mode of channel plan assignment. Channel Plan Mode
8 channel_plan Configure the number of the channel
history_depth algorithm iterations that WS remembers. Unsigned integer
. Configure the interval at w hich to compute
9 channel_planinterval and apply channel adjustments. Unsigned integer
10 |channel_plan time Configure the scheduled time atw hichto .
compute and apply channel adjustments. String
11 |power_planinterval [Configure the intervalat w hichto compute
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and apply pow er adjustments.

Unsigned integer

12 [pow er_plan mode Set the mode of pow er plan assignment
8.6 wlan ap_management poll _list configure
S.No|Command Name Description Type and Description
1 save Save poll list configuration changes
2 cancel Roll back poll list configuration changes.
3 exit Save poll list configuration changes and
current mode.
4 vian Configurea VLANID for L2 discovery. vlan id possible values
5 ip_address Configure IP address to poll. IP address AAA.BBB.CCC.DDD w here
each partis in the range 0-255

8.7

wlan ap_management poll_list
delete_ip_address <ipaddr>

S.No

CommandName

Description

Type and Description

<ipaddr>

w lan ap-management ap-database
configuration mode

IP address AAA.BBB.CCC.DDD w here
each partis in the range 0-255

8.8

wlan ap_management poll_list

delete vl

an_list <id>

S.No

CommandName

Description

Type and Description

<id>

w lan ap-management poll-list delete an
vlanid

Unsigned integer

8.9

wlan ap_management poll_listdiscovery
configure

S.No|CommandName Description Type and Description
1 save Save poll-list discovery configuration changes
Roll back poll-list discovery configuration
2 cancel changes.
3 . Save poll-list discovery configuration changes
exit
and current mode.
4 discovery Enable/Disable specific discovery method.
5 discovery Enable/Disable the discovery of APs and
enable_L2/VLAN peer switches using L2 multicast frames. Boolean choice
. Enable/Disable the discovery of APs and
6 discovery enable_L3/IH peer switches using IP polling method Boolean choice

8.10 wlan ap_management oui_database add

S.No

CommandName

Description

Type and Description

1

save

Save oui database configuration changes

2

cancel

Roll back oui database configuration
changes.
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Save discovery oui database changes and

3 exit current mode.
4 value Configure Local OUI Database. String
5  |description Configure Local OUI Database. String

8.11

wlan ap_management oui_database edit

<ouival>

S.No|CommandName Description Type and Description
- w lan ap-management oui-database
1 <ouival> configuration mode String
2 save Save oui database configuration changes
Roll back oui database configuration
3 cancel changes.
. Save discovery ouidatabase changes and
4 exit
current mode.
5 value Configure Local OUI Database. String
6 description Configure Local OUI Database. String

8.12

wlan ap_management oui_database delete

<oulval>

S.No

CommandName

Description

Type and Description

<ouival>

w lan ap-management ap-database delete an
oui value

String

8.13

wlan ap_profileadd <profileid>

S.No|CommandName Description Type and Description
1 <profileid> w lan ap_profile configuration mode AP Profile ID
2 save Save AP Profile settings.
3 exit Save AP Profile settings and exit current
mode.
4 cancel Roll back AP Profile settings changes.
5 profile_name Configure a name for the AP Profile. String
6 hardw are_type Configure hardw are type AP Hardw are Types
7 vlanid Configure the wired network detection vlan id vian id possible values

8.14 wlan ap_profile edit <profileid>

mode.

S.No|CommandName Description Type and Description
1 <profileid> w lan ap_profile configuration mode AP Profile ID

2 save Save AP Profile settings.

3 exit Save AP Profile settings and exit current
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4 cancel Roll back AP Profile settings changes.
5 profile_name Configure a name for the AP Profile. .
String
6 hardw are_type Configure hardw are type AP Hardw are Types

7 vlanid

Configure the wired network detection vlan id . .
vlan id possible values

8.15 wlan ap_profile delete <profileid>

S.No[Command Name

Description Type and Description

1 <profileid>

Delete a AP Profile

AP Profile ID

8.16 wlan ap_profile copy <sourceprofileid>
<destprofileid>

S.No[Command Name

<sourceprofileid>
<destprofileid>

Description Type and Description
Copy an existing AP profile to a new AP AP Profile ID
profie AP Profile ID

8.17 wlan ap_profileradio configure <profileid>

<radio>

S.No[Command Name

Description Type and Description

1 <profileid> <radio>

w lan ap_profile radio configuration mode AP Profile ID
w ireless radio interface

2 save Save AP profile radio settings.

3 exit Save AP profile radio settings and exit
current mode.

4 cancel Roll back AP profile radio settings changes.

5 mode Configure the physical mode for the radio

interface

6 state_on

Enable/Disable Station Isolation. .
Boolean choice

7 rts_threshold

Configure the RTS threshold Unsigned integer

8 enable_load_balancing

Enable load balancing parameters for the
radio. Boolean choice

9 load_utilization

Configure the percentage utilization. range of pow er perventage

10 [maximum_clients

Configure the maximum number of
simultaneous client associations allow ed. Unsigned integer

11 |rf_scan_otherchannels

Enable/Disable scan of other channels. Boolean choice

12 (rf_scan_sentry

Set the scan mode to sentry. Boolean choice

13 |dtm_period

Configure the DTIM period. Unsigned integer

14 [beacon_interval

Configure the beacon interval Unsigned integer

15 [automatic_channel

Enable/Disable the Automatic Pow er Save
Delivery mode for the radio. Boolean choice
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16 |automatic_pow er Enable/Disable auto pow er adjustment Boolean choice
A Configure a default pow er setting for the
17 |initial_pow er radio. range of pow er perventage
18 |[rate Configure data rates for the radio
19 |rate basic Configure basic client rates . .
Unsigned integer
20 |rate supported Configure supported client rates Unsigned integer
. Enable/Disable channelauto-eligibility for
21 |channel_auto_eligble client connections. Boolean choice

8.18

wlan ap_profile QoS configure <profileid>

<radio>

S.No|CommandName Description Type and Description
1 <profileid><radio> w lan ap_profile QoS configuration mode AP Profile ID
w ireless radio interface
2 save Save.
3 exit Save and exit current mode.
4 cancel Roll back settings changes.
5 enable_w mm_mode Enable/Disable WMM mode Boolean choice
Select betw een APEDCA parameters or
6 edca . : AP EDCA parameters or
Station EDCA parameters to Configure Station EDCA parameters
Select w hich EDCA queue to
! edca_gueue configure(background,best-effort,video,voice)| EDCA Parameters
8 aifs Configure the Arbitration Inter-frame Spacing
time Unsigned integer
Configure the upper limit of the range from
9 cwmin w hich the initial random backoff w ait time is . .
determined. Unsigned integer
Configure the upper limit for the doubling of
10 jewmax the random backoff value. Unsigned integer
11 [max_burst Configure the maximum burst duration. Unsigned integer

8.19

wlan network configure <networkid>

S.No|CommandName Description Type and Description
1 <networkid> w lan netw ork configuration mode Unsigned integer
2 save Save settings.
3 exit Save settings and exit current mode.
4 cancel Roll back settings changes.
5 ssid Configure the SSID for the netw ork. String
. . Enable/Disable hiding the SSID for the

6 hide_ssid netw ork. Boolean choice
7 ianore broadcast Enable/Disable deny broadcast mode for the

gnore_broadcas netw ork. Boolean choice
8 vian Configure the default VLANID. Unsigned integer

I Configure client MAC authentication

9 mac_authentication parameters. w ireless ap validation type
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10 (redirect_mode

Configure the redirect mode for the netw ork

netw orkredirect mode

11 (redirect_url

Configure the HTTP redirect URL for the
netw ork

String

12 [|arp_suppression

Enable/Disable Wireless ARP Suppression
for the netw ork.

Boolean choice

Enable/Disable distributed tunneling mode for

13 |dist_tunnel the netw ork. Boolean choice
14 [radius_parm Configure RADIUS related parameters
15 (radius_parmaccounting Enable/Disable RADIUS accounting function.

Boolean choice

Configure Authentication/Accounting RADIUS

use_netw ork_configuration

configuration

16 (radius_parmserver_name Server Name
17 |radius parmserver name auth Configure Authentication RADIUS Server

P - Name String
18 (radius_parmserver_nameacct [Configure Accounting RADIUS Server Name String
19 radius_parm Enable/Disable override of Netw ork RADIUS

Boolean choice

8.20

wlan client add <macaddr>

S.No[Command Name

Description

Type and Description

1 <macaddr>

w lan client configuration mode

MAC address
AA:BB:CC.DD.EEFF w here
each partis in the range 00-
FF

action.

2 save Save client configuration changes.
3 cancel Roll back client configuration changes.
4 exit Save client configuration changes and
current mode.
5 name Configure a Know n Client name. .
String
6 action Configure a Know n Client authentication Know n Client Authentication

Action

8.21

wlan client edit <macaddr>

S.No[Command Name

Description

Type and Description

1 <macaddr>

w lan client configuration mode

MAC address
AA:BB:CC.DD.EE:FF w here
each partis in the range 00-
FF

action.

2 save Save client configuration changes.
3 cancel Roll back client configuration changes.
- Save client configuration changes and
4 exit
current mode.
5 name Configure a Know n Client name. String
6 action Configure a Know n Client authentication Know n Client Authentication

Action
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8.22 wlan client delete <macaddr>

S.No[Command Name

Description

Type and Description

1 <macaddr>

w lan client configuration mode

MAC address
AA:BB:CC.DD:EE:FF w here
each partis in the range 00-
FF

8.23 wlan global dist_tunnel configure

S.No[Command Name

Description

Type and Description

1 save Save Distributed Tunneling settings.
> . Save Distributed Tunneling settings and exit
exit
current mode.
3 cancel Roll back Distributed Tunneling settings

changes.

4 max_clients

Enter maximum client connections supported.

Unsigned integer

5 idle_timeout

Enter idle timeout value in seconds.

Unsigned integer

6 max_timeout

Enter maximum timeout value in seconds

Unsigned integer

7 mcast_reply

Enter maximum multicast relplications
allow ed.

Unsigned integer

8.24 wlan global snmp_trap configure

S.No[Command Name

Description

Type and Description

1 save Save SNMP Trap settings.
2 exit Save SNMP Trap settings and exit current
mode.
3 [cancel Roll back SNMP Trap settings changes.
. Enable/Disable SNMP traps for AP
4 ap_failure

association/authentication failures.

Boolean choice

5 ap_state

Enable/Disable SNMP traps for APstate
changes.

Boolean choice

6 client_failure

Enable/Disable SNMP traps for client
association/authentication failures.

Boolean choice

7 client_state

Enable/Disable SNMP traps client state
changes

Boolean choice

8 peer_ws

Enable/Disable SNMP traps for peer w lan
switch events.

Boolean choice

9 rf_scan

Enable/Disable SNMP traps for RF scan
related events.

Boolean choice

10 |rogue_ap

Enable/Disable SNMP traps for rogue access
points.

Boolean choice

11 |tspec

Enable/Disable SNMP traps for TSPEC
related events.

Boolean choice

12 |wids_status

Enable/Disable SNMP traps for WIDS status
events.

Boolean choice

13 |ws_status

Enable/Disable SNMP traps for ws status
events

Boolean choice

8.25 wlan global configure

|S.N0|Com mand Nam e

[Description

Type and Description
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1 save Save WLAN Global settings.
5 exit Save WLAN Global Configuration and exit
current mode.

3 cancel Roll back WLAN Global settings changes.
4 peer_group_id Configure the peer switch group ID Unsigned integer
5 client_roam_timeout Configure client roam timeout Unsigned integer
6 ad_hoc_client_timeout Configure entry age for ad hoc netw ork status Unsigned integer
7 ap_failure_status_timeout Configure entry age for APfailure status. Unsigned integer
8 mac_authentication_mode Configure the MAC Authentication Mode MAC Authentication mode
9 rf-scan_status_timeout Configure entry age for RF scan status Unsigned integer
10 |detected client status timeout Configure entry age for detected clients _ _

- - - status Unsigned integer
11 (tunnel_ip_mtu_size Configure the Tunnel MTU. MAC Authentication mode
12 (cluster_priority Configure the Cluster Priority. Unsigned integer
13 [enable_ap_client_QoS Enable/Disable AP QoS for w lan clients Boolean choice

8.26

wlan peer_controller configure

S.No|CommandName Description Type and Description
1 save Save peer controller configuration changes.
Roll back peer controller configuration
2 cancel changes.
3 exit Save peer controller configuration changes
and current mode.
Enable/Disable global configuration push to
4 enable_global peer switches. Boolean choice
. Enable/Disable discovery configuration push
5 enable_discovery to peer switches. Boolean choice
Enable/Disable channeland pow er
6 enable_channelpow er configuration push to peer switches. Boolean choice
Enable/Disable AP database configuration
! enable_ap_database pushto peer switches. Boolean choice
. ) Enable/Disable device location configuration
8 enable_device_location pushto peer switches. Boolean choice
. Enable/Disable AP profile and netw ork
9 enable_ap_profile configuration push to peer switches. Boolean choice
- Enable/Disable know n client configuration
10 |enable_know n_client pushto peer switches. Boolean choice
11 |enable_captive_portal Enable/Disable (_:aptlve Portal configuration _
pushto peer switches. Boolean choice
. . Enable/Disable RADIUS client configuration
12 [enable_radius_client pushto peer switches. Boolean choice
13 |enable_QoS_acl Enable/Dlsz?\bIe QoS ACL configuration push _
to peer switches. Boolean choice
. Enable/Disable QoS DiffServ configuration
14 lenable_QoS_diffserv pushto peer switches Boolean choice
Enable/Disable w ds group configuration push
15 |enable_w ds_group to peer switches. Boolean choice
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8.27 wlan peer_controller push_configuration

<ipaddr>

S.No

CommandName

Description

Type and
Description

<ipaddr>

Start the configuration push for one peer switches.

IP address
AAA.BBB.CCC.DDD
w here each partis
in the range 0-255

wlan wids_security ap configure

o Type and
S.No|CommandName Description Description
1 save Save Wids Security settings.
2 exit Save Configurable w ids security settings and exit current
mode.
3 cancel Roll back Configurable w ids security settings changes.
4 admin_config_rogue Enable Rogue reporting for admin configured Rogue AP's. Boolean choice
. Enable or disable Rogue reporting for AP's is operating on an
5  [ap_chan_ilegal ilegal channel. Boolean choice
6 ap_de_auth_attack Enable or disable the AP de-authentication attack. .
Boolean choice
. .. |Enable or disable Rogue reporting for fake managed AP's
! fakeman_ap_chan_invalid detected with an invalid channel. Boolean choice
8 fakerman naged ssid Enable or disable Rogue reporting for fake managed AP's
akeman_ap_managed_ssid|jeected with amanaged SSID. Boolean choice
. Enable or disable Rogue reporting for APs detected w ith no
9 fakeman_ap_no_ssid SSID. Boolean choice
A " Enable or disable Rogue reporting for managed AP's
10 |managed_ap_ssid_invalid detected with an invalid SSID. Boolean choice
. Enable or disable Rogue reporting for AP's detected w ith
11 Jmanaged_ssid_secu_bad managed SSID's and an invalid security configuration. Boolean choice
12 tandalone cfg invalid Enable or disable Rogue reporting for standalone AP's
standalone_ctg_inva operating w ith unexpected configuration. Boolean choice
. |Enable or disable Rogue reporting for unknow n AP's
13 |unknown_ap_managed_ssd detected w ith a managed SSID. Boolean choice
. Enable or disable Rogue reporting for unmanaged APs on a
14 unmanaged_ap_wired w ired network Boolean choice
15 (rogue_det_trap_interval Configure the Rogue detected trap interval. Unsigned integer
16 [wired_detection_interval Configure the wired network detection interval. Unsigned integer
. Enable or disable Rogue reporting for detection of
17 |wds_device_unexpected unexpected WDS devices. Boolean choice

8.29

wlan wids_security client configure

SN CommandName Description Type f’.‘”d.

o] Description

1 save Save wids client settings.

2 exit Save w ids client settings and exit current mode.

3 cancel Roll back wids client settings changes.

4 auth_with_unknown_ap uEnnErl?(I)ew or:,ADggl;If: the Know n Client is authenticated w ith Boolean choice
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5 configured_auth_rate Enable or Disable the configured rate of 802.11 Auth

Requests test. Boolean choice
. Enable or Disable the configured rate of 802.11 Deauth
6 |configured_deauth_rate Requests test.: Boolean choice
. Enable or Disable the configured rate of 802.11 Probe
7 |configured_probe_rate Requests test. Boolean choice

8 know n_client_database |Enable or Disable the client presentin Know n DB Test Boolean choice

9 max_auth_failure Enable or Disable the Maximum number of Authentication

Failures test. Boolean choice
10 [|oui_database Enable or Disable the client presentin OUI DB Test. Boolean choice
11 |threat_mitigation Enable or Disable Client Threat Mitigation. Boolean choice
12 [known_db_location Configure the Know n Client database location. w ireless ap

validation type

know n_db_radius_server_|

13 name

Configure the Know n Client database server name String

14 [rogue_det_trap_interval [Set the Rogue Detection Trap Interval Unsigned integer

15 |[threshold_interval_deauth [Configure the De-Authentication Requests Threshold Interval. Unsigned integer

16 [threshold_value_deauth [Configure the De-Authentication Requests Threshold Value Unsigned integer

17 [threshold_value_auth Configure the Authentication Requests Threshold Value. Unsigned integer

18 |[threshold_interval_probe [Configure the Probe Requests Threshold Value. Unsigned integer

19 |threshold_value_probe |Configure the Probe Requests Threshold Value Unsigned integer

20 |threshold_auth_failure Configure the Authentication Failures Threshold Value.

Unsigned integer

8.30 wlan wlan_global setting ap_validation
configure

s Type and
S.No|CommandName Description Description
1 |[save Save ap validation configuration changes.
2 cancel Roll back ap validation configuration changes.
3 exit Save ap validation configuration changes and current mode.
4 validation Use local AP database or configured RADIUS server to wireless ap
validate discovered APs validation
type
5 authentication Enable/Disable AP authentication mode. Boolean
choice

8.31 wlan wlan_global _setting radius_server
configure

S.No|CommandName Description Type a_md_
Description

1 save Save radius server configuration changes.

2 cancel Roll back radius server configuration changes.
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3 exit Save radius server configuration changes and current mode.

4 authentication_server_name Configure Authentication RADIUS Server Name String

5 accounting_server_name Configure Accounting RADIUS Server Name String

6 accounting_enable Enable/Disable RADIUS accounting function Boolean
choice

S.No|CommandName Description Type gnd_
Description

1 save Save country configuration changes.

2 cancel Roll back country configuration changes.

3 exit Save country configuration changes and current mode.

4 country Enter a country code

8.33 wlan wlan_global setting wireless_switch
<enable>

S.No |CommandName Description Type and Description

1 <enable> Enable/Disable the wirelessswitch

Boolean choice

8.34 wlan wlan_global setting wireless_switch
<enable>

S.No |CommandName Description Type and Description

1 <enable> Enable/Disable the wirelessswitch

Boolean choice
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Chapter 9. Configuration commands

System

9.1 system loggingipv4 configure

S.No |CommandName Description Type and Description

1 save Save logging configuration changes.

5 . Save logging configuration changes and exit current
exit

mode.

3 cancel Roll back logging configuration changes.
lan_Option_accept_pa ) !

4 cket_logs lan to Option accepted Pkts Enable/Disable Boolean choice
lan_Option_drop_pack . ]

5 et 1ogs lan to Option dropped Pkts Enable/Disable Boolean choice
Option_lan_accept_pa . ;

6 cket_logs Option to lan accepted Pkts logs Enable/Disable Boolean choice

7 Option_lan_drop_pack Option to lan dropped Pkts logs Enable/Disable .
et_logs Boolean choice
Option_dmz_accept_p - ]

8 acket_Iogs Option to dmz accepted Pkts logs Enable/Disable Boolean choice
Option_dmz_drop_pac - ]

9 ket_logs Option to dmz dropped Pkts logs Enable/Disable Boolean choice
dmz_Option_accept_p ) ;

10 acket_logs dmz to Option accepted Pkts logs Enable/Disable Boolean choice
dmz_Option_drop_pac . )

11 ket Iogs dmz to Option dropped Pkts logs Enable/Disable Boolean choice
dmz_lan_accept_pack !

12 et_10gs dmz to lan accepted Pkts logs Enable/Disable Boolean choice
dmz_lan_drop_packet | )

13 logs dmz to lan dropped Pkts logs Enable/Disable Boolean choice
lan_dmz_accept_pack !

14 et_logs lan to dmz accepted Pkts logs Enable/Disable Boolean choice
lan_dmz_drop_packet | )

15 logs lan to dmz dropped Pkts logs Enable/Disable Boolean choice

16 unicast_traffic_logs [All Unicast Traffic logs Enable/Disable Boolean choice
broadcast_or_multicast ! . !

17 traffic_logs All Broadcast/Multicast Traffic logs Enable/Disable Boolean choice

18 source_mac_filter_logs|Source mac filter logs Enable/Disable Boolean choice

19 bandw idth_limit_logs [Bandw idth Limit logs Enable/Disable Boolean choice

20 ftp_logs FTP logs Enable/Disable Boolean choice

21 icmp_invalid_logs Invalid ICMP Packets logs Enable/Disable Boolean choice

22 icmp_redirect_logs Redirected ICMP Packets logs Enable/Disable Boolean choice

23 log_invalid_packet Log invalid packet Enable/Disable

Boolean choice
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9.2 system loggingipv4 configure

S.No |CommandName Description Type and Description
1 <ltfacility> System logging facility configuration mode. Logging Facility Type.
2 save Save log Facility configuration changes.
3 exit Save log facility configuration changes and exit current

mode.
4 cancel Roll back log Facility configuration changes.
5 level_options_set Set level options. This command can be run multiple Logging Facility Type.

times in this view to set different level options.

Logging Level Options Type.
Boolean choice

9.3 system logging remote configure

S.No |CommandName Description Type and Description

1 save Save remotelLogging configuration changes.

2 exit Save remote logging configuration changes and exit
current mode.

3 cancel Roll back remote logging configuration changes.

. - Set the log identifier prefixed to both, e-mail and Syslog

4 log_identifier messages. String

5 email_logs_enable Set w hether or not systememails scheduled logs. Boolean choice

6 email_server Set options for emailing of logs. String

7 return_email Set email address SMTP server replies are sent. String

8 send_to_email Set email address w herelogs and alerts willbe sent. String

9 smtp_auth Set SMTP authentication details.

10 smtp_auth type Set SMTP authentication types. SMTP Authentication Types.
Set SMTP authentication username (for plain and CRAM-

11 smtp_auth username MD5 auth). String
Set SMTP authentication password (for plain and CRAM-

12 smtp_auth password MD5 auth). String

identd_from_smtp_ser . ]

13 ver_enable Enable/Diable to identd from smtp server. Boolean choice

14 schedule Set schedule for sending log by email.

15 schedule unit Set schedule unit. Schedule Unit Types.

16 schedule day Set schedule day. Schedule Day Types.

17 schedule time Set schedule time. Schedule Time Units Types.

18 schedule meridiem Set schedule meridiem. Schedule Meridiem Types.

19 syslog_server syslog

syslog_server
20 server_namel serverl
21 syslog_server server2

server_name2
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22 syslog_server

server_name3 server3
s [peaene fservers
e
w5 [ lsenvers
N
o [peasene fsenvers
28 22?\2?351225; enable Boolean Choice Y/N Boolean choice
29 :)éf\llct)egr:ﬁeel:r\s; name Set Syslog server. EA?.CIIBI'SSB?CCC. DDD w here
each partis in the range 0-255
30 EZf\I/%gr:?]eeJr\SE severity| Set Syslog severity. syslog server severity types
31 syslog_server Set Syslog facility.

server_namel facility

syslog server facility ID types

32 syslog_server
server_name2 enable

Boolean Choice Y/N

Boolean choice

33 syslog_server
server_name2 name

Set Syslog server.

IP address
AAA.BBB.CCC.DDD w here
each partis in the range 0-255

syslog_server

34 server_name2 severity

Set Syslog severity.

syslog server severity types

syslog_server

35 server_name2 facility

Set Syslog facility.

syslog server facility ID types

36 syslog_server
server_name3 enable

Boolean Choice Y/N

Boolean choice

37 syslog_server
server_name3 name

Set Syslog server.

IP address
AAA.BBB.CCC.DDD w here
each partis in the range 0-255

38 syslog_server

server_name3 severity Set Syslog severity. syslog server severity types
39 syslog_server Set Syslog facility.

server_name3 facility

syslog server facility ID types

syslog_server

40 server_name4 enable Boolean Choice Y/N Boolean choice
syslog_server IP address
41 |server namedname |S¢t Syslogserver. AAA.BBB.CCC.DDD w here
each partis in the range 0-255
42 syslog_server Set Syslog severity.

server_name4 severity

syslog server severity types

syslog_server
43 -
server_name4 facility

Set Syslog facility.

syslog server facility ID types

syslog_server

44 server_name5 enable Boolean Choice Y/N Boolean choice
syslog_server IP address
45 server_name5 name Set Syslog server. AAA.BBB.CCC.DDD w here
each partis in the range 0-255
46 syslog_server Set Syslog severity.

server_name5 severity

syslog server severity types

syslog_server
47 -
server_name5 facility

Set Syslog facility.

syslog server facility ID types
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syslog_server .
48 server_name6 enable Boolean Choice Y/N Boolean choice
syslog_server IP address
49 server_name6 name Set Syslog server. AAA.BBB.CCC.DDD w here
each partis in the range 0-255
syslog_server .
50 server_name6 severity Set Syslog severity. syslog server severity types
syslog_server N
51 server_name6 facility Set Syslogfacily. syslog server facility ID types
syslog_server .
52 server_name7 enable Boolean Choice Y/N Boolean choice
syslog_server IP address
58 server_name7 name Set Syslog server. AAA.BBB.CCC.DDD w here
each partis in the range 0-255
syslog_server .
54 server_name7 severity Set Syslog severty. syslog server severity types
syslog_server -
55 server_name? facility Set Syslogfacilty. syslog server facility ID types
56 syslog_server Boolean Choice Y/N .
server_name8 enable Boolean choice
syslog_server IP address
57 server_name8 name Set Syslogserver. AAA.BBB.CCC.DDD w here
each partis in the range 0-255
syslog_server .
58 server_name8 severity Set Syslog severity. syslog server severity types
syslog_server -
59 server_name8 facility Set Syslog facillty. syslog server facility ID types

9.4 system loggingipv6 configure

S.No |CommandName Description Type and Description
1 save Save ipv6 logging configuration changes.
5 exit Save ipv6 logging configuration changes and exit current
mode.

3 cancel Roll back ipv6 logging configuration changes.
4 lan_Option_accept_en |Enable/Disable logging for the LAN to Option Accept

able packets Boolean choice
5 lan_Option_drop_enabl|Enable/Disable logging for the LAN to option Dropped _

e packets Boolean choice
6 Option_lan_accept_en [Enable/Disable logging for the option to LAN Accept

able packets Boolean choice
7 Option_lan_drop_enabl|[Enable/Disable logging for the Option to LAN Dropped _

e packets Boolean choice

9.5 system remote_management https

configu

re

S.No [CommandName Description Type and Description
1 save save access Management changes for https.
5 exit Save access Management changes for https and exit
current mode.
3 cancel Roll back Remote Mgmt changes.
4 enable Enable/disable remote mgmt over https. Boolean choice
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5 type Enable/disable remote mgmt over https. Unsigned integer
Set the starting IP in case of range, and the IP to be P address
6 from_address ﬁl\?g\{lﬁie\ccess in case of granting access to a particular AAA.BBB.CCC.DDD w here
each partis in the range 0-255
: . IP address
7 end_address Set the Ending IP in case of range. AAA.BBB.CCC.DDD w here
each partis in the range 0-255
8 port Set the portyouw antto use for HTTP. Unsigned integer
9 Status Enable/disable remote snmp. Boolean choice

9.6 system remote_managementtelnet
configure

S.No |CommandName Description Type and Description
1 save save access Management changes for telnet.
2 exit Save access Management changes for telnet and exit
current mode.
3 cancel Roll back Remote Mgmt changes.
4 enable Enable/disable remote mgmt over telnet. .
Boolean choice
5 type The kind of access youwantto allow . Unsigned integer
Set the starting IP in case of range, and the IP to be
6 from_address allow ed accessin case of granting access to a particular P address
- machine AAA.BBB.CCC.DDD w here
each partis in the range 0-255
: . IP address
7 to_address Set the Ending IP in case of range. AAA.BBB.CCC.DDD w here
each partis in the range 0-255

9.7 system

snmp trap configure <Iltagent_ip>

S.No [CommandName Description Type and Description
. . . IP address
1 <tagent_ip> SNMP trap configuration mode. AAA.BBB.CCC.DDD w here
each partis in the range 0-255
2 save Save SNMP trap configuration changes.
3 exit Save SNMP trap configuration changes and exit current
mode.
4 cancel Roll back snmp configuration changes.
IP address
5 agent The IP address of the SNMP agent. AAA.BBB.CCC.DDD w here
each partis in the range 0-255
6 snmp_version Snmp Versionv1/iv2/v3 String
7 port SNMP trap port the trap messages w ill be sent to. Port number
The community string to w hich the agent belongs. Most
8 community agents are configured to listen for traps in the Public Strin
community g
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9.8 system snmp trap delete <ltagent_ip>

S.No

CommandName

Description

Type and Description

<ltagent_ip>

Delete a SNMP trap configuration.

IP address
AAA.BBB.CCC.DDD w here
each partis in the range 0-255

9.9 system snmp users configure <ltuser>

S.No |CommandName Description Type and Description
1 <ltuser> SNMP v3 User list configuration changes snmpv3uers list user type
2 save Save SNMP trap configuration changes.
3 exit save SNMP v3 Users configuration changes and exit
current mode.
4 cancel Roll back SNMP v3 Users configuration changes.
5 security_level authentication and privacy settings . snmp security level type for
snmpv3users list
6 authentication_algo choose betw een MD5 or SHA authentication snmpv3uers list authentication
algorithm type
7 privacy_algorithm DES-56 privacy is available for the authentication snmpv3uers list privacy
negotiation .
algorithm type
8 ?éjthentlcatlon_passwo shared authentication password with the SNMPv3 user. String
9 privacy_password shared privacy password with the SNMPv3 user String

9.10 system snmp sys configure

S.No |CommandName Description Type and Description
1 save Save SNMP systemconfiguration changes.
2 cancel Roll back snmp configuration changes.
3 exit Save SNMP systemconfiguration changes and exit
current mode.
4 sys-contact Set systemcontact information. String
5 sys-location Set systemlocation information. .
String
6 Ssys-name Set systemname information. String

9.11 system snmp access add

S.No |CommandName Description Type and Description
1 save Save SNMP access control configuration changes.
2 exit Save SNMP access configuration changes and exit
current mode.
3 cancel Roll back snmp configuration changes.
4 agent The IP address of the SNMP agent. ,IAPA?%SE?CCC.DDD w here
each partis in the range 0-255
5 subnet_mask The netw orkmaskused to determine the list of allow ed
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SNMP managers. To allow any IP on the netw orkto
manager the device enter 255.255.255.0. For a specific
host, enter 255.255.255.255. To allow global access,
enter 0.0.0.0.

IP address
AAA.BBB.CCC.DDD w here
each partis in the range 0-255

6 accessType SNMP trap port the trap messages w ill be sent to. String
The community string to w hich the agent belongs. Most
7 community agents are configured to listen for traps in the Public String

community

9.12 system

snmp access edit <ltrowid>

S.No |CommandName Description Type and Description
1 <ltrow id> snmp configuration mode Unsigned integer
2 save Save SNMP access control configuration changes.
3 exit Save SNMP access configuration changes and exit
current mode.
4 cancel Roll back snmp configuration changes.
IP address
5 agent The IP address of the SNMP agent. AAA.BBB.CCC.DDD w here
each partis in the range 0-255
The netw orkmask used to determine the list of allow ed
SNMP managers. To allow any IP on the netw orkto P address
6 subnet_mask manager the device enter 255.255.255.0. For a specific AAA BBB.CCC.DDD w here
host, enter 255.255.255.255. To allow global access, : -
enter 0.0.0.0. each partis in the range 0-255
7 accessType SNMP trap port the trap messages wi ill be sent to. String
The community string to w hich the agent belongs. Most
8 community agents are configured to listen for traps in the Public Strin
community g

9.13 system

snmp access delete <ltrowid>

S.No |CommandName

Description

Type and Description

1 <ltrow id>

snmp access configuration mode

Unsigned integer

9.14 system

switch_settings power

configure

_saving

S.No |CommandName Description Type and Description
1 save Save pow erMode configuration changes.
5 exit Save pow er mode configuration changes and exit current

mode.

Roll back content Filtering ow er mode configuration
3 cancel changes.
4 link_status Enable/Disable Link status Boolean choice
5 cable_length enable/disable Cable Length .

Boolean choice
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9.15 system switch_settings jumbo_frame
configure

S.No |CommandName Description Type and Description
1 save Save jumbo frame configuration changes.
2 exit Save jumbo frame configuration changes and exit current
mode.
3 cancel Roll back jumbo frame configuration changes.
4 jumbo_frame Enable/Disable jumbo frame

Boolean choice

9.16 system

time configure

S.No [CommandName Description Type and Description
1 save Save time configuration changes.
2 exit Save time configuration changes and current mode.
3 cancel Roll back time configuration changes.
4 timezone Timezone Timezones
5 auto_daylight Spe_cnfy w hether systemautomatically adjusts for daylight _

savings time Boolean choice

. Specify w hether to use ntpp servers or user will set date
6 configure_ntp_servers and time Boolean choice
7 use_default_servers [Specify w hether to use systemdefault NTP servers. .
Boolean choice
8 ntp_serverl Set NTP server#1. String
9 ntp_server2 Set NTP server#2 String
10 ntp_year Set year for the date Year
11 ntp_month Set month for the date Month in the format MM(01-12)
12 ntp_day Set Day for the date Day in the format DD(01-31)
13 ntp_hour Set hour for the date HH(00-23) using 24 hour clock
14 ntp_minutes Set minutes for the date minute in the format MM(00-59)
15 ntp_seconds Set seconds for the date Second in the format SS(00-
59)

16 ntp_sync_interval Set seconds for the date

Unsigned integer

9.17 system traffic_meter configure

S.No|CommandName [Description Type and Description
1 |[save Save traffic meter configuration changes.
2 exit Save traffic meter configuration changes and exit current mode.
3 cancel Roll back traffic meter configuration changes.
4 enable Enable/Disable the traffic meter status Boolean choice
limit_type Set traffic Limit Type O(No limit), 1(Dow nload only), 2(Both )
- Directions) traffic meter types
6  |monthly_limit Set the monthly limit value of the traffic meter
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Unsigned integer

7 |increase_limit_enable[Enable/Disable status of increase limit of the traffic meter option .
Boolean choice

8 increase_limit_by Set the value to increase limit of the traffic meter Unsigned integer

9 |counter settraffic counter as either specific time or restart counter now .
traffic counter type

10 [time_hour set hours for restart time HH(00-23) using 24 hour
clock

11 [time_minute set minutes for restart time minute in the format MM(00-
59)

12 |day_of _month setday of month Calendar day of month

13 ([send_email_report |Enable/Disable sendemail report Boolean choice

Set block Traffic type O(block all traffic) 1(block all traffic except
14 [block type email) block traffic type.
15 ([send_email_alert Enable/Disable send email alert

Boolean choice

9.18 system usb usb1 configure

S.No |CommandName [Description Type and Description
1 save Save Configurable OPTION settings.
2 exit Save configurable OPTION settings and exit current mode.
3 cancel Roll back Configurable OPTION settings changes.
4 enable Enable USB1 .
Boolean choice
5 printer_enable Enable printer usb Boolean choice
6 Storage_enable Enable Storage USB .
Boolean choice
7 usb_type Select the USB type 3G_USB_ADAPTOR/USB_Disc

usb device type

9.19 system usb usb2 configure

S.No [CommandName |Description Type and Description
1 save Save USB1 Settings settings.

2 exit Save USB2 settings and exit current mode.

3 cancel Roll back Configurable OPTION settings changes.

4 enable Enable USB2 Boolean choice

5 printer_enable Enable printer Boolean choice

6 Storage_enable Enable USB2 Boolean choice

7 usb_type Select the USB type 3G_USB_ADAPTOR/USB_Disc

usb device type

9.20 system groups configure

Command P Type and
S-No Name Description Description
1 save Save systemgroup configuration changes.
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2 exit Save systemgroup configuration changes and exit current mode.
3 cancel Roll back systemgroup configuration changes.
4 [groupname Enter the Group Name here String
5 description Enter a brief description of the group here String
6 capabilities The comma separated list of usertype numeric codes.: SSLVPN:0 Admin:3

P Guest:4 L2TP:7 PPTP:8 Local:9 CaptivePortal:10 String

7 grouptimeOut

Enter the time out for group

Unsigned integer

9.21 system group add

Command S Type and
SNo Name Description Description
1 save Save systemgroup configuration changes.

2 exit Save systemgroup configuration changes and exit current mode.
3 cancel Roll back systemgroup configuration changes.
4 |groupname Enter the Group Name here String
5 description Enter a brief description of the group here String
6 capabilities The comma separated list of usertype numeric codes.: SSLVPN:0 Admin:3

P Guest:4 L2TP:7 PPTP:8 Local:9 CaptivePortal:10 String

7 grouptimeOut

Enter the time out for group

Unsigned integer

9.22 system group edit <ltrow_id>

Command o Type and

S:No Name Description Description
1 <ltrow_id> systemgroups edit mode. Unsigned integer
2 save Save systemgroup configuration changes.
3 exit Save systemgroup configuration changes and exit current mode.
4  |cancel Roll back systemgroup configuration changes.
5 groupname Enter the Group Name here String
6 description Enter a brief description of the group here String
7 capabilities The comma separated list of usertype numeric codes.: SSLVPN:0 Admin:3

P Guest:4 L2TP:7 PPTP:8 Local:9 CaptivePortal:10 String

8 grouptimeOut

Enter the time out for group

Unsigned integer

9.23 system group delete <ltrow_id>

S.No CommandName

Description

Type and Description

1 <ltrow_id>

systemgroups delete mode.

Unsigned integer

9.24 system users add

S.No [CommandName |Description

Type and Description

1 save

Save systemuser configuration changes.

2 exit

Save systemuser configuration changes and exit current|
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mode.

3 cancel Roll back systemuser configuration changes.

4 username Enter the username here String

5 FirstName Enter the user's first name here String

6 LastName Enter the user's last name here String

7 password Enter the passw ord here String

8 password_confirm |Re-Enter the passw ord here String

9 groupname Enter the groupname here String

10 |usertimeout Enter the time out for group Unsigned integer

9.25 system users edit <ltrow_id>

S.No [CommandName |Description Type and Description
1 <ltrow_id> systemusers edit mode. Unsigned integer
2 save Save systemuser configuration changes.
. Save systemuser configuration changes and exit current
3 exit
mode.
4 cancel Roll back systemuser configuration changes.
5 username Enter the username here String
6 FirstName Enter the user's first name here .
String
7 LastName Enter the user's last name here String
8 password Enter the passw ord here String
9 password_confirm [Re-Enter the passw ord here String
10 [groupname Enter the groupname here String
11 [|usertimeout Enter the time out for group Unsigned integer

9.26 system users delete <ltrow_id>

S.No |CommandName Description Type and Description

1 <ltrow_id> systemusers delete mode. . .
Unsigned integer

9.27 system users password <ltuser>

S.No CommandName Description Type and Description

1 <ltuser> Change passw ord. String

9.28 system users idle_timeout <Ittimeout>

[S.No  |CommandName [Description [Type and Description
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<lttimeout>

Change idle timeout.

Unsigned integer

9.29 system group groupaccesscontrol
configure <ltgroup_id>

S.No|CommandName Description Type and Description
1 <ltgroup_id> group access control configuration Unsigned integer
Save group access control
2 save configuration changes.
Save group access control
3 exit configuration changes and exit
current mode.
Roll back group access control
4 |cancel configuration changes.
5 login_timeout login timeout idle timeout value for user.
6 lockout_enable lockout enable Boolean choice
7 max_lockout_attempts max lockout attempts Unsigned integer
8 lock_period lock period Unsigned integer
9 deny_login deny login Boolean choice
10 |deny_login_Option deny login Option Boolean choice
11 [allow _login_from defined_ips login fromip Boolean choice
12 |allow _login_from defined_browsers|login frombrow ser

Boolean choice

9.30 system group access_control_browser

add

S.No

CommandName

Description

Type and Description

Save group access control browser

1 save configuration changes.
Save group access control browser
2 exit configuration changes and exit
current mode.
3 cancel Roll back group access control
brow ser configuration changes.
4 |group_id groupid Unsigned integer
5 brow ser_name brow ser name

Supported brow sers

9.31 system group access_control_browser
delete <ltrow_id>

S.No

CommandName

Description

Type and Description

<ltrow_id>

Delete a brow ser fromAccess
Control brow sers list

Unsigned integer
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9.32 system group access_control _ip add

S.No|Command Name Description Type and Description
Save group access controlip
1 save configuration changes.
Save group access controlip
2 |exit configuration changes and exit
current mode.
Roll back group access control ip
3 |cancel configuration changes.
4 |group_id groupid Unsigned integer
5 [|address_type address type source address type for users ip policy
6 source_address Set the source address IP address AAA.BBB.CCC.DDD w here
each partis in the range 0-255
7 mask_length Set the source network masklength number in range of 1 to 32

9.33 system group access_control_ip delete
<[trow_id>

S.No [CommandName Description Type and Description
. Delete an ip fromAccess Controlips
1 <ltrow_id> list Unsigned integer
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Chapter 10. Configuration commands
UTIL

10.1 util system_check ping <ltip_address>

S.No CommandName Description Type and Description

1 <Itip_address> Ping an Internet Address. String

10.2 util system _check dns_lookup <ltdns>

S.No|Command Name Description Type and Description
To retrieve the IP address of a Web,

1 <ltdns> FTP, Mail or any other Server on the Strin
Internet g

10.3 util system_check traceroute
<[tip_address>

S.No|Command Name Description Type and Description
display all the routers present between

1 <Itip_address> the destination IP address and this .
router String

10.4 util system_check capturePackets start

<[tinterface>
S.No CommandName Description Type and Description
1 <ltinterface> Start the packet capture OPTION interface type

10.5 util system_check capturePackets
download <ltfileName> <[tipAddr>

S.No CommandName Description Type and Description
) . Dow nload the packet capture to the host |String
L <ltfileName><ltipAddr> 10 ine P address AAA.BBB.CCC.DDD w here
each partis in the range 0-255

10.6 util cat <ItfileName>

S.No [CommandName Description Type and Description
) Concatenate files and print on the
1 <ltfileName> standard output. String
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10.7 util md5sum <ItfileName>

S.No

CommandName

Description

Type and Description

1

<ItfileName>

Compute and check MD5 message
digest.

String

10.8 util copy <ItfileNamel> <|tfileName2>

S.No CommandName Description Type and Description
1 <lItfileNamel> <ItfileName2> Copy the Files. String
String

10.9 util usb_test <ItipAddr> <ItfileName>

S.No CommandName Description Type and Description
1 <ItipAddr> <lItfileName> To test the USB. String
String
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Chapter 11. Configurecommands

QOS

11.1 qos lan status

S.No CommandName Description

1 lan status display status of lan gos

2 lan enable enable gos on lan

3 lan disable disable gos on lan

4 lan trustmode configure trustmode configuration in the switch
5 lan trustmode status show the trust mode configuration on the sw itch
6 lan trustmode cos configure cos based qos on a switch port

7 lan trustmode dscp configure dscp based qos on a sw itch port

8 lan cos-map configures the cos-map for the switch port

9 lan trustmode cos enable configures trustmode cos based gos on lan

10 lan trustmode dscp enable configures trustmode as dscp gos on lan

11 lan cos-map show show the cos-map for the for LAN

12 lan cos-map configure configure cos map for qos

13 lan dscp-map configures the dscp-map for switch

14 lan dscp-map show display dscp priority mappin onsw itch

15 lan dscp-map configure configure dscp map for qos

16 lan cos-to-dscp-remarking enable enables cos-to-dscp remarking

17 lan cos-to-dscp-remarking disable disables cos-to-dscp remarking

18 lan queue queue sheduling and management configuration
19 lan queue management lan queue managenet configuation

20 lan queue management show gueue management configuation show

21 lan queue scheduling-algo configure queue-scheduling-algo

22 lan queue scheduling-algo set setthe queue scheduling algorithmin the LANsw itch
23 lan queue scheduling-algo show show the queue scheduling algo in the LANsw itch
24 lan cos-to-dscp-remarking configure disables cos-to-dscp remarking

25 option status display status of option gos

26 option enable enable gos on option

27 option disable disable gos on option interface

28 option bandw idth set the bandw idth for option interface

29 option bandw idth set set the bandw idth for option interface

30 option bandw idth show show the bandwidth for option interface

31 option bw -profile add add a bandw idth profile

32 option bw -profile del delete a bandw idth profile

33 option traffic-selector Traffic selector configuration

34 option traffic-selector add add a traffic selectorfor option

35 option traffic-selector add ip add a traffic selectorfor option

36 option traffic-selector add mac add a traffic selectorfor option

37 option traffic-selector add port add a traffic selectorfor option

38 option traffic-selector add vlan add a traffic selectorfor option

39 option traffic-selector add dscp add a traffic selectorfor option

40 option traffic-selector del delete a traffic selectorrule for option

11.2 qos lan trustmode cos enable <ltlanPort>

[S.No|[commandName

[Description
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(1 [<tlanPort> |configures CoS LAN, QoS has to be enabled first. |

11.3 gos lan trustmode dscp enable <ltlanPort>

S.No

CommandName

Description

1

<ltlanPort>

configures DSCP on LAN, QoS has to be enabled first.

11.4 qos lan cos-map configure <ltcosValue>

<I[tpriorityQueue>

S.No

CommandName

Description

<ltcosValue> <lItpriorityQueue>

configure cos map for qos

11.5 gos lan dscp-map configure <ltdscpValue>

<ItpriorityQueue>

S.No

CommandName

Description

<ltdscpValue> <lItpriorityQueue>

Configure DSCP map for qos

11.6 qos lan cos-to-dscp-remarking enable

S.No|Command Name Description

1 |lan status display status of lan gos

2 lan enable enable gos on lan

3 [lan disable disable gos on lan

4 lan trustmode configure trustmode configuration in the switch
5 [lan trustmode status show the trust mode configuration on the switch
6 lan trustmode cos configure cos based gqos on a sw itch port

7 lan trustmode dscp configure dscp based qos on a sw itch port

8 lan cos-map configures the cos-map for the switch port

9 lan trustmode cos enable configures trustmode cos based qos onlan

10 [lan trustmode dscp enable configures trustmode as dscp qos on lan

11 |lan cos-map show show the cos-map for the for LAN

12 [lan cos-map configure configure cos map for qos

13 [lan dscp-map configures the dscp-map for switch

14 [lan dscp-map show display dscp priority mappin on sw itch

15 [lan dscp-map configure configure dscp map for qos

16 [lan cos-to-dscp-remarking enable enables cos-to-dscp remarking

17 [lan cos-to-dscp-remarking disable disables cos-to-dscp remarking

18 [lan queue queue sheduling and management configuration
19 |lan queue management lan queue managenet configuation

20 [lan queue management show gueue management configuation show

21 [lan queue scheduling-algo configure queue-scheduling-algo

22 |lan queue scheduling-algo set setthe queue scheduling algorithmin the LANsw tch
23 [lan queue scheduling-algo show show the queue scheduling algo in the LANsw itch
24 |lan cos-to-dscp-remarking configure disables cos-to-dscp remarking

25 |option status display status of option qos

26 |option enable enable gos on option

27 |option disable disable gos on option interface

28 |option bandw idth setthe bandw idth for option interface

29 |option bandw idth set setthe bandw idth for option interface
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30 |option bandw idth show show the bandwidth for option interface
31 |option bw -profile add add a bandw idth profile
32 |option bw -profile del delete a bandw idth profile

33

option traffic-selector

Traffic selector configuration

34 |option traffic-selector add add a traffic selectorfor option
35 |option traffic-selector add ip add a traffic selectorfor option
36 |option traffic-selector add mac add a traffic selectorfor option
37 |option traffic-selector add port add a traffic selectorfor option

38

option traffic-selector add vlan

add a traffic selectorfor option

39

option traffic-selector add dscp

add a traffic selectorfor option

40

option traffic-selector del

delete a traffic selectorrule for option

11.7 qos lan cos-to-dscp-remarking configure
<[tcosValue><ltdscpValue>

S.No

CommandName

Description

<ltcosValue> <ltdscpValue>

configures cos-to-dscp remarking

11.8 gos option bandwidth set <ltwanInterface>
<[tupStreamBW> <ltdownStreamBW>

S.No

CommandName

Description

Type and Description

<ltwanInterface> <ltupStreamBW>
<ltdownStreamBW>

setthe bandw idth for optional
option

OPTION interface type
Maximum bandw idth rate 100-
100000 Kbps

Maximum bandw idth rate 100-
100000 Kbps

11.9 16 gos option bandwidth profile add
<[twanInterface> <ltbwProfileName>
<Itpriority><ltmaxBW> <ItminBW>

S.No

CommandName

Description

Type and Description

<ltwanlInterface> <ItbwProfileName> <Itpriority>

<ltmaxBW> <ItminBW>

add a bw -profile for option

OPTION interface type

String, Max 128 characters andno'
or empty spaceor"”

Priority of the traffic

Maximum bandw idth rate 100-
100000 Kbps

Maximum bandw idth rate 100-
100000 Kbps

11.10 gos optionbandwidth profile del
<ltbwProfileName>

S.No

CommandName

Description

Type and Description

<ltbwProfileName>

delete a bw -profile on option

String, Max 128 characters andno'
or empty spaceor"”
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11.11

gos optiontraffic-selector add ip

<I[tipAddress> <Itservice> <ltbwProfile>

S.No[Command Name

Description

Type and Description

<ltipAddress> <ltservice>
<ltbwProfile>

add a traffic selectorfor
option

IP address AAA.BBB.CCC.DDD w here each partis in
the range 0-255
service type

String, Max 128 characters and no ' or empty space or "

11.12

gos optiontraffic-selector add mac

<|[tmacAddress> <ltservice> <ltbwProfile>

S.No[Command Name

Description

Type and Description

<ItmacAddress> <ltserice>
<ltbwProfile>

add a traffic selectorfor
option

MAC address AA:BB:CC:DD:EEFF w here each partis in
the range 00-FF
servicetype

String, Max 128 characters and no ' or empty space or "

11.13

gos option traffic-selector add port

<[tlanPort> <ltservice> <ltbwProfile>

S.No[Command Name

Description

Type and Description

<ltlanPort><Itservice>
<ltbwProfile>

option

add a traffic selectorfor

traffic selectors Port types

service type

String, Max 128 characters and no' or empty space
or"

11.14 gos optiontraffic-selector add vian
<Itvlanld> <Itservice> <ltbwProfile>

S.No[Command Name

Description

Type and Description

<ltvlanld> <Itservice>
<ltbwProfile>

add a traffic selectorfor
option

VLANID Range Types

servicetype

String, Max 128 characters and no ' or empty space
or"

11.15

gos optiontraffic-selector add dscp

<[tdscpld> <Itservice> <|tbwProfile>

S.No[Command Name

Description

Type and Description

<Itdscpld><ltservice>
<ltbwProfile>

add a traffic selectorfor
option

DSCP value to be configured.

servicetype

String, Max 128 characters and no ' or empty space
or"
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11.16 qos optiontraffic-selector del
<IttrafficSelectorld>

S.No|CommandName Description
1 <IttrafficSelectorld> delete a traffic selectorfor option

11.17 qgoslan queuescheduling-algo set
<Itsched-algo>

S.No|CommandName Description
1 <Itsched-algo> setthe queue scheduling algorithmin the LANsw itch
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Chapter 12. Configuration commands
NET

12.1 netipv6_tunnelsix_to_four configure

S.No|CommandName Description Type and Description
1 save Save sixToFour Tunnel configuration changes.
> exit Save sixToFour Tunnel configuration changes and exit
current mode.
3 |cancel Roll back sixToFourTunnel configuration changes.
enable/disable automatic tunneling w hich will allow traffic
4 |automatic_tunneling_enable TIL\C/)T ﬁelz\évgrlkp\{(?rggm c;rnklg)vbse auert]\;]vecltrelg through a Option Boolean choice

12.2 net ddns Optionl configure

S.No |CommandName Description Type and Description
1 save Save DDNS configuration changes.

2 exit Save DDNS configuration changes and exit current mode.

3 cancel Roll back DDNS configuration changes.

4 enable Enable or disable Dyndns to provide Dynamic DNS service Boolean choice

5 hostname Set Hostname. String

6 username Set username. String

7 password Set Passw ord. String

8 time_update_enable |Set Timeperiod as 30 days. Boolean choice

9 wild_flag_enable Enable / Disable usingwild cards.

Boolean choice

12.3 net ddns Option2 configure

S.No |CommandName Description Type and Description
1 save Save DDNS configuration changes.
2 exit Save DDNS configuration changes and exit current mode.
3 cancel Roll back DDNS configuration changes.
4 enable Enable or disable Dyndns to provide Dynamic DNS service Boolean choice
5 hostname Set Hostname. String
6 username Set username. .
String
7 password Set Passw ord. String

8 time_update_enable |Set Timeperiod as 30 days. Boolean choice

9 w ild_flag_enable Enable / Disable usingwild cards.
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[Boolean choice

12.4 net lan dhcp reserved ip configure

<[tm

ac_address>

Command . .
S.No Nam e Description Type and Description
1 <Itmac_address>|DHCP Reserved IPs add/edit mode. MAC address AA:BB:CC.DD:EEFF w here each

partis in the range 00-FF

Save DHCP Reserved IPs configuration

2 save changes.
3 . Save DHCP Reserved IPs configuration
exit .
changes and exit current mode.
Roll back DHCP Reserved IPs configuration
4  |cancel changes.
5 ip_address Set IP Address tobereserved IP address AAA.BBB.CCC.DDD w here each partis

in the range 0-255

12.5 net lan dhcp reserved _ip delete

<Itmac_address>
S.Ni Command Description T nd Description
No|nam e scriptio ype a scriptio
1 <Itmac_address>|Delete a specific reservedip entry. MAC address AA:BB:CC.DD:EEFF w here each

partis in the range 00-FF

12.6 net Option dhcpc configure

S.No|Command Name Description Type and Description
1 save Save dhcpc configuration changes.
2 cancel Roll back dhcpc configuration changes.
3 . Save dhcpc configuration changes and
exit
current mode.
Enable/Disable Get DNS Automatically
4 GetDnsFromispEnable fromISP Boolean choice
5 PrimaryDns Set Primary DNS server IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255
6 |SecondaryDns Set Secondary DNS server IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255

12.7 net dmz configure

S.No|Command Name Description Type and Description
1 save Save van configuration mode.
2 cancel Roll Back dmz configuration changes.
3 lexit Save dmz configuration changes and
current mode.
4 ip_address Static IP address. IP address AAA.BBB.CCC.DDD w here each partis

in the range 0-255
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5 |subnet_mask Subnet Mask. IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255

6 dhcp_mode Set DHCP mode. dhcpv4 modes

7 starting_ip_address |DHCP Starting IP address. IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255

8 ending_ip_address  |DHCP ending IP address. IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255

9 primary_dns_server [Primary DNS address. IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255

10 [secondary_dns_server|Secondary DNS server address. IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255

11 |wins_server Set DHCP WINS server. IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255

12 [lease_time Set DHCP lease time. . .
Unsigned integer

13 [relay_gatew ay Set DHCP Relay gatew ay server. IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255

14 |dns_proxy_enable Set DNS proxy Enable/Disable. Boolean choice

15 |enable_ldap Enable/Disable LDAP Server Info. IP address AAA.BBB.CCC.DDD w here each partis

in the range 0-255

12.8 net dmz dhcp reserved _ip configure

<Itmac_address>
S.No Command Description Type and Description
" IName
1 |<Itmac_address>|DHCP Reserved IPs add/edit mode. MAC address AA:BB:CC:DD:EE:FF w here each

partis in the range 00-FF

Save DHCP Reserved IPs configuration

2 save changes.
3 lexit Save DHCP Reserved IPs configuration
changes and exit current mode.
Roll back DHCP Reserved IPs configuration
4 |cancel changes.
5 ip_address Set IP Address tobereserved IP address AAA.BBB.CCC.DDD w here each partis

in the range 0-255

12.9 netdmz dhcp reserved ip delete

<Itmac_address>
S.No Command Description Type and Description
" [Name P yp P
1 <Itmac_address>|Delete a specific reserved ip entry. MAC address AA:BB:CC:DD:EEFF w here each

partis in the range 00-FF
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12.10

<[tinterface_name>

net ethernet configure

S.No [CommandName |Description Type and Description
1 <ltinterface_name> |Ethernet configuration mode. String
2 save Save ethernet configuration changes
3 exit Save ethernet configuration changes and
exit current mode.
4 cancel Roll back configuration changes.
5 vlan-enable Enable/Disable VLANfor this interface. Boolean choice
6 native-vlan Enable/Disable native VLANstatus. Boolean choice
7 vlanid Set VLANId. Unsigned integer

12.11

net lan ipv4 configure

S.No|CommandName Description Type and Description

1 save Save LAN configuration changes.

> exit Save LAN configuration changes

and exit current mode.
3 |cancel Roll back LAN configuration
changes.

4 |static Configure LAN Settings.

5 |static address Set systemLANIP address. IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255

6 static subnet_mask Set systemLAN subnet mask. IP address AAA.BBB.CCC.DDD w here each part is
in the range 0-255

7 dhcp Configure DHCP Settings.

8 dhcp mode Set dhcp mode. dhcpv4 modes

9 dhcp start_address Set dhcp servers startaddress.  |IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255

10 |dhcpend_address Set dhcp servers end address. IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255

11 |dhcpdefault_gw Set dhcp default gatew ay. IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255

12  [dhcp primary_dns Set primary dns server. IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255

13 [dhcpsecondary_dns Set secondary dns server. IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255

14 |dhcpwins_server Set Wins Server address. IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255

15 [dhcplease_time Set systemLease Time. number in range of 1 to 262800

16 |dhcpdomain_name Set dhcp domain name. String

17 |dhcprelay_gatew ay Set dhcprelays gatew ay address.
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IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255

18 |dns Configure DNS Settings.
19 |dns host_name Configure DNS Settings.
. Configure DNS Host
20 |dns host_name mapping NameMapping.
. Configure DNS Host
21 |dns host_name mapping 1 NameMapping for istrow .
. Configure DNS Host
22 |dns host_name mapping 2 NameMapping for 2nd Row .
. Configure DNS Host
23 |dns host_name mapping 3 NameMapping for 3rd row .
. Configure DNS Host
24 |dns host_name mapping 4 NameMapping for 4th row .
. Configure DNS Host
25 |dns host_name mapping 5 NameMapping for 5th row .
. Configure DNS Host
26 |dns host_name mapping 6 NameMapping for 6th row .
. Configure DNS Host
27 |dns host_name mapping 7 NameMapping for 7th row.
. Configure DNS Host
28  |dns host_name mapping 8 NameMapping for 8th row .
dns host_name mapping 1
29 host_name Set Host Name. String
30 ?g%g?:stgname mapping 1|t Host Name. IP address AAA.BBB.CCC.DDD w here each partis
P in the range 0-255
dns host_name mapping 2
31 host_name Set Host Name. String
32 idr;sdg?sstgnam mapping 2 Set Host Name. IP address AAA.BBB.CCC.DDD w here each partis
P in the range 0-255
dns host_name mapping 3
33 host_name Set Host Name. String
34 ?’;Zg?:stgname mapping 3 |56t Host Name. IP address AAA.BBB.CCC.DDD w here each partis
P in the range 0-255
dns host_name mapping 4
35 host_name Set Host Name. String
36 icir;sdz?esstgnane mapping 4 Set Host Name. IP address AAA.BBB.CCC.DDD w here each partis
p in the range 0-255
dns host_name mapping 5
37 host_name Set Host Name. String
38 :jr;%g?esstgname mapping 5 Set Host Name. IP address AAA.BBB.CCC.DDD w here each partis
P in the range 0-255
dns host_name mapping 6
39 host_name Set Host Name. String
40 idgsdgfgstgname mapping 6 st Host Name. IP address AAA.BBB.CCC.DDD w here each partis
P in the range 0-255
dns host_name mapping 7
41 host_name Set Host Name. String
42 idr;sdz?sstgnam mapping 7 Set Host Name. IP address AAA.BBB.CCC.DDD w here each partis
P in the range 0-255
dns host_name mapping 8
43 host_name Set Host Name. String
44 dns host_name mapping 8 Set Host Name.

ipaddress

IP address AAA.BBB.CCC.DDD w here each partis
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in the range 0-255

45

proxy

Configure the LAN Proxies

46

proxy dns_enable

Enable/Disable dns proxy

Boolean choice

12.12

net lan ipv6 configure

S.No|CommandName |Description Type and Description
1 save Save LAN configuration changes.
2 exit Save LAN configuration changes and exit
currentmode.
3 |cancel Roll back LAN configuration changes.
4 |static Set systemLAN Settings.
. IP address
5 |[staticaddress Set systemLANIP address. abcd:abcd:abcd:abcd:abcd:abcd:abed:abed where
each partis in the range [0-9A-Fa-f:]
6 static prefix_value [Prefix length Unsigned integer
7 |dhcp Set systemLAN Settings.
8 dhcp server_enable|Set dhcpv6 server status Boolean choice
9 dhcp mode DHCPv6 Mode dhcpvé modes
10 [dhcpdomain_name [dhcp server domain name String
dhcp
1 server_preference server preference number Unsigned integer
12 |dhcpdns_type dns server type dhcpv6 dns server types
- . IP address
13 |dhep primary_dns  primary dns server abcd:abcd:abcd:abcd:abcd:abcd:abed:abed where
each partis in the range [0-9A-Fa-f:]
dhcp IP address
14 secondary_dns Secondary dns server abcd:abcd:abcd:abcd:abcd:abcd:abed:abed where
each partis in the range [0-9A-Fa-f:]
15 |dhcprebind_time [Rebind time

number in range of 0 to 604800

12.13

<[tipv6PoolStartAddr>

net lan ipv6 pool configure

S.No|Command Name Description Type and Description

1 <Itipv6PoolStartAddr>|IPv6 LAN configuration add/editmode. [IP address abcd:abcd:abcd:abcd:abcd:abcd:abcd:abed
w here each partis in the range [0-9A-Fa-f:]

2 save Save LAN configuration changes.

3 exit Save LAN configuration changes and exit

current mode.

4  |cancel Roll back LAN configuration changes.

5 start_address Set dhcpv6 start IP address. IP address abcd:abcd:abcd:abcd:abcd:abcd:abcd:abed
w here each partis in the range [0-9A-Fa-f:]

6 end_address Set dhcpv6 end IP address. IP address abcd:abcd:abcd:abcd:abcd:abcd:abcd:abed

w here each partis inthe range [0-9A-Fa-f:]
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prefix_value

Prefix length

Unsigned integer

12.14

<[tipv6PoolStartAddr>

net lan ipv6 pool delete

S.No

CommandName

Description

Type and Description

<Itipv6Pool StartAddr>

IPv6 LAN configuration delete.

IP address abcd:abcd:abed:abcd:abcd:abcd:abcd:abed

w here each partis in the range [0-9A-Fa-f:]

12.15

net intel Amtserver configure

S.No|CommandName [Description Type and Description
Save InterlAmt server configuration
1 save changes.
Roll back IntelAmt server configuration
2 |cancel changes.
3 exit Save IntelAmt server configuration
changes and exit current mode.
4 enable_Intel_Amt enable/disable Intel Amt Ports. .
Boolean choice
5 Option_hosts IntelAmt Option Host Type. Intel Amt Option Host type
6 Option_host_Address|IntelAmt option Host Address String
7 Internal_Address IntelAmt intenal Address IP address AAA.BBB.CCC.DDD w here each partis

in the range 0-255

12.16

net intel Amt_Reflector configure

S.No

CommandName

Description

Type and Description

Save InterlAmt Reflector

1 save configuration changes.
Roll back IntelAmt server
2 cancel configuration changes.
Save IntelAmt server
3 exit configuration changes and exit
current mode.
4  |enable enable intelAmt reflectors on port
5 enable Intel_ Amt_Reflector |enable/disable Ports. Boolean choice
6 enable enable intelamt reflectors on
Intel_Amt_Reflector_destport |different ports
enable _
7 Intel_Amt_Reflector_destport |enable/disable Ports. Boolean choice
16992
enable
8 Intel_Amt_Reflector_destport |enable/disable Ports. Boolean choice
16993
enable
9 Intel_Amt_Reflector_destport |enable/disable Ports. Boolean choice
16994
enable
10 [Intel Amt_Reflector_destport [enable/disable Ports.

16995

Boolean choice
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enable

11 [intel Amt_Reflector_destport |enable/disable Ports. Boolean choice
9971

12 [Intel_ Amt_Reflector_srcport [setport number for different ports|
Intel_Amt_Reflector_srcport

13 16992 Enter source port value for 16992 Port number
Intel_Anmt_Reflector_srcport

14 16993 Enter source portvalue for 16993 Port number
Intel_Amt_Reflector_srcport

15 16994 Enter source port value for 16994 Port number
Intel_Amt_Reflector_srcport

16 16995 Enter source port value for 16995 Port number
Intel_Amt_Reflector_srcport

17 0971 Enter source portvalue for 9971 Port number

12.17

net ip_Aliasing server add

Command

S.No Nam e Description Type and Description
1 save Save Ip Alias server configuration changes.
Roll back Ip Alias server configuration
2 |cancel changes.
3 exit Save Ip Aias server configuration changes
and exit current mode.
4 |Interface Select the Interface for the Ip Aliasing OPTION interface type
5 Ip_Address Ip Address forip Aliasing. IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255
6 Subnet_Mask [Subnet mask for ip Aliasing IP address AAA.BBB.CCC.DDD w here each partis

in the range 0-255

12.18

net ip_Aliasing server edit <ltrow_id>

Command

S.No Nam e Description Type and Description
1 [<ltrow_id> Editing Ip Aliasing server configuration. Unsigned integer
2 save Save Ip Alias server configuration changes.
Roll back Ip Alias server configuration
3 cancel changes.
4 . Save Ip Aias server configuration changes and
exit .
exit current mode.
5 Interface Select the Interface for the Ip Aliasing OPTION interface type
6 Ip_Address Ip Address forip Aliasing. IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255
7 Subnet_Mask [Subnet mask for ip Aliasing IP address AAA.BBB.CCC.DDD w here each partis

in the range 0-255

12.19

net ip_Aliasing server delete <Itrow_id>

S.No

Command
Name

Description

Type and Description

1

<ltrow_id>

Delete Ip Aliasing configuratio
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Unsigned integer

2 save Save Ip Alias server configuration changes.
Roll back Ip Alias server configuration
3 cancel changes.
4 lexit Save Ip Aias server configuration changes
and exit current mode.
5 Interface Select the Interface for the Ip Aliasing OPTION interface type
6 Ip_Address Ip Address forip Aliasing. IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255
7 Subnet_Mask [Subnet mask for ip Aliasing IP address AAA.BBB.CCC.DDD w here each partis

in the range 0-255

12.20

net mode configure

S.No [CommandName |Description Type and Description
1 save Save IP Mode configuration changes.
> exit Save P Mode configuration changes and
exit current mode.
3 cancel Roll back IP Mode configuration changes.
4 ip_type Select IPv4 only or IPv4/IPv6 mode. selectthe ip address type

12.21

netipv6_tunnelisatap add

S.No ﬁgnr?énand Description Type and Description
1 |save Save isatap tunnel configuration changes.
5 exit Save isaptap tunnel configuration changes and exit current
mode.
3 cancel Roll back isatap tunnel configuration changes.
4 |subnet_prefix This is the 64-bit subnet prefix thatis assigned to the logical

ISATAP subnet for this intranet.

String

This is the endpoint address for the tunnel that starts w ith this

5 end_point_type [router. The endpoint can be the LAN interface (assumingthe |selectthe local end point address
LAN s an IPv4 netw ork), or a specific LANIPv4 address type
6 ipv4_address [The local end point address if not the LAN IPv4 address IP address AAA.BBB.COC.DDD

w here each partis in the range 0-
255

12.22

netipve_tunnelisatap edit <ltrow_id>

Command . oL
S.No Nam e Description Type and Description
1 <ltrow_id> isatap Tunnel configuration mode. Unsigned integer
2 save Save isatap tunnel configuration changes.

3 exit Save isaptap tunnel configuration changes and exit current
mode.

4 |cancel Roll back isatap tunnel configuration changes.

5 subnet_prefix This is the 64-bit subnet prefix thatis assigned to the logical

ISATAP subnet for this intranet.

String

end_point_type

This is the endpoint address for the tunnel that starts w ith this
router. The endpoint can be the LAN interface (assuming the
LAN s an IPv4 netw ork), or a specific LANIPv4 address

select the local end point address
type
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ipv4_address

The local end point address if notthe LAN IPv4 address

IP address AAA.BBB.CCC.DDD
w here each partis inthe range 0-
255

12.23

net ipv6_tunnelisatap delete

<[trow_id>
S.No |CommandName Description Type and Description
1 <ltrow_id> isatap tunnel configuration mode.

Unsigned integer

12.24

net routing mode configure

S.No [CommandName [Description Type and Description
1 save Save NAT configuration changes.

2 exit Save NAT configuration changes and exit current mode.

3 cancel Roll back Basic Security Level configuration changes.

4 type Select NAT or Classical Routing mode. routing mode type

12.25

net Option Optionlipv4 configure

S.No|CommandName Description Type and Description
1 save Save ipv4 Option configuration changes.
2 cancel Roll back ipv4 Option configuration changes.
3 exit Save ipv4 Option configuration changes and current
mode.
Select among the options: STATIC, DHCP Client,
4 isp_connection_type PPPoE, PPTP, L2TP, Russian PPTP, RussianL2TP, ISP Tvpes
Japanese Multiple PPPoE ypes.
5 |dheoc If ISP Type selected is DHCPC, this field gives you
P options to configure DHCPC credentials
Enter Yes to getdns dynamically from ISP if you
have not been assigned any static IP address. The
6 dhcpc get_dns_from isp |ISP willautomatically assignan DNS address to the .
router using DHCP netw ork protocal. Otherwise Boolean choice
Enter No and give valid static dns addresses
. L IP address AAA.BBB.CCC.DDD
7  |dhcpc primary_dns Valid primary DNS Server IP Address w here each partis inthe range O-
255
" IP address AAA.BBB.CCC.DDD
8 dhcpc secondary_dns Valid secondary DNS Server IP Address w here each partis in the range O-
255
9 dhcpc mac_type Select the Mac Address Source Types of mac address source
- MAC address
10 |dhcpc mac_address Valid MAC address AA-BB:CC:DD:EEFF w here each
partis in the range 00-FF
11 |dhcpc hostname Enter the hostname String
12 |static If ISP Type selectedis STATIC, this field gives you
options to configure STATIC credentials
13 [static ip_address If your ISP has assigned a fixed (static or permanent)
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IP address, fillthis fields w ith Static IP address
assigned to you. This wllidentify the router to your
ISP.

IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-
255

IPv4 Subnet Mask. This is usually provided by the

IP address AAA.BBB.CCC.DDD

14 Istatic subnet_mask ISP or your netw ork administrator. w here each partis in the range 0-
255
. IP address of the ISPb s gatew ay. This is usually [IP address AAA.BBB.CCC.DDD
15 |static gatew ay_address provided by the ISP or your netw ork administrator. |w here each partis in the range O-
255
. L IP address AAA.BBB.CCC.DDD
16 |static primary_dns Valid primary DNS Server IP Address w here each partis in the range O-
255
17 [static secondary_dns Valid secondary DNS Server IP Address P address AAA'.B BB'CCC' DDD
w here each partis in the range 0-
255
18 [static mac_type Select the Mac Address Source Types of mac address source
. : MAC address
19 [static mac_address enter Valid MAC address AA-BB:CC:DD:EEFF w here each
partis in the range 00-FF
20 oe If ISP Type selected is PPPoE, this field gives you
pPp options to configure PPPoE credentials
21 |pppoe username Enter the username to authenticate String
22 |pppoe password Enter the passw ord to authenticate String
23 |pppoe service Enter the passw ord to authenticate String
24 |pppoe authOpt Enter the Auth Option to authenticate PPPOE Authentication Types.
25 |pppoe connectivity_type |Enter the connectivity type ISP Connectivity Types.
26 |pppoe idletime Enter the idle time idle timeout value type.
Enter Yes to getdns dynamically from ISP if you
have not been assigned any static IP address. The
27 |pppoe get_dns_from_isp |ISP willautomatically assign an DNS address to the .
router using PPPOE netw ork protocol. Otherwise Boolean choice
Enter No and give valid static dns addresses
. o IP address AAA.BBB.CCC.DDD
28 |pppoe primary_dns Valid primary DNS Server IP Address w here each partis in the range O-
255
) IP address AAA.BBB.CCC.DDD
29 |pppoe secondary_dns |Valid secondary DNS Server IP Address w here each partis in the range 0-
255
Enter Yes to getIP dynamically from ISP if you have
not been assigned any static IP address. The ISP wiil
30 |pppoe get_ip_from isp |automatically assign an IP address to the router .
using PPPOE netw ork protocol. Otherwise Enter No Boolean choice
and give valid static IP address
- " IP address AAA.BBB.CCC.DDD
31 |pppoe static_ip Valid IP Address w here each partis in the range O-
255
32 |pppoe subnet_mask Valid subnet mask

IP address AAA.BBB.CCC.DDD
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w here each partis in the range 0-
255

33 |pppoe mac_type Select the Mac Address Source Types of mac address source
. MAC address
34 |pppoe mac_address enter Valid MAC address AA-BB:CC.DD:EEEF w here each
partis in the range 00-FF
35 t If ISP Type selectedis PPTP, this field gives you
ppip options to configure PPTP credentials
36 |pptp username Enter the username to log in String
37 |pptp password Enter the passw ordtologin String
. . N - IP address AAA.BBB.CCC.DDD
38 |pptp ip_address If Address Mode is Static,give static ip w here each partis in the range 0-
255
. — IP address AAA.BBB.CCC.DDD
39 |pptp subnet_mask If Address Mode is Static,give subnet mask w here each partis in the range 0-
255
Enter Yes to getIP dynamically from ISP if you have
40 |pptp get_ip_from isp not been assigned any static IP address.Otherwise .
Enter No and give valid static IP address Boolean choice
41 |pptp mmpe_encryption Enter the MMPE Encryption Boolean choice
42 |pptp split_tunnel selectthe split_tunnel Boolean choice
Gatew ay assigned by the ISP to make a connection |IP address AAA.BBB.CCC.DDD
43 |pptp gatew ay w ith the ISP server w here each partis in the range 0-
255
. " IP address AAA.BBB.CCC.DDD
44 |pptp server_address IP address of the PPTP server (if applicable w here each partis in the range 0-
255
45 |pptp connectivity_type  [Set ISP Type ISP Connectivity Types.
46 |pptp idle_time Set ISP Type idle timeout value type.
Enter Yes to getdns dynamically from ISP if you
have not been assigned any static IP address. The
47 |pptp get_dns_from_isp |ISP willautomatically assign an DNS address to the Boolean choice
router using PPTP netw ork protocol. Otherwise Enter :
No and give valid static dns addresses
. o IP address AAA.BBB.CCC.DDD
48 |pptp primary_dns Valid primary DNS Server IP Address w here each partis in the range 0-
255
i IP address AAA.BBB.CCC.DDD
49 [pptp secondary_dns Valid secondary DNS Server IP Address w here each partis in the range 0-
255
50 |pptp mac_type Select the Mac Address Source Types of mac address source
: MAC address
51 |pptp mac_address enter Valid MAC address AABB:CCDD:EEFE w here each
partis in the range 00-FF
If ISP Type selected is Russian dual access PPTP
52 |russ_pptp Jthis field gives you options to configure credentials
53 |russ_pptp username Enter the username to log in
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String
54 |russ_pptp password Enter the passw ord tologin String
russ_pptp !
55 mmpe_encryption Enter the MMPE Encryption Boolean choice
56 [russ_pptp split_tunnel select the split_tunnel Boolean choice
. " IP address AAA.BBB.CCC.DDD
57 |russ_pptp server_address|IP address of the PPTP server (if applicable w here each partis in the range O-
255
russ_pptp
58 connectivity_type SetISP Type ISP Connectivity Types.
59 |russ_pptpidle_time Set ISP Type idle timeout value type.
. . L . IP address AAA.BBB.CCC.DDD
60 |russ_pptpip_address If Address Mode is Static,give static ip w here each partis in the range 0-
255
61 |russ_pptpsubnet_mask |if Address Mode is Static,give subnet mask P address AAA'.BBB‘CCC‘ DDD
w here each partis in the range 0-
255
62 lruss poto gatewa Gatew ay assigned by the ISP to make a connection |IP address AAA.BBB.CCC.DDD
-Ppipg y w ith the ISP server w here each partis in the range 0-
255
russ pot Enter Yes to getIP dynamically from ISP if you have
63 " i_p?rpm i not been assigned any static IP address.Otherwise Boolean choi
get_ip_from I1sp Enter No and give valid static IP address oolean choice
Enter Yes to getdns dynamically from ISP if you
russ._pptp have not been assigned any static IP address. The
64 pry . ISP w illautomatically assignan DNS address to the .
get_dns_from isp router using PPTP netw ork protocol. Otherwise Enter Boolean choice
No and give valid static dns addresses
. o IP address AAA.BBB.CCC.DDD
65 |russ_pptp primary_dns |Valid primary DNS Server IP Address w here each partis in the range O-
255
- IP address AAA.BBB.CCC.DDD
66 |russ_pptp secondary_dns|Valid secondary DNS Server IP Address w here each part s in the range O-
255
67 |russ_pptp mac_type Select the Mac Address Source Types of mac address source
: MAC address
68 [russ_pptp mac_address [enter Valid MAC address AABB:CC:DD:EEFF w here each
partis in the range 00-FF
69 ot If ISP Type selectedis L2TP, this field gives you
P options to configure L2TP credentials
70 [I2tp username Enter the username to log in String
71 |I2tp password Enter the passw ordtologin String
72 |I2tp secret Enter the secrettolog in String
73 |I2tp split_tunnel selectthe split_tunnel Boolean choice
74 |l2tp gatew ay Gatew ay assigned by the ISP to make a connection |IP address AAA.BBB.CCC.DDD

w ith the ISP server

w here each partis in the range 0-
255
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IP address AAA.BBB.CCC.DDD

75 |I2tp server_address IP address of the L2TP server (if applicable W here each partis inthe range 0-
255
76 |I2tp connectivity_type Set ISP Type ISP Connectivity Types.
77 |12tp idle_time Set ISP Type idle timeout value type.
. . N . IP address AAA.BBB.CCC.DDD
78 |I2tp ip_address If Address Mode is Static,give static ip w here each partis inthe range O-
255
. — IP address AAA.BBB.CCC.DDD
79 |I2tp subnet_mask If Address Mode is Static,give subnet mask w here each partis inthe range O-
255
Enter Yesto getIP dynamically from ISP if you have
80 |[I2tp get_ip_from isp not been assigned any static IP address.Otherwise .
Enter No and give valid static IP address Boolean choice
Enter Yes to getdns dynamically from ISP if you
have not been assigned any static IP address. The
81 |I2tp get_dns_from isp ISP willautomatically assignan DNS address to the .
router using L2TP netw ork protocol. Otherwise Enter Boolean choice
No and give valid static dns addresses
. S IP address AAA.BBB.CCC.DDD
82 |I2tp primary_dns Valid primary DNS Server IP Address w here each partis in the range 0-
255
" IP address AAA.BBB.CCC.DDD
83 |I2tp secondary_dns Valid secondary DNS Server IP Address w here each partis in the range O-
255
84 |I2tp mac_type Select the Mac Address Source Types of mac address source
: MAC address
85 |I2tp mac_address enter Valid MAC address AABB:CC.DD:EEFE w here each
partis in the range 00-FF
If ISP Type selected is Russian Dual AccessL2TP,
86 |[russ_I2tp this field gives you options to configure Russian
L2TP credentials
87 |russ_lI2tp username Enter the username to log in String
88 |russ_I2tp password Enter the passw ord tologin String
89 |[russ_[2tp secret Enter the secrettolog in String

90

russ_12tp split_tunnel

selectthe split_tunnel

Boolean choice

91

russ_I2tp server_address

IP address of the L2TP server (if applicable

IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-
255

russ_|[2tp
92 connectivity _type Set ISP Type ISP Connectivity Types.
93 |russ_[2tpidle_time Set ISP Type

idle timeout value type.

94

russ_I2tpip_address

If Address Mode is Static,give static ip

IP address AAA.BBB.CCC.DDD

w here each partis in the range 0-
255

95

russ_|I2tp gatew ay

Gatew ay assigned by the ISP to make a connection
w ith the ISP server

IP address AAA.BBB.CCC.DDD
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w here each partis in the range 0-
255

IP address AAA.BBB.CCC.DDD

96 |russ_I2tpsubnet_mask |if Address Mode is Static,give subnet mask w here each partis in the range O-
255
Enter Yes to getIP dynamically from ISP if you have
97 |russ_I2tpget_ip_from isp|not been assigned any static IP address.Otherwise .
Enter No and give valid static IP address Boolean choice
Enter Yes to getdns dynamically from ISP if you
russ_2tp have not been assigned any static IP address. The
98 b . ISP willautomatically assign an DNS address to the .
get_dns_from_isp router using L2TP netw ork protocol. Otherwise Enter Boolean choice
No and give valid static dns addresses
99 |russ_[2tp primary_dns Valid primary DNS Server IP Address \III\:: hﬁgrgzéﬂgﬁ'gl?ﬁﬁg g?gg 0-
255
" IP address AAA.BBB.CCC.DDD
100 [russ_I2tp secondary_dns |Valid secondary DNS Server IP Address w here each partis in the range O-
255
101 [russ_I2tp mac_type Select the Mac Address Source Types of mac address source
102 [russ_I2tp mac_address |enter Valid MAC address m%gdgcr:eSBEEFF w here each
partis in the range 00-FF
. If ISP Type selected is japanese multiple pppoe,this
103 ljapanese_pppoe field gives you options to configure credentials
japanese_pppoe . . .
104 primary_profile configure the primary pppoe profile
japanese_pppoe .
105 primary_profile username Enter the username to authenticate String
japanese_pppoe .
106 primary_profile password Enter the passw ord to authenticate String
japanese_pppoe .
107 primary_profile service Enter the passw ord to authenticate String
japanese_pppoe . .
108 primary_profile authOpt Enter the Auth Option to authenticate PPPOE Authentication Types.
japanese_pppoe
109 |primary_profile Enter the connectivity type -
connectivity_type ISP Connectivity Types.
japanese_pppoe . .
110 primary_profile idletime Enter the idle time idle timeout value type.
Enter Yes to getdns dynamically from ISP if you
japanese_pppoe have not been assigned any static IP address. The
111 |primary_profile ISP w illautomatically assignan DNS address to the Boolean choice
get_dns_from _isp router using PPPOE netw ork protocol. Otherwise
Enter No and give valid static dns addresses
japanese_pppoe
) : . IP address AAA.BBB.CCC.DDD
112 |primary_profile Valid primary DNS Server IP Address w here each partis in the range O-
primary_dns 255
japanese_pppoe
. ! ) IP address AAA.BBB.CCC.DDD
113 |primary_profile Valid secondary DNS Server IP Address - i
secondary_dns \évshSere each partis inthe range O
Enter Yes to getIP dynamically from ISP if you have
japanese_pppoe not been assigned any static IP address. The ISP wiill
114 |primary_profile automatically assign an IP address to the router

get_ip_from_isp

using PPPOE netw ork protocol. Otherwise Enter No
and give valid static IP address

Boolean choice
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115 japanese_pppoe valid IP Address IP address AAA.BBB.CCC.DDD
primary_profile static_ip w here each partis inthe range 0-
255
japanese_pppoe
116 |primary_profile Valid subnet mask \lele)haedr((jerszsrﬁgﬁ.ii ?r?tf?ecgr?ggo
subnet_mask 255
japanese_pppoe . .
117 secondary_profile configure the secondary pppoe profile
japanese_pppoe
118 [secondary_profile Enter the username to authenticate Strin
username 9
japanese_pppoe
119 [secondary_profile Enter the passw ord to authenticate Strin
password 9
120 [|@Panese_pppoe . _|Enter the passw ord to authenticate .
secondary_profile service String
japanese_pppog _ _
121 Zﬁfﬁggtary_proﬁle Enter the Auth Option to authenticate PPPOE Authentication Types.
japanese_pppoe
122 |secondary_profile Enter the connectivity type o
connectivﬁyplype yyp ISP Connectivity Types.
japanese_pppoe . .
123 secondary_profile idletime Enter the idle time idle timeout value type.
Enter Yes to getdns dynamically from ISP if you
japanese_pppoe have not been assigned any static IP address. The
124 [secondary_profile ISP willautomatically assignan DNS address to the Boolean choice
get_dns_from isp router using PPPOE netw ork protocol. Otherwise :
Enter No and give valid static dns addresses
japanese_pppoe
; A IP address AAA.BBB.CCC.DDD
125 sEﬁ%r:dam_sproflle Valid primary DNS Server IP Address w here each partis in the range O-
primary _ 255
japanese_pppoe
" - IP address AAA.BBB.CCC.DDD
126 z:gg:ﬂgz_@;‘%ﬁle Valid secondary DNS Server IP Address w here each partis in the range O-
- 255
Enter Yesto getIP dynamically from ISP if you have
japanese_pppoe not been assigned any static IP address. The ISP wi il
127 [secondary_profile automatically assign an IP address to the router Boolean choice
get_ip_from_isp using PPPOE netw ork protocol. Otherwise Enter No
and give valid static IP address
japanese_pppoe . IP address AAA.BBB.CCC.DDD
128 zs;ic():nciiary_proflle Valid IP Address w here each partis inthe range O-
P 255
japanese_pppoe , IP address AAA.BBB.CCC.DDD
o iﬁgggs ar:]);gﬁroﬁle Vald subnetmask w here each partis in the range 0-
| 255
japanese_pppoe
130 mac_type Select the Mac Address Source Types of mac address source
japanese_pppoe . MAC address
131 mac_address enter Valid MAC address AA:BB:CC.DD:EEFF w here each
partis in the range 00-FF

12.26

net Option Option2ipv4 configure

[S.No|commandName

[Description |

Type and Description
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1 save Save ipv4 Option configuration changes.
2 cancel Roll back ipv4 Option configuration changes.
3 exit Save ipv4 Option configuration changes and current

mode.

4 isp_connection_type

Select among the options: STATIC, DHCP Client,
PPPoE, PPTP, L2TP, Russian PPTP, RussianL2TP,
Japanese Multiple PPPoE

OPTION2 ISP Types.

5 dhcpc

If ISP Type selected is DHCPC, this field gives you
options to configure DHCPC credentials

6 dhcpc get_dns_from isp

Enter Yes to getdns dynamically from ISP if you
have not been assigned any static IP address. The
ISP willautomatically assign an DNS address to the
router using DHCP netw ork protocol. Otherwise
Enter No and give valid static dns addresses

Boolean choice

7 dhcpc primary_dns

Valid primary DNS Server IP Address

IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-
255

8 dhcpc secondary_dns

Valid secondary DNS Server IP Address

IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-
255

9 dhcpc mac_type

Select Mac Address source

Types of mac address source

10 [dhcpc mac_address

Valid MAC address

MAC address
AA:BB:CC.DD:EE:FF w here each
partis in the range 00-FF

11 |dhcpc hostname

Enter the hostname

String

12 |static

If ISP Type selectedis STATIC, this field gives you
options to configure STATIC credentials

13 [static ip_address

If Address Mode is Static,give static ip

IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-
255

14 |static subnet_mask

IPv4 Subnet Mask. This is usually provided by the
ISP or your netw ork administrator.

IP address AAA.BBB.CCC.DDD
w here each partis in the range O-
255

15 [static gatew ay_address

IP address of the ISPb s gatew ay. This is usually
provided by the ISP or your netw ork administrator.

IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-
255

16 [static primary_dns

Valid primary DNS Server IP Address

IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-
255

17 [static secondary_dns

Valid secondary DNS Server IP Address

IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-
255

18 [static mac_type

Select the Mac Address Source

Types of mac address source

19 [static mac_address

enter Valid MAC address

MAC address
AA:BB:CC.DD:EE:FF w here each
partis in the range 00-FF

20 ([pppoe

If ISP Type selected is PPPoE, this field gives you
options to configure PPPOE credentials

21 |pppoe username

Enter the username to authenticate

String

22

pppoe password

Enter the passw ord to authenticate
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String
23 |pppoe service Enter the passw ord to authenticate String
24 |pppoe authOpt Enter the Auth Option to authenticate PPPOE Authentication Types.
25 |pppoe connectivity_type |Enter the connectivity type ISP Connectivity Types.
26 |pppoe idletime Enter the idle time idle timeout value type.
Enter Yes to getdns dynamically from ISP if you
have not been assigned any static IP address. The
27 |pppoe get_dns_from_isp |ISP willautomatically assign an DNS address to the .
router using PPPOE netw ork protocol. Otherwise Boolean choice
Enter No and give valid static dns addresses
- . IP address AAA.BBB.CCC.DDD
28 |pppoe primary_dns Valid primary DNS Server IP Address w here each partis in the range 0-
255
" IP address AAA.BBB.CCC.DDD
29 |pppoe secondary_dns |Valid secondary DNS Server IP Address w here each partis inthe range O-
255
Enter Yes to getIP dynamically from ISP if you have
not been assigned any static IP address. The ISP wi il
30 |pppoe get_ip_from_isp |automatically assign an IP address to the router Boolean choi
using PPPOE netw ork protocol. Otherwise Enter No oolean choice
and give valid static IP address
N ) IP address AAA.BBB.CCC.DDD
31 |pppoe static_ip Valid IP Address w here each partis in the range O-
255
) IP address AAA.BBB.CCC.DDD
32 |pppoe subnet_mask Valid subnet mask w here each partis in the range O-
255
33 |pppoe mac_type Select the Mac Address Source Types of mac address source
. MAC address
34 |pppoe mac_address enter Valid MAC address AABB:CC:DD:EEFF w here each
partis in the range 00-FF
35 t If ISP Type selected is PPTP, this field gives you
pptp options to configure PPTP credentials
36 |pptp username Enter the username to log in String
37 |pptp password Enter the passw ordtologin String
38 |pptp mmpe_encryption  |Enter the MMPE Encryption Boolean choice
39 |pptp split_tunnel selectthe split_tunnel Boolean choice
Gatew ay assigned by the ISP to make a connection |IP address AAA.BBB.CCC.DDD
40 pptp gatew ay w ith the ISP server w here each partis in the range 0-
255
. . IP address AAA.BBB.CCC.DDD
41 |pptp server_address IP address of the PPTP server (if applicable w here each partis in the range O-
255
42  |pptp connectivity_type  |Set ISP Type ISP Connectivity Types.
43  |pptp idle_time Set ISP Type

idle timeout value type.
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IP address AAA.BBB.CCC.DDD

44 |pptp ip_address If Address Mode is Static,give static ip W here each partis inthe range 0-
255
45 |pptp subnet_mask If Address Mode is Static,give subnet mask IP address AAA'.BBB'CCC' DDD
w here each partis in the range 0-
255
Enter Yes to getIP dynamically from ISP if you have
46 |pptp get_ip_from _isp not been assigned any static IP address.Otherwise Boolean choice
Enter No and give valid static IP address
Enter Yes to getdns dynamically from ISP if you
have not been assigned any static IP address. The
47 |pptp get_dns_from isp (ISP willautomatically assign an DNS address to the Boolean choice
router using PPTP netw ork protocol. Otherwise Enter
No and give valid static dns addresses
. N IP address AAA.BBB.CCC.DDD
48 |pptp primary_dns Valid primary DNS Server IP Address w here each partis in the range O-
255
" IP address AAA.BBB.CCC.DDD
49 [pptp secondary_dns Valid secondary DNS Server IP Address w here each partis inthe range O-
255
50 |pptp mac_type Select the Mac Address Source Types of mac address source
: MAC address
51 |pptp mac_address enter Valid MAC address AABB:CC:DD:EEFF w here each
partis in the range 00-FF
If ISP Type selected is Russian dual access PPTP ,
52 |russ_pptp this field gives you options to configure credentials
53 [russ_pptp username Enter the username to log in String
54 |russ_pptp password Enter the passw ordtologin String
russ_pptp .
55 mmpe_encryption Enter the MMPE Encryption Boolean choice
56 |russ_pptp split_tunnel select the split_tunnel Boolean choice
. ) IP address AAA.BBB.CCC.DDD
57 |russ_pptp server_address|IP address of the PPTP server (if applicable w here each partis in the range O-
255
russ_pptp
58 connectivity _type SetISP Type ISP Connectivity Types.
59 |russ_pptpidle_time Set ISP Type idle timeout value type.
. . - " IP address AAA.BBB.CCC.DDD
60 |russ_pptpip_address If Address Mode is Static,give static ip w here each partis in the range 0-
255
. - IP address AAA.BBB.CCC.DDD
61 |russ_pptpsubnet mask |if Address Mode is Static,give subnet mask w here each partis in the range O-
255
Gatew ay assigned by the ISP to make a connection |IP address AAA.BBB.CCC.DDD
62 |russ_pptp gateway w ith the ISP server w here each partis in the range 0-
255
russ oot Enter Yes to getIP dynamically from ISP if you have
63 _Pptp not been assigned any static IP address.Otherwise

get_ip_from_isp

Enter No and give valid static IP address

Boolean choice
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Enter Yes to getdns dynamically from ISP if you
have not been assigned any static IP address. The

russ_pptp . ; .
64 . ISP willautomatically assignan DNS address to the .
get_dns_from_isp router using PPTP netw ork protocol. Otherwise Enter Boolean choice
No and give valid static dns addresses
: S IP address AAA.BBB.CCC.DDD
65 |russ_pptpprimary_dns |Valid primary DNS Server IP Address w here each partis inthe range O-
255
" IP address AAA.BBB.CCC.DDD
66 |russ_pptp secondary_dns|Valid secondary DNS Server IP Address w here each partis inthe range O-
255
67 |russ_pptp mac_type Select the Mac Address Source Types of mac address source
. MAC address
68 |russ_pptp mac_address |enter Valid MAC address AA-BB:CCDD:EEFE w here each
partis in the range 00-FF
69 |iot If ISP Type selectedis L2TP, this field gives you
p options to configure L2TP credentials
70 |I2tp username Enter the username to log in String
71 |I2tp password Enter the passw ordtologin String
72 |I2tp secret Enter the secrettolog in String
73 |I2tp split_tunnel selectthe split_tunnel Boolean choice
IP address assigned by the ISP to make a IP address AAA.BBB.CCC.DDD
74 |12tp gatew ay connection w ith the ISP server w here each partis in the range 0-
255
. . IP address AAA.BBB.CCC.DDD
75 |I2tp server_address IP address of the L2TP server (if applicable w here each partis in the range O-
255
76 |I2tp connectivity_type Set ISP Type ISP Connectivity Types.
77 |12tp idle_time Set ISP Type idle timeout value type.
. . L . IP address AAA.BBB.CCC.DDD
78 |I2tp ip_address If Address Mode is Static,give static ip w here each partis in the range O-
255
. L IP address AAA.BBB.CCC.DDD
79 |I2tp subnet_mask If Address Mode is Static,give subnet mask w here each partis inthe range O-
255
Enter Yes to getIP dynamically from ISP if you have
80 |[I2tp get_ip_from isp not been assigned any static IP address.Otherwise .
Enter No and give valid static IP address Boolean choice
Enter Yes to getdns dynamically from ISP if you
have not been assigned any static IP address. The
81 |I2tp get_dns_from isp ISP willautomatically assign an DNS address to the .
router using L2TP netw ork protocol. Otherwise Enter Boolean choice
No and give valid static dns addresses
. o IP address AAA.BBB.CCC.DDD
82 |[I2tp primary_dns Valid primary DNS Server IP Address w here each partis inthe range O-
255
83 |[I2tp secondary_dns Valid secondary DNS Server IP Address

IP address AAA.BBB.CCC.DDD
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w here each partis in the range O-
255

84 |I2tp mac_type Select the Mac Address Source Types of mac address source
. MAC address
85 |l2tp mac_address enter Valid MAC address AA:BB:CC:DD:EEEE w here each
partis in the range 00-FF

If ISP Type selected is Russian DualAccessL2TP,
86 |russ_I2tp this field gives you options to configure L2TP

credentials
87 |russ_I2tp username Enter the username to log in String
88 |russ_I2tp password Enter the passw ord tologin String
89 |russ_I2tpsecret Enter the secrettolog in String

90

russ_12tp split_tunnel

selectthe split_tunnel

Boolean choice

91

russ_I2tp server_address

IP address of the L2TP server (if applicable

IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-
255

russ_I2tp
92 connectivity _type SetISP Type ISP Connectivity Types.
93 |russ_[2tpidle_time Set ISP Type

idle timeout value type.

94

russ_I2tpip_address

If Address Mode is Static,give static ip

IP address AAA.BBB.CCC.DDD

w here each partis in the range 0-
255

95

russ_[2tp subnet_mask

If Address Mode is Static,give subnet mask

IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-
255

96

russ_|I2tp gatew ay

Gatew ay assigned by the ISP to make a connection
w ith the ISP server

IP address AAA.BBB.CCC.DDD
w here each partis in the range O-
255

97

russ_I2tp get_ip_from_isp

Enter Yes to getIP dynamically from ISP if you have
not been assigned any static IP address.Otherwise
Enter No and give valid static IP address

Boolean choice

98

russ_I2tp
get_dns_from_isp

Enter Yes to getdns dynamically from ISP if you
have not been assigned any static IP address. The
ISP w illautomatically assign an DNS address to the
router using L2TP netw ork protocol. Otherwise Enter
No and give valid static dns addresses

Boolean choice

99

russ_|2tp primary_dns

Valid primary DNS Server IP Address

IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-
255

100

russ_I2tp secondary_dns

Valid secondary DNS Server IP Address

IP address AAA.BBB.CCC.DDD
w here each partis in the range O-
255

101

russ_I2tp mac_type

Select the Mac Address Source

Types of mac address source

102

russ_I2tp mac_address

enter Valid MAC address

MAC address
AA:BB:CC:.DD:EE:FF w here each
partis in the range 00-FF

103

japanese_pppoe

If ISP Type selected is japanese multiple pppoe,this
field gives you options to configure credentials
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japanese_pppoe

104 primary_profile configure the primary pppoe profile
japanese_pppoe .
105 primary_profile username Enter the username to authenticate String
japanese_pppoe .
106 primary_profile password Enter the passw ord to authenticate String
japanese_pppoe .
107 primary_profile service Enter the passw ord to authenticate String
japanese_pppoe . .
108 primary_profile authOpt Enter the Auth Option to authenticate PPPOE Authentication Types.
japanese_pppoe
109 |primary_profile Enter the connectivity type o
Eonne)c/ﬁ\‘/)ity type yyp ISP Connectivity Types.
japanese_pppoe . .
110 primary_profile idletime Enter the idle time idle timeout value type.
Enter Yes to getdns dynamically from ISP if you
japanese_pppoe have not been assigned any static IP address. The
111 |primary_profile ISP w illautomatically assignan DNS address to the Boolean choice
get_dns_from isp router using PPPOE netw ork protocol. Otherwise
Enter No and give valid static dns addresses
japanese_pppoe
) ! N IP address AAA.BBB.CCC.DDD
112 p;:x:y_ﬁ;{;ﬂle Valid primary DNS Server IP Address w here each partis in the range 0-
primary_| 255
japanese_pppoe . P address AAABBB.CCC.DDD
113 ggg?rr]éaf;oglﬁs Valid secondary DNS Server IP Address w here each partis in the range O-
- 255
Enter Yes to getIP dynamically from ISP if you have
japanese_pppoe not been assigned any static IP address. The ISP wi il
114 |primary_profile automatically assign an IP address to the router Boolean choice
get_ip_from_isp using PPPOE netw ork protocol. Otherwise Enter No
and give valid static IP address
japanese_pppoe - IP address AAA.BBB.CCC.DDD
115 primary_profile static_ip Vaid IP Address w here each partis in the range 0-
255
japanese_pppoe , IP address AAA.BBB.CCC.DDD
116 gﬂgﬁg—%ﬁﬂle Valid subnet mask w here each partis in the range 0-
| 255
japanese_pppoe . .
117 secondary_profile configure the secondary pppoe profile
japanese_pppoe
118 [secondary_profile Enter the username to authenticate Strin
username 9
japanese_pppoe
119 [secondary_profile Enter the passw ord to authenticate Strin
password 9
japanese_pppoe .
120 secondary _profile service Enter the passw ord to authenticate String
japanese_pppog _ _
121 Zﬁfﬁgﬁf\ry_proﬁle Enter the Auth Option to authenticate PPPOE Authentication Types.
japanese_pppoe
122 [secondary_profile Enter the connectivity type -
connectivity_type ISP Connectivity Types.
japanese_pppoe . .
123 secondary_profile idletime Enter the idle time idle timeout value type.
. Enter Yes to getdns dynamically from ISP if you
japanese_pppoe : ’
124 [secondary_profile have not been assigned any static IP address. The

get_dns_from isp

ISP willautomatically assignan DNS address to the
router using PPPOE netw ork protocol. Otherwise

Boolean choice
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Enter No and give valid static dns addresses

japanese_pppoe

IP address AAA.BBB.CCC.DDD

125 S(reiﬁ]c;r:da(rj);]_sproflle Valid primary DNS Server IP Address w here each partis in the range O-
P y_| 255
japanese_pppoe
- ' IP address AAA.BBB.CCC.DDD
126 [secondary_profile Valid secondary DNS Server IP Address -
— w here each partis in the range 0-
secondary_dns 255
Enter Yes to getIP dynamically from ISP if you have
japanese_pppoe not been assigned any static IP address. The ISP wiill
127 [secondary_profile automatically assign an IP address to the router Boolean choice
get_ip_from_isp using PPPOE netw ork protocol. Otherwise Enter No
and give valid static IP address
japanese_pppoe . IP address AAA.BBB.CCC.DDD
128 zteact%n(ijary_proflle Valid IP Address w here each partis in the range 0-
P 255
japanese_pppoe , IP address AAA.BBB.CCC.DDD
129 ztsggg?a&gﬁroﬂle Valid subnet mask w here each partis in the range 0-
- 255
japanese_pppoe
130 mac_type Select the Mac Address Source Types of mac address source
131 japanese_pppoe enter Valid MAC address MAC address

mac_address

AA:BB:CC.DD:EEFF w here each
partis in the range 00-FF

12.27

net Option mode configure

S.No|Command Name Description Type and Description
1 |save Save Option mode configuration changes.
2 |cancel Roll back ipv4 Option configuration changes.
3 . Save Option mode configuration changes and current
exit
mode.
. Select among the options: SINGLE_OPTION,
4 |Option_mode_type LOAD BALANCING, AUTO_ROLLOVER Types of OPTION modes
If Mode Type selectedis LOAD_BALANCING, this
5 loadbalancing field gives you options to configure
LOAD_BALANCING credentials
6 loadbalancing algo Enter the type of LoadBalancing Algo Types of Loadbalancing algorithms
loadbalancing . ’
7 failover method Select the Fail Over detection method
8 loadbalancing spillover  [Spill Over Configuration Parameters
9 loadbalancing spillover  [Percentage of max bandw idth after which the router
load_tolerance switchesto secondary OPTION Unsigned integer
Sets the maximum bandw idth tolerable by the
10 loadbalancing spillover  [Primary OPTION.If the bandw idth goes below the
max_bandw idth load tolerance value of configured Max Bandw idth, |Unsigned integer
the router sw itches to secondary OPTION.
loadbalancing . . . .
11 failover_method type Select the Fail Over detection method Types of Faillover Detection
methods
12 loadbalancing
failover_method dns
loadbalancing
13 |failover _method dns IP address AAA.BBB.CCC.DDD

ipaddr_Optionl

w here each partis in the range O-
255
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loadbalancing

IP address AAA.BBB.CCC.DDD

14 |failover_method dns here each partis in the range 0-
ipaddr_Option2 ;VSS partisi 9
15 loadbalancing
failover_method ping
16 [faovar e ing IP address AAA BBB.CCC.DDD
ipaddr_Option1 w here each partis in the range 0-
255
loadbalancing
17 aover methodpng P addess panSBB.00C00D
ipaddr_Option2 255
loadbalancing
18 [failover_method . !
retry_interval idle timeout value type.
loadbalancing
19 ([failover_method .
retry_attempts number in range of 2to 999
20 |rollover Option Mode in Auto Rollover
21 |[rollover Option_port Select the Auto rollover Option port OPTION interface type
22 |rollover Option_port_Sec |Select the Auto rollover Option port OPTION interface type
23 [rollover failover_method |Select the Fail Over detection method
24 trollgver failover_method Select the Fail Over detection method Types of Faillover Detection
yp methods
25 rollover failover_method
dns
26 rollover failover_method IP address AAA.BBB.CCC.DDD
dns ipaddr_Optionl w here each partis in the range 0-
255
27 rollover failover_method IP address AAA.BBB.CCC.DDD
dns ipaddr_Option2 w here each partis in the range 0-
255
o8 rollover failover_method
ping
29 rollover failover_method IP address AAA.BBB.CCC.DDD
ping ipaddr_Optionl w here each partis in the range 0-
255
30 rollover failover_method IP address AAA.BBB.CCC.DDD
ping ipaddr_Option2 w here each partis in the range 0-
255
31 rollover failover_method
retry_interval idle timeout value type.
32 rollover failover_method
retry_attempts number in range of 2to 999
33 |[singleport
34 |singleport Option_port

OPTION interface type

12.28

net Option port_setup configure

S.No

CommandName

Description

Type and Description

1

save

Save Option port settings.
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2 exit Save Option port settings and exit current mode.

3 cancel Roll back Option port settings changes.

4 respond_ping Disable or Enable ping on Option side Boolean choice
5 Optionl Optionl port settings

6 Optionl mtu_type Enter MTU type miu type

7 Optionl mtu_size Enter MTU size for Optionl mtu size

8 Option port_speed Enter the type of port speed for Optionl Port Speed types
9 Option2 Option2 port settings

10 Option2 mtu_type Enter MTU type mu type

11 Option2 mtu_size Enter MTU size for Option2 mtu size

12 Option2 port_speed Enter the type of port speed for Option2

Port Speed types

12.29

net Option configurable portconfigure

S.No [CommandName [Description Type and Description
1 save Save Configurable Option settings.

2 exit Save configurable Option settings and exit current mode.

3 cancel Roll back Configurable Option settings changes.

4 port_name Select the configurable porttype OPTION interface type

12.30

net Option Optionlipv6 configure

S.No |CommandName [Description Type and Description
1 save Save ipv6 Optionl configuration changes.
2 cancel Roll back ipv6 Option configuration changes.
3 exit Save ipv6 Optionl configuration changes and current
mode.
4 isp_type Set ISP Type ISP Types.
5 dhcpc Set DHCPC Configurations
dhcpc
6 thell(teeless_mode_er Set Stateless Mode stateless mode configuration.
dhcpc
7 prefix_delegation_ [Enable prefix delegation .
enable Boolean choice
8 static setipv6 address
IP address
9 static ip_address |[setipv6 address abcd:abcd:abcd:abcd:abcd:abcd:a
bcd:abcd w here each partis in the
range [0-9A-Fa-f:]
10 static prefix set prefix length Unsigned integer
static IP address
11 Set ipv6 gatew ay address abcd:abcd:abcd:abcd:abcd:abed:a
gatew ay_address bcd:abcd w here each partis in the
range [0-9A-Fa-f:]
12 static primary_dns |Set ipv6 primary dns address
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IP address
abcd:abcd:abcd:abcd:abcd:abcd:a
bcd:abcd w here each partis in the
range [0-9A-Fa-f:]

IP address

static .
13 Set ipv6 secondary dns address abcd:abcd:abcd:abcd:abcd:abecd:a
secondary_dns bcd:abcd w here each partis in the
range [0-9A-Fa-f:]
14 pppoe pppoe over ipv6 configuration parameters
15 pppoe username  |Enter the username to authenticate String
16 pppoe password |Enter the passw ord to authenticate String
17 pppoe authOpt Enter the Auth Option to authenticate PPPOE Authentication Types.
Enter the dhcpv6 option for configuring additional
18 pppoe dhcpv6_opt parameters. OPTION interface type
IP address
19 pppoe primary_dns|Valid primary DNS Server IP Address abcd:abcd:abcd:abcd:abcd:abed:a
bcd:abcd w here each partis in the
range [0-9A-Fa-f:]
oe IP address
20 ppp Valid secondary DNS Server IP Address abcd:abcd:abcd:abcd:abcd:abcd:a

secondary_dns

bcd:abcd w here each partis in the
range [0-9A-Fa-f:]

12.31

net Optionn Option2ipv6 configure

S.No|Command Name Description Type and Description
1 save Save ipv6 Option2 configuration changes.
2 cancel Roll back ipv6 Option2 configuration changes.
3 exit Save ipv6 Option2 configuration changes and current
mode.
4 isp_type Set ISP Type ISP Types.
5 dhcpc Set DHCPC Configurations
dhcpe
6 stateless_mode_enaljSet Stateless Mode . .
le stateless mode configuration.
dhcpe _ _ .
7 glreef ix_delegation_engEnable prefix delegation Boolean choice
8 static setipv6 address
IP address
9 static ip_address setipv6 address abcd:abcd:abcd:abcd:abcd:abecd:a
bcd:abcd w here each partis in the
range [0-9A-Fa-f:]
10 [static prefix set prefix length Unsigned integer
static IP address
11 ; ddl Set ipv6 gatew ay address abcd:abcd:abcd:abcd:abcd:abed:a
gateway_adadress bcd:abcd w here each partis in the
range [0-9A-Fa-f:]
12 |static primary_dns  |Set ipv6 primary dns address IP address

abcd:abcd:abcd:abcd:abcd:abcd:a

97



Wireless Controller

CLI Reference Guide

bcd:abcd w here each partis in the
range [0-9A-Fa-f:]

IP address

13 |static secondary_dns|Set ipv6 secondary dns address abcd:abcd:abcd:abcd:abcd:abcd:a
bcd:abcd w here each partis in the
range [0-9A-Fa-f:]

14 |pppoe pppoe over ipv6 configuration parameters

15 |[pppoe username Enter the username to authenticate String

16 |pppoe password Enter the passw ord to authenticate String

17 |pppoe authOpt Enter the Auth Option to authenticate PPPOE Authentication Types.

Enter the dhcpv6 option for configuring additional

18  |pppoe dhcpvé_opt parameters. OPTION interface type
IP address

19 ([pppoe primary_dns |Valid primary DNS Server IP Address abcd:abcd:abcd:abcd:abcd:abed:a
bcd:abcd w here each partis in the
range [0-9A-Fa-f:]
IP address

20 |pppoe secondary_dns|Valid secondary DNS Server IP Address abcd:abcd:abcd:abcd:abcd:abed:a

bcd:abcd w here each partis in the
range [0-9A-Fa-f:]

12.32

<|tinterface>

net routing ospfv2configure

S.No|Command Name Description Type and Description
1 |<ltinterface> ospfv2 configuration mode.
2 save Save OSPFv2 configuration changes.
3 exit Save OSPFv2 configuration changes and exit current
mode.
4  |cancel Roll back configuration changes.
5 |enable Enable/Disable OSPFv2 for a particular interface. Boolean choice
6 area Give the areato w hich the interface belongs Unsigned integer
Helps to determine the OSPFv2 designated router for a
netw ork.The router with the highest priority w illbe more
7 priority eligible to become Designated Router. Setting the value . .
to 0, makes the router ineligible to be come Designated Unsigned integer
Router. The default value is 1.
The number of seconds for Hellointerval timer
value.Setting this value, Hello packetwillbe sentevery
8 hello_interval timer value seconds on the specified interface. This value . .
must be the same for all routers attached to a common Unsigned integer
netw ork. The default value is 10 seconds.
The number of seconds thata deviceb s hello packets
must not have been seen before its neighbors declare
9 dead_interval the OSPF router dow n.This value must be the same for . .
all routers attached to a common netw ork. The default Unsigned integer
value is 40 seconds.
10 |cost The cost of sending a packet on an OSPFv2 interface Unsigned integer
Give the authentication type used for OSPFv2.[f
11 Jauth_type Authentication type is none the interface does not

authenticate ospf packets.lf Authentication Type is

OSPF Authentication type
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Simple then ospf packets are authenticated using simple
text key.If Authentication Type is MD5 then the interface
authenticates ospf packets with MD5 authentication.

12

auth_key

Text Key for Simple Authentication type

String

13

md5_key _id

Give MD5 Key id

Unsigned integer

14

md5_auth_key

Give MD5 text key

String

12.33

<|tinterface>

net routing ospfv3configure

S.No|Command Name Description |Type and Description

1 <lItinterface> ospfv3 configuration mode.

2 save Save OSPFv3 configuration changes.

3 |exit Save OSPFv3 configuration changes and exit current mode.

4 |cancel Roll back configuration changes.

5 enable Enable/Disable OSPFv3 for a particular interface. Boolean choice
Helps to determine the OSPFv3 designated router for a
netw ork.The router with the highest priority w illbe more

6 priority eligible to become Designated Router. Setting the value to 0, . :
makes the router ineligible to beco me Designated Router. Unsigned integer
The defaultvalue is 1.
The number of seconds for Hellolnterval timer value.Setting
this value, Hello packet willbe sent every timer value

7  |hello_interval seconds on the specified interface. This value must be the . .
same for all routers attached to a common netw ork. The Unsigned integer
defaultvalue is 10 seconds.
The number of seconds thatadeviceb [s hello packets
must not have been seen before its neighbors declare the

8 dead_interval OSPF router dow n.This value must be the same for all . .
routers attached to a common netw ork. The defaultvalue is Unsigned integer
40 seconds.

9 cost The cost of sending a packet on an OSPFv3 interface

Unsigned integer

12.34

<[tportName>

net port management configure

S.No|CommandName  [Description Type and Description
1 [<ItportName> port management configuration mode. Port name
2 save Save port management configuration changes.
3 exit Save port management configuration changes and exit
current mode.
4 |cancel Roll back port management configuration changes.
5 enable Enable/Disable the port status Boolean choice
6 auto_negotiation_ena|Select this to let the gatew ay and network to determine the
ble optimal port settings. Boolean choice
7 |duolex mode Choose betw een Half Duplex and Full Duplex based on the
plex_| port support. The defaultis Full Duplex for all ports. select the duplex mode
One of three port speeds can be selected: 10 Mbps, 100
8 |speed Mbps and 1000 Mbps (i.e. 1 Gbps). The default setting is

1000 Mbps for all ports

select the speed
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12.35

net Option pppoe configure

S.No|Command Name Description Type and Description
1 save Save pppoe configuration changes.
2 cancel Roll back pppoe configuration changes.
3 exit Save pppoe configuration changes and current mode.
4 UserName Set user name String
5 Passw ord Set Passw ord String
6 |AuthMode Select Authentication Type PPPOE Authentication Types.
7 |Service Set service name .
String
8 CompressionEnable  [Enable/Disable Compression Negotiation Boolean choice
9  |ConnectionMode Set Connection Mode type .
Boolean choice
10 [ldleTimeOutValue Set Idle TimeOut Value (in min) PPPOE idle timeout Type.
11 |[GetlpFromispEnable |Enable/Disable GetlpFromisp Boolean choice
- : IP address
12 [Staticlp Set static IP Address AAA.BBB.CCC.DDD w here
each partis in the range 0-255
IP address
13 |NetMask Set subnet mask AAA BBB.CCC.DDD w here
each partis in the range 0-255
14 |GetDnsFromispEnable |Enable/Disable GetDnsFromisp Boolean choice
: . IP address
15 |PrimaryDns Set Primary DNS AAA.BBB.CCC.DDD w here
each partis in the range 0-255
16 |SecondaryDns Set Secondary DNS P address

AAA.BBB.CCC.DDD w here
each partis in the range 0-255

12.36

net routing protocol _binding add

S.No|CommandName Description Type and Description
1 |save Save Protocol-Binding rules configuration changes.
> exit Save Protocol Binding rules configuration changes and exit

current mode.
3 cancel Roll back configuration changes.
4 [Service Available Service service type
5 Local_Gatew ay local gatew ay type OPTION interface type
6  |Source_Netw ork source netw ork type firew all rule address type
7 Destination_Netw ork [destination netw ork type firew all rule address type
8 source_address_start/starting IP of the Source Netw ork IP address

AAA.BBB.CCC.DDD w here
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each partis in the range 0-255

IP address

9 source_address_end |ending IP of the Source user AAA.BBB.CCC.DDD w here
each partis in the range 0-255
destination_address_ N IP address
10 start startIP of the Destination user AAA.BBB.CCC.DDD w here
each partis in the range 0-255
11 destination_address_ ending IP of the Destiation user IP address

end

AAA.BBB.CCC.DDD w here
each partis in the range 0-255

12.37

<[trow_id>

net routing protocol _binding edit

S.No

CommandName

Description

Type and Description

1 <Itrow_id> protocol_binding rules configuration mode. Unsigned integer
2 |save Save Protocol-Binding rules configuration changes.
3 lexit Save Protocol Binding rules configuration changes and exit
currentmode.
4  |cancel Roll back configuration changes.
5 Service Available Service service type
6 Local_Gatew ay local gatew ay type OPTION interface type
7 Source_Netw ork source netw ork type firew all rule address type
8 Destination_Netw ork |destination netw ork type firew all rule address type
9 source_address_start/starting IP of the Source Netw ork IP address
— — AAA.BBB.CCC.DDD w here
each partis in the range 0-255
. IP address
10 [source_address_end|ending IP of the Source user AAA.BBB.CCC.DDD w here
each partis in the range 0-255
destination_address_ I IP address
11 start startIP of the Destination user AAA.BBB.CCC.DDD w here
each partis in the range 0-255
12 destination_address_ ending IP of the Destiation user P address

end

AAA.BBB.CCC.DDD w here
each partis in the range 0-255

12.38

<[trow_id>

net routing protocol_binding enable

S.No|CommandName Description Type and Description
< id> indi i i . . .
1 Itrow_id protocol_binding rules configuration mode Unsigned integer
Save Protocol-Binding rules configuration
2 save changes.
3 exit Save Protocol Binding rules configuration
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changes and exit current mode.

4 cancel

Roll back configuration changes.

5 Service

Available Service

service type

6 Local_Gatew ay

local gatew ay type

OPTION interface type

7 Source_Netw ork

source netw ork type

firew all rule address type

8 Destination_Netw ork

destination netw ork type

firew al rule address type

9 source_address_start

starting IP of the Source Netw ork

IP address AAA.BBB.CCC.DDD w here each
partis in the range 0-255

10 ([source_address end

ending IP of the Source user

IP address AAA.BBB.CCC.DDD w here each
partis in the range 0-255

11 |destination_address_start

start IP of the Destination user

IP address AAA.BBB.CCC.DDD w here each
partis in the range 0-255

12 |destination_address_end

ending IP of the Destiation user

IP address AAA.BBB.CCC.DDD w here each
partis in the range 0-255

12.39

d>

net routing protocol _binding disable
<[trow_

S.No[Command Name

Description

Type and Description

1 <ltrow_id>

protocol_binding rules configuration mode.

Unsigned integer

Save Protocol-Binding rules configuration

2 [save changes.

3 exit Save Protocol Binding rules configuration
changes and exit current mode.

4 |cancel Roll back configuration changes.

5 Service Available Service

service type

6 Local_Gatew ay

local gatew ay type

OPTION interface type

7 Source_Netw ork

source netw ork type

firew allrule address type

8 Destination_Netw ork

destination netw ork type

firew al rule address type

9 source_address_start

starting IP of the Source Netw ork

IP address AAA.BBB.CCC.DDD w here each
partis in the range 0-255

10 |source_address_end

ending IP of the Source user

IP address AAA.BBB.CCC.DDD w here each
partis in the range 0-255

11 [destination_address_start

start IP of the Destination user

IP address AAA.BBB.CCC.DDD w here each
partis in the range 0-255

12 [|destination_address_end

ending IP of the Destiation user

IP address AAA.BBB.CCC.DDD w here each
partis in the range 0-255
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12.40

<[trow_id>

net routing protocol_binding delete

S.No

CommandName

Description

Type and Description

1 <Itrow_id> protocol_binding rules configuration mode. Unsigned integer
Save Protocol-Binding rules configuration
2 save changes.
3 exit Save Protocol Binding rules configuration
changes and exit current mode.
4 |cancel Roll back configuration changes.
5 Service Available Service .
service type
6 Local_Gatew ay local gatew ay type OPTION interface type
7 Source_Netw ork source netw ork type firew all rule address type
8 Destination_Netw ork destination netw ork type firew all rule address type
9 source_address_start  |starting IP of the Source Netw ork IP address AAA.BBB.CCC.DDD w here each
partis in the range 0-255
10 ([source_address_end ending IP of the Source user IP address AAA.BBB.CCC.DDD w here each
partis in the range 0-255
11 [destination_address_start|start IP of the Destination user IP address AAA.BBB.CCC.DDD w here each
partis in the range 0-255
12 [destination_address_end|ending IP of the Destiation user IP address AAA.BBB.CCC.DDD w here each

partis in the range 0-255

12.41

net radvd configure

S.No

CommandName

Description

Type and Description

1

save

Save radvd configuration changes.

Save radvd configuration changes and exit

2 exit current mode.
3 cancel Roll back radvd configuration changes.
enable the RADVD process here to allow
4  |enable ?];atrltvelgrsks auto configuration of the IPv6 LAN Boolean choice
5 mode selec't N to send router advertisements (RAb [Is) '
to all interfaces else Y radvd advertizement mode type
6 linterval The time in seconds between sending unsolicited S
multicast RAb [s. The defaultis 30 seconds. PPPOE idle timeout Type.
7 |flags RA Flags
8 flags Chose Managed to use the adm'nist(_ered [stateful )
managed_enable [protocolfor address auto configuration Boolean choice
the Other flag is selected the hostuses
9 |flags other_enable administered/statgful protocol qf othgr (i.e.non- Boolean choice
address) information auto configuration.
Chose betw een low/mediunvhigh for the
10 [preference gr:gilreDngrizlzzguated with this routerb Os radvd preference type
This is usedin RAb s to ensure all nodes on
11 |mtu the netw ork use the same MTU value in the cases

w here the LANMTU is not w ellknow n. The

mtu size
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defaultis 1500

12

life_time

The lifetime in seconds of the route. The defaultis
3600 seconds.

Unsigned integer

12.42

net radvd pool add

Command

S.No Nam e Description Type and Description

1 |save Save radvd Pool configuration changes.

5 exit Save radvd Pool configuration changes and exit
current mode.

3 cancel Roll back radvd Pool configuration changes.

. Option w hether to select the prefix type as 6to4 or

4 |prefix_type Global/Local/ISATAP ipv6 prefix type
The SLA ID (Site-Level Aggregation Identifier) in the

5 sla_id 6to4 address prefix is setto the interface ID of the . .
interface on w hich the advertisements are sent Unsigned integer

6 |prefix_address |it specifies the IPv6 netw ork address

String

The prefix length variable is a decimal value that
indicates the number of contiguous, higher order bits

7 prefix_length of the address that make up the netw ork portion of  |Unsigned integer
the address
8 prefix_life_time The length of time over w hich the requesting router is

allow ed to use the prefix

Unsigned integer

12.43

net radvd pool edit <ltrow_id>

Command A e
S.No Nam e Description Type and Description
1 |<ltrow_id> radvd Pool configuration mode. Unsigned integer
2 save Save radvd Pool configuration changes.
3 exit Save radvd Pool configuration changes and exit
X current mode.
4 |cancel Roll back radvd Pool configuration changes.
. Option w hether to select the prefix type as 6to4 or
5 prefix_type Global/Local/ISATAP ipv6 prefix type
The SLA ID (Site-Level Aggregation Identifier) in the
6 sla_id 6to4 address prefix is setto the interface ID of the . .
interface on w hich the advertisements are sent Unsigned integer
7 prefix_address |it specifies the IPv6 netw ork address

String

The prefix length variable is a decimal value that
indicates the number of contiguous, higher order bits

8 prefix_length of the address that make up the netw ork portion of  |Unsigned integer
the address
9 prefix_life_time The length of time over w hich the requesting router is

allow ed to use the prefix

Unsigned integer

12.44

net radvd pool delete <ltrow_id>

S.No

CommandName

Description

Type and Description

1

<ltrow_id>

radvd pool configuration mode.

Unsigned integer
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12.45

net routing dynamic configure

S.No|[Command Name Description Type and Description
1 save Save dynamic route changes.
2 exit Save dynamic routes changes and exit
current mode.
3 cancel Roll back rip configuration changes.
A rip direction None, In only, Out only,
4 |direction Both. rip direction
5 version Rip version fip version
o Enable/Disable Authentication for RIP-
authentication_enable 2B/2M Boolean choice
7 [first_key first MD5 key
8  |first_keyid_number First MD5 Key Id Unsigned integer
9  [first_key authentication_id First MD5 Authentication Key String
. ) First MD5 Key Not Valid Before
10 ([first_key valid_from entered date
. ) month in w hich md5 authentication key
11 first_key valid_frommonth | 2ii starts Month in the format MM(01-12)
. . day in w hich md5 authentication key
12 ffirst_key valid_fromday validity starts Day in the format DD(01-31)
. ) year in w hich md5 authentication key
13 |[first_key valid_fromyear validity starts Year
. ) hour in w hich md5 authentication key
14 ffirst_key valid_fromhour validity starts HH(00-23) using 24 hour clock
. . ! minute in w hich md5 authentication
15 |first_key valid_fromminute key validity starts minute in the format MM(00-59)
. . second in w hich md5 authentication
16 [first_key valid_fromsecond key validity starts Second in the format SS(00-59)
. . First MD5 Key is Not Valid After
17 [first_key valid_to entered date
: ' month in w hich md5 authentication key
18 [first_key valid_tomonth validity ends Month in the format MM(01-12)
. A day in w hich md5 authentication key
19 |first_key valid_to day validity ends Day in the format DD(01-31)
. . year in w hich md5 authentication key
20 [first_key valid_toyear validity ends Year
. A hour in w hich md5 authentication key
21 [first_key valid_to hour validity ends HH(00-23) using 24 hour clock
: ' . minute in w hich md5 authentication
22 [first_key valid_to minute key validity ends minute in the format MM(00-59)
. A second in w hich md5 authentication
23 |first_key valid_to second key validity ends Second in the format SS(00-59)
24 |second_key Second MD5 Key Parameters
25 |second_keyid _number Second MD5 Key Id Unsigned integer
26 |second_key authentication_id |Second MD5 Authentication Key String
. Second MD5 Key Not Valid Before
27 |second_key valid_from Entered date
- Second MD5 Key Not Valid After
28 |second_key valid_to entered date
. month in w hich md5 authentication key
29 |second_key valid_frommonth validity starts Month in the format MM(01-12)
30 |second_key valid_fromday day in w hich md5 authentication key

validity starts

Day in the format DD(01-31)
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year in w hich md5 authentication key

31 |second_key valid_fromyear validity starts Year
. hour in w hich md5 authentication key

82 |second_key valid_fromhour validity starts HH(00-23) using 24 hour clock
- ! minute in w hich md5 authentication

33 |second_key valid_fromminute key validity starts minute in the format MM(00-59)

34 second_key valid_from second in w hich md5 authentication

second key validity starts Second in the format SS(00-59)

A month in w hich md5 authentication key

35 |second_key valid_to month validity ends Month in the format MM(01-12)
' day in w hich md5 authentication key

36 |second_key valid_today validity ends Day in the format DD(01-31)
A year in w hich md5 authentication key

37 |second_key valid_toyear validity ends Year
A hour in w hich md5 authentication key

38  |second_key valid_to hour validity ends HH(00-23) using 24 hour clock
. . minute in w hich md5 authentication

39 |second_key valid_to minute key validity ends minute in the format MM(00-59)

40 |second_keyvalid_tosecond second in w hich md5 authentication

key validity ends

Second in the format SS(00-59)

12.46

<lthame>

net routing static ipv4 configure

S.No[CommandName |Description Type and Description
1 <lthame> Add new static routes. String
2 save Save static route changes.
. Save static routes changes and exit current
3 exit
mode.
4 |cancel Roll back route configuration changes.
5 destination_address|Set the destination IP. IP address AAA.BBB.CCC.DDD w here each
partis in the range 0-255
6 subnet_mask Set the subnet for this rule. IP address AAA.BBB.CCC.DDD w here each
partis in the range 0-255
7 gatew ay_address [Set the gatew ay IP. IP address AAA.BBB.CCC.DDD w here each
partis in the range 0-255
8 interface Set the interface for which the rule applies. OPTION interface type
9 metric Set the metric for this route. . .
Unsigned integer
. Defines w hether the route can be shared w ith
10 |private_flag other gatew ayswhen RIP is enabled Boolean choice
11 |active_flag Defines w hether its an active route

Boolean choice

12.47

<lthame>

net routing static ipv6é configure

S.No|CommandName |Description Type and Description
1 [<lthame> Add new IPV6 static routes. .

String
2 |save Save IPV6 static route changes.
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Save IPV6 static routes changes and exit current

3 exit mode.

4 |cancel Roll back IPV6 route configuration changes.

IP address
abcd:abcd:abcd:abcd:abcd:abcd:abed:abed
w here each partis in the range [0-9A-Fa-f:]

5 destination_address|Set the IPV6 destination IP.

6 prefix Set the prefix length for this rule. Unsigned integer

IP address
abcd:abcd:abcd:abcd:abcd:abcd:abcd:abcd
w here each partis in the range [0-9A-Fa-f:]

7 gatew ay_address |[Set the gatew ay IPV6.

8 interface Set the interface for which the rule applies. select the ipv6 interface type
9  [metric Set the metric for this route. Unsigned integer
10 [active_flag Defines w hether its an active IPV6 route

Boolean choice

12.48 netrouting staticipv4 delete <lthame>

S.No CommandName Description Type and Description

1 <lthame> Delete a specific route.

String

12.49 netrouting staticipv6 delete <lthame>

S.No |CommandName Description Type and Description

1 <ltname> Delete a specific IPV6 route.

String

12.50 nettahi add-default-route
<[tip_address>

S.No|Command Name Description Type and Description
. add ipv6 default route onlan IP address
1 <ltip_address> interface. abcd:abcd:abcd:abcd:abcd:abcd:abed:abed

w here each partis in the range [0-9A-Fa-f:]

12.51 nettahi add-route<Itip_address>
<ltgw>

S.No|Command Name Description Type and Description

IP address
abcd:abcd:abcd:abcd:abcd:abcd:abed:abed
1 <Itip_address> <ltgw> add ipv6 route on lan interface. w here each partis in the range [0-9A-Fa-f:]
IP address
abcd:abcd:abcd:abcd:abcd:abcd:abced:abed
w here each partis in the range [0-9A-Fa-f:]
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12.52 nettahi del-route<ltip_address>
<ltgw>

S.No|CommandName Description Type and Description

IP address
abcd:abcd:abcd:abcd:abcd:abcd:abced:abed
1 |<ltip_address> <ltgw> add ipv6 route on lan interface. w here each partis in the range [0-9A-Fa-f:]
IP address
abcd:abcd:abcd:abcd:abcd:abed:abed:abed
w here each partis in the range [0-9A-Fa-f:]

12.53 nettahiipv6e-Alias-Add(LAN)
<[tip6_address>

S.No|Command Name Description Type and Description
1 <Itip6_address> Add ipv6 address to LAN interface IP address
- " |abcd:abcd:abcd:abed:abcd:abcd:abed:abed
w here each partis in the range [0-9A-Fa-f:]

12.54 net tahiipv6e-Alias-Del(LAN)
<|[tip6_address>

S.No|Command Name Description Type and Description

Delete an ipv6 address fromLAN IP address
interface. abcd:abcd:abcd:abcd:abcd:abcd:abed:abed
w here each partis in the range [0-9A-Fa-f:]

12.55 nettahiipv6e-Alias-Add(OPTION)
<[tip6_address>

1 <Itip6_address>

S.No|Command Name Description Type and Description
. Add ipv6 address to OPTION IP address
1 <ltip6_address> interface. abcd:abcd:abcd:abcd:abcd:abcd:abed:abed

w here each partis in the range [0-9A-Fa-f:]

12.56 nettahiipv6e-Alias-Del(OPTION)
<[tip6_address>

S.No|CommandName Description Type and Description

Delete an ipv6 address fromOPTION |IP address
interface. abcd:abcd:abcd:abcd:abcd:abcd:abed:abed
w here each partis in the range [0-9A-Fa-f:]

1 |[<Itip6_address>

12.57 nettahi reachable-time <lttime>

[S.-No [CommandName [Description [Type and Description

108




Wireless Controller

CLI Reference Guide

<lttime>

setthe reachable time of neighbour
cache entries

number in range of 30to 150

12.58

net tahi ping6 <Itip> <Itsize>

S.No

CommandName

Description

Type and Description

<lItip><ltsize>

ping6 on LAN interface with count one

IP address
abcd:abcd:abcd:abcd:abcd:abcd:abed:abed
w here each partis in the range [0-9A-Fa-f:]
number in range of 1to 1500

12.59

net tahi pmtu-route-add <ItipAdd>

S.No

CommandName

Description

Type and Description

<ltipAdd>

add ipv6 route on lan interface.

IP address
abcd:abcd:abcd:abcd:abcd:abecd:abed:abed
w here each partis in the range [0-9A-Fa-f:]

12.60

net upnp configure

S.No|Command Name Description Type and Description
1 save Save upnp configuration changes.
2 cancel Roll back upnp configuration changes.
3 exit Save upnp configuration changes and current
mode.
4  |enable Enable/Disable UPNP Boolean choice
5 Interface Select the interface fromLAN/VLAN String
6 advertisement Set upnp advertisement parameters
7  |advertisement period Set Advertisement Period (in seconds) UPNP Advertisement Period Type.
advertisement . L
8 time_to_live Set Advertisement Time To Live (in seconds) UPnP Advertisement Time To Live Type.
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Chapter 13. Configuration commands

VPN

13.1 vpn |2tp server configure

S.No|CommandName [Description Type and Description

1 save Save I2tp server configuration changes.

2 cancel Roll back I2tp server configuration changes.

3 exit Save I2tp server configuration changes and

exit current mode.

4 |enable enable/disable L2TP server. Boolean choice

5 |start_address L2TP server starting IP address. IP address AAA.BBB.CCC.DDD w here each part
is in the range 0-255

6 end_address L2TP server ending IP address. IP address AAA.BBB.CCC.DDD w here each part
is in the range 0-255

7 EnablePap enable pap authentication Boolean choice

8 EnableChap enable chap authentication Boolean choice

9 EnableMSChapChap |enable MSchap authentication Boolean choice

10 |MSChapv2Enable [enable MSChapv2Enable authentication Boolean choice

11 [I2tpSecretKeyEnable|L2TP Enanle secretkey Boolean choice

12 |secretKey L2TP secretKey

String

13.2 vpn pptp client configure

Command oo —
S.No Nam e Description Type and Description
1 save Save pptp client configuration changes.
2 cancel Roll back pptp client configuration changes.
3 exit Save pptp client configuration changes and

exit current mode.

4  |enable enable/disable PPTP client. Boolean choice
5 server_address [PPTP server IP address. IP address AAA.BBB.CCC.DDD w here each partis

in the range 0-255

6 remote_netw ork |Remote Netw ork Address IP address AAA.BBB.CCC.DDD w here each partis
in the range 0-255

7 remote_subnet |Remote Netw ork Subnet Mask Unsigned integer

8 |username Username allocated to client

String
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9 |password Passw ord allocated to client String
10 |mppe_enable |Enable mppe encryption Boolean choice
11 [time_out Time Out Unsigned integer

13.3 vpn pptp client_action <ltaction>

S.No

Command Nam ¢

Description

Type and Description

1

<ltaction>

vpn pptp client action set.

Boolean choice

13.4 vpn pptp server configure

S.No[CommandName |Description Type and Description
1 save Save pptp server configuration changes.
Roll back pptp server configuration
2 cancel changes.
3 exit Save pptp server configuration changes
and exit current mode.
4 |enable enable/disable PPTP server. Boolean choice
5 Natenable enable/disable PPTP NAT routing mode Boolean choice
6 start_address PPTP server starting IP address. IP address AAA.BBB.CCC.DDD w here each part
is in the range 0-255
7 end_address PPTP server ending IP address. IP address AAA.BBB.CCC.DDD w here each part
is in the range 0-255
8 |pap_enable PPTP server PAP authentication Boolean choice
9 |chap_enable PPTP server CHAP authentication Boolean choice
10 |mschap_enable PPTP server MSCHAP authentication Boolean choice
11 [mschapv2_enable [PPTP server MSCHAPV2 authentication Boolean choice
12 |Mppe40Enable PPTP server Mppe40 Boolean choice
13 [Mppel28Enable PPTP server Mppel28 Boolean choice
14 [MppeStatefullEnable |PPTP server MppeStatefull Boolean choice
15 |UserTimeOut PPTP server User TimeOut

Boolean choice

13.5 vpn sslvpn portal-layouts add

S.No|CommandName ([Description Type and Description

1 save Save portal settings

2 exit Save portal settings and exit current mode

3 cancel Roll back portal settings changes

4 portal_name Specify the portal name String, Max 128 characters and no' or empty
spaceor"
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5 portal_title Specify the portalftitle String, Max 128 characters and no' or empty
spaceor”
6  |banner_title Specify the banner title String, Max 128 characters and no' or empty
spaceor"
7 banner_message |Specify the banner message String, No ' or empty space or "
. Specify w hether the banner message should
8 display_banner be displayed Boolean choice
9 enable_httpmetatag [Specify w hether the http meta tags should be
s enabled Boolean choice
10 enable_activexweb [Specify w hether the activex webcache
cachecleaner cleaner should be enabled Boolean choice
Specify w hether the vpn tunnel should be
11 |enable_vpntunnel enabled Boolean choice
12 enable_portforward{Specify w hether the port forwarding should

ng

be enabled

Boolean choice

13.6 vpn sslvpn portal-layouts edit <ltrow_id>

S.No|CommandName |Description Type and Description

1 <Itrow_id> Edit sslvpn portal layout Unsigned integer

2 save Save portal settings

3 exit Save portal settings and exit current mode

4 |cancel Roll back portal settings changes

5 portal_name Specify the portal name String, Max 128 characters and no' or empty
spaceor"

6 portal_title Specify the portalftitle String, Max 128 characters and no' or empty
spaceor"

7 banner_title Specify the banner title String, Max 128 characters and no' or empty
spaceor"

8 banner_message |Specify the banner message String, No * or empty space or "

. Specify w hether the banner message should
9 display_banner be displayed Boolean choice
10 enable_httpmetatag |Specify w hether the http meta tags should be
s enabled Boolean choice
1 enable_activexweb [Specify w hether the activex webcache
cachecleaner cleaner should be enabled Boolean choice
Specify w hether the vpn tunnel should be
12 lenable_vpntunnel enabled Boolean choice
13 enable_portforward|Specify w hether the port forwarding should

ng

be enabled

Boolean choice

13.7 vpn sslvpn portal-layouts delete
<[trow_id>

S.No

CommandName

Description

Type and Description

<ltrow_id>

Delete sslvpn portal layout

Unsigned integer
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13.8 vpn sslvpn portal-layouts set-default

<[trow_id>
S.No CommandName Description Type and Description
1 <ltrow_id> Set the portal as default

Unsigned integer

13.9 vpn sslvpn portforwarding appconfig add

S.No|CommandName Description Type and Description
1 save Save portforwarding Apps settings
2 exit Save portforwarding Apps settings and
exit current mode
Roll back portforwarding Apps settings
3 cancel changes
4 |[serverip server ip address IP address AAA.BBB.CCC.DDD w here
each partis in the range 0-255
5 port server port

Port number

13.10

delete <Itrow_id>

vpn sslvpn portforwarding appconfig

S.No

CommandName

Description

Type and Description

<ltrow_id>

Delete an application configuration rule

Unsigned integer

13.11

add

vpn sslvpn portforwarding hostconfig

S.No|Command Name Description Type and Description
1 save Save portforwarding Host settings
5 exit Save portforwarding Host settings and
exit current mode
Roll back portforwarding Host settings
3 cancel changes
4 serverip server ip address IP address AAA.BBB.CCC.DDD w here
each partis in the range 0-255
5 domain_name domain name String, Max 128 characters and no'or

empty spaceor"”

13.12

delete <ltrow_id>

vpn sslvpn portforwarding hostconfig

S.No

CommandName

Description

Type and Description

<Itrow_id>

Delete a host configuration rule

Unsigned integer
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13.13

vpn sslvpnresource add

Command

S.No Nam e Description Type and Description
1 save Save sslvpnresource settings
2 exit Save sslvpn resource settings and exit current
mode
3 cancel Roll back sslvpnresource settings changes
4 resource_name [resource name String, Max 128 characters and no ' or empty

spaceor"

service_type

servicetype

sslvpnresource

13.14

<[tresource_name>

vpn sslvpnresource configure add

S.No|CommandName |Description Type and Description

1 <Itresource_name>Add an sslvpnresource object String, Max 128 characters and no' or empty
spaceor"

2 save Save sslvpnresource object settings

3 exit Save sslvpnresource settings and exit

currentmode

4 cancel Roll back sslvpnresource settings changes

5 resource_name |resource name String, Max 128 characters and no' or empty
spaceor"

6 object type objecttype sslvpn resource object type

7 object_address objectaddress IP address AAA.BBB.CCC.DDD w here each part
is in the range 0-255

8 mask_length mask length number in range of 1to 32

9 start_port start port Port number

10 |end_port end port Port number

11 [icmp_block block icmp

source address type for users ip policy

13.15

<[trow_id>

vpn sslvpnresource configure delete

S.No

CommandName

Description

Type and Description

<ltrow_id>

Delete an sslvpnresource object

Unsigned integer

13.16

vpn sslvpnresource delete <ltrow_id>

S.No

CommandName

Description

Type and Description

1

<ltrow_id>

Delete an sslvpnresource

Unsigned integer
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13.17

vpn sslvpn policy add

S.No|Command Name Description Type and Description

1 save Save sslvpn policy settings

2 exit Save sslvpn policy settings and exit current

mode

3 cancel Roll back sslvpn policy settings changes

4 |policy_type policy type sslvpn policy type

5 policy_ow ner policy ow ner String

6 |destination_objecttype|destination object type sslvpn policy destination type

7 policy_name policy name String, Max 128 characters and no ' or empty
spaceor”

8 policy_address policy address IP address AAA.BBB.CCC.DDD w here each part
is in the range 0-255

9 policy_masklength policy masklength number in range of 1 to 32

10 |start_port start port Port number

11 [end_port end port Port number

12 [service_type service type sslvpnresource

13 |resource_name resource name String, Max 128 characters and no' or empty
spaceor"

14 |policy_permission policy permission sslvpn policy type

15 |icmp_block block icmp

source address type for users ip policy

13.18

vpn sslvpn policy edit <ltrow_id>

S.No

CommandName

Description

Type and Description

1 <ltrow_id> Edit an sslvpn policy Unsigned integer

2 save Save sslvpn policy settings

3 exit Save sslvpn policy settings and exit current

mode

4 |cancel Roll back sslvpn policy settings changes

5 policy_type policy type sslvpn policy type

6 policy_ow ner policy ow ner String

7 destination_objecttype|destination object type sslvpn policy destination type

8 |policy_name policy name String, Max 128 characters and no' or empty
spaceor"

9 |policy_address policy address IP address AAA.BBB.CCC.DDD w here each part
is in the range 0-255

10 [policy_masklength policy masklength number in range of 1 to 32

11 |start_port start port
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Port number

12

end_port end port Port number

13 |service_type servicetype sslvpn resource

14 |resource_name resource name String, Max 128 characters and no ' or empty
spaceor"

15 [policy_permission policy permission sslvpn policy type

16 |icmp_block block icmp

source address type for users ip policy

13.19

vpn sslvpn policy delete <ltrow_id>

S.No

Command Name|

Description

Type and Description

1

<ltrow_id>

Delete an sslvpn policy

Unsigned integer

13.20

vp

n sslvpn client

S.No

CommandName

Description

Type and Description

1 save Save sslvpn client settings
2 exit Save sslvpn client settings and exit current
mode

3 cancel Roll back sslvpn client settings changes

4 |enable_fulltunnel |enable split tunnel Boolean choice

5 dns_suffix dns suffix String

6 primary_dns primary dns server IP address AAA.BBB.CCC.DDD w here each part
is in the range 0-255

7 secondary_dns secondary dns server IP address AAA.BBB.CCC.DDD w here each part
is in the range 0-255

8 begin_clientaddress|Client Address Range Begin IP address AAA.BBB.CCC.DDD w here each part
is in the range 0-255

9 end_clientaddress [Client Address Range End IP address AAA.BBB.CCC.DDD w here each part
is in the range 0-255

10 |lcp_timeout Icp timeout

Unsigned integer

13.21

vpn sslvpn route add

S.No

CommandName

Description

Type and Description

1

save

Save sslvpnroute settings

Save sslvpnroute settings and exit current

2 exit mode

3 cancel Roll back sslvpn route settings changes

4 |destination_netw orkldestination netw ork IP address AAA.BBB.CCC.DDD w here each part
is in the range 0-255

5 subnet_mask subnet mask IP address AAA.BBB.CCC.DDD w here each part

is in the range 0-255
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13.22

vpn sslvpnroute delete <Itrow_id>

S.No

Command Nam €

Description

Type and Description

1

<ltrow_id>

Delete sslvpn clientroute

Unsigned integer

13.23

vpn sslvpn users domains add

S.No|Command Name Description Type and Description
1 save Save users domains configuration
changes.
2 exit Save users domains configuration changes
and exit current mode.
3 |cancel Roll back users domains configuration
changes.
4 |domain_name Specify the domain name String
5 |authentication_type |Specify the authentication type Users domain authentication type
6 portal Select the portal String
7 iluthentlcatlon_server Specify the authentication server IP address AAA.BBB.CCC.DDD w here each part
is in the range 0-255
henticati . -
8 gut entication_server Specify the authentication server IP address AAA.BBB.CCC.DDD w here each part
is in the range 0-255
9 guthenncanon_server Specify the authentication server IP address AAA.BBB.CCC.DDD w here each part
is in the range 0-255
10 [timeout Specify the timeout value Unsigned integer
11 |retries Specify the max retries Unsigned integer
12 |authentication_secret|Enter the secretkey String
authentication_secret
13 2 Enter the secret key String
14 |workgroup Specify the w ork group String
15 |second_workgroup |Specify the workgroup String
16 |ldap_base_dn Specify the ldap base domain name String
second_ldap_base_d . .
17 15 Specify the Idap base domain name String
active_directory_dom| . : . :
18 ain Specify the active directory domain String
second_active_direct . : . :
19 ory._domain Specify the active directory domain String

13.24

<[trow_id>

vpn sslvpn users domains edit

S.No

CommandName

Description

Type and Description

<ltrow_id>

Users domain configuration mode

Unsigned integer
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Save users domains configuration

2 save changes.
3 exit Save users domains configuration
changes and exit current mode.
Roll back users domains configuration

4 |cancel changes.

5 |domain_name Specify the domain name String

6 authentication_type Specify the authentication type Users domain authentication type

7 portal Select the portal String

8 |authentication_serverl Specify the authentication server IP address AAA.BBB.CCC.DDD w here
each partis in the range 0-255

9 |authentication_server2 Specify the authentication server IP address AAA.BBB.CCC.DDD w here
each partis in the range 0-255

10 [|authentication_server3 Specify the authentication server IP address AAA.BBB.CCC.DDD w here
each partis in the range 0-255

11 [timeout Specify the timeout value Unsigned integer

12 |retries Specify the max retries Unsigned integer

13 |authentication_secret Enter the secretkey String

14 |authentication_secret2 Enter the secretkey String

15 |workgroup Specify the w ork group String

16 |second_workgroup Specify the w ork group String

17 [ldap_base_dn Specify the Idap base domain name String

18 ([second_ldap_base_dn Specify the Idap base domain name String

19 |active_directory_domain Specify the active directory domain String

20 |second_active_directory_doman|Specify the active directory domain String

13.25

vpn sslvpn users domains delete

<[trow_id>
S.No CommandName Description Type and Description
1 <ltrow_id> Users domain delete mode

Unsigned integer

13.26

vpn sslvpn users groups add

S.No|CommandName|Description Type and Description
1 save Save users groups configuration changes.
2 exit Save users groups configuration changes and exit current
mode.
3 cancel Roll back users groups configuration changes.
4 group_name Specify the group name String

118




Wireless Controller

CLI Reference Guide

domain_name

Specify the domain name for the group

String

idle_timeout

Specify the idle timeout for the group

idle timeout value for user.

13.27

<[trow_id>

vpn sslvpn users groups edit

S.No |Command Name|Description Type and Description
1 <ltrow_id> Users groups configuration mode Unsigned integer
2 save Save users groups configuration changes.
3 exit Save users groups configuration changes and exit current
mode.
4 cancel Roll back users groups configuration changes.
5 group_name Specify the group name String
6 domain_name Specify the domain name for the group String
7 idle_timeout Specify the idle timeout for the group

idle timeout value for user.

13.28

<[trow_id>

vpn sslvpn users groups delete

S.No

CommandName

Description

Type and Description

<ltrow_id>

Users group delete mode

Unsigned integer

13.29

vpn sslvpn users users add

S.No [CommandName [Description Type and Description
1 save Save users configuration changes.
. Save users configuration changes and exit current
2 exit
mode.
3 cancel Roll back users configuration changes.
4 user_name Specify the user name String
5 first_name Specify the user's first name String
6 last_name Specify the user's last name String
7 user_type Specify the user type Users type
8 group Specify the user's group String
9 password Specify the user's password String
10 [confirm_password [confirmthe user's password String
11 [idle_timeout Enter the user's timeout value . .
idle timeout value for user.
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13.30

vpn sslvpn users users edit <Iltrow_id>

S.No [CommandName [Description Type and Description
1 <ltrow_id> Users configuration mode Unsigned integer
2 save Save users configuration changes.

. Save users configuration changes and exit current
3 exit

mode.

4 cancel Roll back users configuration changes.
5 user_name Specify the user name String
6 first_name Specify the user's first name String
7 last_name Specify the user's last name String
8 user_type Specify the user type Users type
9 group Specify the user's group String
10 |password Specify the user's password String
11 |confirm_password [confirmthe user's password String
12  [idle_timeout Enter the user's timeout value idle timeout value for user.

13.31

vpn sslvpn users users login_policies

<[trow_id>
S.No|Command Name Description Type and Description
1 |<ltrow_id> Users login policy configuration mode Unsigned integer
2 save Save users login policy configuration changes.
3 exit Save users login policy configuration changes and exit
currentmode.

4 |cancel Roll back users login policy configuration changes.
5 |disable_login enable/disable login Boolean choice
6 deny_logln_from_optl enable/disable login from option .

on_interface Boolean choice

13.32

vpn sslvpn users users

browser_policies <Iltrow_id>

E'N CommandName Description Type and Description
1 |<ltrow_id> Users brow sers policy configuration mode Unsigned integer
2 save Save users browser policy configuration changes.

. Save users browser policy configuration changes and
3 exit .

exit current mode.
4 |cancel Roll back users browser policy configuration changes.
allow _login_from_def . . .

5 ned_brow sers enable/disable login from defined brow ser Boolean choice
6 add_client_brow ser |add defined brow ser
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Boolean choice

client_brow ser

add defined brow ser

Supported brow sers

del_client_brow ser

delete defined brow ser

Boolean choice

13.33

configure <Itrow_id>

vpn sslvpn users users ip_policies

§‘N CommandName Description Type and Description

1 |<ltrow_id> Users ip policy configuration mode Unsigned integer

2 save Save users ip policy configuration changes.

3 exit Save users ip policy configuration changes and exit

currentmode.
4 |cancel Roll back users ip policy configuration changes.
allow _login_from_def . . .

5 ned_addresses enable/disable login from defined addresses Boolean choice

6 add_ip_address add ip address Boolean choice

7 source_address_type|Set the source address type source address type for users ip
policy

8 source_address Set the source address IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-255

9 |mask_length Set the source network masklength

number in range of 1to 32

13.34

delete <ltrow_id>

vpn sslvpn users users ip_policies

S.No

CommandName

Description

Type and Description

<ltrow_id>

Users ip policy delete mode

Unsigned integer

13.35

<[trow_id>

vpn sslvpn users users delete

S.No

CommandName

Description

Type and Description

<ltrow_id>

Users delete mode

Unsigned integer

13.36

vpn ipsec policy configure <lthame>

i'N CommandName Description Type and Description
1 <lthame> vpn policy configuration mode String
Save vpn policy configuration
2 save changes.
Roll back vpn policy configuration
3 cancel changes.
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Save vpn policy configuration

4 |extt changes and exit current mode.
5 general_policy_type Setting policy manual or auto vpn policy type
6 general_ike_version Setting version ikevl or ikev2 IPsec VPN IKE Version
7 general_ip_protocol_version Setting protocol version ipv5 or ipv6
8 general_ipsec_mode Setting ipsec mode for the vpn policy VPN ipsec modes
Setting local gatew ay forthe vpn
9 general_select_local_gateway policy VPN gatew ay
) Set mode to IP address or Internet
10 [general_remote_end_point_type Name/FQDN  of the remote gatew ay vpn remote end point type
or client PC
The IP address or Internet
11 |[general_remote_end_point Name/FQDN of the remote gatew ay
or client PC.
12 general_remote_end_point The IP address of the remote
ip_address gatew ay or client PC.
The IP address or Internet
13 [general_remote_end_point fgdn Name/FQDN of the remote gatew ay Stri
. ring
or client PC.
14 |[general_enable_mode_config enable/disable mode config Boolean choice
enable/disable this to allow NetBIOS
15 [general_enable_netbios broadcasts to travel over the VPN Boolean choice
tunnel.
16 |general_enable_rollover enable/disable rollover Boolean choice
17 |general _protocol Setting protocol esp or ah IPsec VPN Protocol
18 |general_enable_dhcp enable/disable dhcp. Boolean choice
Select the IP addresses on the local
side that willbe part of the tunnel.
This can be either a single IP
19 |general_local_netw ork_type address, several IP addressesina [vpn netw orktype
range, an entire subnet, or any IP
address thatw ants to connect
20 |general_local_start_address P address fr.omwhere the range
needs to begin
21 |general_local end_address Engddress w here the range needs to
22 |general_local_subnet_mask Subnet mask of the subnet used IP address AAA.BBB.CCC.DDD w here|
each partis in the range 0-255
23 |general_local_prefix_length Prefix length of the ipv6 subnet used IPv6 Prefix length
Select the IP addresses onthe
remote side thatw ill be part of the
tunnel. This can be either a single IP
24 |general_remote_netw ork_type address, several IP addressesina [vpn netw orktype
range, an entire subnet, or any IP
address thatw ants to connect
25 |general_remote_start_address IP address fr‘omwhere the range
needs to begin
26 |general_remote_end_address g’ng\ddress w here the range needs to
27 |general_remote_subnet_mask Subnet mask of the subnet used IP address AAA.BBB.CCC.DDD w here
each partis in the range 0-255
28 |general_remote_prefix_length Prefix length of the ipv6 subnet used
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IPv6 Prefix length

29 |general_enable_keepalive enable/disable keepalive .
Boolean choice

30 |general_keepalive_sourceip keepalive sourceip

31 |general_keepalive_destinationip keepalive destinationip

32 |general_keepalive_detection_period |keepalive detection period

33 |general_keepalive_failure_count keepalive failure count

Takes a hexadecimal value betw een

3 and 8 characters. Takes a hexadecimal value betw een 3

and 8 characters

34 |manual_spi_in

Takes a hexadecimal value betw een

3 and 8 characters. Takes a hexadecimal value betw een 3

and 8 characters

35 |manual_spi_out

The algorithm used to encryptthe

36 |manual_encryption_algorithm data vpn encryption algorithm

37 |manual_key_length The key length for the algorithm. Unsigned integer

Encryption key of the inbound policy.
38 |manual_encryption_key_in The length of the key depends onthe

algorithm chosen String

Encryption key of the outbound
39 |manual_encryption_key_out policy. The length of the key depends

on the algorithm chosen. String

Algorithm used to verify the integrity

40 manual_authentication_algorithm of the data. vpn authentication algorithm

This is the integrity key (for ESP with
Integrity-mode) for the inbound policy
and depends on the algorithm String
chosen

41 [manual_authentication_key_in

This is the integrity key (for ESP w ith
Integrity-mode) for the outbound

policy and depends on the algorithm |String
chosen

42 |manual_authentication_key_out

43 |auto_phasel_exchange_mode Setting IKE exchange Mode VPN Exchange Mode

44 |auto_phasel_enable_nat_traversal |Enabling/Disabling Nat traversal .
Boolean choice

45 |auto_phasel_nat_keepalive_frequecy|Setting IKE nat alive frequency Unsigned integer

46 |auto_phasel_local identtype Setting IKE local identifier type Psec VPN IKE local identifier type

47 |auto_phasel_direction_type Setting IKE direction type IPsec VEN IKE direction Mode

48 |auto_phasel_local_identifier Setting IKE local identifier String

49 |auto_phasel_remote_identtype Setting IKE remote identifier Psec VPN IKE local identifier type

50 |auto_phasel_remote_identifier Setting IKE remote identifier String

51 Jauto_phasel_encryption_algorithm [Setting IKE encryption algorithm IPsec VPN IKE encryption algorithm
type

52 |auto_phasel_key_length The key length for the algorithm. Unsigned integer

53 |auto_phasel_auth_algorithm Setting IKE authentication algorithm (IPsec VPN IKE authentication

algorithm type

Setting IKE authentication algorithm

IPsec VPN IKE authentication
method

algorithm method

54 |auto_phasel_auth_method

55 Jauto_phasel_dh_group Setting IKE Diffie-Hellman (DH)
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Group IPsec VPN IKE Diffie-Hellman (DH)
Group type

56 |auto_phasel_sa_lifetime Setting IKE SA lifetime in seconds Unsigned integer
57 J|auto_phasel_pre_shared_key Setting IKE pre shared key String
58 auto_phasel _enable_dead_peer_det|Enabling/Disabling dead peer

ection detection Boolean choice

. . Setting dead peer detection time

59 Jauto_phasel_detection_period period Unsigned integer
60 auto_phasel_reconnect_failure_counSetting dead peer detection failure

t count Unsigned integer

auto_phasel_ extended_authenticatio|setting extended authentication

61 n method

IPsec VPN IKE extended
authentication method

62 |auto_phasel_authentication_type |setting extended authentication type |IPsec VPN IKE extended
authentication method

63 |auto_phasel_xauth_usemame Username for extended

authentication String
Passw ord forextended
64 |auto_phasel_xauth_password authentication String
65 |auto_phase2_sa_lifetime vpn auto policy phase2 configure

66 |auto_phase2_sa_lifetime seconds Setting IKE SA lifetime in seconds Unsigned integer

67 |auto_phase2_sa_lifetime bytes Setting IKE SA lifetime in bytes Unsigned integer

The algorithm used to encryptthe

68 |auto_phase2_encryption_algorithm data vpn encryption algorithm

69 |auto_phase2_key_length The key length for the algorithm. Unsigned integer

auto_phase2_authentication_algorith [Algorithm used to verify the integrity

70 m of the data. vpn authentication algorithm

71 |auto_phase2_enable_pfskeygroup |Enable/Disable PFS key group Boolean choice

Setting IKE Diffie-Hellman (DH)

72 |auto_phase2_dh_group Group

IPsec VPN IKE Diffie-Hellman (DH)
Group type

13.37 vpnipsec policy enable <lthame>

S.No [Command Name Description Type and Description

1 <lthame> enable a vpn policy

String

13.38 vpnipsec policy disable <lthame>

S.No CommandName Description Type and Description

1 <ltname> disable a vpn policy String

13.39 vpnipsec policy delete <lthame>

S.No CommandName Description Type and Description

1 <lthame> delete a vpn policy

String
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13.40 vpnipsec policy connect <ltname>

S.No CommandName Description Type and Description

<| > .
1 lthame connectavpntunnel String

13.41 vpnipsec policydrop <lthame>

S.No CommandName Description Type and Description

1 <ltname> drop a vpntunnel

String
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Chapter 14. Configuration commands
Security

14.1 security advanced network attack _checks
configure

S.No|Command Name Description Type and Description
1 |save Save Security Checks configuration changes.
2 lexit Save Security Checks configuration changes

and exit current mode.

Roll back Security Checks configuration

3 cancel changes.

4 |enable_stealth_mode Enable or Disable Stealth Mode. .
Boolean choice

5 block_tcp_flood Enable or Disable TCP Flood on OPTION port. Boolean choice

6 block _udp_flood Enable or Disable UDP Flood on LAN port.

Boolean choice

7 block_icmp_notification Enable or Disable ICMP notifications on Internet

Ports. Boolean choice
8  |plock_fragmented_packets ﬁ:ﬂitolgo?ti?ble Fragmented Packets on Boolean choice
9 block_multicast_packets IEnoraf[ts)lle or Disable Multicast packets on Internet Boolean choice
10 [synflood_dectect rate Configure the Syn flood Detect Rate range of packets sent per secondin

dos attack types.

11 |echostorm flood_rate Configure the Echo Storm Flood Rate range of packets sent per second in
dos attack types.

12 |icmp_flood_rate Configure the ICMP flood Rate range of packets sent per second in
dos attack types.

14.2 security advanced networkigmp setup

S.No [CommandName Description Type and Description
1 save Save igmp configuration changes.
5 . Save igmp configuration changes and exit
exit
current mode.
3 cancel Roll back igmp configuration changes.
4 enable_igmp_proxy Enable or Disable lgmp Proxy. Boolean choice

14.3 security application_rules add

S.No|CommandName |[Description Type and Description
1 save Save application rules configuration changes.
2 exit Sa_ve application rules rules configuration changes and
exit current mode.
3 cancel Roll back application rules configuration changes.
4 name Name of the rule
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String

5 |enable_rule specify whetherto enable or disable the rule .
Boolean choice

6 protocol Srpoetgg)(;lw hether the portuses the TCP or UDP type of protocolto be selected for a

P application rules.
. Specify w hether the port uses the TCP or UDP

7 interface protocol interface type

8 outgoing_start_port{start port number of the outgoing traffic Port number

9 outgoing_end_port [end port of the outgoing traffic Port number

10 [incoming_start_portstart port number of the incoming traffic Port number

11 |incoming_end_port |end port number of the incoming traffic Port number

14.4 security application_rules edit <ltrow_id>

S.No

CommandName

Description

Type and Description

1 |<ltrow_id> application rules rules configuration mode. Unsigned integer

2 save Save application rules configuration changes.

3 exit Save application rules rules configuration changes and
exit current mode.

4  |cancel Roll back application rules configuration changes.

5 [name Name of the rule String

6 enable_rule specify whetherto enable or disable the rule .

Boolean choice

7 protocol Sfoiggéw hether the portuses the TCP or UDP type of protocolto be selected for a

P application rules.
. Specify w hether the port uses the TCP or UDP

8 interface protocol interface type

9 outgoing_start_port{start port number of the outgoing traffic Port number

10 |outgoing_end_port [end port of the outgoing traffic Port number

11 [incoming_start_portstart port number of the incoming traffic Port number

12 [incoming_end_port [end port number of the incoming traffic Port number

14.5 security application_rules delete

<[trow_id>
S.No |[CommandName Description Type and Description
1 <ltrow_id> application rules rules configuration mode.

Unsigned integer

14.6 security firewall custom_service add

Command - .
S.No Nam e Description Type and Description
1 |save Save custom services configuration changes.
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Save custom services configuration changes and exit

2 exit current mode.
cancel Roll back customservices configuration changes.
4 name Name of the service for which aruleis to be added String
5 protocol Protocol type of protocolto be selected for a

customservice.

6 start_port

port number of the Destination user

Port number

7 icmp_type

port number of the Destination user

number in range of 0-40(icmp) or 1-
255(icmpv6)

8  [finish_port

Port of the Destiation user

Port number

14.7 security firewall custom_service edit
<[trow_id>

Command

S.No Nam e Description Type and Description
1 <Itrow_id> customservices configuration mode. Unsigned integer
2 |save Save custom services configuration changes.
3 exit Save custom services configuration changes and exit
current mode.
4  |cancel Roll back customservices configuration changes.
5 [name Name of the service for whicharuleis to be added String
6 protocol Protocol type of protocolto be selected for a

customservice.

7 start_port

port number of the Destination user

Port number

8 |icmp_type

portnumber of the Destination user

number in range of 0-40(icmp) or 1-
255(icmpv6)

9  |finish_port

Port of the Destiation user

Port number

14.8 security firewall custom_service delete
<[trow_id>

S.No

CommandName

Description

Type and Description

1 <ltrow_id>

customservices configuration mode.

Unsigned integer

14.9 security firewall ipv4 configure

S.No|CommandName Description Type and Description
1 save Save Firew all IPV4 rules configuration changes.
2 exit Save Firew all IPvV4 rules configuration changes and
exit current mode.
3 |cancel Roll back IPV4 rules configuration changes.
4 |from_zone Set fromZone security type firew all rule type
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5 |from_zone_vlan

Set From Zone VLANusing corresponding VLAN
name

String

6 to_zone

Set to Zone security type

firew all rule type

7 to_zone_vlan

Set To Zone VLANusing corresponding VLAN name

String

8 service

9 service service_custom

Name of the customservice for whicharule is to be
added customname should already be added into
customservice

String

10 [service service_normal

Name of the service for which aruleis to be added

servicetype

11 |action Action to be taken by the rule firew all rule action type
12 |schedule Name of schedule for w hich the rule is applicable String
13 [source_address_type Type of the source user

firew all rule address type

14 |destination_address_type

Type of the destination user

firew all rule address type

15 [snat_address_type

Type of the SNAT address

firew all rule snat address type

16 |log

Log Alw ays or Never

firew all rule log enable/disable

17 |[source_address_start

IP of the Source user

IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-
255

18 [source_address _end

IP of the Source user

IP address AAA.BBB.CCC.DDD
w here each partis in the range O-
255

19 [destination_address_start

IP of the Destination user

IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-
255

20 |destination_address_end

IP of the Destiation user

IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-
255

21 |qos_priority

Firew alltype of service

firew alltype of service

22 |option_interface

OPTION interface for Source NAT settings

OPTION interface type

23 |snat_address

IP of the SNAT Address

IP address AAA.BBB.CCC.DDD
w here each partis in the range O-
255

24 |dnat_port

The port number to use for DNAT, required if port
forwarding is enabled

Port number

25 |port_forwarding_enable

enable/disable port forwarding based on this firewall
rule configuration settings

Boolean choice

Send to Local Server (DNAT IP),Specifies an IP

IP address AAA.BBB.CCC.DDD

26 |internal_ip_address address and port number of a machine on the Local o _
Netw orkw hich is hosting the server. \évShSere each partis inthe range 0
27 |dnat_ipaddress Set it as Dedicated/configured OPION

OPTION interface type
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14.10

security firewall ipv4

default_outbound_ policy
<[tdefault_outbound policy>

S.No

CommandName

Description

Type and Description

<Itdefault_outbound_policy>|

Firew all Settings, Default Outbound Policy
configuration mode.

Boolean choice

14.11

security firewall ipv4 edit <Itrow_id>

S.No|Command Name Description Type and Description
1 |<ltrow_id> Firew all IPV4 rules configuration mode. Unsigned integer
2 save Save Firew all IPV4 rules configuration changes.
. Save Firew all IPV4 rules configuration changes
3 exit .
and exit current mode.
4  |cancel Roll back IPV4 rules configuration changes.
5 [from_zone Set fromZone security type firew all rule type
Set From Zone VLANusing corresponding VLAN
6 |from_zone_vlan name String
7 to_zone Set to Zone security type firew all rule type
Set To Zone VLANusing corresponding VLAN
8 |to_zone_vlan name String
9 |service .
Name of the customservice for which aruleis to
10 [serviceservice_custom |be added custom name should already be added Strin
into custom service g
11 |service service_normal Name of the service for whicharuleis to be .
added servicetype
12 [action Action to be taken by the rule firew all rule action type
13 [schedule Name of schedule for w hich the rule is applicable String
14 |[source_address_type Type of the source user firew all rule address type
15 |destination_address_type[Type of the destination user firew all rule address type
16 [snat_address_type Type of the SNAT address firew allrule snat address type
17 |log Log Alw ays or Never firew allrule log enable/disable
18 [source_address _start |IP of the Source user IP address AAA.BBB.CCC.DDD w here
each partis in the range 0-255
19 ([source_address end IP of the Source user IP address AAA.BBB.CCC.DDD w here
each partis in the range 0-255
20 |destination_address_start|IP of the Destination user IP address AAA.BBB.CCC.DDD w here
each partis in the range 0-255
21 |destination_address_end|IP of the Destiation user IP address AAA.BBB.CCC.DDD w here
each partis in the range 0-255
22 |gos_priority Firew alltype of service

firew all type of service
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23 |option_interface OPTION interface for Source NAT settings OPTION interface type

24 |snat_address IP of the SNAT Address IP address AAA.BBB.CCC.DDD w here
each partis in the range 0-255

25 |dnat_port The port number to use for DNAT, required if port

forwarding is enabled Port number
. enable/disable port forwarding based on this
26 |port_forwarding_enable firew all rule configuration settings Boolean choice
Send to Local Server (DNAT IP),Specifies an IP
27 |internal_ip_address address and port number of a machine on the IP address AAA.BBB.CCC.DDD w here
Local Netw orkw hich is hosting the server. each partis in the range 0-255
28 |dnat_ipaddress Set it as Dedicated/configured OPION

OPTION interface type

14.12 security firewall ipv4 enable <ltrow_id>

S.No |[CommandName Description Type and Description

1 <ltrow_id> Firew all IPV4 rules configuration mode. Unsigned integer

14.13 security firewall ipv4 disable <ltrow_id>

S.No |[CommandName Description Type and Description
) Firew all IPV4 Rules configuration
1 <ltrow_id> mode. Unsigned integer

14.14 security firewall ipv4 delete <ltrow_id>

S.No |[CommandName Description Type and Description
1 dtrow id> Firew all IPV4 Rules configuration
W mode. Unsigned integer

14.15 security firewall ipv4 move <ltrow_id>

Command oo .

S.No Nam e Description Type and Description

1 |<ltrow_id> Firew all IPV4 Rule reordering mode. Row id(s) a,b,c w here each partis a valid row id
in the range [0-9]

2 save Save Firew all IPV4 rule reordering changes.

3 exit Save Firew all IPV4 rule reordering changes and

exit current mode.
4 |cancel Roll back IPV4 rule reordering changes.
5 position New position for the rule Unsigned integer

14.16 security firewall algs

S.No ﬁgnn;lénand Description Type and Description
1 save Save Firew all algs changes.
> exit Save Firew all algs changes and exit current
mode.
3 cancel Roll Firew all algs changes.
4 PPTP Protocal to be enabled at ALGs
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Boolean choice
5 Ipsec Protocal to be enabled at ALGs .

Boolean choice
6 Rtsp Protocal to be enabled at ALGs Boolean choice
7 Sip Protocal to be enabled at ALGs .

Boolean choice
8 H323 Protocal to be enabled at ALGs Boolean choice
9 Smtp Protocal to be enabled at ALGs Boolean choice
10 Dns Protocal to be enabled at ALGs Boolean choice
11 Tftp Protocal to be enabled at ALGs Boolean choice

14.17

security firewall ipv6 edit <Iltrow_id>

S.No ’C\l:;:qnénand Description Type and Description
1 |<ltrow_id> Firew all IPV6 rules configuration mode. Unsigned integer
2 save Save Firew all IPV6 rules configuration changes.
3 exit Save Firew allIPV6 rules configuration changes
and exit current mode.

4  |cancel Roll back IPV6 rules configuration changes.
5 |rule_type Type of rule to be added firew all rule type
6 service

service Name of the customservice for which aruleis to
7 be added custom name should already be added

service_custom

into custom service

String

8 service Name of the service for which aruleis to be
service_normal (added servicetype
9 |action Action to be taken by the rule firew all rule action type
10 ([schedule Schedule for w hich the rule is applicable h
String
source_address|
1 _type Type of the source user firew all rule address type
destination_add L
12 ress_type Type of the destination user firew all rule address type
13 |log Log Al ays or Never firew all rule log enable/disable
source_start_ad IP address
14 dress IPof the Source user abcd:abcd:abcd:abcd:abcd:abcd:abed:abed
w here each partis inthe range [0-9A-Fa-f:]
source_end_ad IP address
15 dress IP of the Source user abcd:abcd:abcd:abcd:abcd:abecd:abed:abed
w here each partis in the range [0-9A-Fa-f:]
source_address| .
16 " prefix prefix length of the Source user String
destination_star L IP address
17 t_address IP of the Destination user abcd:abcd:abcd:abcd:abcd:abcd:abced:abed
w here each partis in the range [0-9A-Fa-f:]
18 destination_end IP of the Destiation user

_address

IP address
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abcd:abcd:abcd:abcd:abcd:abcd:abcd:abcd
w here each partis in the range [0-9A-Fa-f:]

19

destination_add

ress_prefix

Prefix Length of the Destination user

String

14.18

security firewall ipv6 configure

S.N [Command P o
o Nam e Description Type and Description
1 save Save Firew all IPV6 rules configuration changes.
2 it Save Firew all IPV6 rules configuration changes
ext and exit current mode.
3  |cancel Roll back IPV6 rules configuration changes.
4 rule_type Type of rule to be added firew all rule type
5 service
service Name of the customservice for which aruleis to
6 service_custom _be added custom name should already be added String
into custom service
7 service Name of the service for whicharuleis to be
service_normal (added servicetype
8 |action Action to be taken by the rule firew all rule action type
9 schedule Schedule for w hich the rule is applicable String
source_address|
10 _type Type of the source user firew allrule address type
destination_add N
1 ress_type Type of the destination user firew all rule address type
12 Jlog Log Al ays or Never firew all rule log enable/disable
source_start_ad IP address
13 dress IP of the Source user abcd:abcd:abcd:abcd:abcd:abcd:abed:abed
w here each partis in the range [0-9A-Fa-f:]
source_end_ad IP address
14 dress IP of the Source user abcd:abcd:abcd:abcd:abcd:abcd:abcd:abed
w here each partis in the range [0-9A-Fa-f:]
source_address| .
15 " prefix prefix length of the Source user String
destination_star - IP address
16 t_address IP of the Destination user abcd:abcd:abcd:abcd:abcd:abcd:abced:abed
w here each partis in the range [0-9A-Fa-f:]
destination_end L IP address
1 _address IP of the Destiation user abcd:abcd:abcd:abcd:abcd:abed:abed:abed
w here each partis in the range [0-9A-Fa-f:]
18 destination_add Prefix Length of the Destination user

ress_prefix

String

14.19

security firewall ipv6 enable <ltrow_id>

Command . —
S.No Nam e Description Type and Description
1 <ltrow_id> |FirewallIPV6 rules configuration mode. Unsigned integer

133




Wireless Controller

CLI Reference Guide

14.20

security firewall ipv6 disable <ltrow_id>

S.No

CommandName

Description

Type and Description

1

<ltrow_id>

Firew all IPV6 Rules configuration mode.

Unsigned integer

14.21

security firewall ipv6e delete <ltrow_id>

S.No

CommandName

Description

Type and Description

1

<ltrow_id>

Firew all IPV6 Rules configuration mode.

Unsigned integer

14.22

security firewall ipvé move <ltrow_id>

S.No

CommandName

Description

Type and Description

Row id(s) a,b,c w here each

1 <ltrow_id> Firew allIPV6 Rule reordering mode. partis a valid rowid in the
range [0-9]
2 save Save Firew all IPV6 rule reordering changes.
3 exit Save Firew all IPV6 rule reordering changes and exit
current mode.
4  |cancel Roll back IPV6 rule reordering changes.
5 position New position for the rule

Unsigned integer

14.23

security firewall ipv6

default_outbound_policy
<[tdefault_outbound_ policy>

S.No

CommandName

Description

Type and Description

<Itdefault_outbound_polic|

y>

configuration mode.

Firew all Settings, IPv6 Default Outbound Policy

Boolean choice

14.24

security ids configure

S.No |CommandName Description Type and Description
1 save Save IDS configuration changes.
> exit Save IDS configuration changes and exit
current mode.
3 cancel Roll back IDS configuration changes.
4 enable Enable Intrusion detection system Boolean choice
5 intrusion_log_enable  |Enable/Disable intrusion logs

Boolean choice

14.25

security session_settings configure

S.No

CommandName

Description

Type and Description

1

save

Save security session settings
configuration changes.

2

exit

Save session settings configuration
changes and exit current mode.
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Roll back session settings configuration

3 cancel changes.

4 g]ﬁé(_unidentified_sessi Maximum Unidentified Sessions Unsigned integer
5 gx_half_open_sessio Maximum Half Open Sessions Unsigned integer
6 [tcp_session_timeout [TCP Session Timeout Duration Unsigned integer
7 udp_session_timeout |UDP Session Timeout Duration Unsigned integer
8 other_session_timeout [Other Session Timeout Duration Unsigned integer
9 tcp_session_cleanup_f TCP Session Cleanup Latency

tency

Unsigned integer

14.26

security schedules add

S.No

CommandName

Description

Type and Description

1

save

Save schedules configuration changes.

Save schedules configuration changes and

2 |ext exit current mode.
3 cancel Roll back schedules configuration changes.
Name of the schedule for w hicharule is to
4 |name be added String
5 days schedule days
6 |daysall selectall days for schedule days Boolean choice
7 |days monday selectall days for schedule days Boolean choice
8 |daystuesday selectall days for schedule days Boolean choice
9 |days w ednesday selectall days for schedule days Boolean choice
10 |days thursday selectall days for schedule days Boolean choice
11 [days friday selectall days for schedule days Boolean choice
12 |days saturday selectall days for schedule days Boolean choice
13 [days sunday selectall days for schedule days Boolean choice
14 |time_of_day scheduled time of day
. type of schedule activation for time of the
15 [time_of_day all_enable day Boolean choice
16 [time_of_day start starttime
17 [time_of_day startmins |minutes minute in the format MM(00-59)
18 [time_of_day starthours [hours schedule time unit type.
time_of _day start -
19 meridiem meridiem Schedule Meridiem Types.
20 [time_of_day end end time
21 |time_of_day end mins [minutes minute in the format MM(00-59)
22 [time_of_day end hours [hours schedule time unit type.
23 time_of _day end meridiem

meridiem

Schedule Meridiem Typ

es.
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14.27

security schedules edit <ltrow_id>

S.No

CommandName

Description

Type and Description

1 |<ltrow_id> Schedules configuration mode. Unsigned integer
2 save Save schedules configuration changes.
3 exit Save schedules configuration changes and
exit current mode.
4 |cancel Roll back schedules configuration changes.
5 Name of the schedule for w hicharule is to
name be added String
6 days schedule days
7 |daysall selectall days for schedule days Boolean choice
8 |days monday selectall days for schedule days Boolean choice
9 |daystuesday selectall days for schedule days Boolean choice
10 [days wednesday select all days for schedule days Boolean choice
11 |days thursday selectall days for schedule days Boolean choice
12 |days friday selectall days for schedule days Boolean choice
13 |days saturday selectall days for schedule days Boolean choice
14 |days sunday selectall days for schedule days Boolean choice
15 [time_of_day scheduled time of day
. type of schedule activation for time of the
16 [time_of_day all_enable day Boolean choice
17 |time_of_day start starttime
18 [time_of_day startmins |minutes minute in the format MM(00-59)
19 ([time_of_day starthours [hours schedule time unit type.
time_of_day start -
20 meridiem meridiem Schedule Meridiem Types.
21 |time_of_day end end time
22 |time_of_day end mins [minutes minute in the format MM(00-59)
23 |time_of _day end hours |hours schedule time unit type.
24 time_of_day end meridiem

meridiem

Schedule Meridiem Types.

14.28

security schedules delete <ltrow_id>

S.No

CommandName

Description

Type and Description

1

<Itrow_id>

Schedules configuration mode.

Unsigned integer

14.29

security mac_filter configure

S.No [Command Nam e |Description Type and Description
1 save Save mac filter configuration changes.
2 exit Save mac filter configuration changes and exit current mode.
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3 cancel Roll back mac filter configuration changes.
4 enable Enable/Disable the mac filter status .
Boolean choice
5 policy Set the mac address policy policy type for mac addresses

14.30

security mac_filter source add

Command o L
S.No Nam e Description Type and Description
1 save Save source mac filter configuration changes.
> exit Save source mac filter configuration changes
and exit current mode.
3 |cancel Roll back source mac filter configuration
changes.
4 |address gnte";rélac address tow hich policies will be MAC address AA:BB:CC.DD:EEFF w here each part
PP is in the range 00-FF

14.31

<[trow_id>

security mac_filter source edit

S.No[Command Name

Description

Type and Description

1 <ltrow_id>

Source Mac Filter configuration mode.

Unsigned integer

2 save Save source mac filter configuration changes.

3 exit Save source mac filter configuration changes and exit|
current mode.

4 |cancel Roll back source mac filter configuration changes.

5 address

enter mac address tow hich policies will be applied

MAC address
AA:BB:CC.DD:EEFF w here
each partis in the range 00-FF

14.32

<[trow_id>

security mac_filter source delete

S.No |CommandName

Description

Type and Description

1 <ltrow_id>

Source Mac Filter configuration mode.

Unsigned integer

14.33

security ip_or_mac_binding add

S.No[Command Name

Description

Type and Description

1 save

Save ip mac binding configuration changes.

Save ip mac binding configuration changes and exit

5 mac_address

enter mac address to w hich policies w ill be applied

2 exit current mode.
3 cancel Roll back ip mac binding configuration changes.
4 name Specify a unique name for this rule. String
MAC address

AA:BB:CC.DD:EEFF w here
each partis in the range 00-FF

6 ip_address

enter ip address tow hich policies willbe applied
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IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-
255

7 log_dropped_packets

Specify logging option for this rule

Boolean choice

14.34

<[trow_id>

security ip_or_mac_binding edit

S.No[Command Name

Description

Type and Description

1 <ltrow_id>

ip/mac binding configuration mode.

Unsigned integer

6 mac_address

enter mac address tow hich policies w illbe applied

2 save Save ip mac binding configuration changes.
3 exit Save ip mac binding configuration changes and exit
current mode.
4 |cancel Roll back ip mac binding configuration changes.
5 name Specify a unique name for this rule. String
MAC address

AA:BB:CC.DD.EEFF w here
each partis in the range 00-FF

7 ip_address

enter ip address tow hich policies willbe applied

IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-|
255

8 log_dropped_packets

Specify logging option for this rule

Boolean choice

14.35

<[trow_id>

security ip_or_mac_binding delete

S.No |CommandName

Description

Type and Description

1 <ltrow_id>

ip/mac binding configuration mode.

Unsigned integer

14.36

configure

security firewall vpn_passthrough

S.No [CommandName

Description

Type and Description

1 save

Save VPN Passthrough configuration changes.

Save VPN Passthrough configuration changes and

2 exit .

exit current mode.
3 cancel Roll back VPN Passthrough configuration changes.
4 ipsec_enable Enable or Disable IPSEC Passthrough.

Boolean choice

5 pptp_enable

Enable or Disable PPTP Passthrough.

Boolean choice

6 12tp_enable

Enable or Disable L2TP Passthrough.

Boolean choice
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14.37 security website filter content_filtering
configure

S.No|Command Name|Description Type and Description
1 save Save contentFiltering configuration changes.
2 exit Save content Filtering configuration changes and exit current
mode.
3 cancel Roll back content filtering configuration changes.
4 content_filtering |Enable/Disable content Filtering Boolean choice
5 proxy_enable enable/disable proxy Boolean choice
6 java_enable enable/disable java

Boolean choice

7 activex_enable |enable/disable activex .
— Boolean choice

8 cookies_enable |enable/disable cookies .
— Boolean choice

14.38 security website_filter approved urls
add

S.No |Command Name|Description Type and Description
1 save Save trusted domains configuration changes.
> exit Save trusted domains configuration changes and exit current
mode.
3 cancel Roll back trusted domains configuration changes.
4 url trusted domain name String

14.39 security website_filter approved urls
edit <ltrow_id>

S.No |Command Name|Description Type and Description
1 <ltrow_id> trusted domains configuration mode. Unsigned integer
2 save Save trusted domains configuration changes.
3 exit Save trusted domains configuration changes and exit current
mode.
4 cancel Roll back trusted domains configuration changes.
5 url trusted domain name

String

14.40 security website filter approved urls
delete <ltrow_id>

S.No |CommandName Description Type and Description

1 <ltrow_id> trusted Domains configuration mode.

Unsigned integer

139




Wireless Controller CLI Reference Guide

14.41 security website filter
blocked keywords add

S.No |Command Nam e[Description Type and Description
1 save Save blocked keyw ords configuration changes.
2 exit Save blocked keyw ords configuration changes and exit current mode.
3 cancel Roll back blocked keyw ords configuration changes.
4 blocked_keyw ord |enter keyw ord to be blocked .
String

14.42 security website_filter
blocked keywords edit <ltrow_id>

S.No [Command Nam e|Description Type and Description
1 <ltrow_id> blocked Keyw ords configuration mode. . .
Unsigned integer
2 save Save blocked keyw ords configuration changes.
3 exit Save blocked keyw ords configuration changes and exit current mode.
4 cancel Roll back blocked keyw ords configuration changes.
5 blocked_keyw ord |enter keyw ord to be blocked

String

14.43 security website_filter
blocked keywords delete <ltrow_id>

S_NOCommand Description Type gnq
Name Description

blocked Keywords configuration

1 <ltrow_id> mode. Unsigned integer

14.44 security website_filter
blocked keywords enable <ltrow_id>

S.No |[CommandName Description Type and Description

1 <ltrow_id> blocked Keyw ords configuration mode.

Unsigned integer

14.45 security website filter
blocked keywords disable <ltrow_id>

S.No |[CommandName Description Type and Description

1 <ltrow_id> blocked Keyw ords configuration mode. . .
Unsigned integer
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Chapter 15. Configuration commands

RADIUS

15.1 radius configure <ltradius_server>

S.No

CommandName

Description

Type and Description

<ltradius_server>

RADIUS configuration mode.

IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-
255

2 save Save RADIUS configuration changes.
3 exit Save RADIUS configuration changes and exit current
mode.
4 |cancel Roll back configuration changes
. IP address AAA.BBB.CCC.DDD
5 |radius-server Set RADIUS server IP address. w here each partis in the range O-
255
6 authentication-port Set RADIUS server port. Port number
7 secret Set RADIUS server secret. String
8 timeout Set RADIUS server connection timeout. Unsigned integer
9 |retries Set RADIUS server connection rety attempts.

Unsigned integer

15.2 radius delete <ltradius_server>

S.No

CommandName

Description

Type and Description

<ltradius_server>

Delete a RADIUS configuration mode.

IP address AAA.BBB.CCC.DDD
w here each partis in the range 0-|
255
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Chapter 16. Configuration commands
HISTORY

16.1 history <Itlimit>

S.No [CommandName Description Type and Description

1 <Itlimit> Display the current session's command line history

Unsigned integer
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Chapter 17. Configuration commands
License activate

17.1 Licenselist

S.No |[CommandName Description Type and Description
1 list List all licenses configured on the device
2 activate Activate alicense on the device

17.2 License activate <lItactivationKey>

S.No |CommandName Description Type and Description

Takes a string value that has

1 <ltactivationKey> iv licen n th vice.
tactivationKey activate a license on the device only AtoZ, atoz and 0to9
characters only
2 list List all licenses configured on the device
3 activate Activate alicense on the device
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