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Section 1 - Product Overview

Package Contents

* D-Link DWA-645 Wireless N Notebook
Adapter

e Manual and Warranty on CD

e D-Link Wireless Connection Manager
on CD

System Requirements

* A laptop computer with an available 32-bit cardbus slot

e Windows® 2000 (Service Pack 4) or XP (Service Pack 2),or Vista, or Windows® 7

e CD-ROM Dirive

* 20MB Hard Disk Spacce

* A802.11n, 802.11g or 802.11b access point (for Infrastructure mode), or another 802.11n, 802.11g
or 802.11b wireless adapter (for Ad Hoc mode.)
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Section 1 - Product Overview

Introduction

The D-Link Wireless N Notebook Adapter (DWA-645) is a 802.11n client device that delivers unrivaled wireless
performance for your notebook computer. With the DWA-645, you can add or upgrade your notebook’s wireless
connectivity without having to purchase a new notebook. Once connected, access your network’s high-speed Internet
connection while sharing photos, files, music, video, printers, and storage. Get a better Internet experience with a faster
wireless connection so you can enjoy digital phone calls, gaming, downloading, and video streaming.

Powered by Wireless N technology, the DWA-645 provides a faster wireless connection and superior reception than
802.11g*. The DWA-645 is designed for use in bigger homes and for those that demand higher networking. Maximize
wireless performance by connecting this notebook adapter to a Wireless N Router and stay connected from virtually
anywhere in the home. This notebook adapter supports WEP, WPA and WPA2 encryption to prevent outside intrusion
and protect your personal information from being exposed.

D-Link’s Quick Setup Wizard guides you step-by-step through the installation process. The D-Link Wireless Manager
is included with this product to keep track of all your most frequently accessed networks.

With unmatched wireless performance, reception, and security protection, the D-Link Wireless N Notebook Adapter
(DWA-645) is the best choice for easily adding or upgrading wireless connectivity to your notebook computer.

* Maximum wireless signal rate derived from IEEE Standard 802.11g and 802.11n specifications. Actual data throughput will vary. Network conditions
and environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput
rate. Environmental conditions will adversely affect wireless signal range.

** All devices in the wireless network must be enabled with D-Link Wireless N Technology

D-Link DWA-645 User Manual 4



Section 1 - Product Overview

Features

* Faster Wireless Networking - Enable wireless connectivity on your notebook computer with the
DWA-645. With the performance of D-Link’s Wireless N line of wireless products, the DWA-645 delivers
an unsurpassed wireless experience. Perform multiple network tasks at once with the speed provided
by this Wireless Adapter.

e Compatible with 802.11b and 802.11g Devices - Fully compatible with the IEEE 802.11b and 802.11¢g
standards, the DWA-645 can connect with existing 802.11b or 802.11g compliant routers, access points
and cards. That means you can still communicate with colleagues and friends while you have the ability
to link to even more wireless networks.

» Better Security with 802.1x and WPA - With the DWA-645 in your laptop PC you can securely connect
to a wireless network using 802.1x for wireless authentication, as well as WPA (Wi-Fi Protected Access)
providing you a much higher level of security for your data and communication than has previously been
available.

* 32-bit Cardbus Performance/Plug & Play Connectivity - The DWA-645 is a powerful 32-bit Notebook
Adapter that installs quickly and easily into laptop PCs, and when used with other D-Link Wireless N
products will automatically connect to the network out of the box.

*» Total Performance - Upgrade your notebook with the latest 802.11n technology.

* Total Wireless Portection - Connect to secure wireless networks using WEP, and WPA.

* Total Connection - Get reception throughout your home by connecting to a Wireless N Router.
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Section 1 - Product Overview

Hardware Qverview
LEDs

Activity LED

A blinking light indicates data
is being transmitted.

Link LED

A steady light indicates a
connection to a wireless
network.
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Section 2 - Installation

Installation

This section will walk you through the installation process. If you have a built-in wireless adapter, please disable it in
device manager before installing your D-Link adapter. Also, if you have previously installed another wireless adapter,
please make sure any software is uninstalled.

Getting Started

Before installing your new D-Link wireless adapter, please verify the following:

* Remove any previous installations of wireless adapters
* Disable any built-in wireless adapters
* Verify the settings such as the SSID and security settings of the network(s) you want to connect to

Remove Existing Installations

If you’ve installed a different manufacture’s adapter or a different model D-Link adapter, make sure the software is
uninstalled before installing the new software. Some utilities may cause a conflict with the new software. If you plan
to use multiple adapters at different times, make sure the utilities are not set to load when your computer boots up.
Windows® XP users may use the built-in wireless utility for all adapters.

To remove any old software:
Windows® 7 users: Click Start > Control Panel > Programs or Features.
Windows® XP/Vista users: Click Start > Control Panel > Add or Remove Programs.
Windows® 2000 users: Click Start > Settings > Control Panel > Add or Remove Programs.

D-Link DWA-645 User Manual 7



Section 2 - Installation

Disable Other Wireless Adapters

Most newer laptops may include a built-in wireless adapter. To prevent any conflicts with the D-Link wireless adapter,
it is recommended to disable the wireless adapter (as well as any unused Ethernet adapters).

L Device Manager

File Acton View Help

From the desktop, right-click on the My Computer icon and select |-- m & @

Properties.

[+ ﬂ Computer
[+ Disk drives

+-# Display adapters
-2 DVD/CD-ROM drives

Click the Hardware tab and then click Device Manager. Scroll down the | =& sesmusms e

+-&» Keyboards

list and click the + sign to the left of Network Adapters. gd““’

Monitors

()-8 Network adapters

9 Broadcom 802. 11bfg WLAN

8 D-Link AirPlus G DWL-G630 Wireless Cardbus Adapter

&

HB Realtek RTL8139/810x Family Fast Ethernet NIC
- @ PCMCIA adapters
+ %% Processors
#-@), Sound, video and game controllers
@) ¥ System devices
] Universal Serial Bus controllers

Y y— BEE

File Action View Help

= [ EFS 2 a8 =Ra

-3 DESIGNDOCUMENT

R foiend
[ Disk drives
. . . . . § Display adapters
Right-click the adapter you would like to disable and select Disable. £ DVD/CD ROM drves

@ IDE ATAfATAPI controllers
% ;kia:ebanddoﬂﬂer pointing devices
- g Modems

[+~ Monitors

- B8 Network adapters
- MBroadcom 802, 11bfg WLARL
B D-Link AirPlus G DWL-Gs3  Update Driver...

B9 Resltek RTL5133/5 10 72 I
- @ PCMCIA adapters Uninstall

ﬂ Processors

B; Sound, video and game contr

- % System devices Properties

Scan for hardware changes

g Universal Serial Bus controllers

Disables the selected device.
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Section 2 - Installation

Broadcom 802.11b/g WLAN

CI iCk Yes ‘to d i Sab I e th e ad apte r_ & Disabling this device will cause it to stop functioning. Do you really want to disable it?

£ Device Manager

File Action View Help

- = S 2 =5
The adapter is now disabled. When disabled, a red X will be e
displayed.

% < Dacdes

§ Display adapters

,g, DVD/CD-ROM drives

. . . . . @ IDE ATA/ATAPI cantrollers
Disabling the adapter will not remove the drivers. If you would like E2 8 Keyboars

---':J Mice and other pointing devices

to use the adapter, simply right-click it and select Enable. i Joeis

&

etwork adapters

D-Link AirPlus G DWL-G630 Wireless Cardbus Adapter
Realtek RTLE13%/8 10x Family Fast Ethernet NIC
PCMCIA adapters

ﬂ Processors

95 Sound, video and game controllers

g System devices

Universal Serial Bus controllers
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Section 2 - Installation

Wireless Installation Considerations

The D-Link wireless adapter lets you access your network using a wireless connection from virtually anywhere within
the operating range of your wireless network. Keep in mind, however, that the number, thickness and location of
walls, ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise in your home or business. The key
to maximizing wireless range is to follow these basic guidelines:

1.

Keep the number of walls and ceilings between the D-Link adapter and other network devices to a
minimum - each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position
your devices so that the number of walls or ceilings is minimized.

. Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a

45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet
(14 meters) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on

range. Try to position access points, wireless routers, and computers so that the signal passes through
drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water
(fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that

generate RF noise.

. If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and

home security systems), your wireless connection may degrade dramatically or drop completely. Make
sure your 2.4GHz phone base is as far away from your wireless devices as possible. The base transmits
a signal even if the phone in not in use.

D-Link DWA-645 User Manual
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Section 2 - Installation

Adapter Installation

Warning: Do NOT install the DWA-645 Notebook Adapter into your computer before installing the driver
software from the D-Link CD.

Turn on the computer and Insert the D-Link DWA-645 Driver CD in the CD-ROM drive. The step-by-step instructions
that follow are shown in Windows XP. The steps and screens are similar for the other Windows operating systems.

If the CD Autorun function does not automatically start on your computer, go to Start > Run. In the run box type “D:\
DWAG645.exe” (where D: represents the drive letter of your CD-ROM drive).

When the autorun screen appears, click Install Drivers. E
D-Link WIRELESS N NOTEBOOK ADAPTER

Click Install Drivers ' e Ieatall Inrumrs

= \iew QIG

= View Manual

= Adobe Reader

= Support

D-Link DWA-645 User Manual 11



Section 2 - Installation

The InstallShield Wizard window will appear.

Welcome to the InstallShield Wizard for D-Link
Rangebooster N Notebook Adapter

The InstallShield Wizard will install D-Link Rangebooster N
Notebook Adapter on your computer. To continue, click.
Next

Click Next |
ﬁ

By default setup will install to the default location: C:\Program
Files\D-Link\DWA-645, where C: represents the drive letter of
your hard drive. To install to a different location click Browse
and specify the location.

Click Next

&
b . Setup will install D-Link Aangebooster M Natebook Adapter in
L the

’ llowing folder.
=
= Tainstall ta this folder, click Mext. To install to a different folder,
click Browse and select another folder.
- =
. =
Wl
Destination Folder
D-Link Rangebocster N™ 650
DWABES L. ADLink DYt 645

<Back | News> | [ Cancel |

4

Select the Program Files folder location.

Setup will add program icons to the Program Folder listed below.
You may type a new folder name. or select one from the

Program Falder:

< Back ][ Mest > ][ Cancel

Click Next )

D-Link DWA-645 User Manual
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Section 2 - Installation

Click Finish to continue.

Click Finish &
ﬁ

D-Link DWA-645 User Manual
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Section 2 - Installation

Insert the adapter into an available cardbus slot on your
computer.

If the Found New Hardware Wizard appears, click Cancel.

Click Next

PFlease insert your Mew Hardware. Then diick Next to

continue.If the Mew Hardware ‘Wizard appears click
Cancel and continue with this installation

The D-Link configuration wizard will now appear.

If you are using Windows® XP (SP2), you will have the option
to use either the D-Link manager or the built-in Windows®
Wireless utility.

P o]

Would you like to use the Windows Zero Configuration Utiity?
If not, D-Link provides a utiity for you to use as well

" No

— = i

Click NextJ'

The Wireless Connection Wizard will now appear.

If you want to manually connect to a wireless network, refer to
page 30. The following instructions will connect you to a wireless
network using Wi-Fi® Protected Setup (WPS).

. Get Connected!

‘welcome to D-Link's Wireless Connection Wizard. “Your D-Link
wirgless adapter supports WiFi ed Setup (WPS], which allows
ou to connect to a wireless asily. Following the steps wil
il

Select the way you want t connect to paur network.

I Manually connect to a wireless network,

& (Conrect to & wireless network using push button method with |
*iFi Protected Setup [wPS)

: -

Click Next }

D-Link DWA-645 User Manual
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Section 2 - Installation

Push Button Configuration (PBC)

To connect to your network using the WPS push button
configuration method, click the virtual button as shown in the
screenshot.

Press the WPS button on your access point or wireless router
within 2 minutes to establish connectivity.

When this screen appears, you have successfully connected to
your wireless network. Click Next to complete your setup.

Click Next

D-Link Cennection Wizard

PBC (Push Button Configuration)

ta yaur wireless netwark by
3 paint must be be pressed
t the access paint is

| Please click or prass the button located on your
| access point.

[
L To ensure connectivity, the button on the access point must be
| pressed/clicked wihin 120 seconds.

118

‘ou have successiully connected to your secured wirsless
network Pleass click Finish'

D-Link DWA-645 User Manual
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Section 2 - Installation

Manual Connect

To manually connect to your wireless network, select Manually
connect to a wireless network and then click Next.

D-Link Connection Wizard

| Get Connected!

WiFi Protected Setup (WPS).

| Connect to a wirsless netwark using push button method with

|

Click Next L
ﬁ

Enter the network name (SSID) manually. If you enter the SSID
incorrectly, you will automatically be brought to the site survey
page. Click Scan to display the site survey page.

Click Next

D-Link Connection Wizard

do ot know the name of your wieless
o1 631 scan for it by clicking the Scan buttan

networl

k.

|

D-Link DWA-645 User Manual
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Section 2 - Installation

Click the Scan button to display a list of wireless networks (site
survey). Click on the network name (SSID) and click Next.

Click Next

D-Link Connection Wizand

Please choose your wireless network from the
list below.

‘wireless Netwark, [ Signal [Secuity ]
U 8%
i DLk 67%
i dink 8%

When this screen appears, you are successfully connected to
your wireless network. Click Finish to complete your setup.

Click Finish }

D-Link Connection Wizard

Finished!

onnected to your wireless netwark. For your
ienca we have insetted a Profils with this information inta

—

Click Finish to continue. If you are prompted to reboot your
computer, select Yes, | want to restart my computer now.

Click Finish }

Installation Complete

Setup has finished instaling D-Link DWA-643 on your
computer

D-Link DWA-645 User Manual
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Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless adapter using the D-Link Utility as well as the
Windows® XP Zero Configuration Utility and Vista WLAN Auto Configuration.

D-Link Wireless Connection Manager

The D-Link DWA-645 uses the Wireless Connection Manager as the management software. The manager provides
the user an easy interface to change any settings related to the wireless adapter. Clicking on the Wireless Connection
Manager icon on the desktop will start the Configuration .

If you are using Windows® 7 please skip to page 28, Windows Vista® please skip to page 30 or Windows® XP skip to
page 32.

DL

Double-click the Wireless Conection | Iﬁ'
Manager icon on your desktop. )

Wireless

Conneckion
Manager

D-Link DWA-645 User Manual 18



Section 3 - Configuration

Wireless Networks

The Wireless Networks (Site Survey) page will display all wireless networks that are available in your area. To connect
to a network, simply highlight the wireless network (SSID) and click Connect.

SSID: The SSID (Service Set Identifier) is the name [P ink RangeBoo=ter N 650 DA B =
of the wireless network. r :
MAC: Displays the MAC address of the wireless device.
i : Displays the Link Quality of the wireless
Signal: Congec¥ion y pwa-6as Y[ wiRELESS NETwORKS
551D | MACIBSSID) | Signal | Security | Channel | =
. . “« 3 . . =i E-Link 0015E3DT-A1.07 2
Security: If there |_s a “lock” icon, this means the W|relgss = Hwieless A n -
network is secure. You must know the encryption , B
key/security settings to connect. D_FTP 13:46:FD:BE:DE B 3
00:1346:EF:3E:14 a 5 3
. i =t [ TD-AP 00:0F 20:03:DZEC Mx & E
Channel: Displays the channel of the wireless network. L agenda_wif 00:19:58:EE-T4:B7 87% a B
=L agenda_wep 06 19:5E.EE:74.B7 a7 a B
WPS Button: Connect to a wireless network using Wi-Fi® :';1;49_?818“ gg}éfﬂg;gg;ﬂ 313; 2 g i
Protected Setup. Refer to the next page. i DIR-G55G+N-DHLAB 00:13.58:02.B5:74 93 e 10
o w231 Dviy-5013 00 15:E & 70:40: 74 2% a8 11
- R ns for avail le wirel networks in r =4 4300 00:0F:A3:TAEF 54 0% 1
Refresh Button: Rescans for available wireless networks in you =i D-Link 00:19.58:8F; 9338 7% 1
area. o DiLink 0013-46-90r6513 Bax 1
=i DIF-G55_zteven 00:1C:FO:FE: 40:04 947 2
Connect Button: Highlight a wireless network and click the sReakesh TRRERRES 1h F
Connect button. If the network is secure, a WPS | Refiesh | Comnect |
pop-up window will appear. Enter the security My Wireless Network
information to connect (refer to the Wireless [dink - dlink = botivate |
Security section for more information).
Activate Button: Select a wireless network profile from the
drop-down menu and click Activate to connect.
Allow up to 30 seconds to connect.
D-Link DWA-645 User Manual 19



Section 3 - Configuration

Wi-Fi® Protected Setup (WPS)

Wi-Fi Protected Setup (WPS) System is designed for easy setup
of security-enabled Wi-Fi networks. It is recommended to have
the access point or wireless router nearby during setup.

For more information on WPS, visit the Wi-Fi Alliance website
at www.wi-fi.org.

“Push Button Configuration” (PBC) is a virtual button in the
utility that connects you to other WPS-enabled devices. A
connection can be established by clicking on the virtual button,
then pushing the physical button on the access point or wireless
router within 120 seconds. Refer to page 15.

“Personal Identification Number” (PIN) is an unique number
generated randomly by the wireless adapter’s utility. Entering
this number in the utility of the WPS-enabled wireless router or
access point connects you with the intended wireless network.
Refer to the next page for more information.

| D-Link Wi-Fi Protected Setup

D-Link Wi-Fi Protected Setup

| Please select the function which you want ta in wPS.

¢ FEBC {Push Button Corfiguration;

™ PIN {Personal Identfication Mumber)

D-Link DWA-645 User Manual
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Section 3 - Configuration

Personal Identification Number (PIN)

If you want to connect using the PBC method, refer to page 15. To
use the PIN method, select PIN (Personal Identification Number)
and click Next.

D-Link Wi-Fi Protected Setup

D-Link Wi-Fi Protected Setup
|

=4 ‘ Please select the function which pou want to run WPS
[
|

i~ PBC (Push Button Configuration)

‘ & Fill {Personal dentfication Numberi

Click Nextj

Make sure your access point or wireless router is close by. Write
down the number on the screen. Enter this number in your access
point or wireless router. Please refer to the manufacture’s manual
for instructions.

Once you click Next, you will have 2 minutes to enter this number
in your access point or wireless router.

[ '

D-Link Wi-Fi Protected Setup

PIN (Personal Identification Number)

M Thiz method allows you to easily connect to your wirsless network.

| through PIM.

| Please nate that the follawing PIN infarmation must be entered in the
~  access point within 120 seconds, and it is recammended that the
| aocess point is easily accessible for connectivitg

62303095

Back

Click Next }

D-Link DWA-645 User Manual
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Section 3 - Configuration

The adapter will try to establish connectivity to your access point D-Link Wi rotected Setup
or wireless router. D-Link

Establishing Connection
PIN Code:32803303

Ta ensure connectivity. please note that the PIN information must be
entered in the access paint

117

Back  W___Fiish |

When this screen appears, you have successfully established
connectivity. Click Finish to complete your setup.

Connection Established

You have successfully connected to your secured wireless
network. Please click Finish'

Click Finish - =

D-Link DWA-645 User Manual
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Section 3 - Configuration

New Button:

Modify:
Delete:

Activate:

Profile Details:

My Wireless Networks

The My Wireless Networks page will allow you to create, edit, and delete wireless network profiles. Every time you
connect to a network using the Wireless Networks page, a profile will automatically be created.

Click New to create a new wireless network profile (refer
to page 19).

Click Modify to edit a current profile (refer to page 20).
Click Delete to remove a profile.

Click Activate to use a profile. Allow up to 30 seconds to
connect to the wireless network.

The Profile Details section will display information about
the wireless network such as the network name (SSID),
network type (Infrastructure or Ad Hoc), and if the network
is secured.

[P D-Link RangeBooster N 650 DWA-645 =

Co A s 92.168.019 Ch 2
; -
owa-ses YA I | v wireLess keTworks | IR

by wfirelezs Metwork,

[ew ]

idlink - diink
dlink403E - dlink403E
DIR-E85_steven - DIR-EE5_steven

——Prafile Detail

Metwark Mame :

Metwork Type :

Security |

D-Link DWA-645 User Manual
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Section 3 - Configuration

Add Profile

You may add a new network by clicking the New button from the My Wireless Networks page.

Profile Name: Enteraname for your profile (e.g. Home, Office,  [Profile Setting =
Coffee Shop) —Basic Setting
Profile Mame ;
SSID: Enter the SSID of the wireless network. S5l -
. Metwork Tvpe . @ |nfrastucture " Ad Hoc
Network Type: Select the network type. If you are connecting y
to a wireless router or access point, select =t Security Option . ~wired Equivalent Privacy(WEP)]
In_frastructqre. If you are connecting to another Ot & Open ki hared s
wireless client such as an adapter, select i Kaii
Ad Hoc. I
" WPAWPAZ |
. SN Key Length : Key Index:
Set Security: Selectthe type of security used. Please refer to the ' WPA/WPA2 [Gioeroay fememd sl [ =
Wireless Security section for more information. 202 1 =
[~ Show text in the password field )
Ok J Cancel l
OK Button: Click OK to save your settings.
D-Link DWA-645 User Manual 24



Section 3 - Configuration

Modify Profile

You may edit an existing profile by clicking the Modify button from the My Wireless Networks page.

Profile Name: Enter a name for your profile (e.g. Home, Office, ' Profile Setting ==
Coffee Shop) —Basic Setting
Profile Mame : I dlirk:
SSID: Displays the SSID of the network. ssip. | dink
. Network Tvpe . & |nfrastucture  Ad Hoc
Network Type: Displays the network type. ;
_-3et Security Option - ~wdired Equivalent PrivacylwEP)
Set Security: Selectthe type of security used. Please refer to the i & Open O Shaei & bt
Wireless Security section for more information. i Kaii
" WPLAWPAZ passphrase Il
OK B o Key Length : Key Index:
: Cli i " WPA/WPAZ
utton: Click OK to save your settings. PAERR [64bitstans2a)y 10Henadecmal dic =] [1 =]
C g02.1
L 4 [~ Show text in the password field
Ok J Cancel
25
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Section 3 - Configuration

Support

If you need help, click the Support button. A pane will appear to the right of the utility which will display information

about the utility.

DWA-645 //‘
— My Wireless Metwark My ' MY Wireless
- defaut v | | Networks tab
Do)

What is a My Wireless
Network profile?

— Profile Details

Metveark Mame:

Metvork Type: Wy Wireless Netwiorks
Security: profiles are settings that
allow you mobile users to

move from nna lacati;n to = |

D-Link DWA-645 User Manual
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Section 3 - Configuration

Ahout

The About screen gives you information about the About H

Firmware and Utility Versions of the DWA-645.

Driver YWersion: 1.5.200.27
Ltility “ersion: 1.00
MAC Address: 00 0F 30 55: 9E: OE

CIH, I

D-Link DWA-645 User Manual 27



Section 3 - Configuration

Connect to a Wireless Network
Using Windows® 7

Windows® 7 users may use the built-in wireless utility. If you are using another company’s utility or Windows® 2000,
please refer to the user manual of your wireless adapter for help with connecting to a wireless network. Most utilities
will have a “site survey” option similar to the Windows® 7 utility as seen below.

If you receive the Wireless Networks Detected bubble, click
on the center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray
(lower-right corner next to the time). Select Connect to a
network.

The utility will display any available wireless networks in your
area. Click on a network (displayed using the SSID) and click
the Connect button.

If you get a good signal but cannot access the Internet, check
you TCP/IP settings for your wireless adapter. Refer to the
Networking Basics section in this manual for more information.

+3

| »

Currently connected to:

Unidentified network

Mo Internet access =
Wireless Network Connection ~
alpha !ﬂﬂ
dlink26ad "
mmpmtest L
7245 6100 Al
m-lounge Al
bigbear !ﬂ||
m-lounge_dma d!”
Dan Met Al -

Open Metwork and Sharing Center
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Enter the same security key or passphrase that is (& Connect to a Network \ -
on your router and click Connect. N
Type the network security key
It may take 20-30 seconds to connect to the wireless _
network. If the connection fails, please verify that the ' Security key: | .
security settings are correct. The key or passphrase [7] Hide characters
must be exactly the same as on the wireless router.
You can also connect by pushing the
button on the router.
|
— —
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Connect to a Wireless Network
Using Windows® Vista™

Windows® Vista™ users may use the built-in wireless utility. If you are using another company’s utility or Windows®
2000, please refer to the user manual of your wireless adapter for help with connecting to a wireless network. Most
utilities will have a “site survey” option similar to the Windows® Vista™ utility as seen below.

If you receive the Wireless Networks Detected bubble, click
on the center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray
(lower-right corner next to the time). Select Connect to a
network.

The utility will display any available wireless networks in your
area. Click on a network (displayed using the SSID) and click
the Connect button.

If you get a good signal but cannot access the Internet, check
the TCP/IP settings for your wireless adapter. Refer to the
Networking Basics section in this manual for more information.

Mot Connected

" Wireless networks are available.

Connect to a network
Metwork and Sharing Center

T!| LU Fivl

- e - Fnday

W 8/17/2007

o] L |
LJ' % Connectto a network
Disconnect or connect to another network
show Al -
.
_ﬁ, VOIPtest Unsecured network ol
,ﬁ' dlink Unsecured network !!]_U
&' tuesday Security-enabled network !!Jﬂ
) El
-
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Enter the same security key or passphrase that is
on your router and click Connect.

It may take 20-30 seconds to connect to the wireless
network. If the connection fails, please verify that the
security settings are correct. The key or passphrase
must be exactly the same as on the wireless router.

el L5
@ @ Connect to a network
Type the network security key or passphrase for Candy
The persen who setup the network can give you the key or passphrase,
Security key or passphrase:
[] Display characters
s Myouhavea USE flash drive with network settings for Candy, insert it now.
Connect I I Cancel
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Connect to a Wireless Network
Using Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for
Service Pack 2 users. If you are using another company’s utility or Windows® 2000, please refer to the user manual
of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option

similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click
on the center of the bubble to access the utility.

Right-click on the wireless computer icon in your system tray
(lower-right corner next to the time). Select View Available
Wireless Networks.

The utility will display any available wireless networks in your
area. Click on a network and click the Connect button.

Refer to the Wireless Security section for information on
connecting to a secure network.

If you want to use the D-Link utility instead of the Windows® XP
wireless utility, refer to the next page.

i) Wireless networks detected x

One or more wireless networks are in range of this computer.

To see the list and connect, dick this message

Change Windows Firewall settings
Open Network Connections

Repair
Yiew Available Wireless Networks

15 Wireless Network Connection 6 |z‘
Network Tasks Choose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.

122

((ﬁ}) D-Link
Unsecured wireless network lﬂﬂﬂu
default

Related Tasks ((ﬁ))

\1) Learn about wireless Unsecured wireless netwark II][l[l[I
networking

¢ Change the order of
s

3 Change advanced
settings
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Disabling The Windows® XP Utility

If you want to use the D-Link Wireless Connection Manager you must disable the Windows® XP wireless utility.

Right-click on the wireless computer icon in your system tray Change Windows Firewall settings

(lower-right corner next to the time). Select View Available Open Network Connections

Wireless Networks. Repair
Yiew Available Wireless Networks

i) Wireless Network Connection 6 |Z|
—— Choose a wireless network
g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information,
_—_’a" Setup a wireless network. (( )) D-Link L]
for a home or small office
i Unsecured wireless network lﬂ[lu[l
In the Choose a Wireless Network window click Change Related Tasks @y
Advanced Settings on the left side below Related Tasks. D Lo sboutwrsess ——— ol
¥ e e e of
9’4 sehtau!'r%esadvanced
~
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In the Wireless Network Connection Properties window,
uncheck Use Windows® to configure my wireless network
settings and then click OK.

- Wireless Network Connection & Properties |E| |z|

General | Wirsless Networks |Aduanced|

[QUse Vindows to configure my wireless network settings:

Available networks:

Ta connect to, disconnect from, orfind out more information
about wireless networks in range, click the button below.

View Wirgless Metwors

Prefemed networks:

Automatically connect to available netwark s in the order listed
bl

Leam about setting up wireless network
configuration.

[ QK J [ Cancel

Double-click the Wireless Conection

Manager icon on your desktop. l >

_anneckian
Manager

=
- k]
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DWA-645 offers the following types of security:

* WPA2 (Wi-Fi Protected Access 2) * WPA2-PSK (Pre-Shared Key)
* WPA (Wi-Fi Protected Access) * WPA-PSK (Pre-Shared Key)
* WEP (Wired Equivalent Privacy) * 802.1x (RADIUS)

What is WEP?

WEP stands for Wired Equivalent Privacy. It is based on the IEEE 802.11 standard and uses the RC4 encryption

algorithm. WEP provides security by encrypting data over your wireless network so that it is protected as it is transmitted
from one wireless device to another.

To gain access to a WEP network, you must know the key. The key is a string of characters that you create. When
using WEP, you must determine the level of encryption. The type of encryption determines the key length. 128-bit
encryption requires a longer key than 64-bit encryption. Keys are defined by entering in a string in HEX (hexadecimal -
using characters 0-9, A-F) or ASCII (American Standard Code for Information Interchange — alphanumeric characters)
format. ASCII format is provided so you can enter a string that is easier to remember. The ASCII string is converted to
HEX for use over the network. Four keys can be defined so that you can change keys easily.

D-Link DWA-645 User Manual 35



Section 4 - Wireless Security

What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

The 2 major improvements over WEP:

* Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven'’t
been tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard instead of TKIP.

» User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer’'s hardware-specific MAC
address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (1?7*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA/WPAZ2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a
more secure public key encryption system to ensure that only authorized network users can access the network.
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Configure WEP

Using the D-Link Wireless Connection Manager

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1.

. Enter the WEP key exactly as it is on your wireless router or

Open the Wireless Connection Manager by double-clicking

on the D-Link icon on your desktop. From the list of available
wireless networks, select the network you want to connect to
can click Connect. If the network is using WEP, the screen
(as shown to the right) will appear.

This network gamdal reguires a netwaork key WWEP Key)

Eii 140

Wy

[ Show text inthe password field

. [0]34 J Cancel J
access point.

. Click the Show text in the password field box to see the WEP key. Unchecking it will hide the key.

. Click OK to connect to the network. Allow up to 30 seconds to connect.

If you would like to create a new network and enter the WEP settings, refer to the next page.
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It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter.
make sure you enter the WEP key exactly the same on all wireless devices. It is strongly recommended to set the

authentication to Shared Key.

1. Open the Wireless Connection Manager by double-clicking on the D-Link icon on your desktop. Click on New to
create a new profile or highlight an existing profile and click Modify.

2. Select WEP under Set Security Option. — -
Profile: Mame : ] dlink
3. Select Shared and then select the Key Length from the ssiD:  [dink
drop-down menu. Network T9P2 & Infrsructure ¢ 4d Hoe
I__\..Set Security Option. ~, ~Wired Equivalent Privacy[WEF)
4. Enter the WEP key exactly as it is on your wireless router or | © o | & apen € Shared € futo
access point. @ wep bl
" WPAMPAZ passphrase Jl
Key Length Kew Index:
5. Click OK to connect to the network. Allow up to 30 seconds | “ """ ErrrrerT——— R r—
to connect. e I~ Show test in the password field _
ok | Cancel “|
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Configure WEP

Using Windows® Vista/Windows® 7

It is recommended to enable wireless security (WEP) on your wireless router or access point before configuring your
wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Open the Windows® Vista™ Wireless Ultility by right-clicking a0
on the wireless computer icon in your system tray (lower _E_u il i i e
right corner of screen). Select Connect to a network. '

Connect to a network
Metwork and Sharing Center

—?il L1 Pt

R

M g/17/2007

2. Highlight the wireless network (SSID) you would like to - =
connect to and click Connect. ) S
Disconnect or connect to another network
Show [Al -
_ﬁ, VOIPtest Unsecured network _]!_]_U i
ﬁ dlink Unsecured network ol
_5‘ tuesday Security-enabled network !!J_U
' =
Set up a connection or network
Open MNetwork and Sharing Center
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3. Enter the same security key or passphrase that is on your router
and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the security settings are correct.
The key or passphrase must be exactly the same as on the wireless
router.

@ @‘ Connect to a network

Type the network security key or passphrase for Candy

The person whao setup the network can give you the key or passphrase.

Security key or passphrase:

[ Display characters

= I you have a USE flash drive with network settings for Candy, insert it now.
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Configure WEP
Using the Windows® XP Utility

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available
Wireless Networks.

Change Windows Firewall settings

Open Metwork Connections

Repair

Yiew Available Wireless Networks

14" Wireless Network Connection 6 |X|
—— Choose a wireless network
g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.
~ e || 1
Unsecured wireless network ln['[l[l
2. Highlight the wireless network (SSID) you would like to = (g . i
H i) Learn about wireless nsecured wireless networl 0l
connect to and click Connect. ety s '
Change the order of
preferred networks
'w gtahnnggesadvanoed
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3. The Wireless Network Connection box will appear. Enter the WEP
key and click Connect.

Wireless Network Connection

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

It may take 20-30 seconds to connect to the wireless network. If the N

connection fails, please verify that the WEP settings are correct. N I |
The WEP key must be exactly the same as on the wireless router or Coimeorkley; | |
access point.

L Connect ] [ Cancel ]
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Configure WPA/WPA2 Passphrase

Using the D-Link Wireless Connection Manager

Itis recommended to enable WPA-PSK on your wireless router or access point before configuring your wireless adapter.
If you are joining an existing network, you will need to know the WPA-PSK passphrase being used.

ﬁ D-Link Wireless Connection Manager ﬁ

1. Open the Wireless Connection Manager by double-clicking on the
D-Link icon on your desktop.

2. Highlight the wireless network (SSID) you would like to connect to || o« /ML wreessevors | ITIEE

- . i 551D | maC(BSSID) | Signal /| Security | Charnel |
and click Connect. If the network is using WPA-PSK, the screen (as || was i 1esEse % s :
shown to the left) will appear. bbby 00400525029 2 m

=i KAK 00:13:46:C9:1C:2A 427 a 6
=k 11n_mkig_test 00:19:58:60:26:FF 44% a 1
. . . =i Candy 00:19:58:29:02:B0 ha% a 5
3. Enter the WPA-PSK passphrase exactly as it is on your wireless ||=#ez0ros Q1 SERFDE n e *
router or access point. Click the Show text in the password field |=""= pcrosAsA — ’

box to see the passphrase. Unchecking it will hide it.

4. Click OK to connect to the network. Allow up to 30 seconds to connect.

WPS |  Refresh |  Connect |

( My Wireless

If you would like to create a new network and enter the WPA-PSK ||| [peisnes-oaisomes S e ]

settings, refer to the next page.

Thiz netwoark avalon requires a netwoaork key (Passphrase)

[ Showe text in the password fisld:

80,4 J Cancel J
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Itis recommended to enable WPA-PSK on your wireless router or access point before configuring your wireless adapter.
Make sure you enter the passphrase exactly the same on all wireless devices.

1. Open the Wireless Connection Manager by double-clicking on the D-Link icon on your desktop. Click on New to
create a new profile or highlight an existing profile and click Modify.

2. Select WPA/WPA2 Passphrase under Set Security Option.  wmesag =
—Basic Settings
3. Select TKIP or AES.
L . Metwork Type . @& |nfrastructure = Ad Hoc
4. Enter the passphrase exactly as it is on your wireless router ' — S —
] _-Set Securty Optian = l__--WI[Ed Equivalent Privacyfsw/EF)
or access point. W i - 5
@& wEep | Key:
9. Click OK to connect to the network. Allow up to 30 SECONdS | ~ yeuueipsssimese il
| Key Length: Ky Indes:
to connect. CaERA | B4 bis(40+24} 10 Henadecimal e »|  [1 7]
o | [~ Show test in the password field
QK I Cancel I
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Configure WPA™/WPA™-Personal
Using Windows® Vista/Windows® 7

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring
your wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase
being used.

1. Open the Windows® Vista™ Wireless Utility by right-clicking Not Connected
on the wireless computer icon in your system tray (lower E. Wireless networks are available,
right corner of screen). Select Connect to a network. '

Connect to a network
Metwork and Sharing Center

Til Ll Pivi

B . e

W ga7/2007

2. Highlight the wireless network (SSID) you would like to . =
connect to and click Connect. () ®  Comectronnetvor
Disconnect or connect to another network
Show [Al =
_ﬁ, VOlPtest Unsecured netwaork al @
_%u dlink Unsecured network !!m
E. tuesday Security-enabled network q!_UJ ‘il
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3. Enter the same security key or passphrase that is on your router
and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the security settings are correct.
The key or passphrase must be exactly the same as on the wireless
router.

@ @‘ Connect to a network

Type the network security key or passphrase for Candy

The person whao setup the network can give you the key or passphrase.

Security key or passphrase:

[ Display characters

= I you have a USE flash drive with network settings for Candy, insert it now.

D-Link DWA-645 User Manual

46



Section 4 - Wireless Security

Configure WPA/WPA2 Passphrase
Using the Windows® XP Utility

Itis recommended to enable WPA-PSK on your wireless router or access point before configuring your wireless adapter.
If you are joining an existing network, you will need to know the WPA-PSK key being used.

1. Open the Windows® XP Wireless Utility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available
Wireless Networks.

Change Windows Firewall settings

Open Metwork Connections

Repair

Yiew Available Wireless Networks

13" Wireless Network Connection & |X|
—— Choose a wireless network
g Refresh network list CI]LS( anitem in the list below to connect to a wireless network in range or to get more
information.
S shoamaone P 7
Unsecured wireless network l[l[l[lﬂ
. . . . default
2. Highlight the wireless network (SSID) you would like to Related T2y GTJ 0
H i) Learn about wireless nsecured wireless network [I[l
connect to and click Connect. M - ’ " '
Wi et
'%ia gtahpnggesadvanoed
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3. The Wireless Network Connection box will appear. Enter the
WPA-PSK passphrase and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WPA-PSK settings are correct.
The WPA-PSK passphrase must be exactly the same as on the
wireless router or access point.

Wireless Network Connection

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then didk Connect.

Metwork key: | | |

Canfitr netwark key: | |

[ Connect J [ Cancel ]
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Configure WPA™/WPA2™-Enterprise

Using the D-Link Wireless Connection Manager

WPA/WPAZ2-Enterprise is for advanced users who are familiar with using a RADIUS server and setting up certificates.

1.

1.

8.

Open the Wireless Connection Manager by double-clicking on the D-Link
icon on your desktop. Click on New to create a new profile or highlight
an existing profile and click Modify.

. Select WPA/WPA2-Enterprise under Set Security Option and then select

TKIP or AES.

. Click on Advanced Config to continue.

.Next to EAP Type, select EAP-TLS, EAP-TTLS, or PEAP. Extensible

Authentication Protocols allow devices on the network to request
authentication from the RADIUS server in the network. All the devices
on the network must use the same EAP type when using a RADIUS
server for authentication. Some RADIUS servers require that the Validate
Server field be selected. Check this field if your RADIUS server requires
validation.

. Select an User Certificate from the drop-down menu.

. Enter the login information required to authenticate.

Click Add to enter the IP address(es) of your RADIUS servers.

Click OK to save your settings.

Profile Setting @
_—Basic Settings— s
| Profile Mare ] dlinke
ssiD: | dink
Metwork TwRe . @ |nfrastiucture  Ad Hoc
; -Set Secuity Option. —, ~Wwired Equivalent Privacy(wEF]
" None @ Open " Shared  Aut
& WEP Key:
[
 WPAMNPAZ pasephrase J
Fey Length : Fey Index:
© WPA/WPA2
gl [64bis(a0e2a] T0Henadecmal de v [T =]
802 1x
| [ Shaow test in the password field
Ok l Canicel ]
Advanced Security Settings ﬁ
EAP Type: EAP-TLS - | |
User Centfficate | ﬂ
O validate Server Cerificate
User Name
Add I
Remove I
oK | Cancel |
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Configure 802.1x (RADIUS)
Using the D-Link Utility

802.1x is for advanced users who are familiar with using a RADIUS server and setting up certificates.

1. Open the Wireless Utility by double-clicking on the D-Link icon in your "5 -
system tray (lower-right corner of screen). Click on New to create a | it [5% |
new profile or highlight an existing profile and click Modify. st e i.f © Adtos

..\-Set Security Option. - Wired Equivslent Privcy(wEP)
2. Select 802.1x under Set Security Option. | €t G O Shasd e b
r
3. Click on Advanced Config to continue. R ;Lh ; r‘dﬂj
G4 bits[40+24)- 10 Hexadecimal dic 1 ¥,
_\Vru PR [ Show test in the passward fisld _

4. Next to EAP Type, select EAP-TLS, LEAP, EAP-TTLS, or PEAP. i e
Extensible Authentication Protocols allow devices on the network to
request authentication from the RADIUS server in the network. All the — e %
devices on the network must use the same EAP type when using a
RADIUS server for authentication. Some RADIUS servers require that || 7" o] | E
the Validate Server field be selected. Check this field if your RADIUS || usercetficate | =
server requires validation. O Valdete Server Coticate

lzer Name li li

5. Select an User Certificate from the drop-down menu. |

I
6. Enter the login information required to authenticate. |
. Add |

7. Click Add to enter the IP address(es) of your RADIUS servers. remove |

8. Click OK to save your settings. X e
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Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DWA-645.

Read the following descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If

you have a different operating system, the screenshots on your computer will look similar to the following examples.)

1. How do | know if my adapter is installed properly?

Go to Start > My Computer > Properties.

Select the Hardware Tab.

n Command Prompt m Open
G q p  Explors
WL indows Movie Maker : Search, .,
Manage
O
\1 M3H Explorer Map Metwork Drive...

;:é Fr|  Disconnect Nebwork Drive. ..
e Windows Media Player Shaw on Desktop

i @ He  Rename
‘._@ Tour Windows xP

all Programs D

4 start

Syslem Proparties

Sytem Reshone Sutomatic Updabes Femobe
Geneiel Compubes Hame || Hadwais || Advanced
A Hardware Wizard
i The Add Hardweare 'Wizand helps you instal hardwane

Syid Hardeane 'Wizand

[Dhervica W anager

Tha Devica Manager stz ol ha handwaie devicas inshallad
on poul compltan. Llis e Device Manager 1o change the
opehies ol any devica

[ Doriwar Sigring J [ Diavice Manages

Hawdwaae: Profiles

e Handwane profiles provide a wap fon pou 1o set up and shons
Qﬂ differant handwane comfiguiaions.

Handveae Piolies

Cancel
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Click the + sign next to Network Adapters.

Right-click on D-Link DWA-645 Wireless N
Notebook Adapter.

Select Properties to check that the drivers are
installed properly.

Look under Device Status to check that the device
is working properly. Click OK to continue.

£ Device Manager

File  Action “iew Help

roBFe R 8 <Ba

Bl

Batteries

Computer

Disk. drives

g Display adapters

b DVDYCD-ROM drives

E Floppy disk controllers

[+ h% Floppy disk drives

(4= IDE ATAJATAPT controllers

% Infrared devices

2 Keyboards

) Mice and other pointing devices
Maonitars

¥ Metwark adapters

=1 D-Link DWA-645 Wireless N Notebook Adapter

+ - | PCMCIA adapkers

- Parts (COM & LPT)

+® Processars

%

General |Advanced | Driver | Resources|

D-Link DWA-645
=.=.-“- | Wireless Notebook Adapter

Device lype: Metwork, adapters
Manufacturer: D-Link
Location: PCI bus 129, device 0, function 0

Device status
Thiz device iz working properly.
[

| If wou are having problems with this device, click Troubleshoot to
start the troubleshaooter.

Troubleshoot. ..

Device usage:

i Llze this device [enable] w i

rE—
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2. The computer does not recognize the DWA-645 Wireless Adapter.

Make sure that the DWA-645 Wireless Adapter is properly seated in the computer’s cardbus slot.
If Windows does not detect the hardware upon insertion of the adapter, make sure to completely remove drivers that
were previously loaded.

3. The computer with the DWA-645 installed is unable to connect to the wireless network and/or the Internet.

» Check that the LED indicators for the broadband modem are indicating normal activity. If not, there may
be a problem with the broadband connection.

» Check that the LED indicators on the wireless router are functioning properly. If not, check that the AC
power and Ethernet cables are firmly connected.

* Check that the IP Address, subnet mask, gateway, and DNS settings are correctly entered for the network

* In Infrastructure mode, make sure the same Service Set Identifier (SSID) is specified on the settings
for the wireless clients and access points. The SSID factory default setting for D-Link products is dlink.
(Double-click on the WLAN icon in the taskbar. The Link Info screen will display the SSID setting.)

* In Ad Hoc mode, both wireless clients will need to have the same SSID. Please note that it might be
necessary to set up one client to establish a BSS (Basic Service Set) and wait briefly before setting
up other clients. This prevents several clients from trying to establish a BSS at the same time, which
can result in multiple singular BSSs being established, rather than a single BSS with multiple clients
associated to it.
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Check that the Network Connection for the wireless client is configured properly. Select AP (Infrastructure) when
connecting to an access point and select Ad Hoc mode when connecting without an access point. Double-click on
the WLAN icon in the taskbar > click on Configuration to change the settings for the wireless adapter.

If Security is enabled, make sure that the correct encryption keys are entered on both the DWA-645 and the access
point. Double-click on the WLAN icon in the taskbar > click Encryption. Check to see that the key selected is set to
the same key as other devices on the network.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard,
the D-Link wireless family of products will allow you to securely access the data you want, when and where you want
it. You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such
as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to work and
communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven
to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop
and desktop systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in
order to use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device
used to provide this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi
uses radio frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home
or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products.
D-Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your
network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point
B. But wireless technology has restrictions as to how you can access the network. You must be within the wireless
network range area to be able to connect your computer. There are two different types of wireless networks Wireless
Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access
point has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an
indoor access point as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal
can reach out up to 30 miles to serve places like manufacturing plants, industrial locations, college and high school
campuses, airports, golf courses, and many other outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range
up to 30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use
nearly as much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops,
speakers, and other devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it's for home,
office, business, D-Link has a wireless solution for it.

Home
* Gives everyone at home broadband access
 Surf the web, check email, instant message, and etc
e Gets rid of the cables around the house
e Simple and easy to use

Small Office and Home Office
 Stay on top of everything at home as you would at office
* Remotely access your office network from home
e Share Internet connection and printer with multiple computers
* No need to dedicate office space
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Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it’s
becoming so popular that more and more public facilities now provide wireless access to attract people. The wireless
connection in public places is usually called “hotspots”.

Using a D-Link Notebook Adapter with your laptop, you can access the hotspot to connect to Internet from remote
locations like: Airports, Hotels, Coffee Shops, Libraries, Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you’re installing it for the first time it could be quite a task not knowing where to

start. That's why we’ve put together a few setup steps and tips to help you through the process of setting up a wireless
network.

Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try
to place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home.
If you have a two-story home, you may need a repeater to boost the signal to extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the

router/access point. This would significantly reduce any interference that the appliances might cause since they operate
on same frequency.
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Security

Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning
on the WPA or WEP security feature on the router. Refer to product manual for detail information on how to set it up.

Wireless Modes

There are basically two modes of networking:

e Infrastructure — All wireless clients will connect to an access point or wireless router.

* Ad Hoc — Directly connecting to another computer, for peer-to-peer communication, using wireless network
adapters on each computer, such as two or more DWA-645 wireless network notebook adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect
to the wireless router or access point.

An Ad Hoc network contains only clients, such as laptops with wireless notebook adapters. All the adapters must be
in Ad Hoc mode to communicate.
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Networking Basics
Check your IP address

After you install your new D-Link wireless adapter and have established a wireless connection, by default, the TCP/IP
settings should be set to obtain an IP address from a DHCP server (i.e. router) automatically. To verify your IP address,
please follow the steps below.

Windows® XP/2000 Users e o

Microsoft Windows XKP [Uersion 5.1.26881
CC> Copyright 1985-28A1 Microsoft Corp.

* Click on Start > Run. In the run box type emd and click OK. C:\Docunents and Settings>ipcont iy

Windows IP Configuration

Ethernet adapter Local Area Connection:

° At the prompt’ type ipconfig and preSS Enter' Connection—specific DNS Suffix = dlink
Sumet Hask : 285°385. 8550
Default Gateway : 18.5.7.1

e This will display the IP address, subnet mask, and the default gateway of your SEIEEIEEEEREIet
adapter.

Windows Vista®/Windows® 7 Users

* Click Start > All Programs > Accessories > Command Prompt. You may |

need administrative access to run this application. e e—

Ethernet adapter Local Area Connection:
. : public.pmlab
: feBM::edfa:34ed: FBE6:470ax0

e For all additional prompt windows inquiring of running the command prompt ' Dol ggaen.a iy
application, select Yes, OK, or Continue. e

: 192.168.8.1

: public.pmlah

Dt FeB@::Sefe:192.160.0.197:20

» At the prompt, type ipconfig and press Enter. et ey

Tunnel adapter Local Area Connection* 7:

Media State . . . . . . . . . . . i Media disconnected
Connection—specific DNS Suffix . :

* This will display the IP address, subnet mask, and default gateway of your e wiersaansn
adapter.

If the address is 0.0.0.0, check your adapter installation, security settings, and the settings on your router. Some firewall software programs
may block a DHCP request on newly installed adapters.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Windows® XP/2000 Users

e Windows® XP - Click on Start > Control Panel. Make sure you are in Classic View. Double-click on the Network Connections
icon.
Windows® 2000 — From the desktop, right-click My Network Places > Properties.

* Right-click on the Local Area Connection which represents your D-Link wireless network adapter (or other adapter) which will
be connected to your router.

* Highlight Internet Protocol (TCP/IP) and click Properties.

Internet Protocol (TCP/IP) Properties

General

e Click Use the following IP address and enter an IP address that is on the same subnet c TEme e s
as your network or LAN IP address on your router. e o T e YO IENA S

() Obtain an IP address automatically
Example: If the router's LAN IP address is 192.168.0.1, make your IP address 192.168.0.X © Use the followna IP acdress
where X is a number between 2 and 99. Make sure that the number you choose is not e

in use on the network.

Subnet magk:

Default gateway:

» Set Default Gateway the same as the LAN IP address of your router or gateway.

(&) Use the following DNS server addresses:

Preferred DN server 192 tes. 01 ]
* Set Primary DNS the same as the LAN IP address of your router or gateway. Altemate DNS server. 1
* The Secondary DNS is optional (you may enter a DNS server from your ISP). _m

* Click OK to save your settings.
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Windows Vista®/Windows® 7 Users

* Click on Start > Control Panel. Make sure you are in Classic View. Double-click on the Network and Sharing Center icon. Along
the left panel in the window, click on Manage network connections.

* Right-click on the Local Area Connection which represents your D-Link wireless network adapter which will be connected to your
network.

* Highlight Internet Protocol Version 4 (TCP /IPv4) and click Properties. [ .- protocol Version 4 (TCP/IPva) Properties (D [

e Click Use the following IP address and enter an IP address that is on the General

same subnet as your network or LAN IP address on your router or network. You can get IP settings assioned automatically if your network supports
thiz capability. Otherwise, you need to ask your network administrator
for the appropriate [P settings.

Example: If the router’'s LAN IP address is 192.168.0.1, make your IP

address 192.168.0.X where X is a number between 2 and 99. Make sure (©) Obtain an IP address automatically
that the number you choose is not in use on the network. @ Use the following IP address:
IP address: 192 . 168 . 0 . 52
* Set Default Gateway the same as the LAN IP address of your router or T S e §
gateway.
Default gateway: 192 . 168 . O . 1
e Set Primary DNS the same as the LAN IP address of your router or e o SR W)
Jbtain DS server address automatically
gateway. i
@) Use the following DNS server addresses:
* The Secondary DNS is optional (you may enter a DNS server from your Breferred DNS server: 192.168. 0 . 1
|SP) Alternate DMS server:
* Click OK to save your settings.

[ 0K _][ Cancel l
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Technical Specifications

Standards
e |EEE 802.11n
« [IEEE 802.11g
e |EEE 802.11b

Interface
32-bit Cardbus

Frequency Range
2.4GHz to 2.462GHz

Security
* 64/128-bit WEP
e WPA/ WPA2 PSK
* WPA/ WPA2 EAP
* Wi-Fi Protected Access (WPS)

Led
e Link
* Activity

Certifications
FCC,CE,IC,C-Tick

Dimensions
e ltem (WxDxH): 2.1” x 4.7” x 0.3”

* Packaging (WxDxH): 6.8” x 9.5” x 1.4”

Weight
e ltem: 0.1 Ibs (45.4Q)
* Packaging: 0.5 Ibs (226.89)

* Maximum wireless signal rate derived from IEEE Standard 802.11g and 802.11n
specifications. Actual data throughput will vary. Network conditions and environmental
factors, including volume of network traffic, building materials and construction, and
network overhead, lower actual data throughput rate. Environmental conditions will
adversely affect wireless signal range.
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