D-Link

Building Networks for People

HowTo: Open VPN SplitTunnel zwischen 2
DSR-Serie Geriten

[Voraussetzungen]

1. DSR-Serie mit FW 2.02 und hoher

[Szenario]
Ein DSR-250N soll sich als OpenVPN Client am DSR-500N (OpenVPN Server) anmelden.

Benutzer aus dem LAN des DSR-250N sollen auf Ressourcen des Netzwerkes des DSR-500N
zugreifen konnen.

[Testaufbau]

Router e Router
VID1 = 192.168.50.1/24 Ny V/D1=192.168.40.1/24

DSR-250N

WAN1 = 192.168.10.109/24 DHCP

DSR-500N

/AN1 = 192.168.10.110/24 DHCP

LAN

@ Router

VID1 = 192.168.10.1/24
DWC-1000
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Als OpenVPN Server fungiert ein DSR-500N (FW 2.02B501C)

D-Link - oimin (ADWN) | Langng

Unified Services Router - DSR-500N EilEe = g

‘% Wizard | SystemSearch.. 9

Status = wireless B Network €&y VPN £ Security £ Maintenance

Als OpenVPN Client fungiert ein DSR-250N A2 Rev (FW 2.02B801C)

D-Link

Unified Services Router - DSR-250N Sl

Status = Wireless B Network €8> VPN £ Security £° Maintenance

=

VPN » OpenVPN » OpenVPN Settings o @

Bei beiden Geriten wurden entsprechend dem Anhang die

- CA Certificate

- Server oder Client Certificate
- Server oder Client Key

- DH Key

eingespielt.

VPN = OpenVPN = Authentication

Openvpn provides authentication using certificates. This page allows you to upload r

OpenVPN Authentication

Trusted Certificate (CA Certificate)

Certificate Status s

Browse Certificate File

I Durchsuchen.. H

Upload

Server / Client Certificate

Certificate Status (es

Browse Certificate File

I Durchsuchen H

Upload

Server / Client Key

Key Status Yes

Browse Key File

I Durchsuchen H

Upload

DH Key

Key Status Yes

Browse Key File

I Durchsuchen H

Upload
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Die Clienteinstellungen lauten wie folgt:

LAN:

Status » System Information » Device » LAN

Dedicated WAN | Rollover WAN M

All of your LAN network connection details are displayed on the Device Status page.

LAN Information

Description LAN Info
MAC Address C4:A8:1D:73:7C:30
IPvd4 Address 192.168.50.1 / 255.255.255.0
IPvb Address M/A
Status up
DHCP Server Enabled
DHCP Relay Disabled
WAN:

Status » System Information » Device » Dedicated WAN

@ Dedicated WAN | Rollover WAN

All of your Dedicated WAN network connection details are displayed on the Device Status page.

Dedicated WAN Information

Description WAN1 Info

MAC Address C4:A8:1D:73:7C:31

IPv4 Address 192.168.10.109 / 255.255.255.0
IPv6 Address N/A

Status up

IPv6& Connection Type N/A

IPv& Connection State IPvé is disabled

Prefix Obtained N/A

NAT (IPv4 Only) Enabled

IPv4 Connection Type Dynamic IP (DHCP)

IPv4 Connection State Connected

Link State LINK UP

WAN Mode Use only single port: WAN1
Gateway 192.168.10.1

Primary DNS 192.168.10.1

Secondary DNS 8.8.8.8
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Zeitsynchronisierung:

Maintenance > Administration » Date and Time

This page allows us to set the date, time and NTP servers. Network Time Protocol (NTP) is a protocol tha
a network of computers. Accurate time across a network is important for many reasons.

Date and Time

Current Device Time Fri Oct 30 12:32:40 GMT+0100 2015
Time Zone (GMT+01:00) Amsterdam Berlin v/
Daylight Saving on [

NTP Servers on [

NTP Server Type @) pefault O custom

Time to re-synchronize 120

OPEN VPN Clienteinstellungen:

VPN » OpenVPN » OpenVPN Settings o e

OpenVPN configuration page allows the user to configure OpenVPN as a server or client.

OpenVPN Settings

OpenVPN . 1|
Mode O server ® Client O Access Server Client
Server IP IP Address ﬂ

192.168.10.110

Port 1194
Tunnel Protocol O Tcp ® ypp
Encryption Algorithm BF-CBC ﬂ
Hash Algorithm SHA1 v
Certificates
; ” . Server / Client Ke Dh Ke
CA Subject Name Server / Client Cert Subject Name X Y
Uploaded Uploaded
C=TW, ST=Taiwan, L=Taipei, O=D-Link, C=TW, 5T=Taiwan, L=Taipei, O=D-Link,
yes yes
OU=lab, CH=0OpenVPN-CA ... OU=lab, CN=client/nam ...

Enable Tls Authentication Key
Enable Tls Authentication Key Disabled

Block Invalid Client Certificates

Block Invalid Client Certificates Disabled

User Based Auth Configuration

Enable User Based Auth OFF
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Die Servereinstellungen lauten wie folgt:

LAN:

Status » System Information » Device » LAN

[ system | Lan | want [ wana | wiretess |
LA

All of your LAN network connection details are displayed on the Device Status page.

LAN Information

Description LAN Info
MAC Address 14:06:4D:1E:D2:50
IPv4 Address 192.168.40.1 / 255.255.255.0
IPv6 Address N/A
Status up
DHCP Server Enabled
DHCP Relay Disabled
WAN:

Cystem | Lan | o | | it |

All of your WAN1 network connection details are displayed on the Device Status page.

WAN1 Information

Description

MAC Address

IPv4 Address

IPv6 Address

Status

IPv6 Connection Type
IPv6 Connection State
Prefix Obtained

NAT (IPv4 Only)

IPv4 Connection Type
IPv4 Connection State
Link State

VAN Mode

Gateway

Primary DNS

Secondary DNS

WAN1 Info
14:D6:4D:1E:D2:51
192.168.10.110 / 255.255.255.0

N/A

M/A

IPvé6 is disabled

M/A

Enabled

Dynamic IP (DHCP)
Connected

LINK UP

Use only single port: WAN1
192.168.10.1

192.168.10.1

8.8.8.8
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Zeitsynchronisierung:

Maintenance > Administration » Date and Time

This page allows us to set the date, time and NTP servers. Network Time Protocol (NTP) is a protocol
a network of computers. Accurate time across a network is important for many reasons.

Date and Time

Current Device Time Fri Oct 30 12:35:08 GMT+0100 2015
Time Zone (GMT+01:00) Amsterdam Berlin ﬂ
Daylight Saving ]

NTP Servers [ ]

NTP Server Type ® pefault O Custom

Time to re-synchronize 120

Save Cancel

OPEN VPN Servereinstellungen:

OpenVPN Settings

OpenVPN |
Mode ® server O client O Access Server Client
VPN Network 128.10.0.0
VPN Netmask 255.255.0.0
Port 1194
Tunnel Protocol QO Tcp ® uop
Encryption Algorithm BF-CBC ﬂ
Hash Algorithm SHA1 ﬂ
Tunnel Type O Full Tunnel @ Split Tunnel
Client to Client Communication Tosr
Certificates
CA Subject Name Server / Client Cert Subject Name E;::i\;:g;dchent Loy B:Lﬁ:ﬁed
-_ C=TW, ST=Taiwan, L=Taipei, O=D-Link, C=TW, ST=Taiwan, L=Taipei, O=D-Link,
yes yes
OU=lab, CN=Open¥PN-CA ... OU=lab, CN=server/nam ...
Enable Tls Authentication Key
Enable Tls Authentication Key Disabled
Block Invalid Client Certificates
Block Invalid Client Certificates Disabled
User Based Auth Configuration
Enable User Based Auth OFF

OpenVPN Local Network

VPN » OpenVPN » Local Networks

This page shows the list of configured OpenVPN LAN networks. Clients have access to only these local ni
networks from this page.

OpenVPN Local Networks List
Shows| 10 ﬂ entries [Right click on record to get more options ]

Local Network 3 | Subnet Mask
192.168.40.0 255.255.295.0

Showing 1 to 1 of 1 entries
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OpenVPN Remote Network

VPN » OpenVPN :» Remote Networks

This page shows the list of remote VPN networks.The user can also add, delete and edit networks from this page.

OpenVPN Remote Networks List

Show | 10 ﬂ entries  [Right click on record to get more options ]

Common Name (> Remote Network & Subnet Mask
client 192.168.50.0 255.255.255.0

Showing 1 to 1 of 1 entries

Pre

Achten Sie hierbei darauf, dass der Common Name mit dem des Zertifikates iibereinstimmt.

Priifung:
Server

Status » Network Information > Active VPNs »» Open VPN Connections

IPsec SAs | SSL VPN Connections | PPTP VPN Connections | Open VPN Connections | L2ZTP VPN Connections

The table lists all the available Active OpenVPN Connections in the system.

Active OpenVPN Connections

Show | 10 ﬂ entries [No right click options ]

O\
Common Name <  Client IP & | Bytes Received 2 | Bytes Sent ¢
client 192.168.10.109:1194 163133 164528
Showing 1 to 1 of 1 entries First Previous Mext Last

Routingtable Server

Maintenance » Management » Diagnostics » System Check

Network Tools | Capture Packets | System Check

This page display the router's static and dynamic routes.

System Check

Command Qutput
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Routingtable Client

Maintenance > Management » Diagnostics » System Check

s | System Check

This page display the router's static and dynamic routes.

System Check

Display Ipv4 Table

Command Qutput




