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Grundlegende Informationen zur Einrichtung des
Portforwardings beim DSR-500N/1000N (FW
202B501C).

Szenario:

Client/Benutzer aus dem Internet mochte auf einen Server im lokalem Netzwerk hinter einem
DSR-1000N zugreifen.

(In diesem Beispiel soll auf die HTTP Weboberfliche eines Webservers zugegriffen werden,
dieser lduft auf Port 1995.)

1.) WAN Status priifen und ggfls. Internetverbindung herstellen

£ Status = Wireless B Network &Y VPN 2 Ssecurity £° Maintenance

Status = System Information = Device = WAN1 o e

| waN1

All of your WAN1 network connection details are displayed on the Device Status page.

WAN1 Information

Description WAN1 Info

MAC Address 14:D6:4D:1E:D2:51

1Pv4 Address 192.168.10.120 / 255.255.255.0
1Pv6 Address N/A

Status up

IPv6 Connection Type MN/A

IPv6 Connection State IPv6 is disabled

Prefix Obtained N/A

NAT (IPv4 Only) Enabled

IPv4 Connection Type Static IP

IPv4 Connection State Connected

Link State LINK UP

WAN Mode Use enly single port: WAN1
Gateway 192.168.10.1

Primary DNS 192.168.10.1

Secondary DNS B.8.8.8
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2.) ,,Custom Services* fiir die gewiinschte Verbindung anlegen

Anmerkung: Das Anlegen von ,,Custom Services‘ ist nur dann notwendig wenn noch
kein Standardservice fiir die Firewallregeln angelegt wurde.

Status ireles B Network €&y VPN 2 Security £° Maintenance

gurity s Firewall » Custom Services > 0 e

When you create a firewall rule, you can specify a service that is controlled by the rule.. Common types of services are available for selection, and you
can create your own custom services. This page allows creation of custom services against which firewall rules can be defined. Once defined, the new
service will appear in the List of Available Custom Services table.

Custom Services List

Show | 10 ﬂ entries  [Right click on record to get more options ] [a}

Name | Type & Source Port Range & | ICMP Type / Destination Port Range &
No data available in table

Showing 0 to 0 of 0 entries | First || .| Previous || Mext » || Last »

Add New Custom Service

Klicken Sie auf ,,Add New Custom Service* um einen neuen Service anzulegen.

Custom Services Configuration °
Name WebServer_HTTP
ik Type TcP v @
en Part Type ® Port Range O Multiple Ports ¥ie
1cr ew
vice Source Start Port [
ISte Source Finish Port 65535
' ==
Destination Start Port 1995 [Ra 535] a,
Destination Finish Port 1995|

Save

Bitte geben Sie wie im Beispiel angegeben, die Werte fiir den jeweiligen Service ein und klicken
Sie zum Speichern auf ,,Save®.

Der Source Start Port und Source End Port definieren die Quell-Portnummer der TCP/UDP
Session des anfragenden Gerites.

Da gemil Standard dieser Quellport dynamisch ist, muss hier die komplette Portrange angegeben
werden.

Der Destination Start/End Port ist der Port Ihres lokalen Services hinter dem DSR-Geriit.
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€8 Status irel B Network €&y VPN Securit: # Maintenance
a y

Security » Firewall » Custom Services o 9

When you create a firewall rule, you can specify a service that is controlled by the rule.. Common types of services are available for selection, and you
can create your own custom services. This page allows creation of custom services against which firewall rules can be defined. Once defined, the new
service will appear in the List of Available Custom Services table.

Custom Services List

Showe| 10 ﬂ entries  [Right click on record to get more options ] a, |
Name | Type & | Source Port Range & IcmMp Type / Destination Port Range & |
WebServer_HTTP TCP 1-65535 1995-1995

S i nt UentHE | First | Previous | 1 | Mext » || Last ,

In der Ubersicht sehen Sie den/die von Thnen angelegten Custom Service(s).

3.) Anlegen einer Firewall Regel fiir den soeben angelegten ,,Custom Service*

&S VPN 2 Security £® Maintenance

rity » Firewall » Firewall Rules » IPv4 Firewall Rules (2 (<)

IPv4 Firewall Rules | IPv6 Firewall Rules | Bridge Firewall Rules

A firewall is a security mechanism to selectively block or allow certain types of traffic in accordance with rules specified by network administrators.
You can use this page to manage the firewall rules that control traffic to and from your network. The List of Available Firewall Rules table includes all
firewall rules for this device and allows several operations on the firewall rules.

Firewall Rules

Default Qutbound Policy for IPv4

Always ® Allow © Block

Save Cancel

IPv4 Firewall Rules List

Show é_lo ﬂ entries  [Right click on record to get more options | Q |
Statusﬁ | From To & Servicee Block J’e Source Destination & Local Internet & Lage Rule Priority &
Zone Zone Allow Hosts Hosts Server Destination

No data available in table

Showing 0 to 0 of 0 entries | First

| Add New IPv4 Firewall Rule

| Previous || Next , || Last

Klicken Sie auf ,,Add New IPv4 Firewall Rule* um eine neue Firewall Regel anzulegen.
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IPv4 Firewall Rules Configuration e
From Zone |IN5ECURE (WAN) ﬂ|
To Zone |5ECURE (LAN) v
Service | WebServer HTTP ﬂ|
Action | Always Allow ﬂ| -
5.
Source Hosts ® Any () Single Address () Address range all
Log ® Never - Always
-1rew ) ) .
B Destination NAT Settings _—
Internal IP Address |192.188.0 3 |
Defi
A Enable Port Forwarding [ OFF
External IP Address | Dedicated WAN ﬂi
1Pv.

Sa ve

| Add New IPv4 Firewall Rule |

Als Quelle fiir die Anfragen wird das Interface ,,Insecure (WAN)* ausgewihlt. Das Ziel fiir das
Portforwarding ist das Interface ,,Secure (LAN)*“. Den vorher angelegten ,,Custom Service* hier
als ,,Service* auswihlen. Unter dem Punkt ,,Action* wird die Option ,,Always Allow* angelegt.

Bei den NAT Einstellungen wird das Ziel fiir das anzusprechende Gerit (hier z.B.: lokale
Webserver = 192.168.0.3) eingetragen. Der Zielport wird iiber die vorher angelegte Custom Rule
definiert (z.B. 1995)

Security » Firewall » Firewall Rules » IPv4 Firewall Rules o Q

IPv4 Firewall Rules | IPv6 Firewall Rules | Bridge Firewall Rules

A firewall is a security mechanism to selectively block or allow certain types of traffic in accordance with rules specified by network administrators.
You can use this page to manage the firewall rules that contrel traffic to and from your network. The List of Available Firewall Rules table includes all
firewall rules for this device and allows several operations on the firewall rules.

Firewall Rules

Default Outbound Policy for IPv4

Always ® Allow O Block

Save Cancel

IPv4 Firewall Rules List

Show| 10 ﬂl entries [Right click on record to get more options ] | q, |

Statu Fro To Service Block / Sourc Destinatio Local Internet Lo Rule Priority,
* Znnr(rab Zunee & Allow e Hostsee Hosts S Server Destination % &

Enabled WAN LAN WebServer_ HTTP Allow Always Any 192.168.0.3 WAN1 Hever 1

Showing 1 to 1 of 1 entries | First | Previous | 1 | Next . || Last

Add New IPv4 Firewall Rule
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Sollten Sie eine Port Translation durchfiihren, so miissen Sie die Firewall Rule entsprechend

anpassen.
. IPv4 Firewall Rules Configuration e .
From Zone INSECURE (WAN) v
To Zone SECURE (LAN) V|
Service WebServer HTTP_R V|
Action Always Allow ﬂ
_ﬂ Source Hosts O} Any O Single Address O Address range E—
firew Log O Never O Always =
ou ca s all
wewall  pectination NAT Settings
frew Internal IP Address .192 168.0.3
E rwarding |
Defa
U late Port Number 10000| D
Aly
External IP Address Dedicated WAN ﬂ
Save
ol —i—

Als Quelle fiir die Anfragen wird das Interface ,,Insecure (WAN)* ausgewihlt. Das Ziel fiir das
Portforwarding ist das Interface ,,Secure (LAN)*“. Den vorher angelegten ,,Custom Service* hier
als ,,Service* auswihlen. Unter dem Punkt ,,Action* wird die Option ,,Always Allow* angelegt.

Bei den NAT Einstellungen wird das Ziel fiir das anzusprechende Geriit (hier z.B.: lokale
Webserver = 192.168.0.3) eingetragen. Der Zielport wird iiber die ,,Translate Port Number* neu
definiert. (z.B. 10000)

1Pv4 Firewall Rules | IPv6 Fire

A firewall is a security mechanism to selectively block or allow certain types of traffic in accordance with rules specified by network administrators.
You can use this page to manage the firewall rules that control traffic to and from your network. The List of Available Firewall Rules table includes all
firewall rules for this device and allows several operations on the firewall rules.

Firewall Rules

Default Qutbound Policy for IPv4
Always ® atlow O Block

| Cancel

IPv4 Firewall Rules List

Show | 10 ﬂ entries  [Right click on record to get more options ] 2,

Statu Fro To Service Block / Sourc Destinatio Local Internet Lo Rule Priority,
h Zt:;nr:eb It:mee & Allow @ Hosts% Hosts l'b Server & Destination Ee ®

Enabled WAN LAN WebServer HTTP Allow Always  Any 192.168.0.3  WAN1 Mever 1

Enabled WAN LAN WebServer_HTTP_R Allow Always  Any 192.168.0.3  WaN1 Never 2

Showing 1 to Z of 2 entries (o | Previous | 1 | Mext 5 | Last 3

Add New IPv4 Firewall Rule

In der Ubersicht sehen Sie die von Thnen angelegte(n) Firewall Regel(n).
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4.) Testen der Verbindung:
z.B.: im IE11 eingeben: http://192.168.10.120:1995

GQ 7;‘3‘-@ http://192.168.10.120:1995/ D~ G| B mdexot/

Datei Bearbeiten Ansicht Favoriten Extras ?

Oder im IE11 eingeben: http://192.168.10.120:1996

e @ http://192.168.10.120:1996/ P~ & | @ indexof/
T il |

Datei Bearbeiten Ansicht Favoriten Extras 7

Beachten Sie bitte, daf3 dieser Test von einem Rechner ausgefiihrt werden sollte, der nicht
innerhalb des lokalen LANs verbunden ist, sondern von extern iiber die WAN Schnittstelle
des DSR-Gerdites zugreifft.



