Policy routing on WAN ports for DSR

[Request]
For DSR series,how can we achieve following requests separately?

1) Dual wan running in load balance mode, having both WAN ports live at
the same time with the router auto load balancing the traffic.

2) Policy route all HTTP, DNS, HTTPS, traffic through WAN 1 and failover to
WAN 2.

3) Send all source 2nd VLAN 172.16.15.10 / 24 through WAN 2.

Note:Please make sure both wan port has connected.

[Solution]

1.>>Dual wan running in load balance mode, having both WAN ports live at
the same time with the router auto load balancing the traffic.

Please go to "Network" -> "Internet" -> "WAN mode" page to choose "Load
Balancing" in "WAN Mode" field.

Network » Internet » WAN Mode I 9 Q

This page allows user to configure the policies on the three WAN ports for Internet connection.By configuring both WANs, there are two ways for the
router to access the internet. Load balancing allows traffic to and from the internet to be shared across both configured links to ensure one ISP is
not excessively overloaded. Auto-Rollover uses a backup link to preserve internet connectivity for the LAN if the main ISP configured on the primary
WAN fails for any reason.

WAN Mode

WAN Mode Setup
WAN Mode Load Balancing "

Load Balancing Setup

Load Balancing ® Round Robin Spillover Mode
WAN health check ivNone ¥

2. >>Policy route all HTTP, DNS, HTTPS, traffic through WAN 1 and failover
to WAN 2.

To achieve this requirement,you just need to add "HTTP,HTTPS and DNS" in
protocol binding page



a.Configure wan type to "Round-Robin" mode.

[Network » Internet » WAN Mode] (7 ()

This page allows user to configure the policies on the three WAN ports for Internet connection.By configuring both WANs, there are two ways for the
router to access the internet. Load balancing allows traffic to and from the internet to be shared across both configured links to ensure one ISP is
not excessively overloaded. Auto-Rollover uses a backup link to preserve internet connectivity for the LAN if the main ISP configured on the primary
WAN fails for any reason.
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b.Add HTTP,HTTPS and DNS in protocol binding page which default
gateway is wanl.
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INetwork » Routing » Protocol Binding I 0 °

This page shows the configured protocol bindings. A user can also add, delete, edit, enable or disable the protocol bindings.Protocol bindings are
required when the Load Balancing feature is in use, and are only applicable when two WAN links are configured. This feature lets you assign a
service to a particular WAN link to ensure the high priority services are sent to the more reliable or less expensive ISP.

Protocol Bindings List

Show| 10 v |entries [Right click on record to get more options ] | & |

Dedicated WAN
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Showing 1 to 3 of 3 entries
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Add New Protocol Binding



Protocol Bindings Configuration °

I Service { HTTP v ‘
Local Gateway WAN2 WAN3
Source Network ® Any Single Address Address range
Destination Network ® Any Single Address Address range

Please notice that when we run traffic (FTP,SSH,telnet etc.) which are not
configured in protocol binding page, then traffic can go through WAN1 or
WAN2 as wan mode is in load balancing round robin.When services such as
(HTTP/DNS/HTTPS) is requested, the traffic is sent through WAN1.

The test result you can refer “attachment2”.

3.>>Send all source 2nd VLAN 172.16.15.10 / 24 through WAN 2.

We can use protocol binding to achieve this.Configure service as 'ANY' through
WANZ2 only for source IP range(say 172.16.15.100 - 172.16.15.200).With this
traffic sent by VLAN host will go through WAN2.

a.Configure wan type to "Round-Robin" mode.
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rNetwork » Internet » WAN Mode |l o e

This page allows user to configure the policies on the three WAN ports for Internet connection.By configuring both WANs, there are two ways for the
router to access the internet. Load balancing allows traffic to and from the internet to be shared across both configured links to ensure one ISP is
not excessively overloaded. Auto-Rollover uses a backup link to preserve internet connectivity for the LAN if the main ISP configured on the primary
WAN fails for any reason.
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b.Add vilan2 and configure port 3 to vian2.
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[Network_» VLAN » Port VLANJ 0 Q

This page allows user to configure the port VLANs. A user can choose ports and can add them into a VLAN.In order to tag all traffic through a specific
LAN port with a VLAN ID, you can associate a VLAN to a physical port. The VLAN Port table displays the port identifier, the mode setting for that port
and VLAN membership information. Go to the Available VLAN page to configure a VLAN membership that can then be associated with a port

Port VLANs List

Q|
Port1 Access 1 1
Port2 Access 1 1
IPOI't3 Access 2 2 I
Port4 Access 1 1

Showing 1 to 4 of 4 entries

c.Add protocol binding page which address range is for vlan2 and default
gateway is wan2,
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This page shows the configured protocol bindings. A user can also add, delete, edit, enable or disable the protocol bindings.Protocol bindings are
required when the Load Balancing feature is in use, and are only applicable when two WAN links are configured. This feature lets you assign a
service to a particular WAN link to ensure the high priority services are sent to the more reliable or less expensive ISP.

Protocol Bindings List

Show| 10 v |entries [Right click on record to get more options ] | Q, l
Statu: & | Service & | Local Gatewa: © | Source Network | Destination Network
Enable ANY Configurable WAN 172.16.15.11-172.16.15.254 Any
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Service ANY v ‘

Local Gateway WAN1 ® WAN2 WAN3

Source Network Any Single Address I ® Address range I

Start Address [172.16.15.11 |

: <-Vlan2IP range
End Address | 172.16.15.254 ‘
Destination Network ® Any Single Address Address range




Result:We can see client belongs vian2 will go through wan2 only.
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IPV6 Connection Type: IPv6 is disabled
IPV4 Connection State: Not Yet Connected
IPV6 Connection State: IPv6 is disabled
Link State: LINK DOWN

WAN Mode: Load Balancing - Round Robin
Gateway: 0.0.0.0

Primary DNS: 0.0.0.0

Secondary DNS: 0.0.0.0

wWAN2 Information

MAC Address:
IPv4 Addres
IPV6 Addres
wan state: UP

NAT (IPv4 only): Enabled

IPv4 Connection Type: PPPOE

IPV6 Connection Type: IPv6 is disabled

IPv4 Connection State: Connected

IPV6 Connection State: IPv6 is disabled
Link state: LINK UP

WAN Mode: Load Balancing - Round Robin

Gateway: 168.95.98.254

Primary DNS: 168.95.192.1

Secondary DNS: 168.95.1.1
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