
How to establish IPsec VPN by using X509 certificate? 
 
This document shows how to establish IPsec VPN between two DSR by using RSA signature. 
 

[Topology] 

PC1 --- (Lan)DSR-1000AC(Wan1) --- IPsec VPN --- (Wan1)DSR-1000/B1(Lan) --- PC2 
 

Windows server 
 
Note: Windows server only needs to publish certificate so no need to put in this topology. 
 

[Firmware Version] 

DSR-1000AC: 3.17B501C_WW 
DSR-1000/B1: 3.17B501C_WW 

 

[IP address] 

DSR-1000AC: 
Wan1: 192.168.11.91/24 
Lan: 192.168.0.0/24 

 
DSR-1000/B1: 

Wan1: 192.168.11.195/24 
Lan: 192.168.10.0/24 

 

[Procedure] 

Before start, please make sure “Certificate Authority” function has been installed on your windows 

server. 
 

1. Access DSR webGUI and go to VPN»IPSec VPN»Certificates»Self Certificate Requests page to 
generate CSR with below content: 

Name: DSR1/DSR2 
Subject:  

        C=TW, ST=Taiwan, L=Taipei, O=D-Link, OU=TSS2, CN=DSR_1   (on DSR-1000AC)  
        C=TW, ST=Taiwan, L=Taipei, O=D-Link, OU=TSS2, CN=DSR_2   (on DSR-1000)  

Hash Algorithm: SHA1 
Signature Key Length: 2048 
Authentication Type: IPsec 



 

 



 
 

2. Right click generated certificate View and copy the text as below: (We will need to use the text 
to apply for the certificate with windows server) 

 



 

 



 
 

3. Go to windows server with URL “ http://<server_ip>/certsrv” to download a CA certificate. 

 



 
4. Apply for DSR IPSec certificate with the text which we saved at step 2. 

 



 

 
Note: Both DSR-1000AC and DSR-1000/B1 need to apply for the certificate, so please do this 
step twice for both devices. 
 
 

5. Go to DSR webGUI VPN»IPSec VPN»Certificates»Trusted Certificates page to upload the CA 

certificate file which we got at step3 on both devices. 



 
 

6. Go to VPN»IPSec VPN»Certificates»Active Self Certificates to upload assigned certificate which 
we got at step 4 on both devices. 



 
 

7. In VPN»IPSec VPN»Certificates»Active Self Certificates, right click the certificate which we 
uploaded at step 6 with Default. 

 



 
 

8. Add IPsec tunnel on DSR-1000AC.  

 



 

 



 

 



 



 
 

9. Add IPsec tunnel on DSR-1000/B1. 

 



 

 



 

 



 

 



 
 

10. Go to Maintenance»Administration»Date and Time page to make sure both device time is the 
same. 

 



 
 

[Result] 

We can see tunnel can be established when we go to Status»Network Information»Active VPNs»IPsec 
SAs page to establish IPsec. 

 
 
Able to ping to DSR-1000/B1 lan from DSR-1000AC lan. 



 
 
 
 
 
 
 
 
 

 
 

 
 

 
 


