USER MANUAL
DSL-26408

VERSION 4.00

Power LAN WLAN DSL Internet

(0} 19 20 30 40 « ®» & DsL-2640B

Wireless ADSL Router

- - -
- - - -

- - - - -

- - - - -
- - - - -
- - - - -

- - - - - -

- - - - - -

D-Link BROADBAND



Table of Content

Table of Contents

PRODUCT OVERVIEW.....ccoteeeeiiiiiiireesssisiresssssssssssssessssssssssssessssnsssssssssnsssnsnsses 3
PACKAGE CONTENTS ...ttt ettt e e e e e e 3
SYSTEM REQUIREMENTS ...ttt e eeeeeeet e e e e e e e e e e e e e s ee s s e e e e eeeesaeseeeeeeensanns 4
INTRODUCTION. ... et 5
FEATURES ... 6
HARDWARE OVERVIEW. .....cceiiiieeeeeeeee e 7

(0701 N {03 1] NS TR 7
LEDS .. 8
HARDWARE OVERVIEW. ... e ee e e et e et e e e e e e e e e eee e e e e aeaeees 8
HARDWARE OVERVIEW. ... et ee ettt e et e e e e e e e e e eeaeeeaaaeees 9
SIDE VIEW ..ottt e e e et e e e e e e eee e e eaaees 9

INSTALLATION.. .o ceeeiiiiirieeiesssissrrersesssssssserresnsssssssssrsssnsssssssssersssnnsssssnsessssnnns 10
BEFORE YOU BEGIN ... e 10
INSTALLATION NOTES ..ot 11
INFORMATION YOU WILL NEED FROM YOUR ADSL SERVICE PROVIDER.................. 13
INFORMATION YOU WILL NEED ABOUT DSL-2640B.........coooiiiiiiiiiiieiie 15
INFORMATION YOU WILL NEED ABOUT YOUR LAN OR COMPUTER:........ceeeeeeeeeennn.. 16
WIRELESS INSTALLATION CONSIDERATIONS ....covtuueieiiieiieetineeeeeeeeeeesineeeeeeeeennnnns 17
DEVICE INSTALLATION ..uuuiiiet ittt eeee e sttt e e e e e e e eeaaaeseeeaeseeabannseesaeseessannaeeeeesenes 18
POWER ON ROUTER ... oottt e e et ee e e e 18
FACTORY RESET BUTTON ..ot 19
NETWORK CONNECTIONS ... ettt e e e e e e e e e e e e teeeeeeeeanene 19

CONFIGURATION.......ciiiitieieeiiiiiiereemssssssiersssnssssssssrresssssssssssseressnssssssssenessnnnnnnn 21
WEB-BASED CONFIGURATION UTILITY .o 21
S TUP e 22

WVIZARD e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e 22
ADSL SETUP ..t e e e e e e e e 27
VVIRELESS ..t e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeaes 29
[N NI = U= TR 34
IS N 36
PARENTAL CONTROL ..vvttiiiiiieetiiie e e e e ettt e e e e e e e eeta e e s e e s eee e s e e e s eeesanaeeeas 37
L OB OUT et 38
ADVANCED ..ottt 39
PORT FORWARDING ...t ettt 39
APPLICATION RULES ... 41

QUOS SETUP .ttt e e et e e et e e e e e e e ea s e eat e eenaneaen 43
OUTBOUND [P FILTER ...t 46
INBOUND IP FILTER ... 47

DINS SETUP e e e e e e e e e e e e e 49
FIREWALL & DIMZ ... .ot e e 51
ADVANCED ADSL ... et e e e 54
ADVANCED WIRELESS .....oiiiiiie oo 55
WI-FI PROTECTED SETUP (WPS) ...oi it 58
ADVANCED LAN oot 60
SINIMP SETUP ..ottt 63
REMOTE MANAGEMENT ...ttt et e et e e eae e 64
IMAINTENANCE . ... oo et e et eeee e 65
PASSWORD.....ceeeeeee e e 65
SAVE/RESTORE SETTINGS ...t eeeee e e e 66
FIRMWARE UPDATE ... .ot i 67
DIAGNOSTICS ... 68
SYSTEMLOG .. ettt e e e e e e e e aaeeeees 69

S 7N LU S N 71

(0] 23V [0 = 1N =T 71
CONNECTED CLIENTS <. eeteeeteee e e et e e e et e e e e e e e ee e e e e eeaaeens 73

ST AT ST S ettt et 74
ROUTING INFO .o et 76
UsING WINDOWS® 7 AND WPS FOR WIRELESS CONFIGURATION .......covvuuueeennnns 77
CONNECTING TO A WIRELESS NETWORK USING WINDOWS® 7 .....cooevvaeeaaaaaen. 81
CONNECTING TO A WIRELESS NETWORK USING WINDOWS VISTA® .......cceeeeee.. 84
CONNECTING TO A WIRELESS NETWORK USING WINDOWS® XP .......covvvevveeeeannn. 86
TROUBLESHOOTING........ ..ottt iiiiiiiisssssassssessssssssssss e sessnsssssssssnessnnnsssssssens 88
WIRELESS BASICS ... iiiiiiiciiiiiiiesssssssis s sssssssssss e s sssssssssssssssssnsnssssssssenanes 90
NETWORKING BASICS.......cooiiieiiiiiiiiiiiieeesesessseeessssessssssssssssssssssmsnsssssnsnsnsssnsssnsn 93
CHECK YOUR [P ADDRESS.....cuuuiiiiiiiiiei et ettt e e e ettt s e e e e e e et s e e e e e e ennaanns 93
STATICALLY ASSIGN AN [P ADDRESS ...cvvuuiiiiiiiieieieeeeee et e e e e e ee et e e e e e e eeevanns 94
TECHNICAL SPECIFICATIONS ......ocissssssssssssssssnsnsssnsssssnsssnns 95
CONTACTING TECHNICAL SUPPORT .....cccceeeeeeieieeeneeeeeeeseeeesesssnssssssssnsssnsnsnnnes 96

D-Link DSL-2640B User Manual



Section 1 - Product Overview

Product Overview
Package Contents

DSL-2640B Wireless ADSL Router

Power Adapter

CD-ROM with Installation Wizard, User Manual, and Special Offers
One twisted-pair telephone cable used for ADSL connection

One straight-through Ethernet cable

One Quick Installation Guide

Note: Using a power supply with a different voltage rating than the one included
with the DSL-2640B will cause damage and void the warranty for this product.
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Section 1 - Product Overview

System Requirements

e ADSL Internet service
e Computer with:
e 200MHz Processor
e 64MB Memory
e CD-ROM Drive
e Ethernet Adapter with TCP/IP Protocol Installed
e Windows 2000/XP/Vista/7
¢ Internet Explorer v6 or later, FireFox v1.5
e D-Link Click'n Connect Utility
e Computer with Windows 2000/XP/Vista/7
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Section 1 - Product Overview

Introduction
HIGH-SPEED ADSL2/2+ INTERNET CONNECTION

Latest ADSL2/2+ standards provide Internet transmission of up to 24 Mbps downstream, 1 Mbps upstream.

HIGH-PERFORMANCE WIRELESS
Embedded latest 802.11 technology for high-speed wireless connection, complete compatibility with 802.11b wireless devices

TOTAL SECURITY & QoS
Firewall protection from Internet attacks, user access control, WPA/WPA2 wireless security, Wi-Fi Protected Setup (WPS) and priority queues for smooth VolP
traffic/streaming multimedia

ULTIMATE INTERNET CONNECTION

The DSL-2640B ADSL2+ router is a versatile, high-performance remote router for home and the small office. With integrated ADSL2/2+ supporting up to 24
Mbps download speed, firewall protection, Quality of Service (QoS), 802.11g wireless LAN and 4 Ethernet switch ports, this router provides all the functions that a
home or small office needs to establish a secure and high-speed remote link to the outside world.

FIREWALL PROTECTION & QoS

Security features prevents unauthorized access to the home and office network, be it from the wireless devices or from the Internet. The router provides firewall
security using Stateful Packet Inspection (SPI) and hacker attack logging for Denial of Service (DoS) attack protection. SPI inspects the contents of all incoming
packet headers before deciding what packets are allowed to pass through. Router access control is provided with packet filtering based on port and
source/destination MAC/IP addresses. For Quality of Service (QoS), the router supports multiple priority queues to enable a group of home or office users to
experience the benefit of smooth network connection of inbound and outbound data without concern of traffic congestion. This QoS support allows users to enjoy
high ADSL transmission for applications such as VolP and streaming multimedia over the Internet.

*Maximum wireless signal rate derived from IEEE standard 802.11g. Actual data throughput will vary. Network conditions and environmental factors, including volume of network traffic, building
materials and construction, and network overhead, lower actual data throughput rate. Environmental factors will adversely affect wireless signal range.
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Features

Faster Wireless Networking - The DSL-2640B provides up to 270 Mbps* wireless connection with other 802.11g wireless clients. This
capability allows users to participate in real-time activities online, such as video streaming, online gaming, and real-time audio.

e Compatible with 802.11b Devices - The DSL-2640B is still fully compatible with the IEEE 802.11b and g standards, so it can connect with
existing 802.11b and g PCI, USB and Cardbus adapters.

e DHCP Support - Dynamic Host Configuration Protocol automatically and dynamically assigns all LAN IP settings to each host on your
network. This eliminates the need to reconfigure every host whenever changes in network topology occur.

o Network Address Translation (NAT) - For small office environments, the DSL-2640B allows multiple users on the LAN to access the
Internet concurrently through a single Internet account. This provides Internet access to everyone in the office for the price of a single user.
NAT improves network security in effect by hiding the private network behind one global and visible IP address. NAT address mapping can
also be used to link two IP domains via a LAN-to-LAN connection.

o High Performance - Very high rates of data transfer are possible with the Router. Up to 24 Mbps downstream bit rate using the G.dmt
standard. (For ADSL2+)

o Easy Installation - The DSL-2640B uses a web-based graphical user interface program for convenient management access and easy set
up. Any common web browser software can be used to manage the Router. Wi-Fi Protected Setup (WPS) makes the setup process even
simpler by offering Push Button Configuration (PBC) and PIN entry.

*Maximum wireless signal rate derived from IEEE standard 802.11g. Actual data throughput will vary. Network conditions and environmental factors, including volume of network traffic, building
materials and construction, and network overhead, lower actual data throughput rate. Environmental factors will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Overview
Connections

Antenna
A fixed antenna used for
wireless operation.

Reset button

To manually reset, depress
button with the power on for ten
seconds.

Ethernet ports
Use the Ethernet ports to connect

the Router to your Ethernet LAN or
Ethernet devices.

ADSL port Power button Power insert
Use the ADSL cable to connect Push in to power-on the Router. Use the adapter shipped with the
to the your telephone line (RJ-11 Push again to power-off the Router to connect to power

Router.

port). source.
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Section 1 - Product Overview

Hardware Overview
LEDs

Power

Steady green light indicates the
unit is powered on. When the
device is powered off, this
remains dark.

DSL

Steady green light indicates a valid ADSL
connection. This will light after the ADSL negotiation
process has been settled. A blinking green light
indicates activity on the WAN (ADSL) interface.

LAN

A solid green light indicates a valid link
on startup. These lights blink when
there is activity currently passing
through the Ethernet port.

0sL
Wireless ADSL Router DSL-2640B ‘

Internet

Internet

WLAN Steady green light indicates a successful
Steady green light indicates a Internet connection. Steady red light indicates
wireless connection. A blinking green failed Internet connection. Dark if no WAN

|Ight indicates activity on the WLAN protocol is Configured or ADSL is offline. BIinking
interface. green light indicates traffic is passing through

the device.
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Hardware Overview
Side View

WPS Button and LED

Press this button to safely configure
your wireless network. A dark LED
means the device is ready for new
WPS setup. Blue blinking light
indicates that WPS has been
triggered. Solid blue light for 3
seconds indicates a successful
connection.
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the router in an enclosed area
such as a closet, cabinet, or in the attic or garage.

Before you Begin

Please read and make sure you understand all the prerequisites for proper installation of your new Router. Have all the necessary information and
equipment on hand before beginning the installation.
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Section 2 - Installation

Installation Notes

In order to establish a connection to the Internet it will be necessary to provide information to the Router that will be stored in its memory. For some
users, only their account information (Username and Password) is required. For others, various parameters that control and define the Internet
connection will be required. You can print out the two pages below and use the tables to list this information. This way you have a hard copy of all
the information needed to setup the Router. If it is necessary to reconfigure the device, all the necessary information can be easily accessed. Be
sure to keep this information safe and private.

Low Pass Filters

Since ADSL and telephone services share the same copper wiring to carry their respective signals, a filtering mechanism may be necessary to
avoid mutual interference. A low pass filter device can be installed for each telephone that shares the line with the ADSL line. These filters are easy
to install passive devices that connect to the ADSL device and/or telephone using standard telephone cable. Ask your service provider for more
information about the use of low pass filters with your installation.

Operating Systems
The DSL-2640B uses an HTML-based web interface for setup and management. The web configuration manager may be accessed using any
operating system capable of running web browser software, including Windows 2000, Windows XP, Windows Vista, and Windows 7.

Web Browser

Any common web browser can be used to configure the Router using the web configuration management software. The program is designed to
work best with more recently released browsers such as Opera, Microsoft Internet Explorer® version 6.0, Netscape Navigator® version 6.2.3, or
later versions. The web browser must have JavaScript enabled. JavaScript is enabled by default on many browsers. Make sure JavaScript has not
been disabled by other software (such as virus protection or web user security packages) that may be running on your computer.

Ethernet Port (NIC Adapter)

Any computer that uses the Router must be able to connect to it through the Ethernet port on the Router. This connection is an Ethernet connection
and therefore requires that your computer be equipped with an Ethernet port as well. Most notebook computers are now sold with an Ethernet port
already installed. Likewise, most fully assembled desktop computers come with an Ethernet NIC adapter as standard equipment. If your computer
does not have an Ethernet port, you must install an Ethernet NIC adapter before you can use the Router. If you must install an adapter, follow the
installation instructions that come with the Ethernet NIC adapter.

D-Link DSL-2640B User Manual 11



Section 2 - Installation

802.11 Wireless LAN Configuration

All the 802.11 wireless LAN settings may be configured on a single page using the web-based manager. For basic wireless communication you
need to decide what channel to use and what SSID to assign. These two settings must be the same for any wireless workstations or other wireless
access point that communicate with the DSL-2640B through the wireless interface.

Security for wireless communication can be accomplished in a number of ways. The DSL-2640B supports WPA (Wi-Fi Protected Access), WPA2,
and mixed WPA/WPA2. Wireless access can also be controlled by selecting MAC addresses that are allowed to associate with the device. Please
read the section on Wireless Configuration.
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Section 2 - Installation

Information you will need from your ADSL service provider

Username
This is the Username used to log on to your ADSL service provider’s network. It is commonly in the form user@isp.co.uk. Your ADSL service

provider uses this to identify your account.

Password
This is the Password used, in conjunction with the Username above, to log on to your ADSL service provider’s network. This is used to verify the

identity of your account.

WAN Setting / Connection Type
These settings describe the method your ADSL service provider uses to transport data between the Internet and your computer. Most users will use
the default settings. You may need to specify one of the following WAN Setting and Connection Type configurations (Connection Type settings listed
in parenthesis):

o PPPoE/PPoA (PPPoE LLC, PPPoA LLC or PPPoA VC-Mux)

o IPoA/MER (Static IP Address) (Bridged IP LLC, 1483 Bridged IP VC Mux, 1483 Routed IP LLC, 1483 Routed IP VC-Mux or IPoA)

o MER (Dynamic IP Address) (1483 Bridged IP LLC or 1483 Bridged IP VC-Mux)

Modulation Type

ADSL uses various standardized modulation techniques to transmit data over the allotted signal frequencies. Some users may need to change the
type of modulation used for their service. The default DSL modulation (ADSL2+ Multi-Mode) used for the Router automatically detects all types of
ADSL, ADSL2, and ADSL2+ modulation. However, if you are instructed to specify the modulation type used for the Router, you may choose among
the numerous options available on the Modulation Type drop-down menu on the ADSL Configuration window (Advanced > ADSL)
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Section 2 - Installation

VPI

Most users will not be required to change this setting. The Virtual Path Identifier (VPI) is used in conjunction with the Virtual Channel Identifier (VCI)
to identify the data path between your ADSL service provider’s network and your computer. If you are setting up the Router for multiple virtual
connections, you will need to configure the VPI and VCI as instructed by your ADSL service provider for the additional connections. This setting can
be changed in the WAN Settings window of the web management interface.

VCI

Most users will not be required to change this setting. The Virtual Channel Identifier (VCI) used in conjunction with the VPI to identify the data path
between your ADSL service provider’s network and your computer. If you are setting up the Router for multiple virtual connections, you will need to
configure the VPI and VCI as instructed by your ADSL service provider for the additional connections. This setting can be changed in the WAN
Settings window of the web management interface.
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Section 2 - Installation

Information you will need about DSL-2640B

Username
This is the Username needed to access the Router’s management interface. When you attempt to connect to the device through a web browser you
will be prompted to enter this Username. The default Username for the Router is “admin.” The user cannot change this.

Password
This is the Password you will be prompted to enter when you access the Router’s management interface. The default Password is “admin.” The
user may change this.

LAN IP addresses for the DSL-2640B

This is the IP address you will enter into the Address field of your web browser to access the Router’s configuration graphical user interface (GUI)
using a web browser. The default IP address is 192.168.1.1. This may be changed to suit any IP address scheme the user desires. This address will
be the base IP address used for DHCP service on the LAN when DHCP is enabled.

LAN Subnet Mask for the DSL-2640B
This is the subnet mask used by the DSL-2640B, and will be used throughout your LAN. The default subnet mask is 255.255.255.0. This can be
changed later.
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Section 2 - Installation

Information you will need about your LAN or computer:
Ethernet NIC

If your computer has an Ethernet NIC, you can connect the DSL-2640B to this Ethernet port using an Ethernet cable. You can also use the Ethernet
ports on the DSL-2640B to connect to other computer or Ethernet devices.

DHCP Client status

Your DSL-2640B ADSL Router is configured, by default, to be a DHCP server. This means that it can assign an IP address, subnet mask, and a
default gateway address to computers on your LAN. The default range of IP addresses the DSL-2640B will assign are from 192.168.1.2 to
192.168.1.254. Your computer (or computers) needs to be configured to obtain an IP address automatically (that is, they need to be configured as
DHCP clients.)

It is recommended that your collect and record this information here, or in some other secure place, in case you have to re-configure your ADSL

connection in the future.
Once you have the above information, you are ready to setup and configure your DSL-2640B Wireless ADSL Router.
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Section 2 - Installation

Wireless Installation Considerations

DSL-2640B lets you access your network using a wireless connection from virtually anywhere within the operating range of your wireless network.
Keep in mind, however, that the number, thickness and location of walls, ceilings, or other objects that the wireless signals must pass through, may
limit the range. Typical ranges vary depending on the types of materials and background RF (radio frequency) noise in your home or business. The
key to maximizing wireless range is to follow these basic guidelines:

1.

Keep the number of walls and ceilings between the D-Link router and other network devices to a minimum - each wall or ceiling can reduce your
adapter’s range from 3-90 feet (1-30 meters.) Position your devices so that the number of walls or ceilings is minimized.

Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a 45-degree angle appears to be almost 3 feet (1
meter) thick. At a 2-degree angle it looks over 42 feet (14 meters) thick! Position devices so that the signal will travel straight through a wall or
ceiling (instead of at an angle) for better reception.

Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on range. Try to position access points,
wireless routers, and computers so that the signal passes through drywall or open doorways. Materials and objects such as glass, steel, metal,
walls with insulation, water (fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate RF noise.
If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and home security systems), your wireless

connection may degrade dramatically or drop completely. Make sure your 2.4GHz phone base is as far away from your wireless devices as
possible. The base transmits a signal even if the phone in not in use.
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Device Installation

The DSL-2640B Wireless ADSL Router maintains three separate interfaces, an Ethernet LAN, a wireless LAN and an ADSL Internet (WAN)
connection. Carefully consider the Router’s location suitable for connectivity for your Ethernet and wireless devices. You must have a functioning
broadband connection in order to use the Router’s WAN function.

Place the Router in a location where it can be connected to the various devices as well as to a power source. The Router should not be located
where it will be exposed to moisture, direct sunlight or excessive heat. Make sure the cables and power cord are placed safely out of the way so
they do not create a tripping hazard. As with any electrical appliance, observe common sense safety procedures.

The Router can be placed on a shelf, desktop, or other stable platform. If possible, you should be able to see the LED indicators on the front if you
need to view them for troubleshooting.

Power on Router

The Router must be used with the power adapter included with the device.

1. Insert the AC Power Adapter cord into the power receptacle located on the rear panel of the Router and plug the adapter into a suitable nearby
power source.

2. Push down the Power button, and you should see the Power LED indicator light up and remain lit.

3. If the Ethernet port is connected to a working device, check the Ethernet Link/Act LED indicators to make sure the connection is valid. The
Router will attempt to establish the ADSL connection, if the ADSL line is connected and the Router is properly configured this should light up
after several seconds. If this is the first time installing the device, some settings may need to be changed before the Router can establish a
connection.

D-Link DSL-2640B User Manual 18
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Factory Reset Button

The Router may be reset to the original factory default settings by using a ballpoint or paperclip to gently push down the reset button in the following
sequence:

1. Press and hold the reset button while the device is powered off.

2. Turn on the power.

3. Wait for 10 seconds and then release the reset button.

Remember that this will wipe out any settings stored in flash memory including user account information and LAN IP settings. The device settings
will be restored to the factory default IP address 192.168.1.1 and the subnet mask is 255.255.255.0, the default management Username is “admin”
and the default Password is “admin.”

Network Connections

Connect ADSL Line

Use the ADSL cable included with the Router to connect it to a telephone wall socket or receptacle. Plug one end of the cable into the ADSL port
(RJ-11 receptacle) on the rear panel of the Router and insert the other end into the RJ-11 wall socket. If you are using a low pass filter device, follow
the instructions included with the device or given to you by your service provider. The ADSL connection represents the WAN interface, the
connection to the Internet. It is the physical link to the service provider’s network backbone and ultimately to the Internet.

Connect Router to Ethernet

The Router may be connected to a single computer or Ethernet device through the 10BASE-TX Ethernet port on the rear panel. Any connection to
an Ethernet concentrating device such as a switch or hub must operate at a speed of 10/100 Mbps only. When connecting the Router to any
Ethernet device that is capable of operating at speeds higher than 10 Mbps, be sure that the device has auto-negotiation (NWay) enabled for the
connecting port. Use standard twisted-pair cable with RJ-45 connectors. The RJ-45 port on the Router is a crossed port (MDI-X). Follow standard
Ethernet guidelines when deciding what type of cable to use to make this connection. When connecting the Router directly to a PC or server use a
normal straight-through cable. You should use a crossed cable when connecting the Router to a normal (MDI-X) port on a switch or hub. Use a
normal straight-through cable when connecting it to an uplink (MDI-Il) port on a hub or switch. The rules governing Ethernet cable lengths apply to
the LAN to Router connection. Be sure that the cable connecting the LAN to the Router does not exceed 100 meters.
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Hub or Switch to Router Connection Sulientiup
Connect the Router to an uplink port (MDI-II) on an Ethernet hub or switch with
a straight-through cable as shown in this diagram. If you wish to reserve the
uplink port on the switch or hub for another device, connect to any on the other
MDI-X ports (1x, 2x, etc.) with a crossed cable.

10/100 BASE-TX Cable

Work with uplink and Ethernet
MDI/ MDIX Port 10/100 BASE-TX

Computer to Router Connection

You can connect the Router directly to a 10/100BASE-TX Ethernet adapter
card (NIC) installed on a PC using the Ethernet cable provided as shown in this
diagram.

10/100 BASE-TX

D-Link DSL-2640B User Manual 20



Section 3 — Configuration

Configuration

This section will show you how to configure your new D-Link wireless router using the web-based configuration utility.

Web-based Configuration Utility

Connect to the Router

To configure the WAN connection used by the Router it is first necessary to communicate with the Router through its management interface, which
is HTML-based and can be accessed using a web browser. The easiest way to make sure your computer has the correct IP settings is to configure
it to use the DHCP server in the Router. The next section describes how to change the IP configuration for a computer running a Windows operating
system to be a DHCP client.

‘A about:blank - Microsoft Internet Explorer

To access the configuration utility, open a web-browser such as Internet Explorer |:
and enter the IP address of the router (192.168.1.1). . o - B R 6

| 3 o /':" Search 5% Favorite

- address | €] hetpiff192.168.1, 1/

Type “admin” for the User Name and “admin” in the Password field. If you get a
Page Cannot be Displayed error, please refer to the Troubleshooting section
for assistance.

Log in to the router

BROADBAND

D-Link DSL-2640B User Manual 21



Section 3 — Configuration

Setup

This chapter is concerned with using your computer to configure the WAN connection. The following chapter describes the various windows used to
configure and monitor the Router including how to change IP settings and DHCP server setup.

Wizard

Click on the Setup Wizard button to launch the Setup Wizard.
ADSL Setup

Wireless Setup
If you are configuring this device for the first time, D-Link recommends t
LAN Setup button, and follow the instructions on screen. If yvou wish to modify or o
tick Manual Setup to enable the ADSL Connection Setup,
Time and Date
Parental Control
Setup Wizard | r

‘DSL-?E-WB // |
ADSL Setup

Wireless Setup

Manual

WELCOME TO D-LINK SETUP WIZARD
There are three steps to configuring your router. Click on the Next to
continue.

SETUP | ADVANCED MAINTENANCE

This wizard will guide you through a step-by-step process to configure your ner
LAN Setup the Internet,

Time and Date

® Step 10 Change your D5SL-26408 router pas
Parental Control ® Step 2: Select Internet Connection

e 5Step 3: Restart

_ — | — |
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STEP 1: CHANGE YOUR DSL-2640B PASSWORD

The default password is "admin", in order to secure your network, please
modify the password. Note: Confirm Password must be same as "New
Password". Of course, you can click on the Skip to ignore the step.

STEP 2: SELECT INTERNET CONNECTION TYPE
Please select your Country and ISP, the VPI and VCI information Will display
Automatically. Of course, you can modify the information.

If, you cannot find the country and ISP in the list below; you can select
"Others".

Click on the Next button to go to the next Setup Wizard window.

SETUP ‘ ADVANCED MAINTENANCE .

DSL-26408 / , |

ADSL Setup

Wireless Setup

LAN Setup

ime and Date

Parental Control

Logout

The factory default password of this router is 'admin’. To help secure your network, D-Link |
you should choose a new password between 1 and 63 characters. If you do not wish to ch
password now, just Click Skip to continue, Click Mext to proceed to next step.
Current password : !
New password : | |
i

Confirm password :

[Back ] [ Next ] ’Skjp ] [ Cancel ]

SETUP ‘ ADVANCED MAINTENANCE -

| DSL-26408B //

ADSL Setup
Wireless Setup

AN Setup

L

L 7

Encish =

Please select your Country and ISP (Internet Service Provider) from the list below. If your Co
notin the list, please select "Other”,

Country : Im
ISP Provider : Im
ver: [ |
va: [

Connection Type: I 'I

Back | MNext | Cancel |
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STEP 2: SELECT INTERNET CONNECTION TYPE

[DSL-26408 // SETUP ADYANCED MAINTENANCE STATUS

Select the appropriate Internet connection type based on the information ADSL Setup ISP T T T
provided to you by your ISP. .

etup

Click on the Next button to go to the next Setup Wizard window.

Using the Setup Wizard - For PPPoE/PPPoA connection
Type in the Username and Password (and PPPoE Service Name, if required
by your ISP).

Wireless Setup

The Auto PVC Scan feature will not work in all cases so please enter the Time and Date
VPI/NCI numbers if provided by the ISP. Parental Control

Logout

Select the Connection Type that your ISP has informed you to use.

Click on the Next button to go to the next Setup Wizard window.

Select the appropriate Internet connection type based on the information as provided by your ISP, Click

Mext to continue.

*  ppPPoE;PPPoA
(& Dynamic IP Address
" static IP Address

& Bridging

Choose this option if your ISP uses PPPoE/PPPoA.(For most DSL
users)

Choose this option if your ISP uses Dynamic IP Address over DSL,
Choose this option if your ISP uses Static IP assignments.

Chaose this option if vour ISP uses Bridging.

Back | Mext | Cancel |

‘fou have selected PPPoE PPPoA Internet connection. Please enter the appropriate information below as

provided by your ISP,

Please enter the information exactly as shown taking note of upper and lower cases. The Auto PYC Scan
feature will not work in all cases so please enter the VPIVCI numbers if provided by the ISP,

Click Next to continue.

DSL-26408 /{ SETUP ADVANCED MAINTENANCE STATUS

Username : I
Password : I

Auto PVC Scan: |
VPI: IU—
VCI: |3‘8—
Connection Type: lm

Back | Mext | Cancel |
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Using the Setup Wizard - For Dynamic IP Address connection Ps=«JJilll - [IEEINIEEEEESESEE
Please enter the appropriate information below as provided by your ISP. The [essws | [ewrn e comecmon e |

Auto PVC Scan feature will not work in all cases so please enter the VPI/VCI| EESESE _ _ o
. ) ‘fou have selected Dynamic IF Internet connection. Please enter the appropriate information below as
numbers if prOVIded by the ISP. LAN Setup provided by your ISP,

Time and Date

The Auto PVC Scan feature will not work in all cases so please enter the VPI/NCI numbers if provided by the
ISP. Some ISPs require that you clone your PC MAC address to the DSL router, simply Click on the button

Click on the Next button to go to the next Setup Wizard window. Farental Contrel e

Logout
Click Next to continue.

Auto PVCScan: [
VPI: |1—
VCI: |32—
Connection Type: IW

Cloned MAC Address: | 00:00:00:00:00:00

Reboot

Copy Your PC's MAC Address |

Back | MNext | Cancel |

Using the Setup Wizard - For Static IP Address connection
Please enter the appropriate information below as provided by your ISP. The [ossen ] | STEP 2: SELECT INTERWET comnEcTIOn TYeE
AUto PVC Scan feature WI” nOt Work In a” cases so please enter the VPINCI e Seu ‘fou have selected Static IP Internet connection. Please enter the appropriate information below as provided
numbers |f prov|ded by the ISP LAN Setup by your ISP, The Auto PVC Scan feature will not :Norkin all cases so please enter the VPTVCT numbers if

provided by the ISP.Click Next to continue.
Time and Date

Parental Control Auto PVC Scan: [

Please input the correct IP address, Subnet Mask, Default Gateway and
DNS information. Note: Should you select to leave default Gateway and oot ver: [0

DNS information blank, they should be automatically generated. o E
IP Address : W

Subnet Mask : W
Connection Type : I 1483 Bridged IP LLC VI
Default Gateway : IW

Primary DNS Server: W
Secondary DNS Server : I 168.95.1.1

Click on the Next button to go to the next Setup Wizard window.

Reboot

Back | Mext | Cancel |
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Using the Setup Wizard - For Bridging connection

Please enter the appropriate information below as provided by your ISP. The
Auto PVC Scan feature will not work in all cases so please enter the VPI/VCI
numbers if provided by the ISP.

DSL-26408 // SETUP ADYANCED MAINTENANCE STATUS

‘fou have selected Bridge Internet connection. Please enter the appropriate information below as provided
by wour ISP, The Auto PYC Scan Feature will not work in all cases so please enter the VPIVCI numbers if
provided by the ISP,

Click Mext ko conkinue.

Auto PYC Scan: [

YPI: IS
¥YCI: |35
Connection Type : I 1483 Bridged IP LLC vl
Back | Mext | Cancel |

STEP 3: RESTART e e T W

Click Back to review or modify settings. Click on Restart to apply current ADSL Setup
settings and reboot the DSL-2640B router. If your Internet connection does

H H H Sety lete. Click Back to iew dify settings. Click Restart to I t setti
not work after the router restarts, you can try the Setup Wizard again with tre D51 -26408 rouier. 1 your Inferme connexcion does ot ek afterrestarty you con ry e

Internet connection details as provided to you by your ISP.
Back | Restart |

Logout

Cancel |

alternative SettingS or use Man ua| Setup instead prOVided yOU have yOUI‘ - again with alternative settings or use Manual Setup instead if you have your Internet connectior
provided by your ISP.

DSL ROUTER REBOOT
Please ensure you do not turn the Router off while it is rebooting. After
the Router has successfully rebooted, you can again configure the Router as

desired. You can also test the WAN connection by accessing the Internet with | The D5L Router has been configured and is rebooting. Please wait. .
your browser. If necessary, reconfigure your PC's IP address to match your new conf

Close the DSL Router Configuration window and wait for 1 minute before |””|”””””
reopening your web browser. If necessary, please reconfigure your
computer’s IP address to match your new configuration.
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ADSL Setup

To access the ADSL SETUP (WAN) settings window, click on the ADSL Setup button in the SETUP directory and select the Manual Setup to

configure the MANUAL ADSL interface in this page:

ADSL SETUP e/ |

SETUP | ADYANCED MAINTENANCE STATUS |

Check the Manual Setup item and configure the below messages as in 51 Setup
WIZARD.

Click on the Save Settings button to save your settings. You will be asked
to reboot by a pop-up window. Click on the OK to reboot the router.

Click on the Connect button to connect the router to the Internet with the
WAN interface.

If wou are configuring this device For the First time, D-Link recommends that you click the Setup Wizard
button, and fFollow the instructions on screen, IF you wish to modify or configure the ADSL settings manually,
tick Manual Setup ko enable the ADSL Connection Setup,

Setup Wizard | ¥ Manual Setup

MANUAL ADSL CONNECTION SETUP

Please select the appropriate option to connect to your ISP.

Choose this option if your ISP uses PPPoESPPPoA. (For most DSL

' pPPPOE/PPPOA users)

[ Dynamic IP Address Choose this option if your ISP uses Dynamic IP Address over DL,
' Static IP Address Choose this option if your ISP uses Static IP assignments,
 Bridging Choose this option if your ISP uses Eridging,

PPPOE/PPPOA INTERMNET CONNECTION TYPE :

Enter the information provided by your Internet Service Provider (ISP,

Username : l—
Password : l—
Service Name : l—
Connection Type : Im
MTU : |1492—
Idle Time Out : ID— Minutes (0 = Always COn)

¥PI: I
¥CI: I

Save Settings | Conneck | Cancel |
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When the router is connected to the Internet, the Internet Online graphical |pszsocfJJll  s=ve [ EEEEE EERT

icon will be alit in colour. If it is in dark and you are having problems ADSL Setup
browsing web pages, then there may be a problem with your internet |
settings and you will need to revert to step 2. LA Sstup

Click on the Disconnect button to disconnect the router to the Internet and [T

the icon will be dark.

If vou are configuring this device For the First time, D-Link recommends that you click the Setup Wizard
button, and Faollow the instructions on screen. IF you wish to modify or configure the ADSL settings manuall,
tick Manual Setup ko enable the ADSL Connection Setup,

Setup Wizard | ¥ Manoal Setup

MANUAL ADSL CONNECTION SETUP

Please select the appropriate option to connect to your ISP.

Choose this option if wour ISP uses PPPoE/PPPo&.(For most DSL

' PPPOE/PPPOA users)

[ Dynamic IP Address Choose this option iF wour ISP uses Dynamic IP Address ower DAL,
static IP Address Choose this option iF wour ISP uses Static IP assignments,

" Bridging Choose this option if wour ISP uses Bridging.

PPPOE/PPPOA INTERNET CONNECTION TYPE :

Enter the information provided by your Internst Service Provider {ISP).

Username : l—
Password : l—
Service MName : l—
Connection Type : Im
mro: ez
Idle Time Out : ID— Minutes (0 = Always On)

YPI: I
YCI: I

Save Sethings | Conneck | Cancel |
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Wireless

Use this section to configure the wireless settings for your D-Link router. Please note that changes made in this section will also need to be
duplicated onto your wireless clients and PC.

To access the WIRELESS (WLAN) settings window, click on the Wireless Setup button in the SETUP directory.
WIRELESS NETWORK SETTINGS o[

Click on the Enable Wireless box to allow the router to operate in the _
ereless enVIronment Use this section to configure the wireless settings for your D-Link router. Please note that changes made on
this section will also need to be duplicated to your wireless dients and PC.
The SSID identifies members of the Service Set. Accept the default
. . . arental Control

name or Change |t tO Somethlng else If the defaU"Z SSID IS Changed, a" rlvl:\rou‘rill':ssselflz:glglriéfl:lgo]ﬂlgieds:nwoet:;r:;‘?é:;fl;itpﬁ::&itgesrecommends that you dick the Secure
other devices on the wireless network must also use the same SSID. _ |

’/’ Secure My Wireless MNetwork

i

Enable Wireless: [
Wireless Network Name (SSID) : I dlink

Enable Auto Channel Scan: [

Enable Auto Channel Scan so that the router can select the best
possible channel for your wireless network to operate on.

The Wireless Channel can let you select the channel of your access
point. Channel availability is different for different countries due to their

Wireless Channel :

regulation.

802.11 Mode : [Mixed 302, 11gand 802.11b x|

Transmission Rate :

Hide Wireless Network :

IBest {automatic) 'I {Mbit/s)
r

Select 802.11 Mode to operate in b/g mode. Or select specified mode to
use.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three wirgless
security modes including: WEP, WPA-Personal, and WPA-Enterprise. WEP is the original wireless encryption
standard. WPA provides a higher level of security. WPA-Personal does not require an authentication server.
The WPA-Enterprise option requires an external RADIUS server.

Security Mode : Ir-lone vl

Transmission Rate, suggest keeping the Best (automatic) selection.

Click on the Hide Wireless Network box to allow the router to stop
broadcasting its SSID.

SSID and security Key as you will need to duplicate the same settings to your wireless

Apply Settings | Cancel |
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WIRELESS SECURITY WIZARD
Click on the Secure My Wireless Network button to enter the SECURE
MY WIRELESS NETWORK window.

SECURE MY WIRELESS NETWORK
Input the SSID.

Select the Wireless Channel.

Select the Encryption type. WPA-PSK is more secure than
WEP 64 bit.

Click on the Apply Settings button to apply the settings

DSL-26408 / /

Wireless Setup
LAN Setup
Time and Date

Parental Control

Logout

Reboot

SETUP | ADVANCED MAINTENANCE m

D-Link recommends that you secure your wireless network.

Wireless Network Name (55ID) : I dlink

Flease chose a name for your wireless network. This name can be between 1-32 characters long. Example:
‘dlink’,

Wireless Channel : IAuto Channel(recommended) j

D-Link will automatically select the best wireless channel for your environment. It is recommended not to

change this setting.
Encryption : Inone vl

This setting will add security to your wireless network, preventing unauthorised wireless users from accessing
your network., You can choose WEP 64 bit, or the stronger WPA-PSK.

Apply Settings | Cancel |
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WIRELESS SECURITY MODE - WEP

WEP (Wireless Encryption Protocol) encryption can be enabled for
security and privacy. WEP encrypts the data portion of each frame
transmitted from the wireless adapter using one of the predefined keys.
The router offers 64 or 128 bit encryption with four keys available.

Select WEP Key Length from the drop-down menu. (128 bit is stronger
than 64 bit)

Enter the key into the WEP Key field 1~4. (Key length is outlined at the
bottom of the window.)

Specify the encryption key from the Default WEP Key drop-down menu.

Select Authentication type from the drop-down menu. (Shared is
better than Open)

Click on the Apply Settings button to apply settings.

WIRELESS SECURITY MODE

To prokect wour privacy vou can configure wireless security features, This device supports three wireless
security modes including: WEP, WPA-Personal, and WPA-Enterprise. WEP is the original wireless encrvption
standard, WPA provides a higher level of security, WPA-Personal does not reguire an authentication server,
The WPA-Enterprise option requires an external RADIUS server,

Security Mode : IWEF‘ LI

WEP is the wireless encryption standard. To use it wou musk enter the same key(s) into the router and the
wireless stations, For 64 bit kews wou must enter 10 hex digits into each key box, For 128 bit keys wou must
enter 26 hex digits into each key box, & hex digit is either a number from 0 ko 9 or a letter From & ko F, Faor
the most secure use of WEP sek the authentication type to "Shared Key" when WEP is enabled.

¥ou may also enter any text string inkto a WEP keyw box, in which case it will be corwerted into a hexadecimal
ke using the ASCTT values of the charackers, A maxirmum af 5 kext charackers can be entered Far 64 hit
kews, and a maximum of 13 characters for 123 bit kewvs,

WEP Key Length: | 128 bit(26 hex digits) = | (length applies to all keys)
WEPKey 1: |

WEP Key 2

a
WEP Key 3: |
WEP Key 4: |

Default WEP Key : IWEP Key 1 vI

Authentication : |O|:uen or Shared Key LI

Please take note of wour SSI0 and security Key as vou will need to duplicate the same settings ko your wireless
devices and PiC.
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WIRELESS SECURITY MODE — WPA-Personal

WPA-PSK
WPA-PSK configuration is similar to WEP. The key length is between 8
to 63 ASCII codes.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security Features, This device supports three wireless
security modes including: WEP, WPA-Persanal, and WPA-Enterprise. WEP is the ariginal wirgless encryption
standard, WPA provides a higher level of security, WPA-Personal does not reguire an authentication server,
The WPA-Enterprise option requires an external RADIUS server,

Security Mode : I.ﬁ.utu:u (WPA or WPAZ) ;l

Use WPA or WPAZ mode to achieve a balance of strong security and best compatibilicy, This mode uses
WP For legacy clients while maintaining higher security with skations that are WPAZ capable. Also the
strongest cipher that the client supports will be used. For best security, use WPAZ Only mode, This mode
uses AES{CCMPY cipher and legacy stations are not allowed access with WPA security, For maxinmunm
compatibility, use WPA Only. This mode uses TKIP cipher. Some gaming and legacy devices work only in this
mode,

Tao achieve better wireless perfarmance use WPA2 Only security made {or in other words AES ciphar).

WPA Mode : IWF‘F\-F‘SK "l
Group Key Update Interval : I 0 (secands)

PRE-SHARED KEY

Pre-Shared Key : I

Flease kake note of your 5310 and security kKey as you will need ko duplicate the same settings to yvour wireless
devices and PiZ,
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WIRELESS SECURITY MODE — WPA-Enterprise

802.1x

When WPA enterprise is enabled, the router uses EAP (302, 1x) to authenticate dients via a remote RADIUS

Some network-security experts now recommend that wireless networks server.
use 802.1X security measures to overcome some weaknesses in
standard WEP applications. A RADIUS server is used to authenticate all Authentication Timeout: [&00 (minutes)

potential users. RADIUS server IP Address: |0,0.0.0

Enter your RADIUS server data: IP Address, Port, and Key. RADIUS server Port: [3312

RADIUS server Shared Secret :

Click on the Apply Settings button to apply settings.

el
=
=
s

Apply Settings | Cancel |
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LAN Setup

You can configure the LAN IP address to suit your preference. Many users will find it convenient to use the default settings together with DHCP
service to manage the IP settings for their private network. The IP address of the Router is the base address used for DHCP. In order to use the
Router for DHCP on your LAN, the IP address pool used for DHCP must be compatible with the IP address of the Router. The IP addresses
available in the DHCP IP address pool will change automatically if you change the IP address of the Router.

To access the LAN SETUP setting window, click on the LAN Setup button in the SETUP directory.

ROUTER SETTINGS oo [
To change the Router IP Address or Subnet Mask, type in the desired
values. ctawseree

Wireless Setup

This section allows you to configure the local network settings of your router. Please note that this section is
LAN Setup optional and you should not need to change any of the settings here to get your network up and running.

Time and Date
ROUTER SETTINGS

Parental Control

Use this section to configure the local network settings of your router, The IP Address that is configured
Logout here iz the IP Address that you use to access the Web-based management interface, If you change the IP
Address here, you may need to adjust your PC's network settings to access the network again.

Router IP Address : I 192,168.1.1
Subnet Mask: I 255.255.255.0

DHCP SERVER SETTINGS (OPTIONAL)

DHCP SERVER SETTINGS (OPTIONAL)

The Enable DHCP Server is selected by default for the Router’s Ethernet o - )

LAN interface. DHCP service will Supply P settings to workstations :I:i:j;ilsectun to configure the built-in DHCP Server to assign IP addresses to the computers on your
configured to automatically obtain IP settings that are connected to the

Router though the Ethernet port. When the Router is used for DHCP it Enable DHCP Server: [

becomes the default gateway for DHCP client connected to it. Keep in DHCP TP Address Range : [ 192.125.1.2 w[E2 e

mind that if you change the IP address of the Router the range of IP _

addresses in the pool used for DHCP on the LAN will also be changed. DHCP Lease Time: [24 (hours)

The IP address pool can be up to 253 IP addresses.
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ADD STATIC DHCP (OPTIONAL)
Select Enable to let you reserve the IP Address for the designate PC with
the configured MAC Address. Enable: [~

Computer Name : I ﬂlcumputer r-lamell

The Computer Name can help you recognize the PC with the MAC
Address, such as “Father’s Laptop”.

IP Address: |0.0.0.0

MAC Address: | 00:00:00:00:00:00

Clicking on the Copy Your PC’s MAC Address button will help you get Copy Your PC's MAC Address |
the Mac address from the PC you are using now browsing this web page. El

Clear |

Click on the Save button to save the settings

STATIC DHCP LIST STATIC DHCP LIST
After saved the DHCP reservation, the STATIC DHCP LIST will list the

Conflguratlon . Enable Computer MName MAC Address IP Address

The NUMBER OF DYNAMIC DHCP CLIENTS shows how many DHCP NUMBER OF DYNAMIC DHCP CLIENTS : O
clients (PC or Laptop) connected to the router currently and detailed
information of the CompUter(S) connected. Computer Name MAC Address IP Address Expire Time

Click on the Save Settings button. You will be asked to reboot by a _
pop-up window. Click on the OK to reboot the router. Save Settings

LAN SETUP
Do not turn the Router off while it is rebooting.

The D5L Router has been configured and is rebooting. Please wait...

If necessary, reconfigure your PC's IP address to match your new configuration after reboot finishes.

You might need to re-configure your PC NIC settings to enter the Router’s | fio% |
web manager after reboot.
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Time
The TIME configuration option allows you to configure, update, and maintain the correct time on the internal system clock. From this section you

can set the time zone that you are in and set the NTP (Network Time Protocol) Server. Daylight Saving can also be configured to automatically
adjust the time when needed.

To access the TIME setting window, click on the Time and Date button in the SETUP directory
TIME R/ |

Check the Enable NTP Server. e

The Time Configuration option allews you to configure, update, and maintain the correct time on the internal
system dlock. From this section you can set the time zone that you are in and set the NTP {Network Time
Protocol) Server. Daylight Saving can also be configured to automatically adjust the time when needed.
Select specific time server to use from the NTP Server Used drop-down menu.
Current Router Time: 1.01.2007,00:03:40 Mon
. . - 5 Time Zone: |(GrvIT-DD:IJIJ]- Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London j
Select your operating time zone from the Time Zone drop-down menu. » Enable Dayight Seving.
Daylight Saving Offset :
EEE|
heck the Enable Dayligh ving if n nd then sel he proper
Check the Enable Daylight Saving eeded and then select the prope o s o EAFEEEET

Daylight Saving Offset drop-down menu. Configure the Daylight Saving
Dates from start date to end.

Jan ;I I'_s: LI IS;‘ ;I |2=;|

AUTOMATIC TIME CONFIGURATION

Enable NTP Server: [

Click on the Save Settings button to apply your settings.

NTP Server Used : | ntp.diink. com. tw 3 |nm.dlink‘com.t‘,\' ;I

SET THE DATE AND TIME MANUALLY

Date And Time: Year: | 2007 D

_:m :E‘IESE:

Copy, Your, Computers Time Settings |

Save Settings |
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Parental Control

The PARENT CONTROL provides two useful tools for restricting Internet access. Block Websites allows you to quickly create a list of all web sites
that you wish to stop users from accessing. Time Restrictions allows you to control when clients or PCs connected to Router are allowed to access

the Internet.

To access the PARENT CONTROL setting window, click on the Parent Control button in the SETUP directory

BLOCKED WEBSITES SCHEDULING

Type the Website and select the corresponding time and days. Click on
the Block Website button to add to your blocked websites scheduling
configuration.

Check the Unblock field in the tail of the row, and then click on the
Unblock Website button. The checked items will be deleted from the
table.

INTERNET ACCESS TIME RESTRICTIONS
Select days and time frame to allow/deny this rule.

Click on the Save Settings button to apply settings.

DSL-26408 // SETUP ADYANCED MAINTENANCE STATUS ‘

Time and Date

Parental Control

Logaut

Rebook

Parental Control provides bwo useful kools For restricting Internet access. Block Websites allows you to
quickly create alist of all web sites that wou wish o stop users From accessing. Time Restrickions allows wou
to control when each client or PC is allowed to access the Internet.

BLOCKED WEBSITES SCHEDULING

Website: I

Day{s):  alwesk ™  Select Dayis)
7 son T omon T Tue T wed [T Thu
allpay-24hrs: [

Stark Time : I : I {hour:minute, 24 haur time)
End Time : I : I {hour:minuke, 24 haur time)

BElock \Website |

Time and Days

{ I T I

Website Unblock

INTERNET ACCESS TIME RESTRICTIONS

Mon Tue Wed Thu Fri
I | TR T A

Sat Sun All Allow Deny

LI I RIS TR AT

Time

Istart 'I Iend 'l

- r
I stark I - I end - l ml
- -

LT AT T T R
Istart "I Iend vl |- |— |- I— |- |- |- |- |_
Save Settings |
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Logout

The LOGOUT page enables you you to logout of your router configuration and close the browser.

To access the LOGOUT setting window, click on the Logout button in the SETUP directory

LoGouT ST oo | o | s ]

Click on the Logout button to logout of the router | m
configuration settings and close the browser.

[=]
W
£
ka
Y
!
—
—

ADSL Setup

Wireless Setup

Logging out will close the browser,

LAN Setup

Logout |

Time and Date

Parental Control

Logout

Ihi B

Reboot
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Advanced

This chapter include the more advanced features used for network management and security as well as administrative tools to manage the router,
view status and other information used to examine performance and for troubleshooting.

Port Forwarding

Use the PORT FORWARDING window to open ports in your router and re-direct data through those ports to a single PC on your network
(WAN-to-LAN traffic). The Port Forwarding function allows remote users to access services on your LAN such as FTP for file transfers or SMTP and
POP3 for e-mail. The DSL-2640B will accept remote requests for these services at your Global IP Address, using the specified TCP or UDP
protocol and port number, and then redirect these requests to the server on your LAN with the LAN IP address you specify. Remember that the
specified Private IP Address must be within the useable range of the subnet occupied by the Router.

To access the PORT FORWARDING settings window, click on the Port Forwarding button in the ADVANCED directory

D-Link DSL-2640B User Manual 39



Section 3 — Configuration
PORT FORWARDING RULES CONFIGURATION
Select a service from the Select a Service drop-down menu for a

pre-configured application or type a name in the Custom Server input box to
define your own application.

This is the ability to open ports in your router and re-direct data through those ports to a single PC on your

Type an IP address in the Server IP address input box to appoint the PC to = retier
receive the forwarded packets. —— PURT FORWARDING SETUP

Internal
Protocol  Port
ar

The External Port Start and External Port End box shows the range of the AE— st
ports you want to open on the router. The TCP/UDP means the protocol type of |EEEEEE

the opened ports. The Internal Port Start and Internal Port End box shows
the range of the ports in your PC to receive the forwarded packets

External
Port End

Internal Server IP Remote Remove;
Port End Address P Edit

PORT FORWARDING SETUP

b Remaining number of entries that can be configured: 32
Click on the Add/Apply button to apply settings. © select a service . G §

() Custom Server : ‘

Server IP Address 1| 192.168.1.

-Rehnnt External Port  External Port Internal Port  Internal Port
Start End Protocol Start End Remote IP

=

=

=

=

[Tep

[1ep

[1ep

[1ep

[P

[P

\ | ol | |
\ | ol | |
\ | ol | |
\ | ol | |
\ | ol | |
\ | ol | |
\ | [rer ol | |
\ | ol | |
\ | ol | |
\ | ol | |
\ | ol | |
\ | ol | |

[Tcp

BROADBAND
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Application Rules

Some applications require that specific ports in the Router's firewall be opened for access by the remote parties. Application rules dynamically open
up the Open Start/End ports when an application on the LAN initiates a TCP/UDP connection to a remote party using the Trigger Start/End ports.
The router allows the remote party from the WAN side to establish new connections back to the application on the LAN side using the Open
Start/End ports. A maximum of 32 entries can be configured.

To access the APPLICATION RULES setting window, click on the Application Rules button in the ADVANCED directory.
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APPLICATION RULES CONFIGURATION
Select a name from the Select an Application drop-down menu

for pre-configured application or type a name in the Custom
Application input box to define your own rules.

Enter your Trigger Port Start, Trigger Port End and the Trigger
Protocol. Enter values for Open Port Start and Open Port End,
and select the Open Protocol to be used.

Click on the Add/Apply button to apply settings.

Remote Management

ogouk

BROADBAND

This option is used ko pre-configure single or mulkiple trigger ports on your router that will automatically
activate when the router senses data sent to the Inkernet from one of these applications.

The masimum entries can be configured are 32

ADD APPLICATION RULES CONFIGURATIDN

Remaining number of entries that can be configured: 32

() Select an application o | (Click ko Select) v

() Custom application : | |

Trigger Port  Trigger Port Trigger Dpen Porkt DOpen Port Open
Stark End Protocol Stark End Protocol

[1ep [Tcp

[1ep [Tcp

[1ep [Tcp

[1ep [Tcp

[1ep [Tcp

[1ep [Tcp

[1ep [Tcp

[1ep [Tcp

Addfapply

ACTIVE APPLICATION RULES

Application Trigger Open Remoye
Name Protocol Port Range Protocol Port Range
Start End Start End
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QoS Setup

QoS or Quality of service allows your Router to help prioritize the data packet flow in your router and network. This is very important for time

sensitive applications such as VolP where it may help prevent dropped calls. Large amounts of non-critical data can be scaled so as not to affect
these prioritised sensitive real-time programs. D-Link has pre-setup some often used rules for the QoS. VolP and H.323 are often used for Internet

calls.

To access the QoS SETUP setting window, click on the QoS Setup button in the ADVANCED directory.

QoS SETUP
Check the service type and configure the port range if need.

Click on the Save Settings button to apply settings

ADVANCED QoS SETUP

Click on the Advanced QoS button to enter the QUALITY OF
SERVICE SETUP window.

SETUP ADYANCED MAINTENANCE STATUS HELP

al [a 5
QoS Setup

Outbound Filker

English [v]

e |

Quality of Service Setup can be used to improve data flow For different applications by prioritising the
network traffic based on selected criteria,

ADVANCED 0OS SETUP

Advanced Qo5

it
QoS SETUP -

YOIP(SIPY: [ seart Port: End Part:

H32%: [ startport: End Port:

FTP: [ Startport: End Port:

MSNMessenger:  []  Start port: End Part:

IPSEC{YPN Passthrough): []
Save Setkings

BRORADBAND
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QOS
The QUALITY OF SERVICE SETUP table shows the list of Quality of Service
Setup rules that have been added.

To add a new QoS rule, click on the Add button

QOS SETUP
Enter the QoS Class Name and specify the Rule Status.

Assign a Classification Queue to where the QoS will be used and its
Differentiated Services Code Point (DSCP) Mark.

Choose "add" or "Remaove” to configure netwoark traffic classes.,

QUALITY OF SERYICE SETUP

MARK
Class Name DSCP Mark Queue ID 802.1P Mark Enable/Disable Details Edit/Remove

The screen creates a traffic class rule to classify the upstrean traffic, assign queue which defines the
precedence and the interface and optionally overwrite the IP header DSCP byte. A rule consists of a class
name and at least one condition below, All of the specified conditions in this classification rule must be
satisfied For the rule to take effect, Click "apphy" ko save and activate the rule,

Assign ATM Priority and/or DSCP Mark for the class
If non-blank value is selected Far ‘Assign Differentiated Services Code Paint (DSCP) Mark!, the correcponding
D3P byte in the IP header of the upstream packet is overwritten by the selected value.,

NETWORK TRAFFIC CLASS RULE

Q05 Class Mame | |

Fuule Skatus (Click. ko Select) |+

WMssign Classification Queus | (Click to Select) w

Wssign Differentiated Services Code Paink (DSCP) Mark Mo Change w
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SPECIFY TRAFHIC CLASSIFICATION RELES Sopeony A cAssICATION RULES
Define the set of conditions for SET-1 by specifying the Physical LAN Port, Enter the Following conditions either For TP level, SET-1, or For IEEE 802.1p, SET-2,
Protocol, Differentiated Services Code Point Check, Source and

Destination IP Types and MAC Address.

Pheysical LAM Port : Ay b4
Choose the 802.1p Priority for SET-2 and click on the Apply button to add this  |.,..... rr . B
new rule. Differentiated Services Code Point (DSCP) Check : Ay v
Cource IP Type Ay “
|
Fource Pork Type @ Ay

Destination IP Type @ Ay

Ceskination Port Type & Ay

Fource MACZ Address

Fource MAC Mask

Destination MAC Address :

Destination MAC Mask !

IS TN

02, 1p Priority Ay W

[ apply ] [ Cancel ]
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Outbound IP Filter

By default, all outgoing IP traffic from the LAN is allowed. The Outbound Filter allows you to create a filter rule to block outgoing IP traffic by

specifying a filter name and at least one condition below. All of the specified conditions in this filter rule must be satisfied for the rule to take effect.

To access the OUTBOUND IP FILTER setting window, click on the Outbound Filter button in the ADVANCED directory.

ADD OUTBOUND IP FILTER

Enter the Filter name and at least one of the following criteria:
Protocol, Source/Destination IP Address and Subnet Mask, and
Source/Destination Port.

Click on the Add/Apply button to add and apply settings.

The Active Outbound IP Filter shows detailed information about each
created outbound IP filter. To remove an IP filter, click on the Remove
button (only appears when there is an existing IP filter).

By default, all outgoing IP traffic from the LAN is allowed.

The utbound Filter allows you to create a filker rule to block outgoing IP traffic by specifying a filker name
and at least one condition below, All of the specified conditions in this Filker rule must be satisfied for the rule
to bake effect.

Remaining number of entries that can be configured: 32

Filter Name :

Protocol :

Source IP address :

Source Subnet Mask :

Source Port {port or port:port) :
Destination IP address :

Destination Subnet Mask :

English
Destination Port {port or port:port) :

Add/Apply
ACTIVE OUTBOUND IP FILTER

Mame Protocol Src. Addr./Mask Src. Port  Dest. Addr./Mask Dest.Port Remove

ADD OUTBOUND IP FILTER E

BROADBAND
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Inbound IP Filter

By default, all incoming IP traffic that does not originate from the internal network is blocked when the firewall is enabled. Normal outgoing Internet
requests created by web browsing, email and other software you run will work as usual as the requests originate from inside your internal network.
The Inbound Filter allows you to create a filter rule to allow incoming IP traffic by specifying a filter name and at least one condition below. All of the
specified conditions in this filter rule must be satisfied for the rule to take effect.

To access the INBOUND IP FILTER setting window, click on the Inbound Filter button in the ADVANCED directory.
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ADD INBOUND IP FILTER

Enter the Filter name and at least one of the following criteria:
Protocol, Source/Destination IP Address and Subnet Mask,
and Source/Destination Port.

Click on the Add/Apply button to add and apply settings.

Note: This section only applies when the Firewall is enabled.

The Active Inbound IP Filter shows detailed information about
each created inbound IP filter. To remove an IP filter, click on the
Remove button (only appears when there is an existing IP filter).

BROADBAND

Note: This section only applies when the Firewall is enabled.
By default, all incoming IP traffic From the Internet is blocked when the firewall is enabled.

The Inbound Filker allows ywou to create & filker rule to allow incoming IP traffic by specifying a filker name and
ak least one condition below, All of the specified conditions in this filker rule must be satisfied For the rule to
take effect.

ADD INBOUND IP FILTER

Remaining number of entries that can be configured: 32

Filter Name :

Protocol :

Source IP address :

Source Subnet Mask :

Source Port {port or port:port) :
Destination IP address :
Destination Subnet Mask :

Destination Port {port or port:port):

Addjapply

ACTIVE INBOUND FILTER

Name Protocol Src. Addr./Mask Src.Port Dest. Addr./Mask Dest. Port Remove

Helpful Hints...

1 rule @ Name
ingful to vou,

.on the
move button ko
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DNS Setup

The Router can be configured to relay DNS settings from your ISP or another available service to workstations on your LAN. When using DNS relay,
the Router will accept DNS requests from hosts on the LAN and forward them to the ISP’s, or alternative DNS servers. DNS relay can use auto
discovery or the DNS IP address can be manually entered by the user. Alternatively, you may also disable the DNS relay and configure hosts on
your LAN to use DNS servers directly. Most users, who are using the Router for DHCP service on the LAN and are using DNS servers on the ISP’s
network, should check Obtain DNS server address automatically box.

The Router supports DDNS (Dynamic Domain Name Service). The Dynamic DNS service allows a dynamic public IP address to be associated with
a static host name in any of the many domains, allowing access to a specified host from various locations on the Internet. This is enabled to allow
remote access to a host by clicking on a hyperlinked URL in the form hostname.dyndns.org, Many ISPs assign public IP addresses using DHCP,
and this can make it difficult to locate a specific host on the LAN using standard DNS. If for example you are running a public web server or VPN
server on your LAN, this ensures that the host can be located from the Internet if the public IP address changes. DDNS requires that an account be
setup with one of the supported DDNS service providers (DyndDNS.org or dlinkddns.com).

To access the DNS SETUP setting window, click on the DNS Setup button in the ADVANCED directory.
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DNS SERVER CONFIGURATION

If you are using the Router for DHCP service on the LAN and
are using DNS servers on the ISP’s network, check Obtain
DNS server address automatically box.

If you have DNS IP addresses provided by your ISP, enter
these IP addresses in the available entry fields for the
Preferred DNS Server and the Alternate DNS Server.

DDNS CONFIGURATION
Check the Enable Dynamic DNS box.

Select DDNS Service provider from the Server Address
drop-down menu and enter your account data.

After configure the DNS settings as desired, click on the Apply
Settings button to apply settings.

Server Select one of the DDNS registration L

Address: organizations form those listed in the

pull-down menu. Available servers include

DynDns.org and dlinkddns.com.

Host Name: Enter the Host Name that you registered

with your DDNS service provider.

Username or Enter the Username for your DDNS

Key: account.

Password or Enter the Password for your DDNS account.
Key:

Domain Mame Server (DNS) is a server that translates URL{domain names to the carresponding IP address.
Most users will not need to change the DNS servers from default unless instructed by wour ISP,

The DDMS feature allows vou to host a server (Web, FTP, Game Server, etc,..) using a domain name that
you have purchased {www . whateveryournameis,com} with your dynamically assigned IP address. Most
broadband Internet Service Providers assign dynamic (changing) IP addresses. Using a DONS service
provider, your friends can enter your host name to cannect ko your game server no matter what your IP
address is.

DNS SERVYER CONFIGURATIDN

Obtain DNS server address automatically

() Use the following DNS server addresses

[eossit ]
[ ]

DDNS CONFIGURATION

Enable Dynamic DNS:  []

Lo ginkdns com ]
[ ]
[eer ]
[eeee ]

[ Apply Settings l [ Cancel ]

Helpful Hints...

Enable Aut

1 P =N
, FPPOE ar

BRORADBAND
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Firewall & DMZ

The Firewall & DMZ window allows the Router to enforce specific predefined policies intended to protect against certain common types of attacks.
There are two general types of protection (DoS, Port Scan) that can be enabled on the Router, as well as filtering for specific packet types
sometimes used by hackers.

Since some applications are not compatible with NAT, the Router supports use of a DMZ IP address for a single host on the LAN. This IP address is
not protected by NAT and will therefore be visible to agents on the Internet with the right type of software. Keep in mind that any client PC in the
DMZ will be exposed to various types of security risks. If you use the DMZ, take measures (such as client-based virus protection) to protect the
remaining client PCs on your LAN from possible contamination through the DMZ.

To access the FIREWALL & DMZ setting window, click on the Firewall & DMZ button under the ADVANCED tab.
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FIREWALL SETTINGS

DoS and Port A DoS (denial-of-service) attack is characterized by
Scan an explicit attempt by attackers to prevent legitimate

Pr ion: users of a service from using that service.
otectio Examples include: attempts to "flood" a network,
thereby preventing legitimate network ftraffic,

attempts to disrupt connections between two

machines thereb preventin access tO a SerVice - The router already provides a simple firewall by virtue of the way MAT works, By default MAT does not

’ y g N o ’ 2 respond ko unsolicited incoming requests on any port, thereby making your LAN invisible to Internet
attempts to prevent a particular individual from cyberattackers,
acceSSIng _a SerVICG, Or’ attempts to d|SrU pt service DMZ means 'Demilitarised Zone', DMZ allows computers behind the router firewall bo be accessible to Internet
toa SpeCIfIC SyStem or person. traffic, Typically, your DMZ would contain ‘Weh servers, FTP servers, and others,
e meidned 1o Dlock artemp '
to discover vulnerable ports or services that might
be eXpIOited in an attack from the WAN. fdvanced A Enable DOS and Portscan Protection: [

DMZ SETTING DMZ SETTINGS

Check the Enable DMZ box and type the |IP Address of the

server or device on your LAN in the DMZ IP Address box. The OMZ (Demilitarized Zone) option lets you set a single computer on your network outside of the router, If

you have a computer that cannot run Internet applications successfully from behind the router, then you can
place the computer into the DMZ for unrestricted Internet access.

Mote; Putting & computer in the DMZ may expose that computer to & variety of security risks, Use of this
option is only recommended as a last resart.

Enable DMZ: [

DMZ IP Address: | ﬂl&-mputer Name =l
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APPLICATION LEVEL GATEWAY (ALG) CONFIGURATION

Click on the Apply Settings button to apply settings. PPTP:
IPSec (VPH Passthrough): [
RTSP (Online Video Streaming): [

Windows/MSN Messenger: [+ {automatically disabled if UPnP is enabled)
FTP: [
H.323 (Video Conferencing) : |+
sIP: |
MMS: [

Apply Settings | Cancel |
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Advanced ADSL

The ADVANCED ADSL settings allow you to choose which ADSL modulation settings your modem router will support.
D-Link does not recommend changing these settings unless directed to do so by your ISP.

To access the ADVANCED ADSL setting window, click on the Advanced ADSL button in the ADVANCED directory.
ADVANCED ADSL SETTINGS

The Modulation Type drop-down menu allows the user
to select the configuration for ADSL protocols. For most
ADSL accounts the default settings (Auto sense) will
work. This configuration works with all ADSL
implementations. Do not change any settings unless you
have been instructed.

DSL-26408 // SETUP | ADYANCED | MAINTENANCE STATUS HELP

The Advanced ADSL settings allow you bo choose which ADSL modulation settings vour router will support,

D-Link do nok recommend that wou change these settings unless directed to do so by your ISP,

To make ADSL settings, select the desired items and click
on the Apply Settings button to apply the settings.

ADYANCED ADSL SETTINGS

Modulation Type :

Capability
Bitswap Enable
[0 sraAEnable

&pply Settings ] [ Cancel ]
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Advanced Wireless

These options are for users that wish to change the behavior of their 802.11g wireless radio from the standard setting. D-Link does not recommend
changing these settings from the factory default. Incorrect settings may impair the performance of your wireless radio. The default settings should
provide the best wireless radio performance in most environments.

To access the ADVANCED WIRELESS setting window, click on the Advanced Wireless button in the ADVANCED directory.

ADVANCED WIRELESS SETTINGS : = &

This page allows you 3 options. e
Advanced Settings to change advanced wireless settings :

MAC Filtering to configure wireless firewall by denying or allowing ADVANCED WIRELESS - ADVANCED SETTINGS

deS|g nated MAC addresses ) = Allows you ta configure advanced Features of the wireless LAN interface,

Advanced Settings

ADVANCED WIRELESS -- MAC FILTERING

Security Settings to configure Wireless LAN security.

Allows vou ta configure wireless Firewall by denying or allawing designated MAC addresses.

MAC Filkering
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ADVANCED SETTINGS — ADVANCED WIRELESS SETTINGS

Transmission Rate: The wireless link rate for the transmit/receive of your wireless
network

Multicast Rate: Rate in which a message is sent to a group of recipients
Transmit Power: The percentage of power transmitted from your wireless network.

Beacon Period: This value indicates the frequency interval of the beacon. Where
the value is between 20 to 65535 milliseconds.

RTS Threshold: (Request to Send Threshold) is used to determine the packet
size of a wireless packet to help control traffic flow.

Fragmentation Maximum frame size. Frame larger than the threshold are
Threshold: fragmented into multiple packets and transmitted. The range is
256~2346 bytes.

DTIM Interval: Sets the Wake-up interval in power-saving mode. The range is
1~255 milliseconds,

Preamble Type: This is the length of the CRC (Cyclic Redundancy Check) block
for communication between the router and wireless clients. High
network traffic areas should select Short preamble type

ADVANCED SETTINGS - ADVANCED WIRELESS SETTINGS

SSID
The router allows 1 SSID to be configured.

To enable the setting for a SSID or Virtual Access Points, check the Enable
Wireless checkbox.

Specify the Wireless Network Name or SSID and determine its Visibility Status
to be Visible or Invisible.

Choose if you want to turn on User Isolation.

Specify the Max Client value between a range of 1 to 128 for that SSID.

These options are For users that wish ta change the behaviour of their 802,11 wireless radia from the
standard setting. D-Link does not recommend changing these settings from the Factory defaulk, Incorrect
settings may impair the perfarmance of your wireless radio. The defaulk settings should provide the best
wireless radio performance in mosk enviranments.

ADVANCED WIRELESS SETTINGS

Transmission Rate :

Multicast Rate :

<

Transmit Power :
Beacon Period : (20 ~ 65535)

RTS Threshold : (0~ 2347)

Fragmentation Threshold :

(256 ~ 2346)

DTIM Interval : (1 ~258)

o e

Preamble Type :

SSID

Enable Wireless
Wireless Network Name (S5ID) | zzzz22
¥isibility Status: (&) visble O Invisible
User Isolation: | Off [V]

Max Clients: | 32 (1~ 323
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ADVANCED SETTINGS - MAC FILTERING

Tick the Enable Wireless MAC Filtering checkbox to enable Wireless MAC
filtering. Then choose if you want to Allow or Deny the wireless clients with the _
MAC address in the WIRELESS MAC FILTERING LIST. :

Wireless MAC Filtering Policy:
[ Enable Wireless MAC Fitering

To add a new MAC address. Enter the MAC Address. Specify the SSID and click
on the Apply Settings button.

MA&C FILTERING

BRORDBRND
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Wi-Fi Protected Setup (WPS)

Wi-Fi Protected Setup (WPS) System is a simplified method for securing your wireless network during the “Initial setup” as well as the “Add New
Device” processes. The Wi-Fi Alliance (WFA) has certified it across different products as well as manufactures. The process is just as easy, as
depressing a button for the Push-Button Method or correctly entering the 8-digit code for the Pin-Code Method. The time reduction in setup and
ease of use are quite beneficial, while the highest wireless Security setting of WPA2 is automatically used.

Click Enable to configure the Wi-Fi Protected Setup feature.

Pa ding
Reset to Unconfigured to reset the WPS Settlngs- i = ‘Wi-Fi Protected Setup is used to easily add devices to a netwaork using a PIM or button press, Devices must

support: Wi-Fi Protected Setup in order ko be configured by this method,

Pin Settings: A PIN is a unique number that can be used to add a client —— R L
to an existing network or to create a new network. The default PIN may be fnable: 3
printed on the bottom of the router. For extra security, a new PIN can be Faired -
generated. You can restore the default PIN at any time. Only the Administrator PIN SETTINGS
(“admin” account) can change or reset the PIN. o Current PIN: 22424006

[ Reset PIN to default ] [ Generate new PIN ]
Current PIN shows the current value of the router’s PIN. : 0B ETERAL SO

Reset PIN to Default to restore the default PIN of the router.

ADD WIRELESS STATION

Generate New PIN to create a random number that is a valid PIN. gt ]
This becomes the router’s PIN. You can then copy this PIN to the user interface b |

of the registered device.

BROADBAND

Add Wireless Device with WPS ]

Add External Registrar: This allows you to add an external registrar to the
wireless network. After clicking the button, you have 120 seconds to complete
the addition of an external registrar.

ADD EXTERNAL REGISTRAR

Add External Reqistrar

vou have 120 seconds left to complete the addition of an external registrar,
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Add Wireless Device with WPS: This Wizard helps you to
automatically or manually add wireless devices to the wireless network.

If you select Auto, the wizard will prompt you to enter the client PIN of
the device, or ask you to press the push button on the device.

When using the PIN method, first generate the client PIN on the client
side. Next, enter the client PIN into the text box and press Connect.

If the device supports Wi-Fi Protected Setup and has a configuration
button, you can add it to the network by pressing the configuration
button on the device within 120 seconds of clicking Connect. The WPS
LED on the router will flash blue if the WPS has been triggered. It will
remain solid blue for 3 seconds if the connection between the router and
the client device has been successfully established.

If you select Manual, you will receive a summary of your wireless
security settings. You can print these settings in order to configure the
correct settings on your wireless client adapter.

To cancel the settings, press the Cancel button.
For more information regarding WPS in Windows 7, please refer

to the Using Windows® 7 and WPS for Wireless Configuration
section of this manual.

Flease select one of following configuration methods and click next to continue,

Auto (%) Select this option if your wireless device supports WPS (Wi-Fi Prakected Setup)

Select this option will display the current wireless settings For you ko configure
the wireless device manually

There are bwo ways to add wireless device to your wireless network

Manual )

-PIN {Personal Identification Mumber)

-PBC (Push Button Configuration)

@ PIN:

please enter the PIM from vour wireless device and click the below '‘Connect’ Button

) PBC

please press the push button on vour wireless device and click the below "Connect' Buttan within 120 seconds

[ Cancel l ’ Conneck

Flease press down the Push Button {phyvsical or virtual) on the wireless device yvou are adding to your
wireless network within 117 seconds ...

Adding wireless device: Started,

Cancel
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Advanced LAN

The ADVANCED LAN options are for users that wish to change the LAN settings. D-Link does not recommend changing these settings from factory
default. Changing these settings may affect the behavior of your network.

UPNP is used for much popular Audio Visual software. It allows the auto discovery of your device on the network. If you feel that UPnP is a security
concern we provide you with the option to disable it here. Block ICMP Ping should be enabled so that the router does not respond to malicious
Internet requests. Multicast streams are used by advance network functions like IPTV and distributed by your ISP.

To access the ADVANCED LAN setting window, click on the Advanced LAN button in the ADVANCED directory

D-Link DSL-2640B User Manual 60



Section 3 — Configuration

UPNP
Check the Enable UPnP box to enable the UPnP function.

MULTICAST STREAMS
Check the Enable Multicast Streams box to allow the multicast
packets received from WAN to LAN.

Click on the Apply Settings button to apply settings.

ROUTING - RIP CONFIGURATION
Check the Enable Global RIP Mode to enable RIP configuration
to be applied globally

Select which Interface RIP packets are to be used and select the
RIP Version 1,2 or both. Choose if the Operation is Active or
Passive and check the Enabled checkbox to enable the selected
Interface for RIP protocol

English

These options are far users that wish to change the LAN settings. D-Link does not recornmend changing
these settings from Factory default, Changing these settings may affect the behaviour of your nebwork.,

Universal Plug and Play{UPnP) supports peer-to-peer Plug and Play functionality for network devices,

Enable UPnP

MULTICAST STREAMS

Enable Multicast Streams (IGMP): [ ]

ROUTING -- RIP CONFIGURATION
Enable Global RIP Mode

Interface YPI/¥CI Yersion Operation Enabled

o ow
nas 0 8 35 ofaas

ROUTING - STATIC ROUTE AND ROUTING

A maximum of 32 entries can be configured.

Destination Subnet Mask Gateway Interface

BROADBAND
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STATIC ROUTE AND ROUTING ADD

Click on the Add button to Add a Static Route and Delete button
to remove a Static route

To add a Static Route, enter a value in Destination Network
Address and the Subnet Mask to be used and select Use
Gateway IP Address or Use Interface where the static route
would be used.

ROUTING - STATIC ROUTE AND ROUTING

A maximum 32 entries can be configured

Subnet Mask

Gateway

STATIC ROUTE AND ROUTING ADD

Use Gateway IP Address

Use Interface

Destination Network Address : I
Subnet Mask : I

H I—

: Iwizardjvc,l'ppp_l_‘m_lj
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SNMP Setup

Simple Network Management Protocol (SNMP) allows a management application to retrieve statistics and status from the SNMP agent in this
device.

To access the SNMP SETUP setting window, click on the SNMP SETUP button in the ADVANCED directory.

SNMP CONFIGURATION oo S T | »»+~c=> | T TS
Helpful Hints...
Check the Enable SNMP Agent checkbox to swesETee

allow the device’s SNMP agent to work. Simple Mebwark Management Protacol (SMMP) allows a management application to retriewve statistics and

status From the SWMP agent in this device,

SpeCIfy the Read Commu n |ty, Set Commu n |ty, euerreHler Select the desired values and click "Apphy" to configure the SMMP options,
System Name, System Location, System

Contact and the Trap Manager IP to allow — Sl == BB

SNMP agent to work properly.

Firewall

[] Enable SNMP Agent

Advanced ADSL

Remate Managerment

Logout

BROADBAND
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Remote Management

This section allows you to enable/disable remote access to the router from the Internet. Remote access control allows you to configure access via
specific services. Most users will not need to change any of these settings.

To access the REMOTE MANAGEMENT setting window, click on the Remote Management button under the ADVANCED tab.
REMOTE MANAGEMENT SETTINGS hl SETUP ADYANCED MAINTENANCE STATUS

Check the Enable Remote Management box to enable _

the remote management. This section allows vou to enablefdisable remate access to the router from the Internet. Remote Access
Control allows vou ko configure access via specific services, Most users will nat need to change any of these
settings.

REMOTE MANAGEMENT SETTINGS

Enable Remote Management: [ ]

[0 ]

REMOTE ACCESS CONTROL

Helpful Hints...

Application Rules

Input the Remote Admin Port listened by the web Ul for
the remote PC to browse.

Select the Remote Admin Inbound Filter to filter the
remote PCs who want to use remote management.

REMOTE ACCESS CONTROL

=l

Select the management services which you want to SEnite S WaN

enable/disable on your LAN/WAN interface. il L) Enabled [ Enabled
' HTTP Enabled

ICMP {Ping) Enabled []  Enabled
Click on the Apply Settings button to apply settings. e — TR
S5H Enabled [] Enabled
Notice If you disable HTTP service, you’ll not be able to TELKET Enabled [ Enabled
access the router’s configuration window permanently. - Enabled O Ensbied

D-Link DSL-2640B User Manual 64



Section 3 — Configuration

Maintenance

Click on the MAINTENANCE tab to reveal the window buttons for various functions located in this directory. The PASSWORD window is the first
item in the MAINTENANCE directory.

Password

The factory default password of this router is '‘admin'. To help secure your network, D-Link recommends that you should choose a new password.
Please make sure to choose a password you can remember or write it down and keep in a safe and separate location for future reference. If you
forget your device password, the only solution is to reset your router to factory default settings and you will loose all your device configuration
settings.

To access the PASSWORD setting window, click on the Password button under the MAINTENANCE tab.

To change password, enter the old/new password.

Click on the Apply Settings button to apply settings. M _

SaveRestore Settings

The factory default password of this router is ‘admin', To help secure your netwaork, D-Link recommends that
Firmware Update you should choose a new password between 1 and 63 characters,

Diagnostics
SET PASSWORD (OPTIONAL)

System Log

Tao change the router password, please type in the current password, then the new password twice.
Logout

3/ Current Password: | |
: New Password: | |

Confirm Password: | |
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Save/Restore Settings

Once the router is configured you can save the configuration settings to a configuration file on your hard drive. You also have the option to load
configuration settings, or restore the factory default settings.

To access the SAVE/RESTORE SETTINGS setting window, click on the Save/Restore Settings button under the MAINTENANCE tab.

SAVE/RESTORE CONFIGURATION

Click on the Save button to Save Settings to
Local Hard Drive. You will be prompted to select
a location on your computer to put the file. You
may name the configuration file anything you
like.

Click on the Browse button to browse to the
configuration file in the PC and click on the
Update Settings button to load settings from
local hard drive. Confirm that you want to load
the file when prompted and the process will
complete automatically. The Router will reboot
and begin operating with the configuration
settings that have just been loaded.

To reset the Router to its factory default settings,
click on the Restore Device button. You will be
prompted to confirm your decision to reset the
Router. The Router will reboot with the factory
default  settings including IP  settings
(192.168.1.1) and Administrator password
(admin).

Password
Save/Restore Settings
Firmware Update
Diagnostics

System Log

Logout

Reboot

[T}

Once the router is configured you can save the configuration settings to a configuration file on your hard
drive. You also have the option to load configuration settings, or restore the factory default settings.

Sawve Settings to Local Hard Drive ; Save |
Load Settings From Local Hard Drive : I Browse... |

|Update Settings |

Restore To Factory Default Settings : Restore Device |

SAVE/RESTORE CONFIGURATION
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Firmware Update

Use the FIRMWARE UPDATE window to load the latest firmware for the device. Note that the device configuration settings may return to the factory
default settings, so make sure you first save the configuration settings with the SAVE/RESTORE SETTINGS window described above.

To access the FIRMWARE UPDATE setting window, click on the Firmware Update button under the MAINTENANCE tab.

FIRMWARE UPDATE

To update firmware, click on the Browse... button to
search for the file and then click on the Update
Firmware button to begin copying the file. The Router
will load the file and restart automatically.

Notice Performing a Firmware Upgrade can
sometimes change the configuration settings. Be sure
to back-up the Router’s configuration settings before
upgrading the firmware.

**The current firmware version in the screenshot may not be the
same as the one in the current product.**

D5L-26408 SETUFP ADVANCED

MAINTENANCE

STATUS

Sa

Firmware Update

Diagnostics

System Log

| Engish v |
Reboot

e ————————

Mote: Please do not update the firmware on this router unless instructed to do so by D-Link technical support
or your ISP,

FIRMWARE INFORMATION

Current Firmware Version: EU_4.00

Courrent Firmware Date : Jun 10 2008

FIRMWARE UPDATE

Mote: Some firmware updates reset the configuration options to factory defaults. Before performing an
update, be sure to save the current configuration from the Maintenance -= Save/Restore Settings screen.

Backup Mow

To update the firmware, your PC must have a wired connection to the router. Enter the name of the
firmware update file, and dick on the Upload button.

Upload: | H%JE J

[ Update Firmware
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Diagnostics
This page shows the result of your router’s self diagnostic and connection test results. The Internet connectivity status will only show PASS if you
have correctly configured your Internet connection and your router is currently online.

To access the DIAGNOSTICS setting window, click on the Diagnostics button under the MAINTENANCE tab.

Click on the Re-run Diagnostics Tests button
to run the diagnostics again.

Notice: The Diagnostic Test window is used
to test connectivity of the Router. A Ping test
may be done through the local or external
interface to test connectivity to known IP
addresses. The diagnostics feature executes
a series of test on your system software and

Your router is capable of testing your DSL connection. The individual tests are listed below, If a test displays
a fail status, dick "Re-run Diagnostics Tests" at the bottom of this page to make sure fail status is consistent.

SYSTEM CHECK

. . . Test your Ethernet({1-4) Connection: PASS
hardware connections. Use this window when k ;
. . Test your Wireless Connection: PASS
working with your ISP to troubleshoot -
Test ADSL Synchronization: PASS

problems.

INTERNET CONTECTIVITY CHECK

Reboot Test PPP server session: PASS
Test authentication: PASS
Test the assigned IP address: PASS
Ping ISP Default Gateway: PASS
Ping Primary DNS server: PASS

Re-run Diagnostics Tests
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System Log

The system log displays chronological event log data. The event log can be read from local host or sent to a System Log server. The available event
severity levels are: Emergency, Alert, Critical, Error, Warning, Notice, Informational and Debugging.

To access the SYSTEM LOG setting window, click on the System Log button under the MAINTENANCE tab.

Log/Display Level from the drop-down menu.
Save/Restore Settings

The system Log allows you to configure local, remate and email logaging, and to view the logs that have been

Select display mode from the Mode drop-down kil created.

menu, enter the Server IP Address and Server

SYSTEM LOG

UDP Port number if Both/Remote Mode is M
selected.

Log: [

Log Level:
Log Level: All events above or equal to the | e
selected level will be logged. Display Level:

Display All logged events above or equal Mode: |local =

Level: to the selected level will be [Engish =
displayed.

Mode: Display mode of system log.
Local: Display on local host only
Remote: Send log file to remote
system log server only

Server IP IP address of the remote system
Address: log server

Server UDP UDP port number of the remote
Port: system log server

Server IP Address: I

Server UDP Port: I
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ENABLE EMAIL NOTIFICATION

Click on the Enable EMAIL Notification
check-box to enable the E-mail alarm system log.

EMAIL SETTINGS

Set the E-mail address messages to receive the
E-mail alarm system log.

EMAIL LOG WHEN FULL

Click on the On Log Full check-box to let the
system send the E-mail alarm message when the
local log is full.

VIEW SYSTEM LOG
The table lists the system log.

Click on the Apply Settings button to apply
your settings.

ENABLE EMAIL NOTIFICATION

Enable Email Notification: [T

EMAIL SETTINGS

To Email Address: |

SMTP

Enable Authentication: [T

Verify Password: I

Server Address: I

Account Name: I

Password: |

EMAIL LOG WHEN FULL

OnlLog Fult [T

SYSTEM LOG

Jan 101:01:26 syslog
Jan 101:01:27 user
Jan 101:01:27 user
Jan 101:01:27 user
Jan 101:01:27 user
Jan 101:01:27 user

Date/Time Facility Severity

emerg
arit
arit
arit
arit

crit

Message
BCMS6345 started: BusyBox v1.00 (2005,04, 12-18: 11+0000)
kernel: ethd Link UP.
kernel: ADSL G994 training
kernel: ADSL G.992 started
kernel: ADSL G292 channel analysis
kernel: L link up, interleaved, us=800, ds=7516

Apply Settings | Cancel |
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Status

Click on the STATUS tab to reveal the window buttons for various functions located in this directory. The DEVICE INFO window is the first item in
the STATUS directory. Use these windows to view system information and monitor performance.

Device Info

The Device Info page displays a summary overview of your router status, including: Device software version and summary of your Internet
configuration (both wireless and Ethernet status).

To access the DEVICE INFO setting window, click on the Device Info button in the STATUS directory.

This window displays current system time

one e muers versen P CCEWO

Connected Clients
The Device Status page allows you to chedk the status of your Internet connection, Wirless LAN and LAN,

Statistics

R

Time :  1.01.2007,00:05:32 Moni

Firmware Version: EU_4.00
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INTERNET STATUS

This window displays WAN information
including IP address, Mask, Default Gateway,
Primary/Secondary DNS Server.

WIRELESS LAN

INTERNET STATUS

Connection Up Time :

Subnet Mask :

Default Gateway :
Primary DNS Server :
Secondary DNS Server:

Connection Type: G.DMT
Cable Status: Mo Defect
Metwork Status: Connected

1 hour, 39 min, & sec

255,255.255.255
135.154.13.254
192.163.73.2
168.953.1.1

DHCP Renew DHCFP Release
MAC Address :
Authentication & Security : ALUTO
IP Address: 135.154.13.3

WIRELESS LAN
This window displays authenticated wireless M

stations and their status.

LAN

This window displays LAN information
including IP address, Subnet Mask, and
DHCP Server.

Wireless Radio :

MAC Address :
Hetwork Name [S5ID) :
Channel :

Security Type:

oM
02:E0:18:00:00:01
dlink

a

Maone

LAN

MAC Address :

IP Address :
Subnet Mask :
DHCP Server:

00:E0:13:00:00:01
192.168.1.1
255.255.255.0
OM
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Connected Clients

This page shows all the currently connected wireless and LAN computers or PCs.

To access the CONNECTED CLIENTS setting window, click on the Connected Clients button in the STATUS directory.

CONNECTED WIRELESS CLIENTS
This window displays authenticated wireless
stations and their status.

CONNECTED DHCP LAN CLIENTS
This window displays all the client devices which
have obtained IP addresses from the router.

BLOCKED CLIENTS

This window displays the list of clients that are
blocked from having access to the router and the
Internet.

DSL-?EJﬂBlz- SETUP ADYANCED MAINTENMANCE STATUS

Zonnected Clients

L 2

[Engish ~

This page shows all the currently connected wireless and LAN computers or PCs,

COMMECTED WIRELESS CLIENTS

BSSID Associated Authorized
Hostname MALC Address IP Address Expires In
Hostname MALC Address
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Statistics

This page displays your router network and data transfer statistics and is helpful for D-Link technicians to assist you in identifying if your router is
functioning properly. The information provided is primarily informative and does not affect the function of your router.

To access the STATISTICS setting window, click on the Statistics button in the STATUS directory.

WAN STATISTICS
This window displays WAN information

Connecked Clients
Skatistics
Routing Info

Logouk

DEL-26408 SETUP ADYANCED MAINTENANCE STATUS

LAN STATISTICS LAN STATISTICS

This window displays LAN information.

Interface

Ethernet

Wireless

Bytes
552229
108377

This infarmation reflects the current status of wour router,

WaN STATISTICS

Service  ¥WPI/¥CI  Protocol Received Transmitted

Bytes Pkts Errs Drops Bytes Pkts Errs Drops
wizard_pwe 1/40 FPPoE 0 1] 0 1] 0 1] 0 1]

Received Transmitted
Pkts Errs Drops Bytes Pkts Errs Drops
5285 0 0 4529910 5232 0 0
918 0 0 342146 1491 10 i)
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ADSL STATISTICS

This window displays ADSL information
including Link Rate, SNR, and some Error
Counters.

Mode:
Type:

Line Coding:
Status:

Rate (Kbps):

SHR Margin (dB):
Attenuation (dB):
Dutput Power (dBm):

Super Frames:

Super Frame Errors:
RS Words:

RS Correctable Errors:

RS Uncorrectable Errors:

HEC Errors:
OCD Errors:
LCD Errors:
Total Cells:
Data Cells:

Bit Errors:

Total E5:
Total SES:
Total UAS:

Downstream
Told

15
1.0
11.5

390165

0
26531286
0

0

0

0

0
119141113
9117

0

15

ADSL STATISTICS

G.DMT
Interleave
Trellis On
Mo Defect

Upstream
200

13.0
2.0
7.8

390163
0
3316335
0

NJA

o a g a g a

L]
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This page displays the routing table of your router

Routing Info

To access the ROUTING INFO setting window, click on the ROUTING INFO button in the STATUS directory.

DEVICE INFO -- ROUTE

This window displays a table containing the
routing information of the router

] lz- SETUP ADYANCED MAINTENANCE STATUS

The Routing Info page allows wou to check the routing table of wour router,
Flags: Ul - up, ! - reject, G - gateway, H - host, R - reinstate
D - dynamic {redirect), M - modified (redirect),

DEYICE INFO -- ROUTE

Destination Gateway Subnet Mask Flags Metric Service
61.229,165.254 0.0.0.0 255,255,255,255 IH 0 wizard_pue
192.165.1.0 0.0.0.0 £55,255.255.0 I 0
0.0.0.0 61.229,165.254 0.0.0.0 L5 0 wizard_pue
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Using Windows® 7 and WPS for Wireless Configuration

The following steps allow you to configure your DSL-2640B wireless network settings using Windows® 7 through WPS.

1. Click the Start button and select Computer from the Start i ram
menu. E" Getting Started Loz

e Windows Media Center Eunmerty

Pictures
Calculator

Music

{7 sticky Notes

Games
% Snipping Tool
’ er
% Remote Desktop Connection
Q" Magnifier

'cq“ Solitaire

Control Panel
Devices and Printers
Default Programs

Help and Support
» Al Programs

[Isearch programs and fites

2. Click the Network option. ® C

Organize v System properties Uninstall or change a program Map network drive  » B~ R @
43¢ Favorites 4 Hard Disk Drives (3)
B Desktop Local Disk (C:) Local Disk (D)
& Downloads U e— -
l s 2.39 GB free of 10.0 GB ‘;;/ 22,7 GB free of 30.0 GB
= Recent Places
DATA (E)
- -
4@ Libraries S0 306 08 free of 531 6B
4 @ Documents Devi ith R ble S 1
a
> g Music evices with Removable Storage (1)

I [E5] Pictures
. DVD RW Drive (F)
» B8 Videos =

| 4 8 Computer ‘ |
» & Local Disk (C:)
b =5 Local Disk (D)
b =5 DATA (E)

> f- MNetwork

Processon: Intel(R) Core(TM)2 CPU...

. II‘ A100 Werkgroup: WORKGROUP Memory: 200 GB
.k

L -— 4
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3. Double-click the DSL-2640B router. ] =rE
e

Organize = MNetwork and Sharing Center Add a printer Add a wireless device B+ O @

457 Favorites 4 Network Infrastructure (1)
Bl Desktop
18 Downloads ‘H DSL-26408

] Recent Places
4[5 Libraries
I @ Documents
b J’ Music
» [E=] Pictures
> B8 Videos

> (M Computer

| e‘j MNetwork

@_ 1tem

4. Input the WPS PIN number (displayed in the Advanced > = ——— S
Wi-Fi Protected Setup section in the Router’s Web Ul) and Sl
CI'Ck NeXt To set up a network, type the 8-digit PIN from the router label
You can find the numeric PIN on a label attached to the
router or in the printed information that came from the l l ]
fl manufacturer. K

pIn: ||
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5. Type a name for your wireless network.

6. To configure advanced settings, click the () icon.

Click Next to continue.

Give your network a name

Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable.

Type your network name: @ Security-enabled network
I D-Link_Ne] | Your network is being set up using WPA2-Personal.

Change passphrase, security level and encryption type (advanced): @

@ Upgrade or replace the router using the network settings stored on this computer

Give your network a name

Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable.

Type your network name: @ Security-enabled network
| D-Link_Net | Your network is being set up using WPA2-Personal.

Change passphrase, security level and encryption type (advanced): @
Security key: Securityleve:
féEmm-gizb-9vmv [WPAZ—Permnal (Recommended) - I
Connect automatically Encryption type:

[AES (Recommended) -

@ Upgrade or replace the router using the network settings stored on this computer
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7. The following window will appear while the Router is being
configured.

Wait for the configuration to complete.

8. After configuration is complete, a window will appear that your
wireless network has been set up successfully.

Make a note of the security key as you may need to provide
this security key when adding an older wireless device to the
network in the future.

Click Close to complete WPS setup.

=3 -—
Q @ Set Up a Network

Setting up D-Link_Net...

-
- ﬂ
— - - — - — -
u @ Set Up a Network
L — — -— . —
D-Link_Net has been successfully set up
To add an older wireless device to this network, you might need to provide this security key
894g-eyd5-gdwb
You can print these network settings for future reference.
For gaming consoles or computers running Windows XP, copy the network profile to a USB drive for
easier set up.
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Connecting to a Wireless Network Using Windows® 7

It is recommended that you enable wireless security (WPA/WPA2) on your wireless router or access point before
configuring your wireless adapter. If you are joining an existing network, you will need to know the security key or
passphrase being used.

1. Click on the wireless icon in the system tray in the lower right
corner of your screen.

2. The utility will display any available wireless networks in
your area.

Wireless Network Connection
dlink

kay2690 24

AllenH DIR-655

SD6_WLAN

DAP-26390g

wpstestl

BBEIQ633304WPAZ

Eddie APNAS

Open Network and Sharing Center
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3. Highlight the wireless network (SSID) you would like to
connect to and click the Connect button.

4. The following window appears while your computer tries

to connect to the router.

Mot connected e
dﬂﬂ Connections are available

Wireless Metwork Connection ~
dlink il
Connect automatically
kay2690_24 L
james2690g 1!!!1
ALPHA M
dlink 888 Ml
SD6_WLAN T
DAP-26%0g -l

Open Metwork and Sharing Center

-

@ Connect to a Network

Getting information from dlink...
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5. If your wireless network uses encryption such as WEP or
WPA/WPAZ2, enter the encryption password/passphrase
for your wireless network and click Connect.

It may take 20-30 seconds to connect to the wireless
network. If the connection fails, please verify that the key
or passphrase is exactly the same as on the wireless
router.

r e
f_EH Connect to a Network

Security key:

Type the network security key

[T1Hide characters

L

QK 1[ Cancel
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Connecting to a Wireless Network Using Windows Vista®

It is recommended that you enable wireless security (WPA/WPA2) on your wireless router or access point before
configuring your wireless adapter. If you are joining an existing network, you will need to know the security key or

passphrase being used.

1. Open the Windows Vista® Wireless Utility by right-clicking
on the wireless computer icon in the system tray in the
lower right corner of the screen. Select Connect to a
network.

2. The utility will display any available wireless networks
in your area.

Highlight the wireless network (SSID) you would like to
connect to and click Connect.

If you get a good signal but cannot access the Internet,
check your TCP/IP settings for your wireless adapter.
Refer to the Networking Basics section in this manual
for more information.

Mot Connected

-z

L—' Wireless networks are available,

Connect to a network
Metwork and Sharing Center

sl LUl Fivi
il
- o
o o
. 8/17/2007
o L |
) '.‘J‘ Connect to a network
Disconnect or connect to another network
Show [Al -
P
VOIPtest Unsecured network
&5' |
-hj' dlink Unsecured network ‘!”.U
" ity-
& tuesday Security-enabled network g!JJJ )
El
Set up a connection or network
Open Metwork and Sharing Center
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3. If your wireless network uses encryption such as WEP or WPA/
WPAZ2, enter the encryption password/passphrase for your wireless
network and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the key or passphrase is exactly
the same as on the wireless router.

o o |

@ 'E,_"" Connect to a network

Type the network security key or passphrase for Candy

The person who setup the network can give you the key or passphrase.

Security key or passphrase:

[T Display characters

‘ﬂjg If you have a USE flash drive with network settings for Candy, insert it now.

[ Connect II Cancel
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Connecting to a Wireless Network Using Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for
Service Pack 2 users. If you are using another company’s utility or Windows® 2000, please refer to the user manual
of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option
similar to the Windows® XP utility as seen below.

1. If you receive the Wireless Networks Detected bubble, click

on the center of the bubble to access the utility. _ _ _
One or more wireless networks are in range of this computer.
Or To see the list and connect, dick this message

1§ Wireless networks detected x

Right-click on the wireless computer icon in the system tray
in the lower-right corner of the screen. Select View Available
Wireless Networks.

Change Windows Firewall settings
Open Metwork Connections

Repair
Yiew Available Wireless Networks

!1" Wireless Network Connection 6 \z|

Network Tasks Choose a wireless network
2. The utility will display any available wireless networks in your e S e e o 5 ot 5 e e o B e
area. Click on a network (displayed using the SSID) and click | e 3
the Connect button. el [ I il

Related Tasks ()] default 3
If you get a good signal but cannot access the Internet, L (:l'» e il
check you TCP/IP settings for your wireless adapter. Refer G Y alll ~
to the Networking Basics section in this manual for more (R ”
information.

etwork key. If you want to connect to this

DGL-4300

b .8
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3. If your wireless network uses encryption such as WEP or WPA/
WPAZ2, enter the encryption password/passphrase for your wireless
network and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the key or passphrase is exactly
the same as on the wireless router.

Wireless Network Connection

The network 'test1' requires a netwark key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this network.

Type the key, and then dick Connect.

Metwork key: | | |
| |

[ Connect ] l Cancel ]
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Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DSL-2640B. Read the following descriptions
if you are having problems. (The examples below are illustrated in Windows® XP. If you have a different operating system, the screenshots on your
computer will look similar to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.1.1 for example), you are not connecting to a website on the Internet or have to be
connected to the Internet. The device has the utility built-in to a ROM chip in the device itself.
Your computer must be on the same IP subnet to connect to the web-based utility.

e Make sure you have an updated Java-enabled web browser. We recommend the following:
e Internet Explorer 6.0 or higher
e Firefox 1.5 or higher

o Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using a different cable or connect
to a different port on the device if possible. If the computer is turned off, the link light may not be on.

e Disable any internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice, Sygate, Norton Personal
Firewall, and Windows® XP firewall may block access to the configuration pages. Check the help files included with your firewall software for
more information on disabling or configuring it.
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e Configure your Internet settings:

o Go to Start > Settings > Control Panel. Double-click on the Internet Options Icon. From the Security tab, click on the button to restore
the settings to their defaults.

e Click on the Connection tab and set the dial-up option to Never Dial a Connection. Click on the LAN Settings button. Make sure nothing is
checked. Click on the OK.

e Go to the Advanced tab and click on the button to restore these settings to their defaults. Click on the OK button three times.
e Close your web browser (if open) and open it.

e Access the web management. Open your web browser and enter the IP address of your D-Link router in the address bar. This should open the
login page for the web management.

¢ |[f you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait about 30 seconds and try
accessing the configuration. If you have multiple computers, try connecting using a different computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back to the factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a paperclip to hold the button down
for 10 seconds. Release the button and the router will go through its reboot process.

Wait about 30 seconds to access the router. The default IP address is 192.168.1.1. When logging in, type in the default User Name “admin,” and the
default Password “admin” then click on the OK button to access the web-based manager.
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Appendix A - Wireless Basics

Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless connectivity within your home,
business or public access wireless networks. Strictly adhering to the IEEE standard, the D-Link wireless family of products will allow you to securely
access the data you want, when and where you want it. You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals instead of wires. Wireless
LANSs are used increasingly in both home and office environments, and public areas such as airports, coffee shops and universities. Innovative
ways to utilize WLAN technology are helping people to work and communicate more efficiently. Increased mobility and the absence of cabling and
other fixed infrastructure have proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop and desktop systems support
the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in order to use servers, printers
or an Internet connection supplied through the wired LAN. A Wireless Router is a device used to provide this link.

What is Wireless?
Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi uses radio frequency to connect
wirelessly, so you have the freedom to connect computers anywhere in your home or office network.

Why D-Link Wireless?
D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products. D-Link delivers the performance
you need at a price you can afford. D-Link has all the products you need to build your network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point B. But wireless technology has
restrictions as to how you can access the network. You must be within the wireless network range area to be able to connect your computer. There
are two different types of wireless networks Wireless Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).
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Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access point has a small antenna
attached to it, which allows it to transmit data back and forth over radio signals. With an indoor access point as seen in the picture, the signal can
travel up to 300 feet. With an outdoor access point the signal can reach out up to 30 miles to serve places like manufacturing plants, industrial
locations, college and high school campuses, airports, golf courses, and many other outdoor venues.

Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range up to 30 feet away.
Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use nearly as much power which
makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops, speakers, and other devices that operate on batteries.

Who uses wireless?
Wireless technology as become so popular in recent years that almost everyone is using it, whether it's for home, office, business, D-Link has a
wireless solution for it.

Home
e Gives everyone at home broadband access
e Surf the web, check email, instant message, download multimedia files.
e Gets rid of the cables around the house
e Simple and easy to use

Small Office and Home Office
e Stay on top of everything at home as you would at the office
e Remotely access your office network from home
e Share the Internet connection and printer with multiple computers
¢ No need to dedicate office space

Where is wireless used?
Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it's becoming so popular that more
and more public facilities now provide wireless access to attract people. The wireless connection in public places is usually called “hotspots”.
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Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote locations like: Airports, Hotels,
Coffee Shops, Libraries, Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you're installing it for the first time it could be quite a task not knowing where to start. That's why we’ve put
together a few setup steps and tips to help you through the process of setting up a wireless network.

Tips
Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try to place the router/access
point as high as possible in the room, so the signal gets dispersed throughout your home. If you have a two-story home, you may need a repeater to
boost the signal to extend the range.

Eliminate Interference
Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the router/access point. This would
significantly reduce any interference that the appliances might cause since they operate on same frequency.

Security
Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning on the WPA security
feature on the router. Refer to product manual for detail information on how to set it up.

Wireless Modes
There are basically two modes of networking:
¢ Infrastructure — All wireless clients will connect to an access point or wireless router.
e Ad-Hoc — Directly connecting to another computer, for peer-to-peer communication, using wireless network adapters on each computer,
such as two or more D-Link wireless network adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect to the wireless router or
access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in Ad-Hoc mode to
communicate.
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Networking Basics
Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a DHCP server (i.e. wireless
router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click on the OK.

At the prompt, type ipconfig and press Enter. :¢ C:\WINDOWS\system32\cmd. exe
NicrusuftluinduwerP [Uﬂr§iun £.1.266881]
This will display the IP address, subnet mask, and the default £Co copynight 220 acBL L raant e orn.

gateway of your adapter.

C:\Documents and Settings>ipconfig

If the address is 0.0.0.0, check your adapter installation, security Mindows IP Configuration
settings, and the settings on your router. Some firewall software
programs may block a DHCP request on newly installed adapters.

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . @ dlink
: 10.5.7.114
. . Subnet Mask = 255.255.255.0
If you are connecting to a wireless network at a hotspot (e.g. hotel, Default Gateway i 1815578

coffee shop, airport), please contact an employee or administrator C:\Documents and Settings>_
to verify their wireless network settings.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps below:

Step 1
Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click on the My Network Places > Properties.

Step 2

Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click on the Properties.

Step 4

Click on the Use the following IP address and enter an IP address that is on the same subnet as
your network or the LAN IP address on your router.

Example: If the router’'s LAN IP address is 192.168.1.1, make your IP address 192.168.1.X where X
is a number between 2 and 99. Make sure that the number you choose is not in use on the network.
Set Default Gateway the same as the LAN |IP address of your router (192.168.1.1).

Set Primary DNS the same as the LAN IP address of your router (192.168.1.1). The Secondary
DNS is not needed or you may enter a DNS server from your ISP.

Step 5
Click on the OK twice to save your settings.

Internet Protocol (TCP/IP) Properties

General

You can get |P settings assigned automatically if vour network supports
this capability. Othenwise, you need to ask your network administrator for
the appropriate IP settings.

() Obtain an IP address automatically
() Use the following IP address:

IP address: 192 T8 1l b
Subnet mask: 255,265 .255. 0
Default gateway: e o T - e

(&) Use the following DNS server addresses:
Preferred DNS server: 182.168. 1 . 1

Altemate DNS server:

[ 0K H Cancel I
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Technical Specifications

ADSL Standards

e ANSIT1.413 Issue 2
ITU G.992.1 (G.dmt) AnnexA
ITU G.992.2 (Gllite) Annex A
ITU G.994.1 (G.hs)
ITU G.992.5 Annex A

ADSL2 Standards
e |TU G.992.3 (G.dmt.bis) Annex A
e ITU G.992.4 (Gllite.bis) Annex A

Protocols

e |EEE 802.1d Spanning e RFC1483/2684
Tree Multiprotocol

e TCP/UDP Encapsulation over ATM
¢ ARP Adaptation Layer 5 (AAL5)
¢ RARP e RFC1994 CHAP
e ICMP e RFC2131 DHCP Client/
e RFC1058 RIP v1 DHCP Server
e RFC1213 SNMP v1 & v2c e RFC2364 PPP over ATM
e RFC1334 PAP e RFC2516 PPP over
e RFC1389 RIP v2 Ethernet

Data Transfer Rate

G.dmt full rate downstream: up to 8 Mbps / upstream: up to 1
Mbps

G.lite: ADSL downstream up to 1.5 Mbps / upstream up to 512
Kbps

G.dmt.bis full rate downstream: up to 12 Mbps / upstream: up to
12 Mbps

ADSL full rate downstream: up to 24 Mbps / upstream: up to 1
Mbps

Media Interface

ADSL interface: RJ-11 connector for connection to 24/26 AWG
twisted pair telephone line

LAN interface: RJ-45 port for 10/100BASE-T Ethernet
connection

WIRELESS LAN

802.11b/g standards e WEP data encryption
Wireless speed: up to o WPA/WPA2 (Wi-Fi
54Mbps (802.11G) Protected Access) security
Frequency range: 2.4 GHz e MAC address-based

t0 2.484G Hz access control

Antenna: 1 fixed dipole

antenna.

* Maximum wireless signal rate derived from IEEE Standard 802.11g specifications. Actual data throughput will vary. Network conditions and environmental factors, including
volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental factors will adversely affect wireless

signal range.
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Contacting Technical Support

You can find software updates and user documentation on the D-Link websites.
If you require product support, we encourage you to browse our FAQ section on the Web Site before contacting the Support line.
We have many FAQ’s which we hope will provide you a speedy resolution for your problem.

For Customers within the United Kingdom & Ireland:

D-Link UK & Ireland Technical Support over the Internet:
http://www.dlink.co.uk
ftp://ftp.dlink.co.uk

D-Link UK & Ireland Technical Support over the Telephone:
08456 12 0003 (United Kingdom)

+1890 886 899 (Ireland)

Lines Open

8.00am-10.00pm Mon-Fri

10.00am-7.00pm Sat & Sun

For Customers within Canada:

D-Link Canada Technical Support over the Telephone:
1-800-361-5265 (Canada)
Mon. to Fri. 7:30AM to 9:00PM EST

D-Link Canada Technical Support over the Internet:
http://support.dlink.ca
email: support@dlink.ca
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