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Instructions for setting up a guest WLAN with Nuclias Connect
DNC-100 or DNH-100
With Managed Switch DGS-1210 and a Fritzbox

To set up a guest Wi-Fi in addition to the main Wi-Fi, you need to enable an additional SSID in the
DNC/DNH-100.

To prevent communication between the main and the guest WLAN, VLANs are used. This requires a
managed switch, in this manual a DGS-1210 Rev.D.

A Fritzbox is used as an Internet gateway (router).

In this case, we make use of the guest access on LAN port 4 of the Fritzbox.

Here in the example:
- Connect the Fritzbox with its LAN port 1, 2 or 3 to LAN port 1 of the DGS-1210.
- Connect the DNC-100-PC/DNH-100 to LAN port 8 of the DGS-1210.

- Connect the DAP access point to LAN port 15.
Page 1: Setting up the Fritzbox

Page 3: Setting up DGS-1210
Page 7: Setting up the DNC-100 / DNH-100

Setting up the Fritzbox

1. Call up the configuration of your Fritzbox and log in.

B FRITZ!Box 7490

2. Select the Heimnetz menu on the left, then Netzwerk and then Netzwerkeinstellungen.

At Gastzugang activate the Gastzugang fiir LAN 4.

Click Apply at the bottom right.
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3. Slide the window that appears all the way to the bottom.
At the bottom left, under WAN-Einstellungen, click weitere Einstellungen.

Slide the window that appears all the way to the bottom.
On the right, click IPv4-Einstellungen.

IP-Adressen

Hier kdnnen Sie Anderungen an Ihrer Netzwerkkonfiguration und den verwendeten IP-Adressen in Heimnetz und Gastnetz vornehmen.

IPv4-Konfiguration

The DHCP server must be enabled.
Below you can see the IP network, which the Fritzbox will assign to the Gastnetz.

If you have made a change, click OK.

The configuration of the Fritzbox is now complete.
Now turn to the DGS-1210.

Very important:
Do not connect the LAN port 4 of the Fritzbox to the LAN port 4 of the DGS-1210 yet.
This will only happen at the very end.
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Setting up the DGS-1210

1. Go to the configuration of the DGS-1210.
Please follow the instructions in the manual of the DGS-1210.

In this example, the DGS-1210 already has an IP address that matches the network.

Log in.
The default password is admin. Please leave the language in English.

Click OK.

Password ‘uuo ‘

Language ‘Englxsh V‘
OK Cancel

2. If necessary, click Exit.

Weicome to Smart Wizard

quide you to do on 3 steps for the IP information. access
password. and SNIP. f you are not changing the seftings, lick on “Exit 1o go back to the main

¢ i; page
N Step 1 of 3: The wzard will help 1o complete setings for IP adaress, Netmask, and Gateway.

T

3. Note: Under System Settings, adjust the IP address setting of the DGS-1210 to the IP network of
your network if necessary.

= Save - Tools + #3 Wizard ® Hep ~ English +

System Settings

* DGS-1210-16
B Sustam

&) System Settings

=) Port Settings

IP Information

=) DHCP Auto Configuration @static  OpHep O BOOTP
= SysLog Host
= Time Profile IP Address 192.168.1.201

=) Power Saving Netmask 24 (255.255.255.0)  +
= IEEES02.3az EEE settings

= DNS Resolver Settings Gateway 192.168.1.1

= D-Link Discover Protocol Settin
(- VLAN

[+ L2 Functions

@[ L3 Functions Apply
- QoS
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The required VLAN configuration in the DGS-1210
4. Select the VLAN —> 802.1Q VLAN menu on the left.
Asymmetric VLAN must be disabled.

Click on the default VLAN 1.

m Save - * Tools ~ *% Wizard € Hep - English

* DGS-1210-16

&8 System 802.1Q VLAN Settings 8 Safeguacd
= System Settings
& Password Asymmetric VLAN [ Example ] OEnabled @ Disabled ¢ Apply
7 Port Settings
= DHCP Auto Configuration
= SysLog Host Total static VLAN entries: 1 Add
= Time Profile # Maximum 256 entries
= Power Saving VANName —— luniagged
=) IEEE802.3az EEE settings default 01-20 Delete
=] DNS Resolver Settings
=1 D-Link Discover Protocol Settin
=]
802.10 VLAN
BSOS \/|D

5. Since the guest network LAN port 4 of the Fritzbox will be connected to LAN port 4 of the
DGS-1210, set port 4 to Not Member and click Apply.

X Tools v % Wizard @ Help - English_+

Logout
* DGS-1210-16 = —
£ System VID Settings Viz Safeguard
= System Settings
=} Password VID 1
= Port Settings —
LSy ra— i ane o=
8 SysLog Host [ Port ______[SelectAll los Jo7_Jog8 109 |10 |11 12 [13 [14 [15 [16_[17 [18 [19 ]20 ]
B P Untagged | all © ©® ® ©@ ©@ ® ® ©® ® ©® © ® © ©® 0 0 © @
=) IEEE802.3az EEE settings agged Al o |e |o ® @ @ @ © @ @ @ @6 @ &6 06 @ & |0
2 DNS Resolver Settings Not member All o (@ o e |® | (o (@ (6 (6 (@ (6 (0 (06 (6 (0 |6 |0
= D-Link Discover Protocol Settin
B VLAN
=:]802.1Q VLAN|
= ’02 10 VI AN PVID

6. Click Add to create an additional VLAN.

English + Logout
* DGS-1210-16 " -
S 4 System 802.1Q VLAN Settings L) Safeguard |
= System Settings
i Password AsymmetricVLAN [Example] ~ OEnabled @ Disabled Apply
= Port Settings
= DHCP Auto Configuration 5
= SysLog Host Total static VLAN entries: 1 “
= Time Profile # Maximum 256 entries.
= Power Saving D~ WANName Uniagged
= IEEEB02.3az EEE settings 1 default 01-03, 05-20 Delete
= DNS Resolver Settings
=1 D-Link Discover Protocol Settin
B8 VLAN
51802.1Q VLAN|
= 202 10 VI AN PVID
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7. At VLAN ID (VID) enter 10.
VLAN Name is e.g. GuestWLAN

Set port 4 to Untagged and port 15 to Tagged

Later at Port 4 the Guestnetwork port 4 of the Fritzbox will be conencted.
At Port 15 the DAP is connected.

Important:

If you use several DAPs, which is to be assumed, you must set this VLAN to Tagged for all LAN ports
of the switch to which the DAPs will be or are already connected!

Click Apply.

X Tools -

* DGS-1210-16

= Time Profile
= Power Saving
= |IEEE802.3az EEE settings
“ DNS Resolver Settings
= D-Link Discover Protocol Settin

*% Wizard

. Help
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All

[ Port [ SelectAll
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= System Settings
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ort Settings 1o
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ysLog Host

Back

@ooﬁ
@OOE

@ooﬁ
@ooﬁ
@ooﬁ

@ooi
@ooﬁ
@ooﬁ
@ooi
@ooﬁ

[19_]
e o |o O
All e o @ O
(OBNORIO] O]

@ooﬁ

Not member All

BV

180210 VLAN|
= 802.1Q VLAN PVID

8. The result:

802.1Q VLAN Settings

() Safeguard

Asymmetric VLAN [ Example ]

OEnabled @ Disabled

Apply

Total static VLAN entries: 2
# Maximum 256 entries. Add
VD [ViANName  lUntagged __ flagged | Delete
default 01-03, 05-20
GastWLAN 04

Delete
Delete

1o

15
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9. Click on Save in the upper left corner and then on Save Configuration to save the settings
permanently in the DGS-1210.

Building Networks for People

= Save -

I Save Configuration

i
10. Click Save Config...
Save Configuration @, Safeguard, |
Please press the "Save” button to save system settings to flash.

.. and then click OK.

The configuration is saved successfully

The configuration of the DGS-1210 is now complete.
Now turn to the Nuclias Connect DNC-100/DNH-100.
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The required settings in the DNC-100/DNH-100

These instructions assume that you are already using the DNC-100/DNH-100, or at least that you
have already played through the setup wizard.

1. Go to the configuration of the DNC-100/DNH-100 and log in.

Please leave the language or change it to English.

< nuclias

onNne

Login to your account

admin |

saes 5865 et

2. If the DAP access point is not yet mounted, do so now.
Otherwise, continue to point 8 on page 10.

On the left go to Configuration and then Create Profile.
Then click on the magnifying glass to search for DAPs.

< nuclias dnh-100
sit

3. Click Next.

.‘": Discover Network Settings

v Layer 2

Layer 3 (IP)
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4. Click Start Discovery.

": Discovery AP

Ee=a

Configurable

5. The DAP will be found. In this example a DAP-2660.

Check the box in front of the DAP you found and click Apply.

.': Discovery AP

Scan Finished (2020-10-29 09:55:56)

Configurable

v
v Standalone 192.168.1.21 40:9b:cd:08:bc:40 DAP-2660

admin ®
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6. Task successfully sent appears.

Please wait 15-20 seconds and then click Exit.

.’: Discovery AP

Scan Finished (2020-10-29 09:55:56)

Configurable
v

v Standalone 192.168.1.21 40:9b:cd:08:bc:40 DAP-2660

adiris = [ <

-~ I

7. On the left at Monitor -> Access Point , the integrated DAP is marked in green after a few minutes.

<nuclias dnh-100

Al Site All Networ tal
(5 Monior o W I Network 1

® Download (M8 Upload (M8

Ol ] 192,168 409b<d08bc40  DAP-266C infs ONH 0 1 132 2020-10-29 09:59:32
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8. Now create a second SSID for the guest Wi-Fi in addition to your main Wi-Fi.
On the left select Configuration and then select Profile Settings.
Go to SSID in your profile.

Please DO NOT click on one of the primary WLANSs.

=] Monitor >
e VRS inis_DNH
V . inis_DNH
sSID Primary 2.4GHz inis_DNH
Create Profile
VLAN Primary 5GHz 1 inis_DNH
Bandwidth Optimization _ L
Primary 5GHz 2 (Tri-Band) inis_DNH

RF Optimization

9. In the Security section at SSID, enter the SSID for the guest WLAN.
In this example the guest Wi-Fi will be unencrypted and has no other authentication.
Therefore let the Security as Open System.

Click Add at the bottom right.

Security

Wireless Seftings

Security Settings

-10 -
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10. The question appears if the setting should be applied to the other radio band.
Click Yes.

Note:
If you click No, you must repeat step 9 for the other radio band (with a different SSID).

P Confirm

DNH
NH
Primary 24GHz Inis_DNH WPA-Auto-Personal Disabled Disabled =
Primary 5GHz 1 inis_ONH WPA-Auto-Person: Disabled Disabled &
Optimizat ;
Primary 5GHz 2 (Tri-Band inis_DNH WPA-Auto-Personal Disabled Sisabled &
SSID 1 24GHz GastWLAN Open System Disabled Disabled # 1
hed
i SSID 1 5GHz 1 GastWLAN Open System Disabled Disabled i@
nce SSID 1 5GHz 2 (Tri-Band) GastWLAN Open System Disabled Disabled =T
"

12. Now click on the VLAN menu on the left.

At VLAN Status select Enabled and click Save.

At VLAN 1 click the Edit icon under Action.

-11 -
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13. Set SSID 1 to Not Member on all three radio bands.

Click Save at the bottom-right.

14. Select the Add/Edit VLAN tab on the top.

At VLAN ID (VID) enter the same ID 10 this was previously used/added in the DGS-1210 and enter a
VLAN name, e.g. GuestWLAN.

Enabled m

Add/Edit VLAN

10

GastWLAN

-12-
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15.
- The management mgmt set you to Not Member.
- LAN 1 and 2 remain/set on Tag.

- Set SSID 1 of all three radio bands to Untag.
- All others set to Not Member.

Then click Add at the bottom-right.

Port Select All Mgmt LAN1 LAN2

Untag

Tag L) L]

Not Member (]
2.4GHz

Port Select All Primary SSID 1 §8ID 2 551D 3 85D 4 SSID 5 SSID & S5ID7

Untag L)

Not Member L] (] . (] L) L] L]
5GHz 1

Port Select All Primary SSID 1 S5ID 2 551D 3 S5ID 4 S5ID 5 SSID & SSID7

55103
Untag L)
Not Member () (] . (] . L] L]

5GHz 2 (Tri-Band)

Port Select All Primary SsiD 1 551D 2 SsID 3 551D 4 SsID5 SsiD & ssiD 7
Untag ®
Mot Member L] (] L] L] L] . .

16. The result:

Enabled [ s |

1 default Management , LAN1, LAN2, Primary (24G), $5ID1 (24G),55ID2.. [ @

10 GastWLAN LAN1, LAN2 55ID1 (24G), 55101 (5G 1), 55ID1 (5G 2 =

-13-
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17. Hint
In a guest WLAN the clients should normally not be able to communicate with each other,
they should be isolated from each other.

To realize this, select the WLAN Partition menu on the left.

Set Multi-SSID 1 to Guest Mode for 2,4 GHz and then click Save at the bottom-right.
Do the same with the other Wi-Fi bands.

18. Finally transfer the settings you have made into the DAP.

On the left your profile is marked with yellow sign even when settings are made/changes in
the DNH-100/DNC-100 profile but not yet transferred into the DAP.

- Click on your profile.

- Time Start is immediate.
- Click Apply.

After a few minutes the settings are active in the DAP.

The setup of the Guest-WLAN in the DNH-100/DNC-100 is also complete.

-14 -



D-Link

Building Networks for People

Please note:
Is the DAP's 5 GHz Wi-Fi running on a DFS channel (52-64 or 100-140)
it takes up to 5 minutes for the 5 GHz Wi-Fi to be available.

Very important:
Now connect the LAN port 4 of the Fritzbox to the LAN port 4 of the DGS-1210

Then you can then connect Wi-Fi clients to the guest Wi-Fi network of the DAP access points.
These obtain an IP address from the guest network of the Fritzbox and have Internet access via it.

-15-



