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Section 1 - Product Overview

Package Contents

* D-Link DIR-301 Wireless Router
* Power Adapter

» Ethernet Cable

e Manual and Warranty on CD

Note: Using a power supply with a different voltage rating than the one included

with the DIR-301 will cause damage and void the warranty for this product. _

System Requirements

» Ethernet-based Cable or DSL Modem

e Computers with Windows®, Macintosh®, or Linux-based operating systems with an installed Ethernet
adapter

* Internet Explorer Version 6.0 or Netscape Navigator™ Version 6.0 and above (for configuration)
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Section 1 - Product Overview

Introduction

D-Link, the industry leader in wireless networking, introduces another breakthrough in wireless connectivity. The
D-Link Wireless G DIR-301 Router which is capable of transferring data with a maximum wireless signal rate of up to
54Mbps* in the 2.4GHz frequency — the same wireless frequency as 802.11b. The D-Link DIR-301 Wireless Router
also offers four Ethernet ports to support multiple computers.

The advanced wireless technology built into the DIR-301 Wireless Router offers data transfer speeds with a maximum
wireless signal rate of up to 54Mbps* through its wireless channels allowing streaming videos and other high bandwidth
applications, such as online gaming events, to operate without the hassle of Ethernet cables. The ability to use high
bandwidth applications also makes streaming real-time programs more enjoyable and more efficient.

With the DIR-301 Wireless Router’s built-in advanced firewall, threats of hackers penetrating your network are minimized.
Some firewall features include functions that allow or disallow certain ports to be open for certain applications. Time
scheduling can be established as a firewall rule so that specific ports will be open at certain times and be closed at
other times. Features like content filtering, MAC filtering, URL blocking, and domain blocking are useful tools to prevent
other unwanted intruders from connecting to your network or browsing restricted sites.

The easy-to-use configuration wizard takes only minutes to setup and guides users step-by-step through configuring the
DIR-301. With all the versatile features and an user-friendly utility, the DIR-301 Wireless Router provides an enhanced
networking experience.

* Maximum wireless signal rate derived from IEEE Standard 802.11g specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput
rate. Environmental conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Features

» Faster Wireless Networking - The DIR-301 provides up to 54Mbps* wireless connection with other 802.11g
wireless clients. This capability allows users to participate in real-time activities online, such as video
streaming, online gaming, and real-time audio. The performance of this 802.11g wireless router gives
you the freedom of wireless networking at speeds 5x faster than 802.11b.

e Compatible with 802.11b and 802.11g Devices - The DIR-301 is still fully compatible with the IEEE
802.11b standard, so it can connect with existing 802.11b PCI, USB, and Cardbus adapters.

e Advanced Firewall Features - The Web-based user interface displays a number of advanced network
management features including:

e Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or
Domain Name.

* Filter Scheduling - These filters can be scheduled to be active on certain days or for a
duration of hours or minutes.

e Secure Multiple/Concurrent Sessions - The DIR-301 can pass through VPN sessions. It
supports multiple and concurrent IPSec and PPTP sessions, so users behind the DIR-301
can securely access corporate networks.

* User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the DIR-301 lets you
control what information is accessible to those on the wireless network, whether from the Internet or from
your company’s server. Configure your router to your specific settings within minutes.

* Maximum wireless signal rate derived from IEEE Standard 802.11g specifications. Actual data throughput will vary. Network conditions and

environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput
rate. Environmental conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Qverview
Connections

Pressing the Reset Button restores
the router to its original factory
default settings.

Receptor for the Power Adapter. J

5V-—2A RESET

LAN Ports
Connect Ethernet devices such as
computers, switches, and hubs.

The Auto MDI/MDIX INTERNETport
is the connection for the Ethernet
cable to the Cable or DSL modem.
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Section 1 - Product Overview

Hardware Qverview
LEDs

INTERNET LED WLAN LED

A solid light indicates connection on A solid light indicates that the wireless
the INTERNET port. This LED blinks segment is ready. This LED blinks during
during data transmission. wireless data transmission.

Local Network LEDs
A solid light indicates a connection to an
Ethernet-enabled computer on ports 1-4.
This LED blinks during data transmission.

Power LED
s . Status LED
A solid light indicates a proper A blinking light indicates that the
connection to the power supply. DIR-301 is ready
—
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the
router in an enclosed area such as a closet, cabinet, attic, or garage.

Before you Begin

Please configure the router with the computer that was last connected directly to your modem. Also, you can only use
the Ethernet port on your modem. If you were using the USB connection before using the router, then you must turn off
your modem, disconnect the USB cable and connect an Ethernet cable to the WAN port on the router, and then turn
the modem back on. In some cases, you may need to call your ISP to change connection types (USB to Ethernet).

If you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as
WinPoet, Broadjump, or Enternet 300 from your computer or you will not be able to connect to the Internet.

D-Link DIR-301 User Manual 9



Section 2 - Installation

Wireless Installation Considerations

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within
the operating range of your wireless network. Keep in mind, however, that the number, thickness and location of walls,
ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary depending
on the types of materials and background RF (radio frequency) noise in your home or business. The key to maximizing
wireless range is to follow these basic guidelines:

1.

Keep the number of walls and ceilings between the D-Link router and other network devices to a minimum
- each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position your devices
so that the number of walls or ceilings is minimized.

.Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a

45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet
(14 meters) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on

range. Try to position access points, wireless routers, and computers so that the signal passes through
drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water
(fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that

generate RF noise.

. If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and

home security systems), your wireless connection may degrade dramatically or drop completely. Make
sure your 2.4GHz phone base is as far away from your wireless devices as possible. The base transmits
a signal even if the phone in not in use.

D-Link DIR-301 User Manual
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Section 2 - Installation

Connect to Cable/DSL/Satellite Modem

If you are connecting the router to a cable/DSL/satellite modem, please follow the steps below:

1.

2.

Place the router in an open and central location. Do not plug the power adapter into the router.

Turn the power off on your modem. If there is no on/off switch, then unplug the modem’s power adapter. Shut down
your computer.

Unplug the Ethernet cable (that connects your computer to your modem) from your computer and place it into the
WAN port on the router.

Plug an Ethernet cable into one of the four LAN ports on the router. Plug the other end into the Ethernet port on your
computer.

. Turn on or plug in your modem. Wait for the modem to boot (about 30 seconds).

Plug the power adapter to the router and connect to an outlet or power strip. Wait about 30 seconds for the router
to boot.

7. Turn on your computer.

8.

Verify the link lights on the router. The power light, WAN light, and the LAN light (the port that your computer is
plugged into) should be lit. If not, make sure your computer, modem, and router are powered on and verify the cable
connections are correct.

9. Skip to page 14 to configure your router.
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Section 2 - Installation

Connect to Another Router

If you are connecting the D-Link router to another router to use as a wireless access point and/or switch, you will have
to do the following before connecting the router to your network:

e Disable UPnP™

* Disable DHCP

* Change the LAN IP address to an available address on your network. The LAN ports on the router cannot
accept a DHCP address from your other router.

To connect to another router, please follow the steps below:

1.

Plug the power into the router. Connect one of your computers to the router (LAN port) using an Ethernet cable.
Make sure your IP address on the computer is 192.168.0.xxx (where xxx is between 2 and 254). Please see the
Networking Basics section for more information. If you need to change the settings, write down your existing settings
before making any changes. In most cases, your computer should be set to receive an IP address automatically in
which case you will not have to do anything to your computer.

Open a web browser and enter http://192.168.0.1 and press Enter. When the login window appears, set the user
name to admin and leave the password box empty. Click OK to continue.

Click on Advanced and then click Advanced Network. Uncheck the Enable UPnP checkbox. Click Save Settings
to continue.

Click Setup and then click Network Settings. Uncheck the Enable DHCP Server server checkbox. Click Save
Settings to continue.

Under Router Settings, enter an available IP address and the subnet mask of your network. Click Save Settings to
save your settings. Use this new IP address to access the configuration utility of the router in the future. Close the
browser and change your computer’s IP settings back to the original values as in Step 1.

D-Link DIR-301 User Manual 12



Section 2 - Installation

6. Disconnect the Ethernet cable from the router and reconnect your computer to your network.

7. Connect an Ethernet cable in one of the LAN ports of the router and connect it to your other router. Do not plug
anything into the WAN port of the D-Link router.

8. You may now use the other 3 LAN ports to connect other Ethernet devices and computers. To configure your wireless
network, open a web browser and enter the IP address you assigned to the router. Refer to the Configuration and
Wireless Security sections for more information on setting up your wireless network.

D-Link DIR-301 User Manual 13



Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless router using the web-based configuration

utility.

Web-based Configuration Utility

To access the configuration utility, open a web-browser
such as Internet Explorer and enter the IP address of
the router (192.168.0.1).

Enter the user name (admin) and your password. Leave
the password blank by default.

If you get a Page Cannot be Displayed error, please
refer to the Troubleshooting section for assistance.

3 D-Link - Microsoft Internet Explorer

File Edit “ew Faworites Tools Help

@Eack - \_/' \ﬂ @ _;‘] fI__HJ Search

Address | &] 192.168.0.1 | B &0

Log in to the router

P E— T

D-Link DIR-301 User Manual
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Section 3 - Configuration

Setup Wizar

You may run the setup wizard to quickly setup your router. Click Setup
Wizard to launch the wizard.

There are 2 ways to setup your Internet connection. You can use the Web-based Internet
Connection Setup Wizard or you can manualy configure the connection,

INTERNET

INNEC

WIZARD
If you wauld ke to utiize our easy to use Web-based Wizards to assist you in connecting your

new D-Link Router to the Internet, as wel as configure the Wireless settings, cick on the
Setup Wizard button below.

Setup Wizard

Note: Before launching these wizards, please make sure you have followed all steps outlined in
the Quick Instalation Guide included in the package.

MANUAL INTERNET CONNECTION OPTIO!

If you would like to configure the Internet and Wireless settings of your new D-Link Router
manually, then click on the Manual Configure button below,

Manual Configure

Click Launch Internet Connection Setup Wizard to begin.

| ADVANCED ToOLS STATUS SUPPORT

INTERNET CONNECTION SETUP WIZARD

The following Web-based Setup Wizard is designed ta assist vou in connecting your new D-Link
Router to the Intermet. This Setup Wizard wil guide you through step-by-step instructions on
how to get your Internet connection up and running. Click the button below to begin.

[ Launch Internet Cannection Setup Wizard ]

Security Setup Wizard

Note: Before launching these wizards, please make sure you have folowed all steps outined in
the Quick Installation Guide included in the package.

WIRELESS SECURITY SETUP WIZARD

The following Web-based Setup Wizard is designed to assist you in your wireless network
setup. This Setup Wizard wil guide you through step-by-step instructions on how to set up
your wirsless network and how to make it secure,

[ Launch Wireless Security Setup Wizard ]

Note: Some changes made using this Setup Wizard may require you to change some settings
on your wireless chent adapters so they can stil connect to the D-Link Router,
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Section 3 - Configuration

Click Next to continue.

Create a new password and then click Next to continue.

Select your time zone from the drop-down menu and then click Next
to continue.

Select the type of Internet connection you use and then click Next
to continue.

mmnmmmlmwwmmmmmmmw

By dafault, your now D-Unk Routor doas not have 2 password configurod for administratior atcess 1o the Wish-
bassod configuration pages. To seoure your new nebworang device, plewse et and verity  password below:

Passward : [srsnsasrssasans
ety PAoword : [seessassnsssaes
[prev ] [nest] [Cancel |
‘Select the appropriate tme zone for your location. This ifigure the
options for the router.
(BRI Rucki TR (TEEA Canaca)_ .-

g|i

Your Interat Conre Your Intermat {15R) from the It
Iedcrw. I your ISF & not Istad; seiect the ot Listad or Don't Know™ option ta manualy conl your
connaction,

Mot et o G e 0
1F yous Iternat Sorview Premicer was not o or you dern Inow whe I &, et sekect the Infomet.
CONNOCTion T bakow:

(5 DHCP Conmection (Crmamic 1

Asludness)
Chonse thes f your Intesret correcton autcrmaticaly Crivides you with an 1 Addess. Moot Cable Moderms
st thes fype of cormection.

) Usemame | Password Connection (PPRaE)

{Chonsa this opton if your Intamet and g8t orina, Mast DL
medkerns e

) Usermame | Passward Connection (P17}

Choasn this option i your Infnmet cr ot orline, Mast DSL
) wsermanme | Pasyword Connection (L2TF)

Chonge the opton if your [nterreet e ut orie, Mot DEL
e L Th Connection type of Connection.

2 Uspmame | Passward Connection (Tignoned)

mnmnmum“: c pesswond o get orne, Most DEL

2 Static 1P Address Connection
(Choosa the option f your Intnmeet Setup Provider peovided you with 17 Address information that has to be
manualy configured.

D-Link DIR-301 User Manual
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Section 3 - Configuration

If you selected Dynamic, you may need to enter the MAC address of the
computer that was last connected directly to your modem. If you are currently
using that computer, click Clone Your PC’s MAC Address and then click
Next to continue.

The Host Name is optional but may be required by some ISPs. The default
host name is the device name of the Router and may be changed.

If you selected PPPoE, enter your PPPoE username and password. Click
Next to continue.

Select Static if your ISP assigned you the IP address, subnet mask, gateway,
and DNS server addresses.

Note: Make sure to remove your PPPoE software from your computer. The
software is no longer needed and will not work through a router.

If you selected PPTP, enter your PPTP username and password. Click Next
to continue.

:
3
i
:
£

D-Link Rowttar with the PC that was

2 are
gy connectod 10 your broackand connection. I yeus s, thm chck the Clor MAC button to Copry your

To sot up this conmection you will need to have o Usermanmg
1f o o riok e this indormation, pledse

contact your 159,

Address Mode: () Dynamic (O Statc P
TP Ackbress ;

i
&
1
:
;
i

T 0 have a Lsername and Password from your Intemet Serice Provider.
¥ou also need PRTR 1P adress. If you do not have this infemation, please contact your 159,

Address Mode : (=) fymamic 1P ) Static P
PPTP 1P Address @
PPTP Subnet Mask ©

PIIP Gateway 19 Address @

PRIP Server [P Address
(ry b same e gateway) ©
User Name @

() ) ()
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Section 3 - Configuration

If you selected L2TP, enter your L2TP username and password. Click Next _
i v

to continue.

Ta sat up this connaction you wil need to have a Usemame and Password fom your Intemat Senvice Provider.
ou dso reed L2TP [P advess. I vou do not have this informiation, please contact your 159,
Address Mode s (5) Dy 11 () Slalie 0
L2TP 1P Address ©
L2TP Subnet Mask :
LZTP Gateway 1P Address

LZIP Server IP Arddress
(may be same a5

If you selected Static, enter your network settings supplied by your Internet oS o e e s i e
provider. Click Next to continue. ST

To 56t U ths conndction vou wil noed o have b of your t
Service Provider. If you heve a Static 12 connection and do not have this information, plesse contact your 159,

1P Address : 0.0.0.0

Subnet Mask : 0.0.0.0

Gateway Adkdress £ 0.0.0.0
Primary DNS Address 1 0.0.0.0
Secandary DN Address ; 0.0.0.0

Click Connect to save your settings. Once the router is finished rebooting,
click Continue. Please allow 1-2 minutes to connect.

Close your browser window and reopen it to test your Internet connection. _
wewen

It may take a few tries to initially connect to the Internet.

Tha Setun Ok ot i yOUr SAEENGS and rebadt thiy router.

e (]
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Section 3 - Configuration

Dynamic IP
Address:

Host Name:

MAC Address:

Clone MAC
Address:

Primary DNS
Addresses:

Secondary DNS
Address:

MTU:

Internet Setup
Dynamic (Cable)

Choose Dynamic IP Address to obtain IP Address
information automatically from your ISP. Select this option
if your ISP does not give you any IP numbers to use. This
option is commonly used for Cable modem services.

The Host Name is optional but may be required by some
ISPs. The default host name is the device name of the
Router and may be changed.

The default MAC Address is set to the WAN’s physical
interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address
unless required by your ISP.

The default MAC address is set to the WAN’s physical
interface MAC address on the Broadband Router. You can
use the “Clone MAC Address” button to copy the MAC
address of the Ethernet Card installed by your ISP and
replace the WAN MAC address with the MAC address
of the router. It is not recommended that you change the
default MAC address unless required by your ISP.

o [

INTERMET

Use this section to configure vour Internet Connection type. There are several connection
types to choose from: Static [P, DHCP, PPPoE, PPTP, L2TP, and BigPond. If you are unsure of
your connection method, please contact your Internet Service Provider,

Note: If using the PPPoE option, you wil need to remove or disable any PPPOE client software
on your computers.,

[ Save Settings ][ Don't Save Settings ]

Choose the mode to be used by the router to connect to the Internet,

My Internet Connection is © | Dynamic IP (DHCP) -

DY¥YNAMIC IP {DHCP) INTERNET CONNECTION TYPE :

Use this Internet connection type if your Intermet Service Provider (1SP) didn't provide you
with [P Address information and/or a username and password,

Host MName
MaC Address

: |
Do b e e et

855

Primary DNS Address :
Secondary DNS address
MTU

{optional)

Enter the Primary DNS (Domain Name Server) server |IP address assigned by your ISP.

This is optional.

INTERNET CONNECTION TYPE : f

| ADYANCED TOOLS STATUS SUPPORT

Helpful Hints..

Internet Connection:

Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1500 is the

default MTU.

D-Link DIR-301 User Manual
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Section 3 - Configuration

Internet Setup
PPPoE (DSL)

Choose PPPoE (Point-to-Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide
you with a username and password. This option is typically used for DSL services. Make sure to remove your PPPoE
software from your computer. The software is no longer needed and will not work through a router.

PPPoE: Select Dynamic (most common) or Static.
Select Static if your ISP assigned you the IP
address, subnet mask, gateway, and DNS server
addresses.

- ]
D-Link
DIR-301 SETUP ADYANCED TOOLS STATUS SUPPORT

INTERMET

User Name:

Password:

Service Name:

IP Address:

DNS Addresses:

Maximum lIdle

Time:

MTU:

Connection Mode
Select:

Enter your PPPoE user name.

Enter your PPPoE password and then retype the
password in the next box.

Enter the ISP Service Name (optional).
Enter the IP address (Static PPPoE only).

Enter the Primary and Secondary DNS Server
Addresses (Static PPPoE only).

Enter a maximum idle time during which the
Internet connection is maintained during
inactivity. To disable this feature, enable
Auto-reconnect.

Maximum Transmission Unit - you may need to
change the MTU for optimal performance with
your specific ISP. 1492 is the default MTU.

Select either Always-on, Manual, or Connect-on
demand.

Use this section to configure your Internet Connection type. There are several connection
types to choose from: Static 1P, DHCP, PRROE, PPTR, L2TP, and BigPond. If you are unsure of
Your connection method, please contact your Internet Service Provider,

Note: If Lsing the PPPOE option, you wil need to remove or disable any PPPOE client software
OR YOUF compLters.,

[ savesettings | [ Don't Save Settings |

INTERNET CONNECTION TYPE : F

Choose the mode to be used by the router to connect to the Internet,

My Internet Connection is : |PPPoE {Username [ Password) v|

PPPOE :

Enter the information provided by your Internet Service Provider (ISP,

& Dynarnic PPPoE ' Static PPROE

User Name :

Password :

Retype Password :

Service Name : {optionaly

H

IF Address
MaC Address :

@ -7 |-[5s |-l (-ec |- et ] aptiona)

Clone MAC Address

0.0.0.0

Frimary DMS Address :

CNERNETCOWESTION e
it Fing

Secondary DNS Address :
Maximum Idle Time :
MTU

Connect mode select :

(ptons)
Minutes

O Always-on O Manual ® Connect-on demand
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Section 3 - Configuration

Internet Setup

PPTP

Choose PPTP (Point-to-Point Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with

a username and password. This option is typically used for DSL services.

PPTP:

IP Address:

Subnet Mask:

Gateway:

DNS:

Server IP:
PPTP Account:

PPTP Password:

Maximum lIdle
Time:

MTU:

Connect Mode:

Select Dynamic (most common) or Static. Select
Static if your ISP assigned you the IP address, subnet
mask, gateway, and DNS server addresses.

Enter the IP address (Static PPTP only).

Enter the Primary and Secondary DNS Server
Addresses (Static PPTP only).

Enter the Gateway IP Address provided by your ISP.

The DNS server information will be supplied by your
ISP (Internet Service Provider.)

Enter the Server IP provided by your ISP (optional).

Enter your PPTP account name.

Enter your PPTP password and then retype the
password in the next box.

Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable
this feature, enable Auto-reconnect.

Maximum Transmission Unit - you may need to change

Use this section to configure your Internet Connection type, There are several connection
types to choose from: Static IP, DHCP, PPPCE, PPTP, L2TP, and BigPond. If you are unsure of
yoUr connection method, please contact your Internet Service Provider,

Mote: If using the PPPOE option, you wil need to remove or disable any PPPOE client software
Oh your computers,

[ Save Jettings ][ Dan't Save Setkings ]

INTERNET CONNECTION TYPE :

Choose the mode to be used by the router to connect to the Internet,

My Internet Connection is |PPTP {Username | Password)  » ‘

PPTP :

Enter the information provided by your Internet Service Provider (ISP,

® Dynamic IP O Static 1P
IF Address I:l
Subnet Mask I:l
Gateway : [uooo |
R R

Server IPMame |

PPTP Account

PPTP Password :

PPTP Retype password

Masimum Idle Time Minutes
b |

Connect mode select 1 O always-on O Manual @ Cornect-on dernand

the MTU for optimal performance with your specific ISP. 1492 is the default MTU.

Select either Always-on, Manual, or Connect-on demand.
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Internet Setup
L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a username
and password. This option is typically used for DSL services.

L2TP:

IP Address:

Subnet Mask:

Gateway:

DNS:

Server IP:

L2TP Account:

L2TP Password:

Maximum ldle
Time:

MTU:

Connect Mode:

Select Dynamic (most common) or Static. Select Static

if your ISP assigned you the IP address, subnet mask, _"'"__—W
gateway, and DNS server addresses.

E nte r the I P add ress (Stat|c L2TP on |y) . T Use this section to configure your Internet Connection type. There are several connection
types to choose from: Static IP, DHCP, PPPoE, PPTR, L2TR, and BigPond. If you are unsure of
yoUr connection method, please contact yvour Internet Service Provider.

E nte r the P rl mary and Secondary D N S Se rve r Add resses ;Jr?tyt;:ulrftuus::guttr;?fPDDE option, you will need to remove or disable any PPPOE dient software

(Static L2TP only) . [ Save Settings ] [ Don't Save Settings ]

Enter the Gateway IP Address provided by your ISP.

INTERNET CONNECTION TYPE : F

Choose the mode to be used by the router to connect to the Internet,

The DNS server information will be supplied by your ISP

i . My Internet Connection is
(Internet Service Provider.)

L2TP :

Enter the information provided by vour Internet Service Provider (ISP),

Enter the Server IP provided by your ISP (optional).
@ Dynamic IP O Static IP
IP Address Iy:l
Subnet Mask l:l
Gateway : [0 |
ovs: foso ]

Server IP/MName ;

Enter your L2TP account name.

Enter your L2TP password and then retype the password
in the next box.

L2TP Password ;

L2TP Retype password !

\
L2TP Account : |
\
\

Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable this
feature, enable Auto-reconnect.

Maximurn Idle Time ; Minutes

Connect mode select O abways-on O Manual @ Connect-on demand

Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1492 is the
default MTU.

Select either Always-on, Manual, or Connect-on demand.
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User Name:

Password:

Auth Server:
Login Server IP:

MAC Address:

Clone MAC
Address:

Internet Setup
BigPond (Australia)

Enter your BigPond user name.

Enter your BigPond password and then retype
the password in the next box.

Enter the IP address of the login server.
Enter the IP address of the login server.

The default MAC Address is set to the WAN’s
physical interface MAC address on the
Broadband Router. It is not recommended that
you change the default MAC address unless
required by your ISP.

The default MAC address is set to the WAN’s
physical interface MAC address on the
Broadband Router. You can use the “Clone
MAC Address” button to copy the MAC address
of the Ethernet Card installed by your ISP and
replace the WAN MAC address with the MAC
address of the router. It is not recommended
that you change the default MAC address unless
required by your ISP.

e [

Use this saction to configure your Internet Connection type. There are several connection
types to choose from: Static IP, DHCP, PPPCE, PPTR, L2TP, and BigPond. If vou are unsure of
wour connection method, please contact your Internet Service Provider,

Note: If using the PPPoE option, you will need to remove or disable any PPPoE dlient software
0N your computers,

[ Save Settings ] [ Don't Save Settings ]

INTERNET CONNECTION TYPE : F

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is : |BigPond {Australia) v|

Enter the information provided by your Internet Service Provider (ISP).

User Marme |

Pagsword

|
b |
Retype Password : | :

Login Server IPName : | | taptionaly
e o [0 ][ |- |- |-l roma)

BIGPOND :

| ADYANCED TOOLS STATUS SUPPORT

Helpful Hints..

ernet Connection:
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Internet Setup
Static (assigned by ISP)

Select Static IP Address if all WAN IP information is provided to you by your ISP. You will need to enter in the IP address, subnet mask,
gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the appropriate IP
form, which are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

IP Address: Enter the IP address assigned by your ISP.

Subnet Mask: Enter the Subnet Mask assigned by your ISP.

ISP Gateway: Enter the Gateway assigned by your ISP.

Use this section to configure your Internet Connection type. There are several connection
types to choose from: Static IP, DHCP, PPPoE, PPTR, L2TP, and BigPond. If vou are unsure of

MAC Address: The defau |t MAC Add ress |S Set to the WAN ’S mmmm—— | vOLI CONNEction method, please contact vour Intermet Service Provider,
phy3|ca| In’[el‘face MAC add ress on the Broadband Z.Ir?tsg:ulrféiosmguttr;?;PPDE option, you wil need to remave or disable any PPPoE dlient software

Router. It is not recommended that you change
the default MAC address unless required by your
ISP.

[ Save Settings ][ Don't Save Settings ]

INTERNET CONNECTION TYPE : F

Choose the mode to be used by the router to connect to the Internet.

Clone MAC The default MAC address is set to the WAN’s
Address: physical interface MAC address on the Broadband
Router. You can use the Clone MAC Address
button to copy the MAC address of the Ethernet
Card installed by your ISP and replace the WAN
MAC address with the MAC address of the router.
Itis not recommended that you change the default
MAC address unless required by your ISP.

My Intermet Connection is © | Static IP v

STATIC IP ADDRESS INTERNET CONNECTION TYPE :

Enter the static address information provided by your Internet Service Provider (1SP),

IP Address @ |0.0.0.0 (assigned by your 15F)
Subrnet Mask © |n.0.0.0

ISP Gateway Address @ |0.0.0.0

MAC Address : - - - . - {optional)

ddress

QE
=}
a
@
=
=
Il
b

Primary DMNS Address @ |0.0.0.0

Primary DNS Enter the Primary DNS server IP address assigned
Address: by your ISP.

Secondary DNS Address @ |0.0.0.0 {optionaly
MTL

w
=
=}

Secondary DNS This is optional.
Address:

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1492 is
the default MTU.

D-Link DIR-301 User Manual 24




Section 3 - Configuration

Enable Wireless:

Wireless Network
Name:

Wireless Channel:

802.11g Only
Mode:

Enable Hidden
Wireless:

Wireless Settings

Check the box to enable the wireless function. If
you do not want to use wireless, uncheck the box
to disable all the wireless functions.

Service Set ldentifier (SSID) is the name of your
wireless network. Create a name using up to 32
characters. The SSID is case-sensitive.

Indicates the channel setting for the WBR-2310. By
default the channel is set to 6. The Channel can be
changed to fit the channel setting for an existing
wireless network or to customize the wireless
network. The Auto Channel Scan setting can be
selected to allow the WBR-2310 to choose the
channel with the least amount of interference.

Enable this mode if your network only uses
802.11g devices. If you have both 802.11b and
802.11g wireless clients, uncheck the box.

Check this option if you would not like the SSID
of your wireless network to be broadcasted by the
DIR-301. If this option is checked, the SSID of the
DIR-301 will not be seen by Site Survey utilities so
your wireless clients will have to know the SSID of
your DIR-301 in order to connect to it.

WIRELESS SETTIMGS

Use this section to configure the wireless settings for your D-Link Router. Please note that
rhanges made on this section may also need to be duplicated on your Wireless dient.

To protect your privacy you can configure wireless security features, This device supports three
wireless security modes including: WEP or WPA-Personal,

[ Save Settings ] [ Don't Save Settings ]

WIRELESS NETWORK SETTINGS :

Enable Wirelass :
Wireless Metwork MName : (#lso called the S5I0)
Wireless Charinel :
Enable Auto Channel Scan
802.11g Only Mode : []
Enable Hidden Wirgless :  [](also caled the SSID Broadcast)

WIRELESS SECURITY MODE :

Security Mode ¢ |Disable Wireless Security {not recommended) v|
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Network Settings
This section will allow you to change the local network settings of the router and to configure the DHCP settings.

IP Address: Enter the IP address of the router. The default :
IP address is 192.168.0.1.

If you change the IP address, once you click

A PP | Yy, you will need to enter the new IP M e Use this section to configure the intermal netwark settings of vour router and also ta configure
. . the built-in DHCP Server to assign IP addresses to the computers on your network, The IP
address in your browser to get back into the

Address that is configured here is the IP Address that you use to access the Web-based
management interface, If you change the IP Address here, you may need to adjust your PC's

Conﬂgu ration util |ty network settings to access the netwark again,
[ Save Settings ] [ Don't Save Settings ]
Subnet Mask: Enter the Subnet Mask. The default subnet
maSk |S 255255255 0 Use this section to configure the internal network settings of vour router, The 1P Address that

is configured here is the [P Address that you use to access the Web-based management
interface. If you change the IP Address here, you may need to adjust vour PC's network
settings to access the network again.

Router [P Address
Default Subnet Mask :

Local Domain: Enter the Domain name (Optional).

Enable DNS Relay: Check the box to transfer the DNS server Local Domain Nare : |
information from your ISP to your computers. If Enable DA Relay
unchecked, your computers will use the router
for a DNS server. Use this section to configurs the bult-in DHCP Server to assign IP addresses ta the computers

oh your network,

Enable DHCP Server :

DHCP IP Adchess Range : to {aridresses within the LAN subnet)
DHCP Lease Time : (minutes)

Refer to the next page for DHCP information.

DYNAMIC DHCP CLIENT LIST :

Host Mame IP Addrass MAC Address Expired Time
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DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol. The DIR-301 has a built-in DHCP server. The DHCP Server will
automatically assign an IP address to the computers on the LAN/private network. Be sure to set your computers to be
DHCP clients by setting their TCP/IP settings to “Obtain an IP Address Automatically” When you turn your computers
on, they will automatically load the proper TCP/IP settings provided by the DIR-301. The DHCP Server will automatically
allocate an unused IP address from the IP address pool to the requesting computer. You must specify the starting and
ending address of the IP address pool. In order to ensure that devices on your network are always assigned the same
IP address, add a DHCP Reservation for each device.

Enable DHCP Chck the bos to enable the DHCP server on

Server: your router. Uncheck to disable this function. Use this section to configure the built-in DHCP Server to assign IP addresses to the computers
an your network,

DHCP IP Address Enter the starting and ending IP addresses for

) . Enable DHCP Server
Range: the DHCP server’s IP assignment. =

DHCP IP Address Range @ ;1|:||:| | to j:199 (addresses within the LAM subnet)

DHCP Lease Time: The length of time for the IP address lease. DHCP Lease Time (180 | (minutes)
Enter the Lease time in minutes.

ADD DHCP RESERVATION :

Add DHCP Next to Enabled, check the box to add a DHCP Enabled : [
Reservation: reservation.

Computer Nare ;| =9 [compuer ame ]
Computer Name: Enter a computer name or select one from the IPAddess: 192.168.0. |
drop-down menu. Click the << button next to the MAC Address: (00 |- (00 |-jo0 |- |00 |- 00 |- |00
drop-down menu to fill in the name. [ Copyvour PC's MAC Address |

IP Address: Enter the IP Address for the DHCP DHCP RESERVATIONS LIST :
reservation.

Enabled Carmputer Mame IP Address mMAC sddress

MAC Address: Enter the MAC address of the device you are DYNAMIC DHCP CLIENT LIST :
assigning to the IP Address. If you choose a
computer from the drop-down menu, the MAC
address will fill in automatically.

Host Mame IP Address MAC Address Expired Time
Se8tiger-9327c5 192,168.0.100  00-0b-Sd-9c-6h-68 Aprf01/2002 03:21:42
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Virtual Server Rules

The Virtual Server option allows you to define a single public port on your router for redirection to an internal LAN
IP Address and Private LAN port if required. This feature is useful for hosting online services such as FTP or Web
Servers.

Name: Selct an application from the Application Name
drop-down menu. Click the << button next to the
drop-down menu to fill in the name.

IP Address: Select a computer from the Computer Name
drop-down menu, or manually enter the |IP [T
address of the computer you would like to open
the specified port to. Click the << button next to
the drop-down menu to fill in the name.

Public Port: Enter the port number that users on the Internet
will use to access the defined service.

The Wirtual Server option allows you to define a single public port on your router for redirection
to an internal LAN 1P Address and Private LAN paort if required. This feature is useful for hosting
online services such as FTP ar Web Servers,

[ Save Settings ][ Don't Save Settings ]

20 - ¥IRTUAL SERVER RULES I.

Port Uil Wirtual Server
Type

Private Port: Enter the port number of the service being hosted
by the server computer on the LAN.

Traffic Type: Select the protocol used by the service the device
on your LAN is providing.

Name Public

| | |Application Mame v| |D | B
4 IP Address TP v | Aways v

Private
|0.0.0.0 | [Computer name v 0 |

Marme Public

| | | Aipplication Name V| o |

Virtual Server: Select a schedule from the drop-down menu.
In order to apply a schedule to a Virtual Server

i i U 1P address Private ce @
Rule, you must first define a schedule on the o e | |
Tools>Schedules page. Name —

| | |Application Mame | |D |

1P Address

TP » | Always |

Private
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Port Forwarding Rules

This section allows you to open a single port or a range of ports.

Rule: Check the box to enable the rule

IWER Helpful Hints..
PORT FORMWARDING 7 . . .
Name: Enter a name for the rule. p—— L L
[ Save Setbings ][ Don't Save Settings ] E
IP Address: Enter the IP address of the computer on your
local network that you want to allow the incoming —_— .
. ar Type Chedule
service to. e = -
i i << | Application Mame v! iD | = —
0 any v [aways ]
Start Port/ Enter the port or ports that you want to open. oo ] [cmmmnae 8 b ]
End Port: If you want to open 1 port, enter the same port Hame Start
|n bOth bOXGS |— | !App\ication Marne v! !D | — _7|
. 4 1P Address End Lany ] [Aways v
ED.D.D‘D | ! Computer Mame b i |D |
Traffic Type: Select TCP, UDP, or Any. Name | == o
| | |App\|cat|0nName | [0 | l:l PP
= 1P Address End il I—Aways ~
[ |
Schedule: Select a schedule from the drop-down menu.In — | e lcommteriane ] '; : !
. arne i
order to apply a schedule to a Port Forwarding - [ | [« [epicatonreme. ] [0 | s e
. . [Any W wways b
Rule, you must first define a schedule on the IP Address B |
|0.0.0.0 | ! Computer Mame | |D |

Tools>Schedules page.
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications have difficulties working through NAT (Network Address Translation). Special Applications
makes some of these applications work with the DIR-301.

Rule: Check the box to enable the rule. DLink

Name: Enter a name for the rule.

The Application Rules option is used to open single or multiple ports in your firewall when the

Trigger Port: This is the port used to trigger the application. It R G
can be either a single port or a range of ports. e e R e e

5 1 [ Save Settings ][ Cion't Save Settings ]
Firewall Port: Thls is the port number on thg WAN side that _
will be used to access the application. You may i 5 —
define a single port or a range of ports. You : ; — L
can use a comma to add multiple ports or port — e L led .
ranges T Frcil i

Traffic Type: Select TCP, UDP, or ANY.

Schedule: Select a schedule from the drop-down menu.
In order to apply a schedule to an Application
Rule, you must first define a schedule on the
Tools>Schedules page.
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IP Filter

Use IP Filters to deny particular LAN IP addresses from accessing the Internet. You can deny specific port numbers
or all ports for a specific IP address.

IP:

Port:

Protocol Type:

Schedule:

Enter the IP address of the LAN computer that
will be denied access to the Internet. You can
also enter a range of IP addresses.

A single port or port range that will be denied
access to the Internet. If no port is specified, all
ports will be denied access.

This is the protocol type that will be used with
the Port that will be blocked. Select TCP, UDP,
or Any.

Select a schedule from the drop-down menu.
In order to apply a schedule to an IP Filter
Rule, you must first define a schedule on the
Tools>Schedules page.

"'_

'_*——_"‘-

DiR-301 SETUP ADYANCED TOOLS STATUS SUPPOR
VIRTLIAL SERY

[ Save Settings ][

Don't Save Settings

]

e

Use [P Fiters to deny LA IP addresses access to the Internet.

O

a

I}

P

10 -IP FILTERING

oo

|-[o000

[n.0.0.0

-l00.00

|o.ooo

|-|o000

Protocal
Type

Part Schedule

Start
b |

|Any || Always v
End el
=i
b
Start
o | e—
o Any v Always “
I

Start
o

e 8 (e
CR—
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Network Filter

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses
from accessing the Network. You can either manually add a MAC address or select the MAC address from the list of
clients that are currently connected to your router.

Configure MAC Select Turn MAC Filtering OFF, Turn MAC
Filter: Filtering ON and ALLOW computers listed

to access the network, or Turn MAC Filtering T ———
ON and DENY computers listed to access
e e o

Helpful Hints..

The MAC {Media Access Controller) Address filter option is used to contral network access
based on the MAC Address of the network adapter. & MAC address is a unigue 1D assigned by
the manufacturer of the network adapter, This feature can be configured to ALLOWY or DENY
networkfInternet access,

MAC Address: Enter the MAC address you would like to filter.
To find the MAC address on a computer, please
refer to the Networking Basics section in this
manual.

[ Save Settings ][ Don't Save Settings

10 - MAC FILTERING RULES

Configure MAC Filtering below:
[ Turn MaC Filtering oFF

] Computer Names:

DHCP Client List: Select a DHCP client from the drop-down
menu and click the << button to copy that MAC

MaC address DHCP Client List

Clearing an Entl

Add |o0-00-00-00-00-00 | | Computer Name +|
ress. |o0-no-o0-00-00-00 | | computer name v
|bo-no-o0-00-00-00 | | Computer Name + |

|po-no-00-00-00-00 | | Computer Name v |

|o0-00-00-00-00-00 | | Computer Name +|

|0o-00-00-00-00-00 | | Computer ame |
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Website Filter

URL and domain blocking are used to deny LAN computers from accessing specific web sites by the URL or domain.
A URL is a specially formatted text string that defines a location on the Internet. If any part of the URL contains the
blocked word, the site will not be accessible and the web page will not display. To use this feature, enter the text string
to be blocked and click Save Settings. The text to be blocked will appear in the list. To delete the text, just highlight it

and press the delete key on your keyboard.

Configure Website Select Turn Website Filtering OFF, Turn
Filter: Website Filtering ON and ALLOW computers
access to ONLY these sites, or Turn Website
Filtering ON and DENY computers access to
ONLY these sites.

Website URL/ Enter the keywords or URLs that you want to
Domain: block (or allow). Any URL with the keyword in it
will be blocked.

DIR-301 SETUP ADYANCED TOOLS STATUS

NG MAL Filtering:

The MAC (Media Access Controlier) Address filter option is used to control netwark access
based on the MAC Address of the network adapter, & MAC address is a unique 1D assigned by
the ranufacturer of the network adapter, This feature can be configured to ALLOW or DENY
network/Internet access.

[ Save Settings ][ Don't Save Setkings ]

10 - MAC FILTERING RULES

Configure MAC Filtering below:
[ Turn MAC Filkering oFF

MAC Address DHCP Client List

[o0-00-00-00-00-00 | | Computer Name |
|o0-00-00-00-00-00 | | computer Hame |
[oo-00-o0-00-00-00 | | computer name |
|oo-00-o0-00-00-00 | | computer name v |
[oo-00-o0-00-00-00 | | computer name |
|o0-00-00-00-00-00 | [ Computer Name v
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Firewall Settings

This section allows you to setup a DMZ (Demilitarized Zone) host and to enable VPN passthrough.

If you have a client PC that cannot run Internet applications properly from behind the DIR-301, then you can set the
client up for unrestricted Internet access. It allows a computer to be exposed to the Internet. This feature is useful for
gaming purposes. Enter the IP address of the internal computer that will be the DMZ host. Adding a client to the DMZ
may expose your local network to a variety of security risks, so only use this option as a last resort.

Enable DMZ Host: Check this box to enable DMZ.

DMZ IP Address: Enterthe IP address of the computer you would

like to open all ports to.

Enable PPTP Check this box to allow PPTP VPN traffic to pass
Passthrough: through the router to your VPN client.

Enable L2TP Check this box to allow L2TP VPN traffic to pass
Passthrough: through the router to your VPN client.

Enable IPSec Check this box to allow IPSec VPN traffic to pass
Passthrough: through the router to your VPN client.

The Weh Filter options allows you to set-up a list of allowed Wehb sites that can be used by
multiple users, When Wehb Filter is enabled, all other wWeb sites not listed on this page wil be
blocked.

[ Save Setkings ][ Don't Save Settings ]

C
DMZ HOST :

The DMZ (Demiltarized Zone) option provides you with an option to set a sngle computer on
your network outside of the router. If you have a computer that cannot run Internet
applications successfully from behind the router, then you can place the computer into the DMZ
for unrestricted Internet access,

Note: Putting a computer in the DMZ may expose that computer to a variety of security risks,
Use of this option is only recommendead as a last resort,

Enable DMZ HOST @[]

i IComputer Mame % i | Always » |

Enahle PPTP Passthrough :
Enable L2TP Passthrough :
Enable 1PSec Passthrough :

"
YPN PASSTHROUGH :
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TX Rate:

Transmit Power:

Beacon Interval:

RTS Threshold:

Fragmentation:

DTIM Interval:

Preamble Type:

CTS Mode:

WMM Function:

Advanced Wireless Settings

Select the basic transfer rates based on the speed of

wireless adapters on your wireless network. It is strongly

recommended to keep this setting to Auto.
Set the transm It power Of the anten nas- i If wou are not familiar Wlth these Advanced Wireless settings, please read the help section

LICA 10 before atternpting to modify these settings.

[ Save Settings ][ Don't Save Settings ]
Beacons are packets sent by an Access Point to synchronize e | ADvANCED WiRELESS SETTINGS ;
a wireless network. Specify a value. 100 is the default setting  EEEEEEE __ :1“ _1
and IS recommended . ADVANC] WORK, Beacon interval : |1 -__\ {meec, range: 20~1000, default:100)
RTS Threshald : |2346 ;\ (range; 236~2346, default;2340)

. . . . Fragmentation :i2346 _-\ (range: 1500~2346, default: 2348, even number only)
This value should remain at its default setting of 2432. If DM iterval [i | (renge: 1255, default1)
inconsistent data flow is a problem, only a minor modification ., Sreee S e

ode :  Nane O Alvays @ aut
should be made. WM Function: @ Disable O Enable

The fragmentation threshold, which is specified in bytes, determines whether packets will be fragmented. Packets exceeding
the 2346 byte setting will be fragmented before transmission. 2346 is the default setting.

(Delivery Traffic Indication Message) 3 is the default setting. A DTIM is a countdown informing clients of the next window for
listening to broadcast and multicast messages.

Select Short or Long Preamble. The Preamble defines the length of the CRC block (Cyclic Redundancy Check is a common
technique for detecting data transmission errors) for communication between the wireless router and the roaming wireless
network adapters. Auto is the default setting. Note: High network traffic areas should use the shorter preamble type.

CTS (Clear To Send) is a function used to minimize collisions among wireless devices on a wireless local area network
(LAN). CTS will make sure the wireless network is clear before a wireless client attempts to send wireless data. Enabling
CTS will add overhead and may lower wireless through put. None: CTS is typically used in a pure 802.11g environment. If
CTS is set to “None” in a mixed mode environment populated by 802.11b clients, wireless collisions may occur frequently.
Always: CTS will always be used to make sure the wireless LAN is clear before sending data. Auto: CTS will monitor the
wireless network and automatically decide whether to implement CTS based on the amount of traffic and collisions that
occurs on the wireless network.

WMM is QoS (Quality of Service) for your wireless network. Enable this option to improve the quality of video and voice
applications for your wireless clients.
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UPnP:

WAN Ping:

WAN select to
10/100 Mbps:

Gaming Mode:

Multicast
streams:

Advanced Network Settings

Check the box to enable the Universal Plug
and Play (UPnP™) feature. UPNP provides
compatibility with networking equipment,
software and peripherals.

Check the box to allow the WAN port to be
pinged. Uncheck the box and the DIR-301
will not respond to pings. Blocking ping
response may provide some extra security
from hackers.

You may set the port speed of the WAN port
to 10Mbps, 100Mbps, or 10/100Mbps Auto.
Some older cable or DSL modems may require
you to set the port speed to 10Mbps.

Gaming mode allows a form of pass-through
for certain Internet Games. If you are using
Xbox, Playstation2 or a PC, make sure you are
using the latest firmware and Gaming Mode
is enabled. To utilize Gaming Mode, click the
box. If you are not using a Gaming application,
it is recommended that you Disable Gaming
Mode.

Check the box to allow multicast traffic to pass
through the router from the Internet.

HC| 1
ADYAMNCED METWORK

If you are not familiar with these Advanced Network ssttings, pleass read the help section
before atternpting to enable or disable them,

[ Save Settings ][ Don't Save Sektings ]

Universal Plug and Play {UPAP) supports peer-to-peet Plug and Play functionality for network
devices,

Enatile UPHP :

If you enable this feature, the WaN port of your router will respond to ping requests from the
Internet that are sent to the WaN IP Address,

Enable WAN Ping Respond :

WaAN PORT SPEED :

[ 107100 Mbps Ate

GAMING MODE :
If you are having difficulties playing some online games - please enable this mode.

Enable GAMING mode :

MULTICAST STREAMS :

WAN Ping Respond :

Helpful Hints ..

WAN Ping Respond :

WIRELESS
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Administrator Settings

This page will allow you to change the Administrator and User passwords. You can also enable Remote Management.
There are two accounts that can access the management interface through the web browser. The accounts are admin
and user. Admin has read/write access while user has read-only access. User can only view the settings but cannot
make any changes. Only the admin account has the ability to change both admin and user account passwords.

Administrator Enter a new Login Name for the Administrator account.

Login Name: <
r3 ]
Administrator Enter a new password for the Administrator Login D-Link .
Password: Name. The administrator can make changes to ~
the settings Y/ | o | owco  DENETERNN s | sueou |
- T iCa D Frn AT Helpful Hints..
User Logln Name: Enter a new LOgln Name for the user account- Tere ar twoccnts thatcaaccess the router's management interface, These accounts Ea-sonde;
5 are admin and user,
User Password: Enter the new password for the User login. If you e
|Ogln as the Use r’ yOU can Only see the SettlngS, .. Crily the admin account has the ability to change both admin and user account passwords,
but Can nOt Change them . 5 : [ Save Settings ][ Don't Save Settings ]
i ADMINISTRATOR (THE DEFAULT LOGIN NAME 15 "ADMIN") :
Remote Remote management allows the DIR-301 to be - Remote Managemen:

nabling R

Management: configured from the Internet by a web browser. A New Password | [sesensasansanes |
username and password is still required to access Confiim Password : [eeesssensessres
the Web-Management interface. In general, only
a member of your network can browse the built-in
web pages to perform Administrator tasks. This
feature enables you to perform Administrator

tasks from the remote (Internet) host.

USER (THE DEFAULT LOGIN NAME IS "USER") :

IP Address: The Internet IP address of the computer that has Endbe Femote Mansgment - (]

IP Address : |* |

access to your router. If you input an asterisk (*) N Y T |
into this field, then any computer will be able to —
access your router. Putting an asterisk (*) into

this field would present a security risk and is not recommended.

Port: The port number used to access the DIR-301. Example: http:/x.x.x.x:8080 whereas x.x.x.x is the WAN IP address of the
DIR-301 and 8080 is the port used for the Web-Management interface.
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Time Zone:

Daylight Saving:

Automatic Time

Configuration:

Set the Date and
Time Manually:

Time Settings

Select the Time Zone from the drop-down
menu.

Check the box to enable the configuration of
Daylight Saving time. Enter a start date and an
end date for daylight saving time.

NTP (Network Time Protocol) synchronizes
computer clock times in a network of computers.
Check the box to enable the NTP server. Select
an interval from the drop-down menu. Select an
NTP server from the drop-down menu. Click the
<< button next to the drop-down menu to fill in
the NTP server.

To manually input the time, enter the values in for
the Year, Month, Day, Hour, Minute, and Second.
You can also click Copy Your Computer’s Time
Settings.

e ———————

DIR-301 // SETUP AD¥ANCED TOOLS STATUS SUPPORT

ADMIN

TIME

TIME CONFIGURATION :

Time Configuration

The Tirme Configuration option allows you to configure, update, and maintain the correct time
on the internal system clock. From this section you can set the time zone that you are in and
set the MTP (Metwork Time Protocal) Server, Daylight Saving can also be configured to adjust
the time when needed.

[ Save Settings ][ Don't Save Setkings ]

Time : Aprf01/2002 00:38:17

Time Zone : E(GMT—DS:DD) Pacific Time {US & Canada) v |

Enahle Daylight Saving : []

Month  week  Day of Week Time
DST Start | Jan

DST End

AUTOMATIC TIME CONFIGURATION :

Enahle MTP server ;. []

Interval :

MTP Server Used : £ | | Select NTP Server
SET THE DATE AND TIME MANUALLY :

Current Gateway Time

Marth lApr v | Day

Bl

[ Caopy Your Computer's Time Settings ]

Year [2o v

Hour i_U_a v | Mirite Second

Helpful Hints..
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Save Settings to
Local Hard Drive:

Load Settings
from Local Hard
Drive:

Restore to Factory
Default Settings:

System Settings

Use this option to save the current router
configuration settings to a file on the hard disk
of the computer you are using. First, click the
Save button. You will then see a file dialog,
where you can select a location and file name
for the settings.

Use this option to load previously saved
router configuration settings. First, click the
Browse button to find a previously saved file of
configuration settings on your computer. Then,
click the Upload button to transfer those settings
to the router.

This option will restore all configuration settings
back to the settings that were in effect at the
time the router was shipped from the factory.
Any settings that have not been saved will be
lost, including any rules that you have created. If
you want to save the current router configuration
settings, use the Save button above.

"'_
= ——ﬁ__

The current system settings can be saved as a file onto the local hard drive. The saved file or
any other saved setting fie created by device can be uploaded into the unit,

SYSTEM SETTINGS :

Save Settings To Local Hard Drive @

Load Settings From Local Hard Drive : - | ===
Upload Settings

Restore To Factory Default Settings :
Reboots the DIR-301 :
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Firmware Upgrade

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the

D-Link support site.

Firmware Click on the link in this screen to find out if there
Upgrade: is an updated firmware. You can download the
new firmware to your hard drive.

Browse: After you have downloaded the new firmware,
click the Browse button to locate the firmware
update on your hard drive. Click Save Settings
to complete the firmware upgrade.

There may be new firrmware for your DIR-301 to improve functionality and performance.
Click here to check for an updrade on our support site.

To upgrade the firmware, locate the upgrade file on the local hard drive with the Browse
button. Once you have found the file to be used, click the Save Settings button below to start
the firmware upgrade,

Current Firmware Version 1.02
Firmware Date May 3, 2007

CURRENT FIRMWARE INFO :
d
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DDNS

DDNS (Dynamic Domain Name Service) is a method of keeping a domain name linked to a changing (dynamic) IP
address. With most Cable and DSL connections, you are assigned a dynamic IP address and that address is used only
for the duration of that specific connection. With the DIR-301, you can setup your DDNS service and the DIR-301 will
automatically update your DDNS server every time it receives a new WAN [P address.

DDNS:

Server Address:

Host Name:

Username or Key:

Password or Key:

Check the box to enable DDNS.

Choose your DDNS provider from the drop-
down menu.

Enter the Host Name that you registered
with your DDNS service provider.

Enter the Username or Key for your DDNS
account.

Enter the Password or Key for your DDNS
account.

Verify Password or Reenter the password or key for your

Key:

DDNS account.

DIR-301 SETUP ADYANCED TOOLS STATUS SUPPORT

Helpful Hints..

Dynamic DS (Domain Mame Service) is a method of keeping a domain name linked to a
changing (dynarnic) IP address. With most Cable and DSL connections, you are assigned a
dynamic IP address and that address is used only for the duration of that specific connection,

With the DIR-301, vou can setup your DONS service and the DIR-301 will automatically update
your DOMS server every time it receives a new WAN IP address,

[ Save Settings ][ Don't Save Settings ]

DDNS SETTINGS :

Enable DDONS @[]

Server Address : |

| | Select Dynamic DDMS server |

Haost Name : | |

D-Link DIR-301 User Manual

41



Section 3 - Configuration

System Check

VCT Info: VCT (Virtual Cable Transfer) is an advanced
feature that integrates a LAN cable tester on
every Ethernet port on the router. Through
the graphical user interface (GUI), VCT can
be used to remotely diagnose and report

—-———-_W_

cable faults such as opens, ShOFtS, swaps, tcsshreozte;:is an advanced feature that integrates a LAN cable tester an every Ethernet port an
and impedance mismatch. This feature —
significantly reduces service calls and returns
by allowing you to easily troubleshoot your R ——
cable connections. R e R —
tanz <[]  100Mbps FULL Duplex
Ping Test: The Ping Test is used to send Ping packets to tana Cinimer SN[ Oiconnectsd
test if a computer is on the Internet. Enter the tana  C[olemr SN Diconectsd
IP Address that you wish to Ping, and click

Ping.

Ping Test is used to send "Ping" packets to test if a computer is on the Internet,

Hast Mame or IP Addrass | |

emvoReswr |

D-Link DIR-301 User Manual 42



Section 3 - Configuration

Schedules

This section is used to manage schedule rules for virtual server, port forwarding, application rules, and IP filtering.

Name: Enter a name for your new schedule.

Days: Select a day, a range of days, or All Week to
include every day.

Time: Check All Day - 24hrs or enter a start and
. The Schedule configuration option is used to manage schedule rules for various firewall and
end t|me fOf yOUF SChedL”e s parental contral features.

[ Save Settings ][ Daon't Save Settings ]

ADD SCHEDULE RULE

Save: Click Save to save your schedule. You must :
click Save Settings at the top of the window — | |

for your schedules to go into effect. Dayls): © Al wesk O select Dart)

Sun Man Tue Wed Thu Fri

Schedule Rules The list of schedules will be listed here. Click N |D_| CEE
. . . artTime: | | AM | (hourminute, 12 hour time)
List: the Edit icon to make changes or click the Erifines T [0 1 M e, mhoie)

Delete icon to remove the schedule.

SCHEDULE RULES LIST :

Name : Time Frame :
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Log Settings

SMTP Server/IP Enter the address of the SMTP server that will
Address: be used to send the logs.

= y _

SMTP Check the appropriate box to enable or disable
Authentication: SMTP authentication.

Logs can be saved by sending it to an adrin email address.

SMTP Account: Enter your SMTP account name_ - . [ Save Settings ][ Don't Save Settings ]

SMTP Password: Enter your SMTP password. '

LOG SETTINGS SMTP Server [ IP Address | |

Email Address: Enter the email address to which the logs will
be sent. Click on Send Mail Now to send the
email.

SMTP Authentication ) Enabled @& Disabled
SMTP Account [ |

SMTP Password ia-‘eaersw:—aa-‘esé:‘w‘:- |

Save Log File to
Local Hard Drive: Click to save the log to your hard drive.

Log Type: Select the type of log you would like to view.
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Device Information

This page displays the current information for the DIR-301, including LAN, WAN, and Wireless information.

If your WAN connection is set up for a Dynamic IP address then a Release button and a Renew button will be displayed.
Use Release to disconnect from your ISP and use Renew to connect to your ISP.

If your WAN connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use
Disconnect to drop the PPPoE connection and use Connect to establish the PPPoE connection.

All af your Internet and netwark connection details are displayed on this page, The firmware
version is also displayed here,

LAN: Displays the MAC address and the private ‘
(local) IP settings for the router. S —

WAN: Displays the MAC address and the public IP %
settings for the router. - CDEVICEIORMATION:

Wireless: Displays the wireless MAC address and your HIRELESS Firmware Version: 1.00 , Nov 17, 2006
wireless settings such as SSID and Channel.

MAC Address @ 00-17-93-4d-8c-e5
1P Address @ 192,168.0.1

Subnet Mask : 255.255.255.0
DHCR Server @ Enabled

MAC Address @ 00-17-9a-4d-8c-26
CHCP Client Disconnected
*[CHCP Release | [ DHCP Rerew |
TP Address : 0.0.0.0
Subnet Mask : 0.0.0.0
Default Gateway : 0.0.0.0
DMS ¢

WIRELESS 802.11G :

551D dink
Channel : 13
Encryption : Disabled

Connection
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Section 3 - Configuration

First Page: View the first page of the log.
..... EESESEEE— g
Last Page: View the last page of the log.

SETUP ADYANCED TOOLS STATUS SUPPORT
o] 0

Wigw Log displays the activities occurring on the DIR-301.

CIear: Clear the |Og [ First Page ][ Last Page ][ Previous ]

Page 1 of 20

Previous: View the previous page.

Next: View the next page.

Tirme Message Source  Destination  Mote
Apr/01/2002 01:46:09 DHCF Discover

Aprf01/2002 01:46:00 DHCF Discover
Aprf01/2002 01:45:56 DHCF Discover
Apr/01/2002 01:45:54 DHCP Discover
Apr/01/2002 01:45:51 DHCP Discaver no response
Apr/01/2002 01:45:51 DHCF Discover
Aprf01/2002 01:45:35 DHCF Discover
Apr/01/2002 01:45:26 DHCF Discover
Apr/01/2002 01:45:22 DHCF Discover

Apr/01/2002 01:45:19 DHCF Discover
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Stats

The screen below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-301 on
both the WAN and the LAN ports. The traffic counter will reset if the device is rebooted.

SETUP ADYANCED TOOLS STATUS SUPPORT

DEYIE FO
e Traffic Statistics display Receive and Transmit packets passing through the DIR-301.

Receive Transmit
WAN 0 Packets 943 Packets
LAN 21250 Packets 8216 Packets
WIRELESS 11g 0 Packets 4575 Packets

Wireless Status

The wireless client table displays a list of current connected wireless clients. This table also displays the connection
time and MAC address of the connected wireless client.

SETUP ADWYANCED TOOLS STATUS SUPPORT

The wireless Client table below displays Wireless clients Connected to the AP (Access Point).

to the AP (Access Point ).

WIRELESS

Cunnected Time MAC Address

D-Link DIR-301 User Manual 47



Section 3 - Configuration

MEML

DIR-301 SETUP ADYANCED TOOLS STATUS | SUPPORT

Setup
« Internet
* Wireless Settings
o Network settings

Advanced
Wirtual Server
Port Forwarding
Application Rules
[P Filter
Metwiork Filter
Website Filter
Firewvall Settings
Advanced Wireless

drnin
Time
stem
Firrnware Upgrade
DOMS
Systemn Check
Schedules

Log settings

Status

Advanced Network
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DIR-301 offers the following types of security:

* WPA2 (Wi-Fi Protected Access 2) * WPA2-PSK (Pre-Shared Key)
* WPA (Wi-Fi Protected Access) * WPA-PSK (Pre-Shared Key)
* WEP (Wired Equivalent Privacy)

What is WEP?

WEP stands for Wired Equivalent Privacy. It is based on the IEEE 802.11 standard and uses the RC4 encryption
algorithm. WEP provides security by encrypting data over your wireless network so that it is protected as it is transmitted
from one wireless device to another.

To gain access to a WEP network, you must know the key. The key is a string of characters that you create. When using
WEP, you must determine the level of encryption. The type of encryption determines the key length. 128-bit encryption
requires a longer key than 64-bit encryption. Keys are defined by entering in a string in HEX (hexadecimal - using
characters 0-9, A-F) or ASCII (American Standard Code for Information Interchange — alphanumeric characters) format.
ASCII format is provided so you can enter a string that is easier to remember. The ASCII string is converted to HEX
for use over the network. Four keys can be defined so that you can change keys easily.
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Configure WEP

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to

the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).

Click on Wireless Settings on the left side.
2. Next to Security Mode, select Enable WEP Security.
3. Next to Authentication, select Shared Key.

4. Select either 64-bit or 128-bit encryption from the drop-down
menu next to WEP Encryption.

5. Next to Key Type, select either Hex or ASCII.
Hex (recommended) - Letters A-F and numbers 0-9 are valid.
ASCII - All numbers and letters are valid.

6. Next to Key 1, enter a WEP key that you create. Make sure you
enter this key exactly on all your wireless devices. You may enter
up to 4 different keys.

WIRELESS SECURITY MODE :
niable WEP Wireless Security (basic)

Security Mode

WEP iz the wireless encryption standard, Tao use it you must enter the same keyis) into the
router and the wireless stations. For 64 bit keys you must enter 10 hex digits into each key
bio, For 128 hit keys you must enter 26 hex digits into each key box, & hesy digit is either a
nurmnber from O to 9 or a letter from A to F. For the most secure use of WEP set the
authentication type to "Shared kKey" when WEP is enabled,

You may also enter any text string into a WEP key box, i which case it will be corwerted into a
hesadecimal key using the ASCIT values of the characters, & maxinmumn of 5 text characters can
be entered for 64 bit keys, and a maximumn of 13 characters for 123 bit keys,

Authentication : [Shared Key =
WEP Encryption : m
Key Type: [HEX _~|

Default WEP Key © [wEPKey 1 ~|

WEP key 1:
WEP key 2 :
WEP key 3
WEP key 4

—
—
—
—

7. Click Save Settings to save your settings. If you are configuring the router with a wireless adapter, you will lose
connectivity until you enable WEP on your adapter and enter the same WEP key as you did on the router.
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What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

The 2 major improvements over WEP:

* Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven'’t
been tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead
of TKIP.

» User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer's hardware-specific MAC
address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (!?*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA/WPA2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a
more secure public key encryption system to ensure that only authorized network users can access the network.
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Configure WPA-PSK

Itis recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1.

. Next to Security Mode, select Enable WPA-Personal Security

. Next to Cipher Mode, select TKIP, AES, or Auto.

. Next to PSK/EAP, select PSK. Passphrase @ |

Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).
Click on Wireless Settings on the left side.

WIRELESS SECURITY MODE :

Security Mode ; |Enable WPA-Personal Wireless Security {enhanced) j

or Enable WPA2-Personal Security.

WRA-Personal requires stations to use high arade encryption and authentication,

Cipher Type | AUTO -
PSk fEAP . |PSK -

Canfirmed Passphrase ;|

.Next to Passphrase, enter a key (passphrase). The key is an

alpha-numeric password between 8 and 63 characters long. The password can include symbols (1?*&_) and spaces.
Make sure you enter this key exactly the same on all other wireless clients.

. Enter the passphrase again next to Confirmed Passphrase.

.Click Save Settings to save your settings. If you are configuring the router with a wireless adapter, you will lose

connectivity until you enable WPA-PSK (or WPA2-PSK) on your adapter and enter the same passphrase as you did
on the router.
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Configure WPA (RADIUS)

Itis recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1).
Click on Wireless Settings on the left side.

WIRELESS SECURITY MODE :

2. Next to Security Mode, select Enable WPA-Personal Security Security Mode : |Enable WRA-Personal Wireless Securty (enhanced) <]
or Enable WPA2-Personal Security.
3_ NeXt to Clpher MOde, Select TKI P’ AES, or Auto WPA-Personal reguires stations to use high grade encryption and authentication.
Cipher Type lm
4. Next to PSK/EAP, select EAP. PSK / E4P ;AP -]
802.1x
RADIUS Server 1 1P oo
5. Next to RADIUS Server 1 enter the IP Address of your RADIUS Port ez
server. Shared Secret |
RADIUS Server 2@ 1P oo
6. Next to Port, enter the port you are using with your RADIUS Z:;tredSEcret |°
server. 1812 is the default port.

7. Next to Shared Secret, enter the security key.
8. If you have a secondary RADIUS server, enter its IP address, port, and secret key.

9. Click Apply Settings to save your settings.
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Connect to a Wireless Network
Using Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for
Service Pack 2 users. If you are using another company’s utility or Windows® 2000, please refer to the user manual of
your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option similar

to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click
on the center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray
(lower-right corner next to the time). Select View Available
Wireless Networks.

The utility will display any available wireless networks in your
area. Click on a network (displayed using the SSID) and click
the Connect button.

If you get a good signal but cannot access the Internet, check you
TCP/IP settings for your wireless adapter. Refer to the Networking
Basics section in this manual for more information.

{1 Wireless networks detected

One or more wireless networks are in range of this computer.
To see the list and connect, dick this message

Change Windows Firewall settings
Open Metwork Connections

Repair
Yiew Available Wireless Networks

5" Wireless Network Connection 6

Network Tasks Choose a wireless network

testl

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
iformati
< Setup a wireless network [({*))] Test 2
for a home or small office (IT
Unsecured wireless network l[l[lﬂu
Related Tasks (((ﬁ]) deiouk
\i‘) Learn about wireless Unsecured wireless network l[l[l[lu
networking salestest
(@)
¢ Change the order of
preferred nebworks # Security-enabled wireless network

asuﬂ[l |

"gx Change advanced
settings
@ Security-enabled wireless network

This network requires a network key. If you want to connect to this
netwark, dick Connect.

DGL-4300

(g .
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Configure WEP

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking Change Windows Firewal settings
on the wireless computer icon in your system tray Open Network Connections
(lower-right corner of screen). Select View Available Repair

Wireless Networks Yiew Available Wireless Networks

") Wireless Network Connection 6 E'

Hetwork Tagi Choose a wireless network
g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information,
N gat irel twork Test e
=2 f a home or small offce (“[r)
Unsecured wireless network l[l[l[lﬂ
. . . . default
2. Highlight the wireless network (SSID) you would like to Rekotod Tasig @ 0
. i Learn about wireless Unsecured wireless network alll
connect to and click Connect. N —
Change the order of ﬁ = ﬂ =
preferred networks "t Security-enabled wireless network lluu

testl

%ﬁ- Change advanced
settings
ﬁ Security-enabled wireless network

This network requires a network key. If you want to connect to this
network, dick Connect.

DGL-4300

((ﬁ:) )

[£3
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3. The Wireless Network Connection box will appear. Enter the same
WEP key that is on your router and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WEP settings are correct. The
WEP key must be exactly the same as on the wireless router.

Wireless Network Connection g|

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then dick Connect.

Metwork key: [

Connect l [ Cancel
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Configure WPA-PSK

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking Change Windows Firewal settings
on the wireless computer icon in your system tray Open Network Connections
(lower-right corner of screen). Select View Available Repair
Wireless Networks Yiew Available Wireless Networks

") Wireless Network Connection 6 E'

P Choose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information,
3 ) A~
g o 8
Unsecured wireless network l[l[l[lﬂ
. . . . default
2. Highlight the wireless network (SSID) you would like to Related Tty £l 0
. i) L bout wirel Unsecured wireless network all
connect to and click Connect. = —
Change the order of ﬁ . =
preferred networks 't Security-enabled wireless network lluuu

test1

(3» Change advanced
settings

ﬁ Security-enabled wireless network

This network requires a network key. If you want to connect to this

network, dick Connect.

DGL-4300

@

£
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3. The Wireless Network Connection box will appear. Enter the
WPA-PSK passphrase and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WPA-PSK settings are correct.
The WPA-PSK passphrase must be exactly the same as on the
wireless router.

Wireless Network Connection E|

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then dick Connect.

Metwork key: [

Connect l [ Cancel
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Section 6 - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-301. Read
the following descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If you have
a different operating system, the screenshots on your computer will look similar to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website on
the Internet or have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself.
Your computer must be on the same IP subnet to connect to the web-based utility.

* Make sure you have an updated Java-enabled web browser. We recommend the following:

* Internet Explorer 6.0 or higher
* Firefox 1.5 or higher

* Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using
a different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may
not be on.

* Disable any internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice,
Sygate, Norton Personal Firewall, and Windows® XP firewall may block access to the configuration pages. Check the
help files included with your firewall software for more information on disabling or configuring it.
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 Configure your Internet settings:

» Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab,
click the button to restore the settings to their defaults.

* Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings
button. Make sure nothing is checked. Click OK.

» Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three
times.

* Close your web browser (if open) and open it.

* Access the web management. Open your web browser and enter the IP address of your D-Link router in the address
bar. This should open the login page for your the web management.

* If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait
about 30 seconds and try accessing the configuration. If you have multiple computers, try connecting using a different
computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back
to the factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a
paperclip to hold the button down for 10 seconds. Release the button and the router will go through its reboot process.
Wait about 30 seconds to access the router. The default IP address is 192.168.0.1. When logging in, the username is
admin and leave the password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and
Hotmail, we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

Note: AOL DSL+ users must use MTU of 1400.

To find the proper MTU Size, you’ll have to do a special ping of the destination you’re trying to go to. A destination could

be another computer, or a URL.

e Click on Start and then click Run.

e Windows® 95, 98, and Me users type in command (Windows® NT, 2000, and XP users type in cmd) and

press Enter (or click OK).

* Once the window opens, you’ll need to do a special ping. Use the following syntax:

ping [url] [-f] [-1] [MTU value]

Example: ping yahoo.com -f -| 1472

C:~>ping yahoo.com —f -1 1482
Finging yahoo.com [66.94.234.131 with 1482 bytes of data:

Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.

Ping statistics for 66.94.234.13:

Packetsz: Sent = 4, Received = B, Lost = 4 (188x loss).
Approximate round trip times in milli—seconds:

Hinimum = Bms,. Maximum = Bns,. Average = Bms

C:~>ping yahoo.com —f -1 1472
Finging yahoo.com [66.94.234.131 with 1472 bytes of data:

Reply from 66.94.234_.13: hytes=1472 timne=%3ms TTL=52

Reply from 66.94.234_.13: bytes=1472 time=180%ms TTIL=52
Reply from 66.94.234_.13: bytes=1472 time=125ms TTL=52
Reply from 66.94.234_.13: bytes=1472 time=2803ms TTL=52

Ping statistics for 66.94.234.13:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli—seconds:

Hinimum = ?3ms. Maximum = 283ms,. Average = 132ns

Cong
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a
fragmented packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example,
lets say that 1452 was the proper value, the actual MTU size would be 1480, which is the optimum for the network

we’re working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
* Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

* Enter your username (admin) and password (blank by default). Click OK to enter the web configuration
page for the device.

e Click on Setup and then click Manual Configure.

* To change the MTU enter the number in the MTU field and click the Save Settings button to save your
settings.

* Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in
increments of ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard,
the D-Link wireless family of products will allow you to securely access the data you want, when and where you want
it. You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such
as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to work and
communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven
to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop
and desktop systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in
order to use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device
used to provide this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi
uses radio frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home or
office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products. D-
Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your
network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point
B. But wireless technology has restrictions as to how you can access the network. You must be within the wireless
network range area to be able to connect your computer. There are two different types of wireless networks Wireless
Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access
point has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an
indoor access point as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal
can reach out up to 30 miles to serve places like manufacturing plants, industrial locations, college and high school
campuses, airports, golf courses, and many other outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range
up to 30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use
nearly as much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops,
speakers, and other devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it’s for home, office,
business, D-Link has a wireless solution for it.

Home
* Gives everyone at home broadband access
* Surf the web, check email, instant message, and etc
» Gets rid of the cables around the house
e Simple and easy to use

Small Office and Home Office
» Stay on top of everything at home as you would at office
* Remotely access your office network from home
» Share Internet connection and printer with multiple computers
* No need to dedicate office space
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Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it’s
becoming so popular that more and more public facilities now provide wireless access to attract people. The wireless
connection in public places is usually called “hotspots”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote
locations like Airports, Hotels, Coffee Shops, Libraries, Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you're installing it for the first time it could be quite a task not knowing where to

start. That's why we’ve put together a few setup steps and tips to help you through the process of setting up a wireless
network.

Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try
to place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home.

If you have a two-story home, you may need a repeater to boost the signal to extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the
router/access point. This would significantly reduce any interference that the appliances might cause since they operate
on same frequency.
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Security

Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning
on the WPA or WEP security feature on the router. Refer to product manual for detail information on how to set it up.

Wireless Modes

There are basically two modes of networking:

* Infrastructure — All wireless clients will connect to an access point or wireless router.

* Ad-Hoc — Directly connecting to another computer, for peer-to-peer communication, using wireless network
adapters on each computer, such as two or more WNA-2330 wireless network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect
to the wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in
Ad-Hoc mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a

DHCP server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK.

At the prompt, type ipconfig and press Enter.

This will display the IP address, subnet mask, and
the default gateway of your adapter.

If the address is 0.0.0.0, check your adapter
installation, security settings, and the settings
on your router. Some firewall software programs
may block a DHCP request on newly installed
adapters.

v C:AWINDOWS\system32%cmd.exe

Microsoft Windows HP [Uersion 5.1.260881]
<C» Copyright 1985-2881 Microsoft Corp.

C:“\Documents and Settings*ipconfig

Mindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix .
IP Address. . . - . . - - . - - . &
Subnet Mask

Default Gateway

C:Documents and Settings>_

: dlink

18.5.7.114

= 255.255.255.8
: 18.5.7.1

If you are connecting to a wireless network at a hotspot (e.g. hotel, coffee shop, airport), please contact an employee
or administrator to verify their wireless network settings.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Step 1
Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4
Click Use the following IP address and enter an IP address that is on the same subnet as your network or the LAN
IP address on your router. 2

General

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address | e i ssised aionsics i yous ek supors

thiz capability. Othenwize, pou need ta ask vour netwark, administrator far
the appropiiate |F seftings.

192.168.0.X where X is a number between 2 and 99. Make sure that the number

(") Obtain an IP address automatically

you choose is not in use on the network. Set Default Gateway the same as the LAN ® Usethe g P acdress

IP address of your router (192.168.0.1). '::dd'ess:k_ ;:;‘2:225 502 |
Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The ' Y
Secondary DNS is not needed or you may enter a DNS server from your ISP. S s S—
Step 5 ' pogen
Click OK twice to save your settings.
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Technical Specifications

Standards
« IEEE 802.11g
e |EEE 802.11b
e |EEE 802.3
e |EEE 802.3u

Wireless Signal Rates*
*54Mbps  * 48Mbps
*36Mbps  *24Mbps
*18Mbps  * 12Mbps
*11Mbps ¢ 9Mbps
* 6Mbps * 5.5Mbps
* 2Mbps * 1Mbps

Security
* WPA - Wi-Fi Protected Access (TKIP, MIC,
IV Expansion, Shared Key Authentication)
* 802.1x
* 64/128-bit WEP

Modulation Technology
Orthogonal Frequency Division Multiplexing (OFDM)

Receiver Sensitivity
* 54Mbps OFDM, 10% PER,-68dBm)
* 48Mbps OFDM, 10% PER,-68dBm)
e 36Mbps OFDM, 10% PER,-75dBm)
e 24Mbps OFDM, 10% PER,-79dBm)
e 18Mbps OFDM, 10% PER,-82dBm)
e 12Mbps OFDM, 10% PER,-84dBm)

« 11Mbps CCK, 8% PER,-82dBm)
« 9Mbps OFDM, 10% PER,-87dBm)
« 6Mbps OFDM, 10% PER,-88dBm)
« 5.5Mbps CCK, 8% PER,-85dBm)

« 2Mbps QPSK, 8% PER,-86dBm)

« 1Mbps BPSK, 8% PER,-89dBm)

VPN Pass Through/ Multi-Sessions
* PPTP
*L2TP
* |PSec

Device Management
* Web-based Internet Explorer v6 or later; Netscape
Navigator v6 or later; or other Java-enabled browsers
e DHCP Server and Client

Wireless Frequency Range
2.4GHz to 2.462GHz

Wireless Operating Range2
* Indoors - up to 328 ft. (100 meters)
e Qutdoors- up to 1312 ft. (400 meters)

Wireless Transmit Power
15dBm + 2dBm

External Antenna Type
Single detachable reverse SMA
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Advanced Firewall Features
* NAT with VPN Pass-through (Network Address Translation) Weight
* MAC Filtering 0.246kg
* |P Filtering
* URL Filtering
* Domain Blocking
* Scheduling

Operating Temperature
32°F to 131°F ( 0°C to 55°C)

Humidity
95% maximum (non-condensing)

Safety and Emissions

CE
LEDs
e Power
e Status
e Internet
* WLAN (Wireless Connection)
* LAN (10/100)
Dimensions
e =112.6mm
W =147.5mm
eH=31.8mm

* Maximum wireless signal rate derived from IEEE Standard 802.11g specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput
rate. Environmental factors will adversely affect wireless signal range.
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Contacting Technical Support

You can find software updates and user documentation on the D-Link websites.

If you require product support, we encourage you to browse our FAQ section on the Web Site before contacting the Support line.
We have many FAQ’s which we hope will provide you a speedy resolution for your problem.

For Customers within The United Kingdom & Ireland:
D-Link UK & Ireland Technical Support over the Internet:
http://www.dlink.co.uk

ftp://ftp.dlink.co.uk

D-Link UK & Ireland Technical Support over the Telephone:
08456 12 0003 (United Kingdom)

+1890 886 899 (lreland)

Lines Open

8.00am-10.00pm Mon-Fri

10.00am-7.00pm Sat & Sun

For Customers within Canada:

D-Link Canada Technical Support over the Telephone:
1-800-361-5265 (Canada)

Mon. to Fri. 7:30AM to 9:00PM EST

D-Link Canada Technical Support over the Internet:
http://support.dlink.ca
email: support@dlink.ca
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