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Chapter 1: About D-Linkdefend APP &

Functions

1-1: General

1-1-1: About D-Link defend  application ?

D-Link defend is the mobile app with Secure Home Platform service that gives you a safer network

environment.
For example, it provides Parental Controls policy to limit the time & web category of internet access.

Other features include antivirus software installatio n / other security features (Host Reputation, Device

Fingerprinting, etc.).

1-1-2: How do | launch the D-Link defend  app?

To launch the D -Link defend app, you need to setup  your McAfee -powered router viathe D -Link Wi -Fi
app first.  Then, signintothe D  -Link Wi -Fi app with your D  -Link account to download and install the

D-Link defend app. Once onboarding, the D -Link defend app is ready to use.



1-1-3: Why do we have to log in to the D -Link Wi -Fi app before

we launch the D-Link defend app ?

The D-Link defend appis acloud -based app and connects your home devices remotely. To connect

your home devices, the D-Link defend app requires you to set up the supported router via the D -Link
Wi-Fi app first. Please be sure that you sign in to the D -Link Wi -Fi app during the setup process.

Once your router has been set up, the D-Link defend app will then bind your router using yo ur D -Link
account .

1-1-4: How many kid profile s can be created in the D-Link

defend app ?

There is no limit to the quantity of kid profile s. You can have as many as you want.
1-1-5: What happens if the parental controls feature isn 0 set
up ?

The Internet can be  dangerous for children. You may not want your kids to be able to view every
website. Wi t hout HAparental control so setting, you cannot

inappropriate content  s.

Your kids will not be protected if the Parental Control is not e nabled. For example:
1. No web access time limit

2. No web filtering limit

pre



1-1-6: I f |1 dondét set up pawlleheintarhet costitlr ol s

be still access ible ?

Yes, ifyou d o n $et up parental controls, you can still access the Internet.



1-1-7: What websites are allowed orblocked by default tomy

kids after | create a kid profile ?

Considering different ages of your kids, Parent al Controls protect your kids from accessing specific
contents of websites by default. You can still customize the allowed/blocked websites later.
The allowed/blocked website categories are based on different ranges of ages. For more detalils,

please refer to the table below:

: Age
Allow/Block Websites
0~7 8~12 13 and above
Gambling Blocked Blocked Blocked
Games Allowed Allowed Allowed
Dating Blocked Blocked Blocked
Drugs, Alcohol,
Blocked Blocked Blocked
Tobacco
E- mail Allowed Allowed Allowed
Entertainment and
_ , Allowed Allowed Allowed
Streaming Services
File transfer and
] Blocked Allowed Allowed
sharing
Category Social Networking Blocked Allowed Allowed
School Cheating Blocked Blocked Blocked
Sexual Content Blocked Blocked Blocked
Search Engines Allowed Allowed Allowed
Shopping and
o Allowed Allowed Allowed
advertising
Parental Control
_ Blocked Blocked Blocked
Bypassing
Uncategorized Blocked Blocked Allowed
Violent Content Blocked Blocked Allowed




1-1-8: Does the D -Link defend app support the remote

management?

Yes, you can manage your connected devices remotely on mobile data. For example, you can turn on

or off Away M ode remotely.

1-1-9: W hatis Home A way mode *?

I f youbdbre | eaving home, you might want to di scandhavect t he
them online when vy aTtlhé rHemelAavaykmode oati@v s you quickly to connect or

disconnect the Internet access of selected devices

1-1-10: How do I enhance the security level?

There are a few tips to enhance the security level:
i Set up Parental Controls

il Setup a device type



1-2: Setup

1-2-1: How to setup the parental controls in D-Link defend

APP ?

Step 1: Launch D-Link defend APP

Step 2: Tap the E icon from the home page

Watch out, your Internet
isn't secure.

x

View details




Step 3: Tap Parental Controls from the menu

DIR-2680

c rautar view

Parental Controls

Alexa Set-up

Help

About

Terms of Service
Privacy Naotice
COPPA Privacy Notice
Settings

Log out

Step 4: Please type inthe kid name and age. Then tap Create Profile

kids

Step 5: Youbve created the first kid profile. Tap the profi

Parental Controls

Kid profiles

Add more profiles

10



Step 6: Tap the + icon to select device(s) for the profile

B D Link Wik =

<

kids

g

Welb tima G -Ds0D +

Allowblock websiltes

Ly category
B blockad,

By specific domain
Mo

Step 7: Select device(s) for the profile. And then, tap the icon to save.

Add devices

Choose kids's devices so we can apply your
Parental Controls.

D iPhone [

11



Step 8: If your kid age is under 13 years old, please read the COPPA privacy notice and then t

Accept to continue . Skip the step if your kid age is over 13.

COPPA Privacy Notice

I e, B L
legal pracess, such as in n
subpaena.

SR LI L L
& to & court order or &

We may compile,
farm

thraugh aur

we oo 50,

More Infermation

aboul our privacy praclices. plouss
on tha labs localed here.

P and your childs rights
-opR feomply.hm.

And then t ap the icon.

kids

Wob tima ST -pEDD +

Allowiblock websites

By specific domain
Mone

Devices +

[ iehene

Dalels pi

Step 10: Your settings are saved.

Parental Controls

Kid profiles

Add more profiles

kids

12



1-2-2: How to setup the internet access time of kids in D-Link

defend APP?

Step 1: Launch D-Link defend APP

Step 2: Tap the E icon from the  home page .

Notifications

nternet

e

X

View details

Devices

Step 3: Tap Parental Controls from the menu

DIR-2680

C  Switch routar view

Home

Parental Controls

Alexa Set-up

Help

About

Terms of Service
Privacy Notice
COPPA Privacy Notice
Settings

Log out

13



Step 4: Tap the kid profile you would like to set up the web access time for.

Parental Controls

Kid profiles

Add more profiles

Step 5: Tap the + icon.

o Wi-Fi =

<

kids

1

Web tima GMT -DEDD

Allowblock websiles

By eategory
B biozked

By soecific comain
Hone

Devices +

0 ierene

Dalely profile

Step 6: Enter the web access time for the kid.

Web time

Decide when kids can go on the Internet.

Start 3:56 PM

End A5G P

Repeat Ewery day
Save

14



Step 7: Tap Save . Then, your settings are saved.

Web time

Decide when kids can go on the Internet

Start 356 PM
End 458 PM
Repeat Evary day

15



1-2-3: How to set  up the device type in

Step 1: Launch D-Link defend APP

Step 2: Tap Devices from the home page

B0-Lins Wi-Fi =

Notifications

Watch ou nternet

X

View details

Devices

Step 3: Select the device you would like to change the device type for.

B D-Link Wi-Fi =

Devices

Taday

iPhone

s

& Apple,inc.

Can't find 2 device? Make sure it's connected to your Wi-Fi. Puil
down to refresh the list.

[@]

16
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Step 4: Tap the icon on the upper right corner.

iPhone

]

-
Apple, Inc,

182.168.0.180

Parental Controls a

= Applisd 1o kids

= Block

o Forget this device

Step 5: To display the available device type, t ap the icon.

Identify th

iPhone

Mobile Phone

.

Step 6: Choose a proper device type for your device.

Lowcks

Swilches & Sockals
Madia cavices
Chher 1OT devices
Mabile Phane

Tablets

Personal Gamputer

Game Consale

Telsvisian

17



Step 7: Tap

Identify

iPhone

Mobile Fhone

Down . Your settings are saved.

18



1-2-4: How to stop the Internet access on specific devices in D-

Link defend APP ?

Step 1: Launch D-Link defend APP

Step 2: Tap Devices from the home page

Watch out, " Internet

1SN

X

View details

Devices

19



Step 3: Choose a device you would like to block the internet access.

Devices

Today

iPhone
L

% Aople, Inc.

Can'tfind 5 dewvica? s cannacrtad o your Wi-Fi. Pull

=h the list.

(@]

Step 4: Toggle the button

iPhone

U

L]
Apple, Ine,

192.168.0.180

MeAlee® Antivirus protection

Farental Controls

& Applied to kids

@ Block

© Forget this device

20



Step 5: Tap the icon. Your settings are saved.

iPhone

1

L ]
Apple, Inc.

192.168.0.180

| @)
«©

McAfee® Antivirus protection

Parental Controls

A Applied to kids

© Block

© Forget this device

21



1-2-5: How to quick ly pause the

D-Link defend APP ?

Step 1: Launch D-Link defend APP

Step 2: Tap the E icon from the home page

nternet

X

View details

Devices

22

internet access
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Step 3: Tap Parental Controls from the menu.

DIR-2680

C  Switch routar view

Home

Parental Controls

Alexa Set-up

Help

About

Terms of Service
Privacy Notice
COPPA Privacy Notice
Settings

Log out

Step 4: Tap the @ icon to pause the internet access for all kids.

Parental Controls

Kid profiles

Add more profiles

kids

Step 5: Youdre prompted to comfRausen.t he acti on.

Pause Internet for kid?
“our kic's devices won't have internet
ACCRSS, AR YOL SUFET

23



Step 6: Your settings are saved.

Parental Controls

Kid profiles (D)
o

Add more profiles

Internet fo paused right now.
N Urprremi

kids

24



1-2-6: How to clear disconnect ed device s in devices list ?

Step 1: Launch D-Link defend APP

Step 2: Tap Devices from the home page

Notifications

" Internet

X

View details

Devices

Step 3: Choose the device you wantto clear .

Devices

iPhone

25



Step 4: From the device page,t ap Forget this d

iPhone

U

L]
Apple, Ine,

192.168.0.180

MeAlee® Antivirus protection

Farental Controls

& Applied to kids

@ Block

I Forget this device I

evice .

26
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1-2-7: Howto ensure my device is secure

Step 1: Launch D-Link defend APP

Step 2: Tap Device s from the home page

Notifications

X

View details

Devices

7@1
Step 3: Tap the IS 4 icon on the upper right corner

B D-Link Wi-Fi =

Devices

Taday

iPhone

*Q

% Apple,inc.

Can'tfind 3 device? Make sure it's connectad ta your Wi-Fi. Pull
down to refresh the list.

[@]

27



Step 4: Youdre prompted t o coTaf $tartscart he acti on.

Scan your devices now?
Wwie'll check if your devices are
wulnerable L threals, 1T we find

anything, we'll help you fis it

Step 5: The scan result displays.

Devices

iPhone

% Agple, Inc.

Can't find 8 device? Make sureit's connected to your Wi-Fi. Puil
down bo refresh the list.

O

We could not identify any vulnerabilities at
this moment.

28



1-2-8: How to check  push notification s in D-Link defend APP?

Step 1: Launch D-Link defend APP

Step 2: Tap Notifications from the home page

Notifications

Watch out, your Internet

X

View details

~
Devices

29



Step 3: Notifications display .

wll P T

Notifications

Mew device found an your netwark

DIR-2680, 12 cacands ag0

Home

30



1-2-9: Howto change the Away Mode devices list ?

Step 1: Launch D-Link defend APP

2: Tap the E icon from the home page

wiFi =

Step
B 0-Link

Notifications

Watch out, your Internet
IsN't secure.

X

View details

Devices

Step 3: Tap Settings from the menu

DIR-2680
C  Switch routar view

Home

Parental Controls
Alexa Set-up
Help

About

Terms of Service
Privacy Naotice

COPPA Privacy Notice

31



Step 4: Tap Away mode  Devices List .

Settings

Time zone GMT +08:00
Secure Home Platform
vou'e protecton «

I.a.wa\,- mode Device List i
N

Alexa Command Controls

Step 5: Select the devicest o0 be disconnected from your home network when Home Away mode is

turned n ON O

< Device list e

Select the devices that will be
home network when Away mo

nnected from your
on.

iPhone
Q ® Apple, Inc

Step 6: Tap the icon. Your settings are saved.

< Device list ~

Select the devices that will be disconnected from your
home network when Away mode is on.

iPhone
D - A s, N

32



1-2-10: Howto turn on/off the A way mode ?

Step 1: Launch D-Link defend APP

Step 2: Tap the . icon toturn on/off Away mode .

Notifications

Watch out, yo

isn't seq

X

View details

~
Devices

33



1-2-11: How to turn on/off the M

Step 1: Launch D-Link defend APP

Step 2: Tap the E icon from the home page

B D-Lin< Wi-Fi =

Notifications

Watch out, Internet

X

View details

Devices

Step 3: Tap Settings from the menu

DIR-2680
C  Switch routar view

Home

Parental Controls

Alexa Set-up

Help

About

Terms of Service
Privacy Notice
COPPA Privacy Notice

Log out

34
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Step 4: Toggle the O button toturn on/off SHP feature

Settings
Time zone GMT +08:00
Secure Home Platform D
fou're protected
Away mode Device List >
Alexa Command Controls >

35



1-2-12: Howto enable ordisable

Defend ?

Step 1: Launch D-Link defend APP

Step 2: Tap the E icon from the home page

B0 i

wi-Fi

Notifications

X

View details

Devices

Step 3: Tap Settings from the menu

DIR-2680
C  Switch routar view

Home

Parental Controls
Alexa Set-up
Help

About

Terms of Service
Privacy Naotice
COPPA Privacy Notice

36
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Step 4: To enable or disable commands, t ap Alexa command Controls

Settings
Time zone GMT +08:00
Secure Home Flatform D
You're protected
Awvay mode Device List >

Alexa Command Controls

Step 5: Toggle the commands you would like to enable or disable. By default, all the commands are

enabled.

< Alexa Command Controls

Black a device from accessing the netwark.
Check yaur network summary,

Find out haw many devices are connected
to the network.

Get the 5 latest nolifications of what's
hapzening on your nelwork,

Get the results of a scan.

Pause the internel for everyone.
Paucse the internet for someocne.
Restart the intarnet for everyona
Restart the internet for somecne,

Scan for vulnerabilities to threats.

ollolloRelleNolieMeNolle

37



1-2-13: How to check the D-Link defend

version ?

Step 1: Launch D-Link defend APP

Step 2: Tap the E icon from the home page

B0 Lin< Wi-Fi =

X

View details

Devices

38

APP version & SHP



Step 3: Tap About from the menu

DIR-2680

C  Switch routar view

Home

Parental Controls
Alexa Set-up

Help

Terms of Service
Privacy Naotice
COPPA Privacy Notice
Settings

Log out

Step 4: To check both the app version and SHP version, t

< About =
# Rato the app
< Quick Lewur

|B Open Source Licenses

39

ap Version



Step 5: The versions display. Please note that the router version refers to the McAfee Secure Home

Platform (SHP) version.

Secure Home
Platform version

Router version
Knbaile: app wersion

Ok

40



1-2-14: Howto manage different routers

Step 1: Launch D-Link defend APP

Step
B 0-Link

wiFi =

Notifications

Watch out, your Internet
IsN't secure.

X

View details

Devices

Step 3: Tap Switchro uter view

D-Link Wi-Fi

Fi

DIR-2680 v

Parental Controls
Alexa Set-up
Help

About

Terms of Service
Privacy Natice
COPPA Privacy Notice
Settings

Log out

2: Tap the E icon from the home page

from the menu

41
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Step 4: Tap the router you want to manage

£ Switch router view

Tap the rou
sea all its seti

Then you can manage the other router.

ant 1o manage. Then you'll be aole to
o coniral it using tha app.

DIR-2680

DIR-2680

42



1-2-15: Howto resetmy routerin

Step 1: Launch D-Link defend APP

Step 2: Tap the E icon from the home page

B0 Lin< Wi-Fi =

Notifications

Watch o

X

View details

~
Devices

Step 3: Tap Help from the menu

BD-Lin WiFi =

Fi

DIR-2680

C  Switch routar view

Home

Parental Controls

Alexa Set-up

About

Terms of Service
Privacy Natice
COPPA Privacy Notice
Settings

Log out

43
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Step 4: To restore your router to default factory values, t ap Factory reset

<

Help

Setting up your router

Getting started

Using the app

Traubleshooting

I Faclory resel

Step 5: Youdr e

Are you sure?
Ta reset, you must sign aut. The
router's connectien Lo your aceount
will be remaved.

Cancel

prompted to coTafResem. t he acti on.

Step 6: Your device was reset . To onboard the SHP services, p

device.

44
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1-2-16: Howdol install the McAfee LiveSafe anti -Virus

software?

McAfee LiveSafe (MLS) features antivirus software with identity and privacy protection for all the
computing devices (smartphone, PC and laptop) by blocking viruses, malware, ransomware, spyware,

unwanted programs, and more malicious online attacks.

Step 1: From adevice page ,andtap Install toinstall the MLS app. Please note thatthe MLS app is

not available for loT devices.

android-61269a6c2418767e rd

Status [ ]
Manufacturer info HTC Corporation
IP address 192.168.0.126

MecAfee® Antivirus
protection

Parental Controls

9 Block

2 Forget this device

45



Step 2: Tap SEND to send the download link.

Send a download link

Invite your family member or
friend to install McAfee antivirus
protection on their device. You'll
leave our app to share the link.

Step 3:  Select how you would like to send the download link.

Status (@ ® Online
Manufacturer info HTC Corporation
IP address 192.168.0.165

M~ Afma® A b e

Send

Share to device
Share with Smart View or nearby devices.

LINE LIME Keep Grnail Facebook
©@ 6 @
0] !
LINE@ Direct Messages Add 1o
Bookmarks

Swipe up for more apps

46



Step 4: To download the MLS

« B 8 =

Your network owner wants you to
use this link to install McAfee(R)
antivirus protection. You can
check with them first to make
sure this invite's not spam.
https:/mcaf.ee/rSyjel b

e Brian Wu -

Your network ownes wants you 10 use this link 1o
install McAfee® anthirus protection. You can check
with them first 1o make sure this invite's not spam

app, t ap the download link

from the invitation

Tap the link to install McAfee antivirus protection.

What is this? Thanks

Step 5:
app downloa d page of Google Play/App Store.

Once an activation code is granted, t

Google Play or App Store.

PN T
€.MC:

« = ELN afee 1%

Complete action using

¥ &

Android  i0S

Internet Play Store

Mobile protection

Get peace of mind knowing risky apps aren't
stealing your personal info. And protect
everything on your smartphone or tablet if it's
lost or stolen.

Activation code: Q87DZBX2V39Q5TL

Download the app and enter your one-time
activation code.

ap Download

\
| Always Just once

47

Tap INSTALL

and then youdll bBLSr edi

to download and install the app from The

r















