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Wichtige Sicherheitshinweise

1. Bitte lesen Sie sich diese Hinweise sorgfiltig durch.

2. Heben Sie diese Anleitung fiir den spétern Gebrauch auf.

3. Vor jedem Reinigen ist das Gerdt vom Stromnetz zu trennen. Vervenden Sie keine Fliissig- oder Aerosolreiniger. Am
besten dient ein angefeuchtetes Tuch zur Reinigung.

4. Um eine Beschddigung des Gerites zu vermeiden sollten Sie nur Zubehorteile verwenden, die vom Hersteller zugelassen
sind.

5. Das Gerit is vor Feuchtigkeit zu schiitzen.

6. Bei der Aufstellung des Gerites ist auf sichern Stand zu achten. Ein Kippen oder Fallen kénnte Verletzungen
hervorrufen. Verwenden Sie nur sichere Standorte und beachten Sie die Aufstellhinweise des Herstellers.

7. Die Beliiftungsoffnungen dienen zur Luftzirkulation die das Gert vor Uberhitzung schiitzt. Sorgen Sie dafiir, daB diese
Offnungen nicht abgedeckt werden.

8. Beachten Sie beim Anschluf} an das Stromnetz die Anschluiwerte.

9. Die Netzanschluf3steckdose muf} aus Griinden der elektrischen Sicherheit einen Schutzleiterkontakt haben.

10. Verlegen Sie die NetzanschluBleitung so, daB3 niemand dariiber fallen kann. Es sollete auch nichts auf der Leitung
abgestellt werden.

11. Alle Hinweise und Warnungen die sich am Geréten befinden sind zu beachten.

12. Wird das Gerit iiber einen langeren Zeitraum nicht benutzt, sollten Sie es vom Stromnetz trennen. Somit wird im Falle
einer Uberspannung eine Beschiddigung vermieden.

13. Durch die Liiftungséffnungen diirfen niemals Gegenstdnde oder Fliissigkeiten in das Gerét gelangen. Dies konnte einen
Brand bzw. Elektrischen Schlag auslosen.

14. Offnen Sie niemals das Gerit. Das Gerit darf aus Griinden der elektrischen Sicherheit nur von authorisiertem
Servicepersonal gedffnet werden.

15. Wenn folgende Situationen auftreten ist das Gerdt vom Stromnetz zu trennen und von einer qualifizierten Servicestelle zu
tiberpriifen:
a — Netzkabel oder Netzstecker sint beschidigt.
b — Fliissigkeit ist in das Gerit eingedrungen.
¢ — Das Gerét war Feuchtigkeit ausgesetzt.
d— Wenn das Gerét nicht der Bedienungsanleitung ensprechend funktioniert oder Sie mit Hilfe dieser Anleitung keine

Verbesserung erzielen.

¢ — Das Gerit ist gefallen und/oder das Gehéuse ist beschédigt.
f— Wenn das Gerit deutliche Anzeichen eines Defektes aufweist.

16. Bei Reparaturen diirfen nur Orginalersatzteile bzw. den Orginalteilen entsprechende Teile verwendet werden. Der
Einsatz von ungeeigneten Ersatzteilen kann eine weitere Beschddigung hervorrufen.

17. Wenden Sie sich mit allen Fragen die Service und Repartur betreffen an Thren Servicepartner. Somit stellen Sie die
Betriebssicherheit des Gerites sicher.

18. Zum Netzanschluf} dieses Gerites ist eine gepriifte Leitung zu verwenden, Fiir einen Nennstrom bis 6A und einem
Gerdtegewicht groBer 3kg ist eine Leitung nicht leichter als HOSVV-F, 3G, 0.75mm2 einzusetzen.
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Copyright D-Link Corporation ©2001.
Contents subject to change without prior notice.

Copyright Statement

No part of this publication may be reproduced in any form or by any means or used to make any derivative such as
translation, transformation, or adaptation without permission, as stipulated by the United States Copyright Act of 1976.

ii



Table Of Contents

About This Guide xiii
OVETVIEW OF thiS USEI™S GUIAE.......eiiiiiiiieiiiiiiee ettt ettt e e e ettt e e e e s e eaaaereeeessesnaaeeeeessannns X1il
INEENAEA AUGIENCE ..o ettt e e et e e et e e s e et e e e e eateteseaaaeessraeeesnneeeesnneeeas Xiii
TOIMINOLOZY ...ttt ettt ettt ettt bt ettt e st eae et e et e e be s bt eheeseeneense s e teebeeseabesaeebeeneeneennens xiii
Introduction 1
ELhernet OVET VIDSL....oo oottt e e e e et e e e eaae e e s ente e e s eaaeesenaaeessnareeeeenereesennees 1
ADPLICALIONS ..ottt sttt et et et st e et e st et e enteasaeesse et ee st enseenseensesaeesseenseenseenseeseenseanseenseensennsenseens 1
HATAWATE ...ttt e e e e e et e e e e s e e aeeeeeeseenaaaseeeeeseanssaeeeeeessesnnaaaeeeeeeans 2

SWitch DeSCrIPLION ANA FUNCHION..............cccooieeieie et ettt ettt ettt et eene et e naeeneeas 3
FOATUTES ... 4
o) o £ TSRO RPRRRRRN 4
PerfOrMANCE FEATUIES........ooiieeiiiieiiee ettt e e et e e e et e e eeaaeeesenaeeeeenaeeesenareeeennereesennees 4
IMANAZEITIENI ....c.vieeetieeiiteetteetee et e ette st e eteeeabteeabeesabeeeasaesabeeenseeenseeesseeesseeenseeenseeensseensaeensaesnseesnseesnseesnsaesnseesns 4
Installation and Setup 5
UNPACKING ...ttt ettt te it te s te st e st este et e est e s st e st enseesseessesseesseenseensesnseeseanseanseenseesseassenseenseensesnsesanesseenseenes 5
SWILCH PLACEIMENT ......vviiiiiiiieeieeeee ettt e e e e e et e e e e e e eaba e et e eeessaansaaeeeeeessesnnsaaeeeessssnnneaenees 5

g 1e] S e 721 o5 o) o KOO 6

POWET O ..uviiiiiiiiiiiiitittttt ettt ee e e e e e e e e e ae e s e s e s e s e sa s e s e s e s e s ssasasasssssassassssssesesasasesesssssssssssasssesenesenenee 7
Switch Components 8
FTONE PANEL ...t e e et e e e ettt e e et e e e eeaaeeeseaaeeesenaeeeeenneesennneeeas 8

T g Y1 1<) TP 8

LED INAICALOTS ... ettt e e e e e e e e e e e e eaae e e e aaeeeeenneeeeenteeeeeareeeennneeeennneeeas 9
Network Connections 10
Connecting MUItIPIe SWILCHES .....o.iiiieiiieieitieteee ettt ettt se e s e te et e et esaeeteeneeeneeas 10
Stacking @ SWILCH GIOUP .. .coueeiiiieeiie ettt ettt ettt st ae e ae ettt eeaeesa e e bt enteenseeneenneens 10
Powering On SWItCh STACKS ........ceiiiiiie ettt ettt st be e eneene 11

Cable Connections for a Stacked SWItCh GTOUD ........ccveviiiiiiiiiecieeiecrecteeeese et 11

Front Panel CONMMECTIONS .............ccc.ooeieeeeeeee e et 13
ReAT PANCI CONMMOCLIONS. ...ttt ea e 14
Network Connections t0 DSL SPIItIEr ..............ccccoouiviiiiiiiiiii ittt 15
Cable Attachments t0 DSL SPILET ......c.cecuieciirieriesiiere ettt ettt eseeae e sneesseeseenseenseas 16

Install the Ground Wire on the DSL SPITET.......c.coiiiiiiiiiie ettt 17
CoNNECLION 10 ENA USET ..ccoiiiiiiiiiiiiiee ettt ettt e e e e et e e e e e e eaaaaereeeeesesnnaeeeeeeessannes 17
Switch Management Concepts 18
Local Console Mana@EMENL. ..........cc.iiiiieieieieiereeete ettt eite et e e see bt eseeseeasensebesseebesaeeseeneensenseeensesseseeenes 18

IP Addresses and SNMP CommUNIty NAIMNES ........cccveruverrierrieiieeeeiesteesteesteessesseseesseesseesseessesssesssesseessesssens 19
Remote Management SETUP MEMU......ccueeiuiiiriiiiiieiieeiteeiteeiteeteeeteesteeeteesbeesteesabeesaseesebeesaseessseensneens 20

1LY 002 F PRSPt 21

A 1LY SRR 22
AUTNENTICATION ...ttt e e ettt e e e e e e ettt eeese e aaeeeeeessesaaaaeeeeessessnnesaeeesesannnsseseeessssnnnnnees 22

MAC AdAress AGING TIME ...c.veeueriiinieiiieitiet ettt ettt et te st e s bt e steeteseesaeessee st eneeeneeeneeeseesseenneennes 22
PACKEE FIIEEIINE ...ttt st sb e et ettt et s b e sbeenbeenees 22
Managing SWItCh SACKS .......ouiiiii ettt sttt ettt e e b neeneens 23
Determining SWitCh Stack OTder .........ccuivviiiiiiiiieii ettt saeesreeseesbeenseas 24

SPANNING TTEE PIOTOCOL......iciiiiiiiiieitieieeit ettt ettt ettt e ste et e et e e st e sse e teesseesseesaessaesseensesssesseesseenseenns 25



STP OPeration LEVELS ........oeuiiiiiieiiee ettt ettt sttt ettt e e st et ebeenteeseeaeeneeeneeee 25

Creating @ Stable STP TOPOLOZY .. .ceueeieieieieetiee ettt ettt st ettt et e e sbesbesbesaeeneens 27
THTUSEEAtION OF STP ..ottt ettt b et a et e et e st e e bt aeene et et e abeeseeneee 30
VLANS oottt ettt et h et h e sttt ekt ek et ekt a et ekttt ekttt ae et et aenae e 31
TEEE 802.1Q VLANS.....ciutiitetitiit ettt ettt ettt et ettt st e bt bt eb et e e st e et e e bt sbeeb e e st enteaentesbesaeeneens 32
ASYMMEITIC VILANS L...oiiiiiiiieitietiete ettt ste sttt ettt e et e st e e st e st e essesatesseesseenseenseensesseesseenseenseensensaesseenseenses 37
Configuring the Switch 38
Connecting t0 the SWILCH .....o.iiiuiiieee ettt ettt e et et esaeesaeenaeeneeeneeas 38
ConS0le USAZE CONVENTIONS. ....c..eetieteeteeiiestiesteerte et eteeueesteesteenteeneeaseesseeseenseansesneesseesseeseenseeseenseenseansens 38
Connecting to the Switch Using TeINEL..........cc.oiiiiiiiiiieieee et 39
First Time Connecting to the SWItCH. ... ...ccuiiiiiiiiiieiee et 39
User ACCOUNES MANAZEIMNENT .....veerurieriiieriieeniienteerteesteesteestreestteessteesaeeessaeenseeesaeesssessseenseesseeenssesssseensseens 40
Root, User+ and Normal USer PrivileZes........cccivvviviiiiiiieiieiieiesitesieeie ettt sre e saeesseesaeenveennens 42
SAVE CHANGES ...ttt et ettt b bttt ettt et et sttt sbe ettt 42
FACOTY RESEL.....ueiiiiiieiiie ettt ettt e st e st e s bt e s at e e st e e sabeesabeesabeesabaeeabeesbeesnsees 43
Logging On to The SWitch COnSOLE ........ceiuiiiiiiiiiiiieeeee ettt 45
Updating or Deleting USET ACCOUINLS .......cc.eeruieriieiieiiieiiestieie et eitesite st e et eteetesaeesaeeseeeneeeneeeneesseesseenseennes 45
ViIeWINg CUrrent USET ACCOUILS ......coueiuiertieiieieeiteitteetiestt et eteettestte st e bt e et este st e sbeesbeenteenteeneesbeenbeenbeenees 46
Deleting @ USET ACCOUNT .......eouiiuiiiieieiete ettt ettt ettt st e bt ea e eat et entestesae s bt sbeeseeseensensanseasesseebesaeeneans 46
CONFIGUIING THE SWILCH. ..ottt ettt ettt ae e be e et e e ae e eseebe e s e enseesseeseesseeses 47
Serial Port and SLIP SEtNES ......ccvevviiiiriertieiieiieieeeesieesteetestestee e ebeesaesseesseesseesseessesssessaesseesseessesssesseenns 48
SWItCh INFOIMATION ....cviiiiiiiiiiti ittt ettt bbbttt ebe et e st et b e ebeeaeen 49
Stacking CONTIZUIALION ......eeivieiieieiie ettt ettt et e e aeste st e seesseeneesseesseenseenseensesssessaeseenseensesnsesnnenns 50
SYSTEM INTOIMATION .....eeeetietieie ettt ettt sttt e te et e et eae e s st e bt et e eneeeseesseesseeseensesnneeneenne 51
CONTIGUIE TP AAIESS ...ttt ettt et ettt e st e e et e e s e s s ee s bt e bt e st entesneeeneesneeteenseeneeas 52
Management Station TP SEHHNES ......covieriiiiiieee et 53
Setting TTaP RECEIVETS ....cuuiiuiiiiiiiieiieitiee ettt ettt ettt sttt et e e e s e eb b e s bt e s beenbeentesaeesaeeae 53
ConfiGUuIe SWItCh SEHHINES.....cuviitiiiiiiieiiciereere ettt ettt ettt e et e e b e e sbessaesseesseesseeseesseesseesseenseessens 54
SWILCR SEUINES ....evviieietietteieete ettt ettt et e st esteeste e bt esbeesbeesbeessesseessaesseassesssesssesseesssenseensenssenssensenns 54
Broadcast/Multicast StOrm CONLIOL..........couiriiririiiiiriiteeenee ettt sttt 55
CONTIGUIE POTES ..ottt ettt ettt e et e st e et e et e esteesseenseesaeseenseensesnsesneesseeseanseansennsens 56
Configure Port ACCESS ENTILY ......oouieiiiiieiieieiee ettt ettt et sae e et et e e eneeas 59
PAE System COnfIGUIATION ...c..eevieiieieiieitiesiteeit ettt ettt ettt st eseeesteete et eeaeesaeeaeenseeneeeseesseeaseennes 59
Configure 802.1X — Authenticator ConfigUIration..........c.ccevierieiirienienieeee e 61
CoNfIGUIE RAAIUS SEIVET .....iitiiiieiiiiie ettt ettt sttt ae st e et esbe st e et e saeebe et e teseeeeeeneeee 63
CONFIGUIE POt MAITOTING ....eoviiiieiieeieeieettesteete e see st et e bt et e ettesteesseesbeesseessesssessaesseesseessesssesseesseensenssens 65
VDSL SEHNES ..eeuvvevvieeiieiieeitestteteetestestesttesteeseesteesseessesseesseessaassasssesseeseesseassesssesseesseesseesseassenssesseessennses 65
Configure Spanning Tree ProtOCOL........c.occuiiiiiieiiee et enee e s 66
STP Parameter SEEHINES . .....eerueeiuereierierierieeteeteetes et esteeaesttesseesseeseessesseesseesseenseassesssesseesseensesnsessesnsenns 66
Port Spanning TTee SETINZS ......cc.eeruieriirieieieeiiee ettt ettt e e st e et e bt et e eneeesee st eteeneeeseesseeaneennes 67
MAC Address Filtering and FOrwarding.............ccooii oot 68
Configure MAC Address FOrwarding...........cooueiiiiiiiiiniiiiieeeeieee ettt 68
Configure MAC Address FIiltering.........c.ooiiuieiiiiieieee ettt enene 69
CONFIGUIE MUILICASTING ....eveeviiiieiieeieetteieete et e et e see e esteeteestesteesseesseesseesseessessaessaessesssesssesssesssesseenseensenssens 69
Configure IEEE 802.1Q Multicast FOrwarding ...........cceceeieriieriiecienieniesieesieseeseesieesseesesssesseesseessesssens 70
Configure IGIMP SNOO0PING .....cccvveiieieeieeiesieie et ete e ee st et e e et e seeesseesseesseesessaesseesseeseenseensesseesseensennsens 71
CONTIGUIE VLANS ....oiiiiieiieett ettt ettt e e st e st e st et e e st e eaee st eenseenseasseesseasaeseenseensesnsesneesneanseenseansennsens 72
INEIWOTK MORTIOFITIG ...ttt ettt ettt e et e et e bt e e e bt et eneeeeeeneeenneenean 78
o3 (A 51 1225 (o) TSRS 78
POTt EITOT PACKELS ...ttt sttt et et e bt e b e 78
POTt PACKEt ANALYSIS ...eueitiieietiitieeeee ettt ettt a et e et e st e bt sbeeb e e st es e et et e aaeebeebeeneeneens 79
BIroOWSE MAC AQATESS ...c..eouienieiiieiteeteeeet ettt ettt b e a e eat et e et e st s bt sbeeb et et e bentesbesbeeneene 80
SWILCH HISEOTY . ..vtiutieiieiieiieste sttt et ettt e et e st e e et e esaesetesseesseesseesseessesssesseesseensanssesseenseessesssesssanes 80
SPYSEEI UBIIITIES ...ttt bttt ettt bbbttt b st et ettt bttt ee et enee 81
Upgrade Firmware from TEFTP SEIVET .........ccceeiiiieiieieeieeieieee ettt ettt e e enseenaenseeeseennes 81

Use Configuration File on TFTP S@IVET ......ccoooiiiiiiiiieiieeee ettt 82



Save Settings t0 TEFTP SEIVET .....ccuiiiiiieeeieeee ettt ettt et s e st e saeeaeenee e e 83

Save History LOg t0 TEFTP SEIVET......couioriiiiiiiiiieieeeeeete ettt ettt ettt s 83
PANE TS ..ttt ettt et et e a e e b e e bt s bt e bt et e st sae e ehe e bt et en b e ea b e ebee bt e nbeenes 84
L0CAl LOOPDACK TESL....cuiiiiiiiiiieiieeiieieete ettt sttt ettt steeste et e esbeesaesseesseesbaessessaesseesseesseenseensanssens 84
LiNE LOOPDACK TESE ...uviiuiiiiiiiiiiieiieie ettt ettt sttt et et e et e steeste e b e esbeesaessaessaesseenseessesseesseesseensenssens 85
SPSLEI REDOOL ...ttt ettt bttt ettt 86
LLO@OUL ..ttt ettt bt et e st et e e bt e e bt e e bt e e bt e e bt e eab e e nab e e s ab e e ateesabeenateas 87
Using the Web Management Software 88
54180 Ta L Lo o) o TSR 88
GG STATEEA ..ottt ettt he e bt et e a e e ateeb e s bt e bt e st e eabeeatesaeesbeenbeeteenteennens 88
LOZ ON t0 WED IMANAGET.......cueeiiteitietieiietieie ettt ettt ettt st et sae et es e e st et et e be e bt ebeeaeeneanseneensesaesaeeneeneans 89
Web INterface COMPONENLS.........cccveriieriieiieiieiesterteeteeteetesttesteesteebeesseessesseesseesseessesssesssesssesseessesssenssesseens 89
ACCESSING MENU WINAOWS....c.viiiiiiiiiiieiiieiieit ettt et eteebessaeetaesteesteebeessessaesssesseesseessessseessenssesseesseenses 90
SWIECIH CORFIGUFATION ..ottt ettt ettt ettt ettt et ettt sae ettt ene 91
SYSTEM INTOIMATION .. ..evieiieiieie ettt ste st esae e bt easeesteeseeseenseansesssessaesseenseensesnnesnnenes 91
SYSTEM TIME SEEUP ..neeniitieetieitiete ettt ettt ettt ettt e et e st e et e e bt eateemeesstesaeessee st enseenteeneanteenseenseeneesneans 91
TP SEEEINES ..ottt ettt ettt ettt et et et e e bt e e te e et e et e et e es e e et et e en e e en e e eseeebe e be e st enteeneeeneeeneeteenteentean 92
SWILCH INFOITMATION ...ttt ettt ettt et et et et e s bttt eaeeseeseeneen b e sebeabeseeeneenean 92
Stacking CONTIGUIALION .....c..iiuiitiieietieiiei ettt ettt ettt eae st e st e st et et e st e eteebeeaeeseeneenseseseabeseeeseenean 93
CONTIGUIE POTES ....eeiiiiiciiecieeie ettt ettt ettt e st e e bt e sae e b e esbeesseessesseesaesseessesssessseseesseensenssens 94
PAE SYStEM CONLIOL.....uiiiiiiiieiieiieeiieieeie ettt ettt e st e e st ebeesbeesbasssesseesseesseenseansesssesseesseessenssensenns 98
Port AUthentiCating SETNES .......c.eccierieriieieeieeierteteeieete st et e st et e esaee s st e st enseeseessaessaenseensessaesseenseenses 98
INEtIALIZE POTES(S) -vevvevretieieeieeteeiesitete et et e et e st et eteeaesstesseesseesseenseesseesaanseenseenseensesssesnsesneesseenseensennsens 99
ReEaUtNENtICAtE POTTS(S)...uieiureiiiieiiieeiieecte ettt ettt et e et e et e e bt e e e e eteeesbeeesbeeesseeenseeessaeesseesnsaeensesenseennsens 99
L0101V e (e AN L1 1157 118 (et () USRS 100
RAGIUS S@IVET ...ttt ettt ettt ettt e et st e st et et e e bt et e e aeeates e eneenseebeebeebeeaeeseeneensanseseasesaeas 102
General RAAIUS SETVET.......eouiiiiiiiiteeteet ettt ettt ettt et b e st et et e be e e et e e st ent et e seaneseeenes 102
AUthentic RAAIUS SEIVET ....cc.eiuiiiiiiiieiiiei ettt ettt eb ettt e b e 103
LLOCAI TUSET ..ttt h e ettt e bbbt a e st et et e bt sb e eb et eat et et et e nbeebes 104
POTt IMIIITOTING ...ttt ettt et ettt et et e e eaeseeesaee s e esseenseenseeseanseenseenseessesssessaeseensesnsesnsesneanseanseenes 104
SWILCH SEUINES ....evtevieiieie ettt ettt et et et eteestesteessee s e esseensesssesseesseanseenseansenssessaenseensennsennnas 105
VDS SENES ..enveenteeuieeiieetieet et ettt ettt st e et e et et eatees e et e e bt em b e emeeeseeaseeaseeaseemeeemeesneesseenseenseenseeneanseen 106
Configure 802.1Q StatiC VLANS ....ooiuiiieeieeieit ettt ettt ettt ettt et e e e e e stesaeesaeesseeeeeneesneenaeenes 107
Add a Static 802.1Q VLAN ...ttt sttt b et s et e et e bttt eaeese et entesseneeaee e 107
Edit 802.10Q VL ANS. ..ttt ettt ettt ettt ettt a e s et e e e bt e heebeeneese e e e s e besbeebeeneeneeneensensesaeanes 108
802.1Q POIt SCHINES ..veevveiiieiieiieiiete e eteeste et eteeetesteesteesteeseessesseesseesseesseasseassessseseessesssesssesseessenssenses 109
ASYMMEITIC VILANS L...tiiiiieiieitieitiecie ettt e sttete et e esaeeteeetaebeesbeessessaessaesseesseesseessessseaseeseensenssenssessenns 111
IMUIICASHING OPLIONS ....eeeeeieiieeieteeteeeteeteesteeteetesstesseesseesseesseanseessesseaseenseenseassesssessaeseensesnsesnsesssesseenseenes 111
Group Address FIIEEIING . .......ceevuieiieiieieeieceseee ettt et ettt enbessaessaesseenseennesneesseenseenes 111
MUlticast FOTWATAINEG .....c.eeueeiieiiieiieit ettt ettt b et et e te et e saeesaeesseenteeneeenteeneeeneens 112
(€ 21 310 T 01§ 3V 112
PIIOTIEY ..ttt ettt et e et et e e e e a e s b e s bt e bt et e eete s et e sbeesbe e bt e bt et e enteebeenbeens 114
Spanning Tree Protocol CONfIGUIAtION. .........ciuieieieieieieete ettt sttt see e see e sae e 115
POrt SPANNING TTEE.....ueeitieiiieiieii ettt ettt ettt e te et e aeettesaeesseebeesbeesseessassaesseessaessasssesssesseesseenseenes 116
IMAC FOrWATAING .....ceviieieiiieiieie ettt ettt e et e et e s aesteesteesbeessesseessaeseesseesseessasssessaessaessesssesssesssesseensennns 117
IMAC FIIEIING.......eieeeieeieeiieeiieieete ettt sttt ettt et esete st et e est e e s seesseeseesseenseensesnsesnsesneesseenseenseenseensensaenseans 117
IMANAZEIMIENIL .......eeiiieiieeiteeeite ettt ettt sat e ettt e s bt esat e e sabeesateesabeesabeesabeasabeesabeasateesabeesateenbaeenbeesabaeenseesares 118
Management Station TP SETHNES .......ooviiiiiieieieee ettt 118
COMMUINIEY STINES ..eneeeiieeiieetieetiete ettt ettt et et eeateseeesaee et e et eaeeesea st e st emseenseemeesseesseenseeneesneesneenseanes 118
TLAP RECEIVETS ...veeniiiieiieiie ettt ete et et e et e s teeebeessteeeabeessbeessseessbeeasseesssaensseeassaensseessseenssaenssaenssens 119
USET ACCOUIES ...ttt ettt ettt e b et e e e e sh e e sbte bt e et eat e es e e eb e e e bt e bt em b e eabessaesbeenbee bt embeenteenteenteebeenbeans 119
SEITAl POt SEHINES ....vvicvietieiieieeie ittt ettt et et e et e e sbeetaesteesseesseessessaesseesseesseesseessesssessseseesseessenses 121
MOTUEOTING ...ttt ettt ettt ettt et nae ettt ettt 123
POTt UTHZATION ...ttt ettt ettt st s ebeeb b ettt b e s bt sbe e bt ebeeat et ebenbenaenn 123
PACKELS ...ttt ettt ettt bbbt et ettt b e sa e bbbt et et et nae 123

RECEIVEA (RX) e uiiieiieeiieeiee ettt ettt e et e et e et e e s ebe e tbeesabe e tbeesseessseassaeessseensaeensseensseensseesneenses 124



UMB-CASE (RX)...orveeeee oo seeeeeeeeeeeeeeeseeeeeeeeeeesseeseeess e eeeseeeeees e eeeseseeeeseseseseeeeesseeeeess e eeesseeeeesseeeeeee 125

TTANSIMITEEA (TX) 1oiuiiiiiiiiieeee ettt ettt e te e ste et e e aaeetseeaeesbeesbeesbeessesssessaesseesseennesreesseenseenes 127
32 (0 £ PRS 128
RECEIVEA (RX)..eiuiiiiiiiiieiiiesiieie ettt ettt ettt ettt e te et e e saeesbesaeessaesseesseesseessassaensaensaesseessesssesseenseenseenns 128
TTANSIMITEEA (TX) 1eeviiiiiii ettt ettt et st e et e et e e raeetaesas e taesseesbeesbessaessaesseessesssesseesseenseenns 130
N/ USSR R 131
PACKET SIZC ...ttt ettt sttt ettt et e et e et e st et e e seenaesseeesee st enseenteente st enteenseenteenaenreens 131
IMAIC AQATESS ...veeiieeeeiieiiie ettt ettt ettt et e e et e e tte e tbeeaeeestbaeseeessseassaeessseanseeeaseeanseeassseansaeensseensseensseenseeanses 133
(€ 21 110 ) o313V RS 134
POTt ACCESS CONIOL ....viviiiiiiicieeicee ettt ettt ettt ettt e e sae e b e e aeeete e seesbeesbeessesssessesseesseesseersesseesseenseenns 135
AULNENTICALOT STALE.....eetiieiieeiieeiieetteesee et e et ee et eebeesbeesbeessbeessseessseeasseessseessseesseensseesseensseesseenssesnses 135
AUThENtICAOr STALISTICS .1vvievieitieiiieiieetesteste st e sttt ete et e steeste e beebesssesseesseesseesseessesssesseesseesseensenssesssesseens 135
AUthenticator SESSION-COUNTET ........cccviiieiieriertiesteeteeteetesteesteesseesesstesseesseesseesseessesssesseesseessessseessesseens 136
RAAIUS AUNENLICALION ......eivieiiieiiieie ettt ettt et et e et e s saesseeseebeessesseesaeesseenseenseenseensensaenseens 136
RAAIUS ACCOUNLING .....ouvieiiieiieeiieeiieie ettt ee st ettt et e e eae st ee st enseessesssesseesseesseenseenseessesseenseenseansesssensenns 137
MATNEETANCE. ...ttt e et e e ettt e ettt e e e sttt e e eatb e e e e taaeeeentteeaensseeeenssaaeeassseeannsseaeennses 138
TETP SOIVICES ....uiiiitiietii ettt etteette et e et e ettt e steeebeesbeeesbeessbeaasseessbaassseesssaassseesssaaasseesssaassseessseensseesseenseennses 138
UPAALE FIIMMWATE. ......eeiiiieiieiiieeiieeiieeiee et e et ee et e s te e st e e sbeessbeessseessseessseesssaensseessseensseensseenssessseenseesnses 138
CONTIGUIALION FILE ...ttt ettt ettt es st et be bt eb et e st e e seseeseeenes 138
SAVE SCUIMES ...eeveeurieiiieiieetestete et et e st e steesteebeesbeessesteesseesseessesssesseesseesseesseassesssanssesseessenssessaesseessesnsenses 139
SAVE HISTOTY LOZ 1.vviviiiieiieiieie ettt ettt ettt e e s ta e st e s teesbeesbessaesseesseesseesseessesssesssesaesseensenseas 139
SWILCH HISEOTY ...t eutieiieeiieeiieeiee ettt ettt et et et e e et essaesseesseesseenseenseessenseanseanseansenssesseenseensennsennnes 140
Yo I USSR 141
L0Cal LOOPDACK TESE.....cueieieiieiieiie ettt ettt ettt et s e st e bt e teeaae st e smeesse e st enseenseenteeneanneens 141
Line LOOPDACK TESE ..ueeeueieeietieitieie ettt ettt ettt ettt et et et e e e s seesae e et enseeneeeneeeseenseenseenseeneanseens 141
SAVE CRANEZES ..ottt ettt ettt et et e s bttt e bt eaees e et en e eaeeteebeeseeseentanse s et e ebeeeeebeeseeneeneensasensenees 142
FaCtOTY RESEL.... ettt h ettt et eb e e bt e bt e bt e bt et esaeesbeenaeenaeenes 142
LS R U AN ] 157 o AU PRSP 143
Technical Specifications 144

Runtime Switching Software Default SEttINGS .............cccioiioiriniiiiiiiiit ettt 146



lllustrations and Examples
Rack Installation

Figure 2-1. Attaching the mounting brackets to the SWitCh..........cccoiiiiiiiiiiii e, 6
Figure 2-2. Installing the Switch in an equipmMent raCk ...........cooceerieiiriiiieiieeee e 6

Switch Components

Figure 3-1. Front panel view of the SWItCh.......c..ccoiiiiiiiiiii e 8
Figure 3-2. Rear panel view 0f the SWItCh.......cooiiiiiiiiiiiii ettt 8
Figure 3-3. The LED INAICALOTS .....evuirtiriiriiiieiieietetestistentt ettt sttt ettt ettt et e sb e bt st ebe et et e e enaenbesae e 9

Cables and Connections

Figure 4-1. Switch Stack CONMECHIONS ........cuiiiriiriiriiniinieiieeit ettt ettt ettt sttt et estesaesbesbesbeeaeene 12
Figure 4-2. Front Panel Network CONNECTIONS. ......c..cetiieieriirierienieeieeieetietete ettt ettt eee 13
Figure 4-3. Rear Panel COMMECTIONS. .......coueitiriireriirteeiieiteite ettt ettt ettt sttt sb et be et et et e te b e sbeebeeseens 14
Management

FIUIE 5-1. BOOt SCIEIN ...c..euiiuieniiietieteete ettt ettt bbbt a e sttt e e s bt eb e bt e st et e besbesbeebeeseenee 19
Figure 5-2. Switch INfOrmation SCIEEM .........ccuiriiiiiiiiiiiiieieee ettt 19
Figure 5-3. Remote Management SETUD. ........ccieiriiiiiieiiertiee ettt ettt ettt et ettt satesbeesbeeneeenteenteeaeeas 20
Figure 5-4. Initial StACK OTAET .......eouiiiiiiieieee ettt ettt sttt et s et e e sbesbesaeseeeneens 24
Figure 5-5. NeW StACK OTTET .....eoiiiiiiieietieeeee ettt sttt et et et e et e bt s seese et e eseesee e e seaseseeeneee 24

Console Configuration

Figure 6- 1. Initial screen, first time connecting to the SWItCh ..........coociiiiiiiiiiiiie e 39
Figure 6- 2. Main menu (Access System Information SCIEEN) .........cccueeeirierierieieie et 40
Figure 6- 3. Main Menu (Access User AcCOUNtS MENU)........cc.eeruieriieiieieniienieenieeieetesieeseee st eeeee e seeeseeeneeeneeas 40
Figure 6- 4. Setup USEr ACCOUNTS SCIEIN ......eeiuiiiuieiiiieeieetiertt et et ete et et e bt e et eteestesseesseesaeeteensesseesseeseenseeneeas 41
FAgUIE 6= 5. IMAIN IICIIUL ...ttt ettt ettt et ettt e et e et et et eeae e et e et e emteemteemeeeseeaseeseenseemeeemeesneenseanseenseeneeas 43
Figure 6- 6. SaVE ChANGES SCIEI ....c..iiuiiieieitieitiee ettt ettt et e et et e bt e teeeee st e et e saee st eteenteeneeas 43
Figure 6- 7. Main Menu = REDOOT .......cc.iiiiiiiiii ettt ettt et et e s et et eneeas 44
Figure 6- 8. System ReDOOt MENU ......co.evuiiiiiiiiiiiiiiereeee ettt 44
Figure 6- 9. Setup USEr ACCOUNLS SCIEEI .....c.uiruiriiriiriirtirieeitetentente sttt sttt ettt st b sttt et et et et easenaestesbesueeneene 45
Figure 6- 10. Serial Port and SLIP Settings SCIEEM .........ccceveriiiiiiriniineienieeitetetetese sttt 48
Figure 6- 11. Switch Information MENU.........c..couiriiiiiniiiiieteeeeee ettt 49
Figure 6- 12. Stacking Configuration Screen — (AULO-AELECL) .....ecveruerueririeriiieniinienere ettt 50
Figure 6- 13. System Information MENU............coeriiiririiiiiiieeenese ettt ettt s 51
Figure 6- 14. Setup System Time MEMU .......cooiiiiiiiiiieieeeer ettt ettt st eee 51
Figure 6- 15. Remote Management SEtUDP SCIEEI.......c.eiviiierierieiieiieseerieete et ettesteeseeseeesessaesseesseessesssessnesseenns 52
Figure 6- 16. Setup Trap RECIPIENS IMEINU ......cc.eiuiiuiiiiiieieieierie ettt ettt st eee 53
Figure 6- 17. SWItch SEttiNgs MEMUL......ccueiuiiiiieierieieiie ettt ettt ettt sttt sttt te b et ebe i ene 54

Figure 6- 18. CONTIGUIE POTTS.....cc.iiiiiiiiiieieie ettt sttt ettt ettt sb e sae b eaee 56



Figure 6- 19.
Figure 6- 20.
Figure 6- 21.
Figure 6- 22.
Figure 6- 23.
Figure 6- 24.
Figure 6- 25.
Figure 6- 26.
Figure 6- 27.
Figure 6- 28.
Figure 6- 29.
Figure 6- 30.
Figure 6- 31.
Figure 6- 32.
Figure 6- 33.
Figure 6- 34.
Figure 6- 35.
Figure 6- 36.
Figure 6- 37.
Figure 6- 38.
Figure 6- 39.
Figure 6- 40.
Figure 6- 41.
Figure 6- 42.
Figure 6- 43.
Figure 6- 44.
Figure 6- 45.
Figure 6- 46.
Figure 6- 47.
Figure 6- 48.
Figure 6- 49.
Figure 6- 50.
Figure 6- 51.
Figure 6- 52.
Figure 6- 53.
Figure 6- 54.
Figure 6- 55.

Configure Port SEttiNgs SCIEEM. ... .ceiuiiiieiieeieetieie ettt sttt et e st eseeeneesseesseenees 57
Configure Port SECUITEY SCIEEM ......ceiuiiiieiiieietieieee ettt sttt ettt eneesneesneenees 58
PAE Configuration MEMNU .........c.ceiuieriieiieiietieetieie ettt ettt ettt te e seee s et e saeeneeeneesseenseeseenseenseas 59
PAE System Configuration MENU............cecueruieruieriieieeieeeienieeteeieeeesieeseeesaeeseeeeeseeesseenseenseeneeeneeas 59
Port 802.1X Capability Settings SCIEEM .......eeueruiereieriieiieieetiente et et eee st ee e seeseee e eneeeeeeneeas 60
INItIAlIZE POTL(S) SCIEEM...cutiiieiiiiiiieeie et ettt ettt e et e et eete e st e e sbeesebeessbeestseessaeesseensseessseansseens 60
Reauthenticate POItS(S) MENU ........ccouiiiiiiieiiiiiciieeiee ettt et et eereeebeesabeesbaesebeeeseeseseseaseesenens 61
Configure 802.1X — Authenticator Configuration SCIEEN...........ccvervrreverieerierieeieeeeeieneeeeeeaeennens 61
Configure Radius SEIVET MENU.........ccuieierieriieiieieeteetesieee et etesaestae e eseeaesseesneesseeseenseenseensens 63
Configure General Radius Server Setting SCIEEM ........ccuevieriieriierieeie et eee et ee e eee e 63
Configure Authentic RadiUus SerVer SCIEEMN.........ievirieeiieiieiieie e ste sttt see e enee e 64
Configure Local USEIS SCICEM .....ccvevueeieieiieiieeeeeeeieesie et eteeeaeseeesteeseeseesaeseaesseesseenseeseenseensennsens 64
Setup POrt MIITOTING SCIEEM ......vievvieeietieiieieeteetesetesteesteesseeseessesssesseesseesseessesssesssesseesseessesssesseenns 65
VDSL SEttiNGS IMEMU ......oeouieiieiieiieiieieesteeteeteetesttesteesseessessaesseesseesseessesssesssasseesseesseessesssessesssenns 66
Configure Spanning Tree MENU .........ccceevuieriieiiirieeiesiieieeeeeeesteesieeseeaeseesreesseesseessesssesssesssesseesses 66
Port Spanning Tree SETNZS SCICEM .......eecuieriieiieieiieseesieeteeeeseesteesteesseebeessessaesseesseesseessessesseens 67
Unicast MAC FOrwarding SCIEEI ..........ccveruieriieiieieniieieeteetesteesteesreesaesseeseeesseesseessesssesssesssesseesses 68
MAC Address FIItering SCIEEM ........ecvievieiiriieiierieeteeeestesteesteeseeseeseesseesseesseessessaesseesseessesssessnenns 69
Multicasting MENU SCIEEI.......cc.eeriieiieieeiieitierteete ettt sttt ettt et et e bt et e tesbeesbee bt ebeetesaeesaeeee 69
Multicast Forwarding Settings SCIEEI.........ccueiueruiriiiiieiieiieiete ettt sttt e e see e eee e eneens 70
IGMP SNOOPING MEIU ...ttt ettt st sttt ettt eae et et es e ebeesbeenbeenees 71
VLAN MEMU. ...ttt ettt ettt ettt s he e bt ettt e et e ea e e bt e bt enbeeeteebeenbee bt enbeenaesanesaeenne 72
Edit 802.1Q VLANS MENUL....c.uiitiiiieiiitieiieiieieie ettt ettt et e te st stesbesbeeseeneenseeeseasesseabesaeeneans 72
Edit 802.1Q VLANS MENUL....c.uiitiiiiitiitieiieiieieie ettt ettt et et e eeste st e tesbesteeseeseenseeeseasesseabeeaeeneans 73
VAN MENUL....utiiiieetietieiteiieie e ettt ettt est e st e aesese e st eseeseeseessansansesessesseeseeseansessensansesesseaseeneaneans 74
Configure 802.1Q Port Settings SCIEEM.......c.eeiuieiiieieeiieetieieee ettt ees 74
Configure ASymmetric VLANS MENU ......coiuiiiiiiiieiieitieieeie ettt sttt e e e e 76
Example Asymmetric VLAN SWiItCh #1 .....c.ooiiiiiiieiiieie et 76
o) (S 10 LN T3 (<)o TSRS 77
Network MONitoring MENUL.......cc.eeiuieiiieieeie ettt ettt et et ettt e esee st e sseeseeneesneesaeesseeseeneeeneeas 78
POrt UtIIIZAtION SCIEEI ...c.etiiiiieiieiieteieeteste sttt sttt sttt eat et et ae e 78
POrt ErTor StatiStic SCIEEM ....c.eeuiiiiiiiieriieieeieeieeetetetese ettt ettt sttt b e st be e eaeene 79
Packet ANALYSIS TaADIE ...c..eecvieiieiiiieieieee ettt et ettt teenbessaesseenseenseenneennenne 79
Browse Address Table SCTEEM ........co.eiiiiiiiiiiiieniesereeee ettt ettt 80
SWiILCh HIStOIY SCIEEM ....euiiieieiiieiieit ettt ettt sttt et e e ae s e saeesseenseenseenseensesssessaesseenseenss 80
SWItCh UHIHES MEIIUL. ...cuiniiiiiiitieiteiteieteese sttt st sttt eae 81
Upgrade FIrMWAIE SCIEEM ... ....ccuiiiieiieeiieiiieieeie e see st esteeteseteseeesseesseesseesseessesssessaessesssesssesseesseesses 81



Figure 6- 56. Use Configuration File on TFTP Server SCreen.........cccccueuirierieiieneee et 82

Figure 6- 57. Save Settings to TFTP SerVer SCIEEM........cc.eiiuiiiiiiiiiierieie ettt st 83
Figure 6- 58. Save Log to TEFTP SEIVET SCIEEM .....cocuiiiiieiieiiieeietiete ettt ettt sttt seeesee e aeeneeeneeas 83
Figure 6- 59. PING TSt SCIEEI ....ceuietieiieiieeiieeieett ettt ettt ettt et e e e b et e e teeee s et e saeesaeeneeeneesseenseenseenseeneeas 84
Figure 6- 60. Local LoOPbACK TSt SCTEEM .....c..erueieiieitieitieieeie ettt ettt ettt et e saeesee e teeneeeneeas 84
Figure 6- 61. Line Loopback TeSt SCIEEM .......ccuiriiiieiiieiieie ettt ettt ettt ettt et eee et eneeeneeeneesneens 85
Figure 6- 62. System ReDOOt MENU..........c.ooiiiiiiiiiie ettt st st e aeeteesteeseeseenseensesssenseens 86
Figure 6- 63. System Reboot Confirmation SCIEEIN .........c.cccuerieriieiiieiieieeieseere ettt sae e e seeesseeseenseeneeas 87
Web-based Configuration

Figure7- 1. Web Manager LOZIN.........cccviriieiiieiieieeie ettt ettt e ittt etesstessaesstesseeseesseensesseenseanseensenssenseens 89
Figure7- 2. Top Section 0f WebD Manager..........cccvevuiriiiriierienieieeieeeeeee sttt e e eaesaeseeesseesseenseensesseesseenseensennsens 89
Figure7- 3. Web Manager FOlders and MENUS...........ccueiiiiierieenieiieiee ettt steeseesesesessaesseesseessesssessnessnenes 90
Figure7- 4. First Menu — System INfOrmation............cccevieiuieciiriiiiieiierie ettt steeste et eve e seee e e e eseessessnesenenns 91
Figure7- 5. Setup SyStem Time MENU ........ccoevuiiiieiieieiiieieeie e stesee e te e saeesteesseesseessesssessaesseesseesseessesssesseenns 91
Figure7- 6. TP Settings WINAOW ......c.cccviiiiiiiiieiieitieieete sttt steeteeteseeesteebeessesssesseesseessaessasssesseesseensesssesssesssenns 92
Figure7- 7. SWItCh INFOrMAtION.......ccuiiiiiiiiiiiciciecieete ettt et eeb e eta e te e te e e esaesse e seenseessesssessnenes 92
Figure7- 8. Stacking Configuration MENU ............cccieciirieiienieiieieste sttt ettt e eeteste e e eseessesssessaesseessesssesssessnenns 93
Figure7- 9. Configure POrt TabIe .........ccooiiiiiiiiiiie ettt ettt s et e e sbesbesaeeeeeneens 94
Figure7- 10. Configure Port Settings WINAOW ...........coouiiiiriiiiiiiieiieeeeeee ettt 95
Figure7- 11. Configure Slot Module Port WINAOW..........coieiiiiiiiiiiice et 95
Figure7- 12. Configure Port Security WINAOW ..........ccociiiiiiiiieieieieese et 96
Figure7- 13. Configure Individual Port Security MENU ........c.coiiiiiiuieiieieiieieieie ettt 97
Figure7- 14. 802.1X Capability Settings WINAOW .........cceeieieiiiieieierieie sttt sttt eneens 98
Figure7- 15. Initialize POrt WinAOW ..........coiiiiiiiieie ettt ettt st sae e e e teeneeeneeas 99
Figure7- 16. Reauthenticate POrt WinAOW ...........ceeiuiiiiiiiiieie ettt et 99
Figure7- 17. 802.1X Authenticator Settings WildOW..........coiieiieiiiiiieierieeeeee et 100
Figure7- 18. General Radius Server Setting WindOW ...........cooiiiieiiiiiiiiieieeeieee et 102
Figure7- 19. Authentic Radius Server Setting WindOW ...........cooiieiiiiiiiinieiieeee e 103
Figure7- 20. Local Users Setting WINAOW ..........cciiiuiiiieriteieeieetie sttt ettt ettt et s eseeeee e sneeseeeneeenes 104
Figure7- 21. Port MirTOring WINAOW ..........ccieriieriieiieiiesiesiesterteeteeteseeesseesteenseessessaesseesseesseesesnsesssesssesseenseenes 104
Figure7- 22, SWILCh SETNES ...c.uveriieiieiieieeieciee ettt ettt et ettt e et et e st e e beesseensesssesseesseenseensesnnesneenseanseenes 105
Figure7- 23. VDSL SEttNgS MENU .....cccuieiiiieiieiiesiiere ettt ettt ettt et e e sseeseesseensessaessaesseenseensesnnesssenseenseenes 106
Figure7-24. 802.1Q StatiC VLANS SCIEEM. ....c.eeiuieruieriieieeieeieetiesteeteeteetesstesseesseesessessaesseesseensesnsesssesseeseenes 107
Figure7- 25. 802.1Q Static VLANSs Entry Settings — Add SCIeen ..........ccecvvverienienieieeie et 107
Figure7- 26. 802.1Q Static VLANSs Entry Settings — Edit SCIeen .........ccocevievieriieciiniecieceeeee e 108
Figure7- 27. Port VLAN ID (PVID) SCIEEIM .....ccvieiieiiieiieriieiieieeieeitesee e esteesaesesesseesseeseessesssesssesssessaessesssessns 109

Figure7- 28

. Port INGress FIlter SCIEEM ....c.eiiiiiiiiiieiicie ettt ettt e e s saeesaeesseesseesseessensaensnens 110



Figure7- 29.
Figure7- 30.
Figure7- 31.
Figure7- 32.
Figure7- 33.
Figure7- 34.
Figure7- 35.
Figure7- 36.
Figure7- 37.
Figure7- 38.
Figure7- 39.
Figure7- 40.
Figure7- 41.
Figure7- 42.
Figure7- 43.
Figure7- 44.
Figure7- 45.
Figure7- 46.
Figure7- 47.
Figure7- 48.
Figure7- 49.
Figure7- 50.
Figure7- 51.
Figure7- 52.
Figure7- 53.
Figure7- 54.
Figure7- 55.
Figure7- 56.
Figure7- 57.
Figure7- 58.
Figure7- 59.
Figure7- 60.
Figure7- 61.
Figure7- 62.
Figure7- 63.
Figure7- 64.
Figure7- 65.

Configure ASymmetric VLANS MENU ......oouiiiiiiiiieiiee ettt st see e 111
Group Address FIltering MEeNU..........coooiiiiiiiiiiieeeiesieeste ettt ettt nee e e 111
Setup IEEE 802.1Q Multicast Forwarding SCIeen ...........ccceevieirrierieiieieeie et 112
IGMP SNooping SEtNGS SCIEEM .....eueeuieiieieeiieetieeieesie ettt et et e e eeeeae e sseesaee et eneeeneeeneesneenneens 112
SETUP POt PrIOTILY ..ooneeeieieiie ettt ettt e e eee s e saeeeeenes 114
STP Switch Settings MENU........eeiuiiuiieiieiieiiee ettt ettt et e ee e saeeseeenes 115
Spanning Tree POrt SEHINES .......ccuveriieriieieiieeiee ettt ettt et eae e sseessesnaesneesseeseenes 116
MAC Address Forwarding Entry SCIEEN..........ccuveevieieriieiieiieie ettt 117
MAC Address Filtering SetUp SCIEEI ......c.eevuieiieiieieeiieieeie ettt ee e se et ensessneneeens 117
Management Station IP Address SCIEEN .........ccuveeiieiirieiieieeie et 118
CommUNItY SrNGS MEIU ......oeuiieeietieiieieeteeteste st teeteeeeseee st esteesseesaesseesseenseensesssesnsesseesseenseenes 118
TTap RECEIVETS IMEIU ..ottt ettt et e s e s s e sseesseenaesneesseenseenseenseensensaenseans 119
User Accounts Control Table ........cc.coeiiiiiiiiiiiieieee e 119
Add User Accounts Control Table ..........cceoeiiririiieiiieeseseses e 120
Edit User ACCOUNES TaBIE......c.oooiiiiiiiiitiiietee ettt 120
SEIT1al POIt SEEHINES ..ovviivieiieiieiieie ettt sttt ste et et e e e e e e esbeesseesbessaesseesbaesseessesseesseesseenseenns 121
UHIHZAtION WINAOW ..c..eiiiiieiieititerieet ettt ettt st b e st ea et e e be e nes 123
Rx Packets Analysis Window (Line CRart)..........c.occvevievieriieiieiiniesiese et eie e ene e snnens 124
Rx Packets Analysis Window (Table).........cccceieiiiiiiiiiiiei e s 124
Rx Packets Analysis window for UMB (Line Chart) ..........cccceoeieiiienineneieeceiceeeee e 125
Rx Packets Analysis window for MBU (Table) ..........cccociiiririiiieiieieeeecee e 126
Tx Packets Analysis window (Ling CRArt)..........ccceeoeeieiienineii et 127
Tx Packets Analysis Window (Table).........coooiiiiiiiiieiee e 127
Rx Error Analysis Window (Lin€ CRart) .........ccocoeieieieiienieie et 128
Rx Error Analysis Window (Table) .........ccooiieiiiiiiieieeseee e 129
Tx Error Analysis Window (Line CRAIt)..........cccooieiiriiiieiieeee et 130
Tx Error Analysis Window (Table).........cccoeiiiiiiiiiiiieeeeeee et 130
Tx/Rx Size Analysis window (Line Chart) .........ccoocieiirieiieiieeeeceeee e 131
Packet Analysis WiINAOW (Table).......c.ceouiiuiiiiieiieieeie et 132
MAC Address Table WINAOW ..........coouiiiieieriieiieie ettt sttt ettt esee bt e b eaeeeesnees 133
IGMP Snooping Table WilAOW ........c.cccuerierieriieiieieeienieeieeie et seeaeseesaeesseeseenseensesssenseens 134
Authenticator Status WINAOW .........coiiiriiiiiririeteeee ettt sttt s 135
Authenticator StatiStiCs WINAOW ........cceruieirieieieiiienestenc ettt s 135
Authenticator Session Counter WindOW ...........cceceeierierierinineneneeceietestene et 136
Show Radius Authentication WINAOW ..........cccceeeieieriininininenceitetetete ettt 136
Show Radius AcCOUNtING WINAOW .......covvieiiriiiieriesierie et e st et eteeeaeseae e e sseesesnaesneesneenseenes 137
Update Firmware from Server WINAOW ..........cccvevuieiieienieiieieeiesieseese e sreesreessesssesssessaens 138



Figure7- 66. Use Configuration File on Server WindOW ..........ccccoeiiiiiiinieiieeeie e 138
Figure7- 67. Save Settings To TFTP Server WindOW .........cccooiriiiierieieeeieeiieseee et 139
Figure7- 68. Save Switch History To TFTP Server Window ...........c.cccoeouirierieiieiieeeeseeeeie e 139
Figure7- 69. Switch HiStOry WINAOW ......ccueiiiiiiiiieiiee ettt ettt et e e e e 140
Figure7- 70. Ping TeSt WINAOW ......eoiuiiiiiieeiieitieit ettt ettt ettt ettt et e e st e bt esbe et e e nteeeeentesneeneeeneeenes 141
Figure7- 71. Local Loopback TeSt SCIEEI ......c.eeiieiieiieiieiteeie ettt ettt ettt s ee st st eseeeee s 141
Figure7- 72. Line Loopback TeSt SCIEEM ........ecieriieiiieiieie ettt ettt te e sseesseenseennesneenseenseenes 142
Figure7- 73. Save Configuration WINAOW ..........ccceiierieriienieeieeierieeieeteetesseesseeseesessesseessaesseessesssesseesseenseenes 142
Figure7- 74. Factory Reset to Default Value Window..........cccoeviieiiieiiiniinieieiieeee e 142
Figure7- 75. Restart SYStem WINAOW .........cceeriieriieiieiieniesieieerteeteste sttt esteetesseesseesteensesnsessaesssessnesseenseanseenes 143






D-Link DHS-3224V Switch User’s Guide

About This Guide

This User’s guide tells you how to install, manage and configure the D-LINK DHS-3224V Switch.

Overview of this User’s Guide
e “Introduction.” Describes the Switch and its features.
o “Installation and Setup.” Discusses physical installation of the DHS-3224V Switch and SP-24 DSL Splitter.
o “Switch Components.” Describes the front panel, rear panel, and LED indicators of the Switch.

o “Network Connections” Tells how you can connect the Switch and DSL Splitter to create a VDSL local area
network (LAN).

o “Switch Management Concepts” Explains some of the basic principles and concepts of Ethernet standards.

o “Configuring the Switch” Tells how to use the built-in console interface to change, set, and monitor Switch
performance and security.

e Appendix A, “Technical Specifications.” Lists the technical specifications of the DHS-3224V and the SP-
24.

¢ Appendix B, Default Runtime Settings

Intended Audience

It is assumed by the author that the reader of this user’s guide has a basic understanding of the data packet
switching and telecommunications technology in general, and its associated vocabulary. Some readers may not
be familiar with Ethernet and the principles fundamental to Ethernet packet switching. For this reason, a
discussion of the Ethernet concepts pertinent to the management of a Layer 2 Ethernet switch are provided in
Chapter 5.

Terminology

For convenience, the term Switch with an upper case “S” is used when specifically referring to the D-LINK
DHS-3224V Switch. The term switch with a lower case “s” is a general term referring to all Ethernet-based
switches. Likewise, the term Splitter or DSL Splitter is used to specifically refer to the D-LINK SP-24 DSL
Splitter.

xiii
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Introduction

This section introduces the DHS-3224V VDSL Switch and describes essential functions and features of the
Switch. A brief description of the system and its functionality are also presented.

Ethernet over VDSL

The DHS-3224V Switch is used in concert with the SP-24 DSL Splitter and the CPE (DEV-301, DEV-304) to
provide high-speed Internet connectivity to VDSL subscribers while maintaining full support for traditional
analog voice telephone services. The Switch implements Ethernet over VDSL using existing twisted-pair copper
telephone cable.

Applications

Ethernet over VDSL systems are ideally suited for delivery of fast network services to dwellings and businesses
with a high concentration of subscribers. Typical applications would include:

e  Multiple Tenant Units (MTU) such as hotels
e  Multiple Dwelling Units (MDU) such as high-rise apartment buildings
e  Campus Networking
e LAN Extensions
Figure 1-1 below is a general representation of the D-LINK Ethernet over VDSL solution.
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Figure 1-1. Ethernet over VDSL
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Hardware
The hardware components that comprise the D-LINK Ethernet over VDSL solution include the following:

1. The D-LINK DHS-3224V 24-port VDSL Switch

2. The D-LINK SP-24 DSL Splitter. Each unit channels voice and data to up to 24 end users, therefore,
one DSL Splitter must be installed for every Switch.

3. The D-LINK DEV-301 and DEV-304 used to connect end users to both data and voice channels.
These VDSL Bridges separates the lower frequency analog voice services from the high-speed digital
data channel and delivers both on separate lines..

The Switch and DSL Splitter function to concentrate and manage end user network connections and multiplex
voice telephony and data services. The Switch/Splitter combination is in effect the DSLAM for the local VDSL
subscribers.
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Switch Description and Function

The DHS-3224V VDSL Switch is an Ethernet-based switch capable of delivering VDSL service via installed
telephone cabling. Up to 24 VDSL accounts can be managed per Switch and up to 6 Switches can be set up in a
stacked group configuration. Each Switch paired with an on-site SP-24 DSL Splitter and remote CPE (1 unit per
port). The splitter combines the VDSL data channels and lower frequency analog telephone services (including
ISDN) and transmits the combined services to the end-users. For the VDSL subscriber, the CPE separates the
data and voice channels with a built-in splitter allowing simultaneous, full-duplex VDSL and analog voice
transmission. In this way, Ethernet over VDSL can overlay existing service without additional cable installation
or conditioning.

The Switch functions as a conventional Ethernet switch where each port provides VDSL service to a single
account. The local Ethernet-based network however, differs from standard Ethernet in two significant ways:

Cabling — The Switch provides VDSL service via existing 0.4 mm or 0.5 mm twisted-pair telephone cable.

Reach — VDSL service from the Switch to the subscriber can extend far beyond the maximum reach of standard
Ethernet.

The Switch can be managed via an out-of-band console connection to a computer using terminal emulation
software. The manager console may also be accessed in-band using an SNMP network manager or Telnet.
Management functions will be familiar to users who have worked with Layer 2 Ethernet switches. For users not
familiar with Ethernet switches and switch management, a detailed explanation of some of the important
management concepts and Ethernet standards is provided in Chapter 5.
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Features

Ports

One female RJ-21 port for connection to a VDSL splitter using Telco50 cabling.
Uplink module with one 10/100 BASE-TX port for Ethernet over VDSL Uplink.
2 x IEEE1394 (Rx + Tx) “FireWire” ports for Switch-to-Switch operations.

One female RS-232 DCE diagnostic port (console port) for setting up and managing the Switch via a
connection to a console terminal or PC using a terminal emulation program.

Performance Features

Quadrature Amplitude Modulation (QAM)
Frequency Division Duplexing

Spectral compatibility with xDSL, ISDN (2B1Q/4B3T), digital PBX extensions and narrow band
interference

8.8 Gbps switching fabric capacity
Store and forward switching scheme.

8K active MAC address entry table per device with automatic learning and aging (10 to 1000000
seconds).

8 MB packet buffer per device.
802.1D Spanning Tree support.
802.1Q Tagged VLAN support
Supports up to 24 end users per Switch (24 ports)

Up to 6 Switches can be stacked in a 19” equipment rack and managed as a unit

Management

Provisioning for VDSL Settings (per Port)
RS-232 console port for out-of-band network management via a console terminal.

Spanning Tree Algorithm Protocol for creation of alternative backup paths and prevention of network
loops.

SNMP v.1 Agent.

Fully configurable either in-band or out-of-band control via SNMP based software.
Flash memory for software upgrades. This can be done in-band via TFTP.

Built-in SNMP management:

- Bridge MIB (RFC 1493)

- MIB-II (RFC 1213)

- Mini-RMON MIB (RFC 1757) — 4 groups

- 802.1p MIB (RFC 2674).
TFTP support

BOOTP support

DHCEP Client support
Password enabled.

Telnet remote control console

Web Management Software
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Installation and Setup

Please read this section carefully to be certain that all equipment is installed and set up in accordance with the
instructions given here.

Unpacking

Each shipping carton should contain the following items:

v
v
v
v
v

One DHS-3224V VDSL Switch

Mounting kit: 2 mounting brackets and screws
Four self-adhesive rubber feet

One AC power cord

This User’s Guide

If any item is found missing or damaged, please contact your D-LINK representative or sales agent.

Switch Placement

The Switch and Splitter are designed for mounting in an EIA standard-sized, 19-inch rack, which can be placed
in a wiring closet with other equipment. Make certain the location of the equipment rack is sufficiently dry and
cool. See the Specifications in Appendix A for environmental requirements and limitations. Use these additional
guidelines when selecting a suitable location for the equipment rack.

2>
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Attach the rubber feet to all Switches and Splitters that will be installed to maintain a minimum space
between the devices and to avoid damaging the equipment housing.

If you are installing more than one Switch, read Connecting Multiple Switches in Chapter 4.
The power outlet should be within 1.82 meters (6 feet) of the device.
Visually inspect the power cord and see that it is secured to the AC power connector.

Make sure that there is proper heat dissipation from and adequate ventilation around the Switch and
Splitter. Leave at least Scm of space on the right and left sides, as well as Scm on the rear of the
equipment for ventilation.

Cables for both devices attach at the front and the rear. Make sure there is ample room at the front and
the back of the devices to access cable connections.

Do not place heavy objects on the Switch or Splitter.
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Rack Installation

IMPORTANT: Attach the included rubber feet to the Switch or Switches before installing
it in the rack. All equipment in the rack including DSL Splitters should have rubber feet
attached. This is to maintain the minimum space needed between the devices and to
protect the device housing from being damaged.

Use the diagrams below as a guide for mounting both the Switch and SP-24 Splitter.

Figure 2-1. Attaching the mounting brackets to the Switch

Then, use the screws provided with the equipment rack to mount the Switch on the rack.

0 ® & 00

Figure 2-2. Installing the Switch in an equipment rack
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Power on

The Switch can be used with AC power supply 100-240 VAC, 50 - 60 Hz. The Switch’s power supply will
adjust to the local power source automatically. It may be powered on without having any or all network cables
connected.

After the Switch is plugged in, the LED indicators should respond as follows:

e The console LED indicator will blink green. This blinking of the LED indicators represents a reset of the
system.

e The power LED indicator will light steady green

Power Failure

As a precaution, if power failure occurs, unplug the Switch. When power is resumed, plug the Switch back in.
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Switch Components

This chapter describes the front panel, rear panel, side panels, optional plug-in modules, and LED indicators of
the DHS-3224V.

Front Panel

The front panel of the Switch consists of LED indicators, an RS-232 communication port, and an RJ-21 port for
connection to the SPT48JA Splitter.

DHS-3224V (front)

Lhugres
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Figure 3-1. Front panel view of the Switch

e Comprehensive LED indicators display the status of the Switch and the network (see the LED Indicators
section below).

e An RS-232 DCE console port for setting up and managing the Switch via a connection to a console
terminal or PC using a terminal emulation program.

e A VDSL RJ-21 port for connection to a DSL Splitter (SP-24)

Rear Panel

The rear panel of the Switch contains an AC power connector and the VDSL Uplink module.
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Figure 3-2. Rear panel view of the Switch

e The AC power connector is a standard three-pronged connector that supports the power cord.

e 10/100 BASE-TX module used for uplinking to the Ethernet backbone.
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LED Indicators

The LED indicators of the Switch include Power, Console, Speed, and Link/Act. The following shows the LED
indicators for the Switch along with an explanation of each indicator.

WDSL
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Figure 3-3. The LED indicators

e Power: This indicator lights steady green when Switch is powered on and is dark when there is no
power supplied.

e Console: This indicator lights steady green when the Switch is being managed via out-of-band/local
console management through the RS-232 console port using a straight-through serial cable. It will blink
during the power on (POST) initialization.

e Uplink Link: This indicator (located on the rear panel next to the Uplink port) will light green when a
valid link to Ethernet (network backbone) is established. It will be dark if there is no link.

e Uplink Act: This indicator (located on the rear panel next to the Uplink port) will blink green when
there is activity, data transmission or reception, on the Uplink to the Ethernet (network backbone).

e VDSL Link: This indicator will light green when a valid VDSL link is established. It will be dark if
there is no link.



D-Link DHS-3224V Switch User’s Guide

Network Connections

This chapter describes how to connect the Switch as a standalone device or in a group to one or more SP-24
Switches. The Switch is provides the Ethernet over VDSL Uplink to the central office while the splitter
combines the VDSL data channel and basic telephone services for transport to end users.

Network cable connections can be made to the Switch with the power on or off. Caution should always be used
when working with or handling any electrically powered devices.

The cable connections described in detail in this chapter include:
Connections to the Switch

e  Switch-to-Switch connection via IEEE 1394 “FireWire” for multiple Switch installation
e Switch to backbone; (VDSL over Ethernet) Uplink to backbone via RJ-45 Ethernet port
e Switch to SP-24DSL Splitter via Telco50 cable (RJ-21 port)

Connections to SP-24DSL Splitter
e  Splitter to Switch or Switch pair via Telco50 (RJ-21 connector) cable
e Splitter to CPE (via 0.4mm or 0.5mm twisted-pair telephone cabling)

e Splitter to PBX (analog channel to Central Office) for basic telephone services

The Switch-to-computer connection via the RS-232 port (used for device/network management) is discussed in
Chapter 5.

The devices described here are designed for installation in a standard 19” rack where cable connections can be
easily accessed from both the front and the rear of the rack. Please read Chapter 2 for information about how to
install the devices in an equipment rack. The cable connections are described in two sections, one for
connections made using the ports on the front of the equipment and another for the connections made on the
back.

Connecting Multiple Switches

Up to 6 Switches may be grouped in a stacked configuration and connected together using FireWire cabling. A
multiple Switch arrangement can be connected to share a single uplink to the Ethernet backbone and be placed in
a single 19” equipment rack. Stacked switch group interconnections use IEEE 1394 FireWire.

Note: |IEEE 1394 “FireWire” is a serial bus technology defined by the IEEE1394 High
Performance Serial Bus standard. For information about IEEE 1394, go to the 1394
Trade Association web site: http://www.1394ta.

Stacking a Switch Group

Up to 6 Switches may be stacked and managed as a unit with a single IP address and single uplink to the
Ethernet backbone. If you use the stacking function, it is important that you understand how stacking works in
the Switch, read Managing Switch Stacks and Determining Stack Order in Chapter 5 before placing the Switches
in the rack. The auto-detect feature for establishing the stack hierarchy can be overridden, see Stacking
Configuration in Chapter 6 for details on changing the stack order.

Figure 4-2 below illustrates how the Switch stack should be connected.

10
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Powering On Switch Stacks

Switches in stacked Switch groups should be powered on simultaneously after all the FireWire connections are
in place. The auto-detect mechanism of the stacking function requires that all participating Switches share MAC
address information at the same time to establish the stack order. Once the group hierarchy has been established,
it can only be changed using a software-driven override or a factory reset of each Switch in the group followed
by simultaneous power on.

Cable Connections for a Stacked Switch Group

Interconnection of the Switch stack is accomplished using IEEE 1394 “FireWire” cabling. The ports used to
connect the Switch stack are referred to here as the “stacking” ports. For uplink to the Ethernet backbone, it is
recommended that the Master Switch be used, although other Switches in the stack can be used for uplink.
Follow these steps to connect the stacked devices:

1. Connect the FireWire port on the Master Switch labeled “Out” to the FireWire port labeled “In” on
the Number 2 Switch.

2. Connect the FireWire port of the Number 2 Switch labeled “Out” to the FireWire port of the Number
3 Switch. Continue to connect the stacking ports of all the Switches in the stack in a likewise fashion.

3. Connect the FireWire port labeled “Out” on the last Switch in the stack i.e. the highest numbered
Switch, to the FireWire port labeled “In” on the Master Switch.

4. Finally, you can connect the Uplink port (10/100BASE-TX) to the Ethernet backbone with Category
5 cabling with RJ-45 connectors.

11
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Figure 4-1. Switch Stack Connections below illustrates cabling for a stacked group of six DHS-3224V Switches.
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Front Panel Connections

The front view of the Switch and VDSL Splitter are illustrated in the diagram below. Three connections are
required:

1.

Connect the female RJ-21 receptacle (labeled DSLAM) on the SP-24 DSL Splitter to the female RJ-21
receptacle (labeled VDSL RJ-21) on the front panel of the DHS-3224V Switch with Telco50 cable with
RJ-21 connectors (male-to-male).

2. If you are connecting a second Switch to the Splitter, connect the remaining female RJ-21 receptacle
(labeled DSLAM) on the SP-24 DSL Splitter to the female RJ-21 receptacle (labeled VDSL RJ-21) on the
front panel of the DHS-3224V Switch with Telco50 cabling with RJ-21 connectors (male-to-male).

3. For initial set up and management, connect the male RS-232 port on the Master Switch to the computer
used for Switch configuration and management using RS-232 cable.

DHS-3224V
DHS -32 24V " . Etharnst over VIGL 24 pore Swdrch GHeRRI
B ﬁ i m o
5 0 i St e

DHS-24SP (front)

DHS-248F

DLinK

DEL SPLITTER

Figure 4-2. Front Panel Network Connections
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Rear Panel Connections

The rear panel connections of the DHS-3224V Switch and SP-24 Splitter are illustrated in the diagram below.
The necessary connections are:

Connect the female RJ-21 interface (labeled PSTN A or PSTN B) on the rear panel of the SP-24 DSL

1.

Splitter to the PBX (POTS line) using RJ-21 cable.

Connect the female RJ-21 interface (labeled LINE 4 or LINE B) on the rear panel of the Splitter to the
Main Distribution Frame, Cabling Cabinet or other wiring system used for connection the end users.
This connection is made using Telco50 cable with a male RJ-21 connector.

Connect the 10/100BASE-TX Uplink port to the Ethernet backbone using Category 5 or better twisted-

pair cabling with RJ-45 connector.

DHS-3224V(back)
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B
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fae

twisted-pair telephone cable (RJ-11)

Figure 4-3. Rear Panel Connections

Note: In Figure 4-3. Rear Panel Connections, a 24-port RJ-11 patch panel is used for
the purpose of illustrating the Splitter-to-subscriber connection.
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Network Connections to DSL Splitter

The SP-24 DSL Splitter connects VDSL subscribers to both voice and data channels. All interfaces on the DSL
Splitter are female RJ-21 ports. All connection to the DSL Splitter should be made using Telco50 cabling with
male RJ-21 connectors. The DSL Splitter may be connected or disconnected while the Switch is powered on or
off. Figure 4-4 below illustrates the connection to the DSL Splitter.
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Figure 4-4. Connection to the DSL Splitter

Connect the SP-24 DSL Splitter as follows:

1. Connection(s) to the DHS-3224V Switch are made via the RJ-21 port on the front panel of the device
labeled DSLAM. The Splitter is connected to one VDSL Switch. Connection to the Switch provides the
VDSL data channel (over Ethernet) to end users. Up to 24 VDSL accounts may be connected through
each DSLAM port (24 VDSL subscribers per DSL Splitter).

2. Connection(s) to the PBX are made via the RJ-21 ports labeled PBX. This connects the DSL Splitter to
the PBX and provides the channel for analog voice services.

3. Connections to the remote up to 24 CPE are made by first connecting to a Main Distribution Frame,
Cabling Cabinet, patch panels or other suitable wiring systems. Use the RJ-21 ports labeled LINE to
connect the combined data and voice channels to the VDSL accounts.

15
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Cable Attachments to DSL Splitter

There are two styles of connectors used for RJ-21 cable connections. The recommended style for all RJ-21
connections on the Switch and Splitter is the 90-degree connector picture in Figure 4-5 below.

&
L Screw

Figure 4-5. 90-degree Connector secured with two screws

Figure 4-6. 120-degree Connector secured with one screw and a cable tie

16
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Install the Ground Wire on the DSL Splitter

The DSL Splitter chassis must be properly grounded. A ground connection for this purpose is located on the
front panel of the Splitter (near the D-LINK logo). Use 10 — 12 gauge (or heavier) copper wire for grounding the
Splitter. Attach the ground wire securely to a suitable grounding post. See Figure 4-7 below.

10-12 AWG DHS-245p

Copper wire —

terminal \m » D-Link
L Screw

Figure 4-6. Ground Wire for DSL Splitter

Connection to End User

The separate signals for both VDSL and POTS service are carried to subscribers via standard 0.4mm or 0.5mm
twisted-pair telephone cabling. Connection to the CPE is made with standard RJ-11 connectors that are familiar
to the subscriber. The CPE device is a simple bridge and does not require that any driver or software be installed
by the subscriber. Therefore, remote installation of CPE should not be difficult.

When the Ethernet over VDSL System has been connected, service must be enabled for each connected port. It
may also be necessary to change the connection speed for the individual ports. Ports on the Switch are enabled
and configured using the Configure Ports option of the console manager. See the Configure Ports section in
Chapter 6 for information on enabling port and controlling port bit rates.

17
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Switch Management Concepts

This chapter discusses many of the features used to manage the switch and explains many concepts and
important points regarding these features. Configuring the switch to implement these concepts is discussed in
detail in the next chapters.

e Local Console Management
e [P Addresses and SNMP Community Names

e Traps

e MIBs

e Packet Forwarding

e SNMP

e Spanning Tree Protocol
e VLANs

Local Console Management

A local console is a terminal or a workstation running a terminal emulation program that is connected directly to
the switch via the RS-232 console port on the front of the switch. A console connection is referred to as an 'Out-
of-Band' connection, meaning that console is connected to the switch using a different circuit than that used for
normal network communications.

Local console management uses the terminal connection to operate the console program built-in to the Switch.
A network administrator can manage, control and monitor the switch from the console program.

The DHS-3224V Switch contains a CPU, memory for data storage, flash memory for configuration data,
operational programs, and SNMP agent firmware. These components allow the switch to be actively managed
and monitored from either the console port or the network (out-of-band, or in-band).

Diagnostic (Console) Port (RS-232 DCE)

Out-of-band management requires connecting a terminal, such as a VT-100 or a PC running a terminal emulation
program to the RS-232 DCE console port of the Switch. Switch management using the RS-232 DCE console
port is called Local Console Management to differentiate it from management done via management platforms,
such as HP OpenView.

The console port is set for the following configuration:

v" Baud rate = 9,600
v' Data width = § bits
v’ Parity = none
v Stop bits = 1
v" Flow Control = None
Make sure the terminal or PC you are using to make this connection is configured to match these settings.

If you are having problems making this connection on a PC, make sure the emulation is set to VT-100 or ANSI.
If you still don’t see anything, try typing Ctrl + R to refresh the screen.

18
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IP Addresses and SNMP Community Names

Each Switch must be assigned its own IP Address, which is used for communication with an SNMP network
manager or other TCP/IP application (for example BOOTP, TFTP). The switch's default IP address is
10.90.90.90. You can change the default Switch IP Address to meet the specification of your networking address
scheme.

Boot Screen

The switch is also assigned a unique MAC address by the factory. This MAC address cannot be changed, and
can be found from the initial boot console screen - shown below. You will also find the MAC address printed on
the rear panel of the device.

Boot Procedure PROM Version: 1.00-B82
Power On Self Test ...... ... . ... ... ... ... ... ... .. ........ 100 %

MAC Address : BP-88-C8-E5-BE-22
H/W Version . 2A1

Please wait, loading Runtime image ...................... 100 %

Figure 5-1. Boot Screen

Switch Information Screen

The switch's MAC address can also be found from the console program under the System Information menu
item, as shown below.

Switch Information

Unit : <>

MAC Address : BB-80-C8-ES-BE-22
Ext.Module Type : 10/100 TH 1 Port Module
Ext.Module VYersion : 1Al

VYDSL Patch File Yersion : 0x0058

Fan Status : Good

Function:Select the device.

Figure 5-2. Switch Information Screen
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Remote Management Setup Menu

Use the Remote Management Setup menu to assign IP settings and SNMP assignments for the Switch. You can
also set an IP Address for a gateway device such as a router or Layer 3 switch. This becomes necessary when the
network management station is located on a different IP network from the Switch, making it necessary for
management packets to go through a router to reach the network manager, and vice-versa.

For security, you can set in the Switch a list of IP Addresses of the network manager stations allowed to manage
the Switch. You can also change the default SNMP Community Strings in the Switch and set the access rights of
these Community Strings. In addition, a VLAN may be designated as a Management VLAN.

Traps

Traps are messages that alert you of events that occur on the Switch. The events can be as serious as a reboot
(someone accidentally turned OFF the Switch), or less serious such as a port status change. The Switch generates
traps and sends them to the network manager (trap recipient).

Trap recipients are special users of the network who monitor the state of devices in the network. Trap recipients
will receive traps sent from the Switch; they must immediately take certain actions to avoid future failure or
breakdown of the network. Trap recipients are configured using the Remote Management Setup menu.

Remote Management Setup

Current Switch IP Settings: Management Station IP Settings:
Get IP From: Manual IP Address:[0.0.0.0 1
IP Address: 10.90.96.90 IP Address:10.0.0.0 1
Subnet Mask: 255.0.0.0 IP Address:[0.0.0.9 1

Default Gateway: 0.0.0.0
Management VID: 1
SNMP Community Settings:

New Switch IP Settings: Community String Rights Status
Get IP From: ([?M.) [public 1<Read> <Enabled >
IP Address: [18.90.90.906 ] [private IKR/W > <Enabled >
Subnet Mask: [255.0.0.0 1 [ 1<Read> <Disabled>
Default Gateway: [0.0.0.0 1 [ 1<Read> <Disabled>
Management VID: [1 1

SETUP TRAP RECEIVERS APPLY

Function:Get IP from Manual, BOOTP or DHCP.
Hessage:

= Root screen

Figure 5-3. Remote Management Setup

You can specify which network managers will receive traps from the Switch by entering a list of the IP addresses
of authorized network managers. Up to four trap recipient IP addresses, and four corresponding SNMP
community strings can be entered.

SNMP community strings function like passwords in that the community string must be used by the management
station software to access the switch.

The following are examples of trap types:

Cold Start

This trap signifies that the Switch has been powered up and initialized such that software settings are
reconfigured and hardware systems are rebooted. A cold start is different from a factory reset in that
configuration settings saved to non-volatile RAM used to reconfigure the switch.

Authentication Failure

This trap signifies that someone has tried to logon to the switch using an invalid SNMP community string. The
switch automatically stores the source IP address of the unauthorized user
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New Root

This trap indicates that the Switch has become the new root of the Spanning Tree, the trap is sent by the Switch
soon after it is elected as the new root. This implies that upon expiration of the Topology Change Timer the new
root trap is sent out immediately after the Switch's election as the new root.

Topology Change

A Topology Change trap is sent by the Switch when any of its configured ports transitions from the Learning
state to the Forwarding state or from the Forwarding state to the Blocking state. The trap is not sent if a new root
trap is sent for the same transition.

Fan Failure
A Fan Failure trap is sent if any of the four system fans fail.
Link Change Event

Link Up This trap is sent whenever the link of a port changes from link down to link up.

Link Down This trap is sent whenever the link of a port changes from link up to link down.

MIBs

Management and counter information are stored in the Switch in the Management Information Base (MIB). The
Switch uses the standard MIB-II Management Information Base module. Consequently, values for MIB objects
can be retrieved from any SNMP-based network management software. In addition to the standard MIB-II, the
Switch also supports its own proprietary enterprise MIB as an extended Management Information Base. These
MIBs may also be retrieved by specifying the MIB's Object-Identity (OID) at the network manager. MIB values
can be either read-only or read-write.

Read-only MIBs variables can be either constants that are programmed into the Switch, or variables that change
while the Switch is in operation. Examples of read-only constants are the number of port and type of ports.
Examples of read-only variables are the statistics counters such as the number of errors that have occurred, or the
kilobytes of data received and forwarded through a port.

Read-write MIBs are variables usually related to user-customized configurations. Examples of these are the
Switch's IP Address, Spanning Tree Algorithm parameters, and port status.

If you use third-party vendors' SNMP software to manage the Switch, a diskette listing the Switch's propriety
enterprise MIBs can be obtained by request. If your software provides functions to browse or modify MIBs, you
can also get the MIB values and change them (if the MIBs' attributes permit the write operation). This process
however can be quite involved, since you must know the MIB OIDs and retrieve them one by one.
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SNMP

The Simple Network Management Protocol (SNMP) is an OSI layer 7 (the application layer) protocol for
remotely monitoring and configuring network devices. SNMP enables network management stations to read and
modify the settings of gateways, routers, switches, and other network devices. SNMP can be used to perform
many of the same functions as a directly connected console, or can be used within an integrated network
management software package.

SNMP performs the following functions:
e Sending and receiving SNMP packets through the IP protocol.
e Collecting information about the status and current configuration of network devices.
¢  Modifying the configuration of network devices.

The Switch has a software program called an 'agent' that processes SNMP requests, but the user program that
makes the requests and collects the responses runs on a management station (a designated computer on the
network). The SNMP agent and the user program both use the UDP/IP protocol to exchange packets.

Authentication

The authentication protocol ensures that the remote user SNMP application program discards packets from
unauthorized users. Authentication is accomplished using 'community strings', which function like passwords.
The remote user SNMP application must use the community string. SNMP community strings of up to 20
characters may be entered under the Remote Management Setup menu of the console program.

Packet Forwarding

The Switch learns the network configuration and uses this information to forward packets. This reduces the
traffic congestion on the network, because packets, instead of being transmitted to all segments, are transmitted
to the destination only. Example: if Port 1 receives a packet destined for a station on Port 2, the Switch transmits
that packet through Port 2 only, and transmits nothing through the other ports.

MAC Address Aging Time

The Aging Time affects the learning process of the Switch. Dynamic forwarding table entries are made up of the
source and destination MAC addresses and their associated port numbers and are deleted from the table if they
are not accessed within the aging time.

The aging time can be from 10 to 1,000,000 seconds with a default value of 300 seconds. A very long aging time
can result in dynamic forwarding table entries that are out-of-date or no longer exist. This may cause incorrect
packet forwarding decisions by the switch.

If the Aging Time is too short however, many entries may be aged out too soon. This will result in a high
percentage of received packets whose source addresses cannot be found in the forwarding table, in which case
the switch will broadcast the packet to all ports, negating many of the benefits of having a switch.

Static forwarding entries are not affected by the aging time.

Packet Filtering

The switch uses a filtering database to segment the network and control communication between segments. It
can also filter packets off the network for intrusion control. Static filtering entries can be made by MAC
Address.

Each port on the switch is a unique collision domain and the switch filters (discards) packets whose destination
lies on the same port as where it originated. This keeps local packets from disrupting communications on other
parts of the network.

For intrusion control, whenever a switch encounters a packet originating from or destined to a MAC address or
an IP Address entered into the filter table, the switch will discard the packet.
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Some filtering is done automatically by the switch:

Dynamic Filtering: automatic learning and aging of MAC addresses and their location on the network.
Filtering occurs to keep local traffic confined to its segment.

Filtering done by the Spanning Tree Protocol, which can filter packets based on topology, making sure that
signal loops don't occur.

Filtering done for VLAN integrity. Packets from a member of a VLAN (VLAN 2, for example) destined for a
device on another VLAN (VLAN 3) will be filtered.

Some filtering requires the manual entry of information into a filtering table:

MAC address filtering - the manual entry of specific MAC addresses to be filtered from the network. Packets
sent from one manually entered MAC address can be filtered from the network. The entry may be specified as
either a source, a destination, or both.

Managing Switch Stacks

The Switch can be stacked in groups of up to six Switches. A Switch stack is managed as a single unit with a
single IP address. The logical stack order is hardware-determined; the unique MAC address of each Switch
determines their stack order. It is best to place stacked Switches in the equipment rack in their logical stack order
when you first set them up. However, you can override the automatically determined stack order. For example,
you may plan an expansion to the VDSL network and add another Switch. In this case, it may not be convenient
to change the physical arrangement of the stack. You can override the normal order and force the group to use a
logical stack arrangement that reflects the physical arrangement of the Switches. If you choose to employ Switch
stacking, remember the following:

Management of all the Switches in the stack is done through a master Switch.
The master Switch should be used for the uplink to the Ethernet backbone.

If any Switch in the stack fails, all Switches must be rebooted once the failure is corrected or the affected
Switch is disabled.

If a new master is elected, or if the stack order is changed, all Switches in the stack must be rebooted.

The master Switch will be chosen automatically when the stack is powered on. The Switch with the lowest
value MAC address is elected to function as the master. The remaining Switches are ordered according to
the relative value of their respective MAC addresses (see the example below).

For a first time set up of a stack group, power on all Switches simultaneously after the FireWire
interconnections are completed (See Figure 4-1. Switch Stack Connections).

The normal stack order determined by the Switch MAC addresses can be overridden to suit your preference.
See Stacking Configuration in Chapter 6 for details.
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Determining Switch Stack Order

If you are using a stacked switch arrangement it is important to understand how Switch stack order is
established. For illustration, we use an example of four DHS-3224V Switches connected in a stacked
arrangement and booted up. We assume that the Switches are booted up simultaneously and initiate a discovery
process to determine the logical stack order. The logical stack order is a function of MAC address as
demonstrated below. Once the stack order has been determined, any additions to the stack will affect the stack
order. In addition, the new stack order is a function of the MAC address AND the already established stack
order. That is, the original stack order plays a role in any subsequent changes to the stack when the order is
automatically determined. Auto-detect uses the following formula: MAC Address + Stack Order # to establish
the stack order. When there is no established stack order, the stack order number = 0 in the formula. Using the
auto-detect stacking function, the four MAC addresses are ordered as listed in Figure 5-4. Initial Stack Order
below:

Stack Order MAC Address MAC + Stack # Stack order after boot up
0 001122334451 kK PPERY VLY EDERLY | | 1 (Master Switch)
0 001122334452 | 001122334452+0 = *52 2
0 001122334453 | 001122334453+0 = *53 3
0 001122334454 | 001122334454+0 = *54 4
0 - - Not in use
0 - - Not in use

Figure 5-4. Initial Stack Order

Let us suppose you wish to add another Switch to the stack. The new Switch has a MAC address 001122334450.
The new Switch is first inserted (logically) into the next available position in the stack, the number 5 position.
Then the formula is applied to determine a new stack hierarchy. After rebooting all the Switches in the stack, the
automatically determined stack order appears as listed in the Figure 5-5. New Stack Order below:

Original Stack Order MAC Address MAC + Stack # New Stack Order
1 | 001122334451 | 001122334451+1 = *52 | 1 (unchanged)
2 001122334452 | 001122334452+2 = *54 2 (unchanged)
3 001122334453 | 001122334453+3 = *56 3 (new Switch)
4 001122334454 | 001122334454+4 = *58 | 4 (changed from position 3)
5 (new Switch) 001122334450 | 001122334450+5 = *55 | 5 (changed from position 4)
6 - - Not in use

Figure 5-5. New Stack Order

You can override the automatic stack order selection to place the newly added Switch into the number 5 position
of the stack order (read Error! Reference source not found. in Chapter 6 for information on how to override the
stack order auto-detect function).

Note: Remember that management of the Switch stack is done only through the Master
Switch. Therefore if there is a new Master Switch after rebooting the new stack
arrangement, it will be necessary to attach the serial cable to the new Master in order to
override the auto-detect stack order or to make any configuration changes to any Switch
in the stack.
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Spanning Tree Protocol

The IEEE 802.1D Spanning Tree Protocol (STP) allows for the blocking of links between switches that form
loops within the network. When multiple links between switches are detected, a primary link is established.
Duplicated links are blocked from use and become standby links. The protocol allows the duplicate links to be
used in case of a failure of the primary link. Once the Spanning Tree Protocol is configured and enabled, primary
links are established and duplicated links are blocked automatically. The reactivation of the blocked links (at the
time of a primary link failure) is also accomplished automatically - without operator intervention.

This automatic network reconfiguration provides maximum uptime to network users. However, the concepts of
the Spanning Tree Algorithm and protocol are a complicated and complex subject and must be fully researched
and understood. It is possible to cause serious degradation of the performance of the network if the Spanning
Tree is incorrectly configured. Please carefully read understand this section before making any changes from the
default values.

The Switch allows two levels of spanning trees to be configured. The first level constructs a spanning tree among
all links between network switches. This first level is referred to as the Switch or Global level. The second level
is based on port groups. Groups of ports are configured as being members of a spanning tree and the algorithm
and protocol are applied to the group of ports. This is referred to as the Port or VLAN level.

Spanning Tree on the Switch performs the following functions:

e Creates a single spanning tree from any combination of switching or bridging elements.

e Creates multiple spanning trees - from any combination of ports contained within a single switch, in
user-specified groups (usually VLANS).

e Automatically reconfigures the spanning tree to compensate for the failure, addition, or removal of
any element in the tree.

e Reconfigures the spanning tree without operator intervention.

STP Operation Levels

STP operates on two levels: the switch level and the port or VLAN level. The switch level forms a spanning tree
consisting of links between one or more switches. The port level constructs a spanning tree consisting of groups
of one or more ports. The STP operates in much the same way for both levels.

On the switch level, STP calculates the bridge identifier for each switch, then sets the root bridge and the
designated bridges.

On the port level, STP sets the root port and designated ports.

25



D-Link DHS-3224V Switch User’s Guide

Switch Level STP

The switch STP parameters listed here can be configured by the user:

Parameter Description Default Value

Bridge Identifier A combination of the User-set priority and the

(NO;'USGFE)I switch’s MAC address. The Bridge Identifier
configurable except consists of two parts: a 16-bit priority and a 48-bit

by setting priority Ethernet MAC address
below)

32768 + MAC

A relative priority for each switch — lower numbers
Priority give a higher priority and a greater chance of a 32768
given switch being elected as the root bridge

The length of time between broadcasts of the hello

message by the switch 2 seconds

Hello Time

Measures the age of a received BPDU for a port
and ensures that the BPDU is discarded when its 20 seconds
age exceeds the value of the maximum age timer.

Maximum Age
Timer

The amount time spent by a port in the learning
and listening states waiting for a BPDU that may 15 seconds
return the port to the blocking state.

Forward Delay
Timer

Port Level STP

The VLAN or port STP parameters listed here may be configured by the user:

Variable Description Default Value

A relative priority for each port — lower numbers
Port Priority give a higher priority and a greater chance of a 32768
given port being elected as the root port

A value used by STP to evaluate paths — STP
Port Cost calculates path costs and selects the path with the
minimum cost as the active path.

10 — 100Mbps Fast
Ethernet ports

Bridge Protocol Data Units

The Switch uses the following information for STP to stabilize network topology:
- The unique switch identifier

- The path cost to the root associated with each switch port

- The port identifier

This STP information is shared among switches on the network using Bridge Protocol Data Units (BPDUs).
Each BPDU contains the following information:

- The unique identifier of the switch that the transmitting switch currently believes is the root switch
- The path cost to the root from the transmitting port

- The port identifier of the transmitting port
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The switch sends BPDUs to communicate and construct the spanning-tree topology. All switches connected to
the LAN receive the BPDU. BPDUs are not directly forwarded by the switch, but the receiving switch uses the
information in the frame to calculate a BPDU, and, if the topology changes, initiates a BPDU transmission.

The communication between switches via BPDUs results in the following:
One switch is elected as the root switch
The shortest distance to the root switch is calculated for each switch

A designated switch is selected. This is the switch closest to the root switch through which packets will be
forwarded to the root.

A port for each switch is selected. This is the port providing the best path from the switch to the root switch.

Ports included in the STP are selected.

Creating a Stable STP Topology

If all switches have STP enabled with default settings, the switch with the lowest MAC address in the network
will become the root switch. By increasing the priority (lowering the priority number) of the best switch, STP
can be forced to select the best switch as the root switch.

When STP is enabled using the default parameters, the path between source and destination stations in a
switched network might not be ideal. For instance, connecting higher-speed links to a port that has a higher
number than the current root port can cause a root-port change. The goal is to make the fastest link the root port.

STP Port States

The BPDUs take some time to pass through a network. This propagation delay can result in topology changes
where a port that transitioned directly from a Blocking state to a Forwarding state could create temporary data
loops. Ports must wait for new network topology information to propagate throughout the network before
starting to forward packets. They must also wait for the packet lifetime to expire for BPDU packets that were
forwarded based on the old topology. The forward delay timer is used to allow the network topology to stabilize
after a topology change. In addition, STP specifies a series of states a port must transition through to further
ensure that a stable network topology is created after a topology change.

27



D-Link DHS-3224V Switch User’s Guide

Transition States

Each port on a switch using STP exists is in one of the following five states:

Figure 5.4 below illustrates the STP port transition states.

A port transitions from one state to another as follows:
- From initialization (switch boot) to blocking
- From blocking to listening or to disabled
- From listening to learning or to disabled
- From learning to forwarding or to disabled
- From forwarding to disabled

- From disabled to blocking

Blocking

The port is blocked from forwarding or receiving
packets.

Listening

The port is waiting to receive BPDU packets that may
tell the port to go back to the blocking state.

Learning

The port is adding addresses to its forwarding database,
but not yet forwarding packets.

Forwarding
The port is forwarding packets.
Disabled

The port only responds to network management
messages and must return to the blocking state first.

Switch
Boot

\ 4

Blocking

A

Listening | » Disabled

A

JRNE A

Learning

It

Forwarding

Figure 5-4. STP Transition States

Port State Transition

When you enable STP, every port on every switch in

the network goes through the blocking state and then transitions through the states of listening and learning at
power up. If properly configured, each port stabilizes to the forwarding or blocking state.

No packets (except BPDUs) are forwarded from, or received by, STP enabled ports until the forwarding state is

enabled for that port.
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Default Spanning-Tree Configuration

The default Spanning Tree parameters are as follows:

Feature Default Value

Enable state STP enabled for all ports
Port priority 128

Port cost 100

Bridge Priority 32,768

User-Changeable STP Parameters

The factory default setting should cover the majority of installations. However, it is advisable to keep the default
settings as set at the factory; unless it is absolutely necessary. The user changeable parameters in the Switch are
as follows:

e Hello Time

The Hello Time can be from 1 to 10 seconds. This is the interval between two transmissions of BPDU packets
sent by the Root Bridge to tell all other Switches that it is indeed the Root Bridge. If you set a Hello Time for
your Switch, and it is not the Root Bridge, the set Hello Time will be used if and when your Switch becomes the
Root Bridge. The Hello Time cannot be longer than the Max. Age. Otherwise, a configuration error will occur.

e Max Age

The Maximum Age Timer can be from 6 to 40 seconds. At the end of the Max. Age, if a BPDU has still not been
received from the Root Bridge, the Switch will start sending its own BPDU to all other switches for permission
to become the Root Bridge. If it turns out the Switch has the lowest Bridge Identifier, it will become the Root
Bridge.

e Forward Delay

The Forward Delay can be from 4 to 30 seconds. This is the time any port on the Switch spends in the listening
state while moving from the blocking state to the forwarding state.

e  Priority
A Priority for the switch can be set from 0 to 65535. 0 is equal to the highest Priority.
Observe the following formulas when setting the above parameters:

- Max. Age =2 x (Forward Delay - 1 second)

- Max. Age =2 x (Hello Time + 1 second)

- Port Priority A Port Priority can be from 0 to 255. The lower the number, the greater the probability the
port will be chosen as the Root Port.

- Port Cost A Port Cost can be set from 1 to 65535. The lower the number, the greater the probability
the port will be chosen to forward packets.

29



D-Link DHS-3224V Switch User’s Guide

lHlustration of STP

A simple illustration of three Bridges (or three switches) connected in a loop is depicted in Figure 5.5. In this
example, you can anticipate some major network problems if the STP assistance is not applied. If Bridge A
broadcasts a packet to Bridge B, Bridge B will broadcast it to Bridge C, and Bridge C will broadcast it to back to
Bridge A ... and so on. The broadcast packet will be passed indefinitely in a loop, potentially causing a network
failure.

STP can be applied as shown in Figure 5.6. In this example, STP breaks the loop by blocking the connection
between Bridge B and C. The decision to block a particular connection is based on the STP calculation of the
most current Bridge and Port settings. Now, if Bridge A broadcasts a packet to Bridge C, then Bridge C will
drop the packet at port 2 and the broadcast will end there.

Setting-up STP using values other than the defaults, can be complex. Therefore, you are advised to keep the
default factory settings and STP will automatically assign root bridges/ports and block loop connections.
Influencing STP to choose a particular switch as the root bridge using the Priority setting, or influencing STP to
choose a particular port to block using the Port Priority and Port Cost settings is, however, relatively straight
forward.

LAN1

< i >

Port Cost = 19

T

Bridge ID = 15

Port Cost =4

Port Cost =4 Port Cost =4

Port 1 B C Port 1
Bridge ID = 30 Bridge ID = 20
Port Cost = 19
Port 2 Port 3 < = Port 2 Port 3
Port Cost = 19 Port Cost = 19
‘ LAN 2 > LAN 3

Figure 5-5. Before Applying the STA Rules
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In this example, only the default STP values are used.

LAN 1

< i >

A
Root Bridge

Designated Port Designated Port

Root Port Root Port

g _—

Designated Bridge

Port 2 Port 3 Blocked Port 2 Port 3

< > < >

LAN 2 LAN 3
Figure 5-6. After Applying the STA Rules

Sample Network using STP

The switch with the lowest Bridge ID (switch C) was elected the root bridge, and the ports were selected to give
a high port cost between switches B and C.

Note also that the example network topology is intended to provide redundancy to protect the network against a
link or port failure — not a switch failure or removal. For example, a failure of switch A would isolate LAN 1
from connecting to LAN 2 or LAN 3.

VLANSs

A Virtual Local Area Network (VLAN) is a network topology configured according to a logical scheme rather
than the physical layout. VLANS can be used to combine any collection of LAN segments into an autonomous
user group that appears as a single LAN. VLANSs also logically segment the network into different broadcast
domains so packets that are forwarded only between ports within the VLAN.

VLANSs can enhance performance by conserving bandwidth, and improve security by limiting traffic to specific
domains.

A VLAN is a collection of end nodes grouped by logic instead of physical location. End nodes that frequently
communicate with each other are assigned to the same VLAN, regardless of where they are physically on the
network. Logically, a VLAN can be equated to a broadcast domain, because broadcast packets are forwarded to
only members of the VLAN on which the broadcast was initiated.

Note: A time saving feature called Asymmetric VLANs can be used by managers that
do not require a complicated or overlapping VLAN setup. See details at the end of this
section.
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Within the Layer 2 switching environment, all end nodes are identified on the network by their unique MAC
address. No matter what basis is used to uniquely identify end nodes and assign these nodes VLAN membership,
packets cannot cross VLANs without a network device performing a routing function between the VLANS.

For VDSL applications, VLANs can be used for a group of ports used by a single subscriber. For example, one
client may have a company network of a size that requires more than one port on the Switch. In this case, the
Switch can be used to create one VLAN for the group of port leased the single subscriber. The client can then
administer VDSL access on the private network as desired. All the ports within the client’s VLAN can freely
exchange packets through the VDSL Switch. Once the VLAN has been created, there should not be any more
configurations decisions for the VDSL Switch manager, as long as there are no additional ports required by the
client. If the client prefers to lease additional bandwidth (i.e. more ports), these can be easily added to the client’s
VLAN if there are unused ports available on the Switch.

The Switch supports only IEEE 802.1Q VLANS. The port untagging function can be used to remove the 802.1Q
tag from packet headers to maintain compatibility with devices that are tag-unaware.

By default the Switch assigns all ports to a single 802.1Q VLAN named DEFAULT VLAN. The
DEFAULT VLAN hasa VID = 1.

IEEE 802.1Q VLANs

To help you understand 802.1Q VLANs as implemented by the Switch, it is necessary to understand the
following:

Tagging - The act of putting 802.1Q VLAN information (a tag) into the header of a packet.
Untagging - The act of stripping 802.1Q VLAN information out of the packet header.
Ingress Port - A port on a switch where packets are flowing into the switch and VLAN decisions must be made.

Egress Port - A port on a switch where packets are flowing out of the switch, either to another switch or to an
end station, and tagging decisions must be made.

IEEE 802.1Q (tagged) VLANSs are implemented on the Switch. 802.1Q VLANSs require tagging, which enables
them to span the entire network (assuming all switches on the network are IEEE 802.1Q-compliant).

VLANS allow a network to be segmented in order to reduce the size of broadcast domains. All packets entering a
VLAN will only be forwarded to the stations (over IEEE 802.1Q enabled switches) that are members of that
VLAN, and this includes broadcast, multicast and unicast packets from unknown sources.

VLANS can also provide a level of security to your network. IEEE 802.1Q VLANs will only deliver packets
between stations that are members of the VLAN.

Any port can be configured as either tagging or untagging. The untagging feature of IEEE 802.1Q VLANSs allow
VLANSs to work with legacy switches that don't recognize VLAN tags in packet headers. The tagging feature
allows VLANSs to span multiple 802.1Q-compliant switches through a single physical connection and allows
Spanning Tree to be enabled on all ports and work normally.

The main characteristics of IEEE 802.1Q are as follows:
e  Assigns packets to VLANSs by filtering
e Assumes the presence of a single global spanning tree
e Uses an explicit tagging scheme with one-level tagging
802.1Q Packet Forwarding Decisions
Packet forwarding decisions are made based upon the following three types of rules:
o Ingress rules - rules relevant to the classification of received frames belonging to a VLAN.
e Forwarding rules between ports - decides filter or forward the packet

o Egress rules - determines if the packet must be sent tagged or untagged.
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Packet Forwarding in 802.1Q VLANs

The diagram below illustrates packet forwarding decisions with 802.1Q VLANS.

802,1Q Packet Forwarding

Packet

Receive

\ 4

Ingress Ingress
Rules Filtering

4 Forwarding

Packet
Transmit

> Process <

A

Filtering
Database -
e

PVID to VID
VLAN Table

Port State

Tagging or
Untagging

Figure 5-7. Packet Forwarding with VLANs

802.1Q VLAN Tags

The figure below shows the 802.1Q VLAN tag. There are four additional octets inserted after the source MAC
address. Their presence is indicated by a value of 0x8100 in the EtherType field. When a packet's EtherType
field is equal to 0x8100, the packet carries the IEEE 802.1Q/802.1p tag. The tag is contained in the following
two octets and consists of 3 bits of user priority, 1 bit of Canonical Format Identifier (CFI - used for
encapsulating Token Ring packets so they can be carried across Ethernet backbones) and 12 bits of VLAN ID
(VID). The 3 bits of user priority are used by 802.1p. The VID is the VLAN identifier and is used by the

802.1Q standard. Because the VID is 12 bits long, 4094 unique VLANSs can be identified.

The tag is inserted into the packet header making the entire packet longer by 4 octets. All of the information

contained in the packet originally is retained.

The figure below illustrates the elements of the IEEE 802.1Q tag.
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IEEE 802.1Q Tag
Octets
0 1 2 3 4
‘ Destination Address (6 octets) ‘
‘ Source Address (6 octets) ‘
‘ EtherType = 0x8100 A Tag Control Information

‘ MAC Length/Type ‘ Begining of Data ‘

‘ Cyclic Redundancy Check (4 octets)

Fuser Priority| cFT | VLANID (vID) (t2 bits) Y
3 bits 1bit 12 bits

Figure 5-8. IEEE 802,1Q Tag

The EtherType and VLAN ID are inserted after the MAC source address, but before the original
EtherType/Length or Logical Link Control. Because the packet is now a bit longer than it was originally, the
Cyclic Redundancy Check (CRC) must be recalculated.

Adding an IEEE 802.1Q Tag
Orginal Ethernet
Packet
Dest. | Src. Length/EType Data Old
CRC
New Tagged
Packet
y y v
Dest. Src. EType Tag Length/EType Data New
P CRC
Priority VLAN ID

Figure 5-9. Adding 802.1Q Tag to a Packet Header

Port VLAN ID

Packets that are tagged (are carrying the 802.1Q VID information) can be transmitted from one 802.1Q
compliant network device to another with the VLAN information intact. This allows 802.1Q VLANSs to span
network devices (and indeed, the entire network - if all network devices are 802.1Q compliant).

Unfortunately, not all network devices are 802.1Q compliant. These devices are referred to as tag-unaware.
802.1Q devices are referred to as tag-aware.

Prior to the adoption 802.1Q VLAN:S, port-based and MAC-based VLANs were in common use. These VLANs
relied upon a Port VLAN ID (PVID) to forward packets. A packet received on a given port would be assigned
that port's PVID and then be forwarded to the port that corresponded to the packet's destination address (found in
the switch's forwarding table). If the PVID of the port that received the packet is different from the PVID of the
port that is to transmit the packet, the switch will drop the packet.
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Within the switch, different PVIDs mean different VLANs. (remember that two VLANSs cannot communicate
without an external router). So, VLAN identification based upon the PVIDs cannot create VLANS that extend
outside a given switch.

Every physical port on a switch has a PVID. 802.1Q ports are also assigned a PVID, for use within the switch.
If no VLANSs are defined on the switch, all ports are then assigned to a default VLAN with a PVID equal to 1.
Untagged packets are assigned the PVID of the port on which they were received. Forwarding decisions are
based upon this PVID, in so far as VLANSs are concerned. Tagged packets are forwarded according to the VID
contained within the tag. Tagged packets are also assigned a PVID, but the PVID is not used to make packet
forwarding decisions, the VID is.

Tag-aware switches must keep a table to relate PVIDs within the switch to VIDs on the network. The switch
will compare the VID of a packet to be transmitted to the VID of the port that is to transmit the packet. If the
two VIDs are different, the switch will drop the packet. Because of the existence of the PVID for untagged
packets and the VID for tagged packets, tag-aware and tag-unaware network devices can coexist on the same
network.

A switch port can have only one PVID, but can have as many VIDs as the switch has memory in its VLAN table
to store them.

Because some devices on a network may be tag-unaware, a decision must be made at each port on a tag-aware
device before packets are transmitted - should the packet to be transmitted have a tag or not? If the transmitting
port is connected to a tag-unaware device, the packet should be untagged. If the transmitting port is connected to
a tag-aware device, the packet should be tagged.

Tagging and Untagging Packets

Every port on an 802.1Q compliant switch can be configured as tagging or untagging.

Ports with tagging enabled will put the VID number, priority and other VLAN information into the header of all
packets that flow into and out of it. If a packet has previously been tagged, the port will not alter the packet, thus
keeping the VLAN information intact. The VLAN information in the tag can then be used by other 802.1Q
compliant devices on the network to make packet forwarding decisions.

Ports with untagging enabled will strip the 802.1Q tag from all packets that flow into and out of those ports. If
the packet doesn't have an 802.1Q VLAN tag, the port will not alter the packet. Thus, all packets received by
and forwarded by an untagging port will have no 802.1Q VLAN information. (Remember that the PVID is only
used internally within the switch). Untagging is used to send packets from an 802.1Q-compliant network device
to a non-compliant network device.

Ingress Filtering

A port on a switch where packets are flowing into the switch and VLAN decisions must be made is referred to as
an ingress port. If ingress filtering is enabled for a port, the switch will examine the VLAN information in the
packet header (if present) and decide whether or not to forward the packet.

If the packet is tagged with VLAN information, the ingress port will first determine if the ingress port itself is a
member of the tagged VLAN. If it is not, the packet will be dropped. If the ingress port is a member of the
802.1Q VLAN, the switch then determines if the destination port is a member of the 802.1Q VLAN. Ifit is not,
the packet is dropped. If the destination port is a member of the 802.1Q VLAN, the packet is forwarded and the
destination port transmits it to its attached network segment.

If the packet is not tagged with VLAN information, the ingress port will tag the packet with its own PVID as a
VID (if the port is a tagging port). The switch then determines if the destination port is a member of the same
VLAN (has the same VID) as the ingress port. If it does not, the packet is dropped. If it has the same VID, the
packet is forwarded and the destination port transmits it on its attached network segment.

This process is referred to as ingress filtering and is used to conserve bandwidth within the switch by dropping
packets that are not on the same VLAN as the ingress port at the point of reception. This eliminates the
subsequent processing of packets that will just be dropped by the destination port.
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Configuring VLANs

The switch initially configures one VLAN, VID = 1, called the DEFAULT VLAN. The factory default setting
assigns all ports on the switch to the DEFAULT VLAN. As new VLANSs are configured, there respective
member ports are removed from the DEFAULT VLAN.

Packets cannot be transmitted accross VLANSs. If a member of one VLAN wants to connect to another VLAN,
the link must be through an external router.

If no VLANSs are configured on the switch all packets will be forwarded to any destination port. Packets with
unknown source addresses will be flooded to all ports. Broadcast and multicast packets will also be flooded to
all ports.

Broadcast Storms

Broadcast storms consist of broadcast packets that flood and/or are looped on a network causing noticeable
performance degradation and in extreme cases, network failure. Broadcast storms can be caused by
malfunctioning NICs, bad cable connections and applications or protocols that generate broadcast traffic, among
others.

Broadcast storms have long been a concern for network administrators with routers traditionally being used to
prevent their occurrence, and if that failed, limit their scope. However, with the advent of VLANSs, switches are
now able to limit broadcast domains better and cheaper than routers. Also, many switches, including the DHS-
3224V, have broadcast sensors and filters built into each port to further control broadcast storms.

Segmenting Broadcast Domains

VLANSs can be used to segment broadcast domains. They do this by forwarding packets only to ports that are
members of the same VLAN. Other parts of the network are effectively shielded. Thus, the smaller the
broadcast domain, the smaller effect a broadcast storm will have. Because VLANs are implemented at each
switch port, they can be quite effective in limiting the scope of broadcast storms.

Eliminating Broadcast Storms

SNMP agents can be programmed to monitor the number of broadcast packets on switch ports and act on the
data. When the number of broadcast packets on a given port rise past an assigned threshold, an action can be
triggered. When enabled, the rate of broadcast packets coming in through the affected port will be limited. Any
traffic above the threshold limit will be discarded. The Switch also supports multicast storm control.

In the Switch, the default trigger threshold is set to 128,000 broadcast packets per second (128 Kbps) for both
100 Mbps Fast Ethernet ports and the optional 1000 Mbps Gigabit Ethernet ports. The thresholds can be set
separately for the two types of ports and can easily be modified by using a normal SNMP management program
or through the console interface.

Multicasting

Multicasting enables a single network source to send packets to multiple destinations with persistent
connections. The main advantage to multicasting is to decrease network load for communications that would
otherwise use broadcasting.

Multicast Groups

There are three types of IP v4 addresses: unicast, broadcast, and multicast. Unicast addresses are used to transmit
messages from a single network device to another, single network device. Broadcast packets are sent to all
devices on the subnetwork. Multicast defines a group of network devices or computers that will receive the
multicast packets. The members of this group are not necessarily on the same subnetwork. Specially designated
multicast addresses are used to send multicast packets to the group members.
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Multicast Addressing

Class D IP addresses are assigned to a group of network devices that comprise a multicast group. The four most
significant four bits of a Class D address are set to "1110". The following 28 bits is referred to as the 'multicast
group ID'. Some Class D address groups are registered with the Internet Assigned Numbers Authority (IANA)
for special purposes. For example, the block of multicast addresses ranging from 224.0.0.1 to 224.0.0.225 is
reserved for use by routing protocols and some other low-level topology discovery and maintenance protocols.

Asymmetric VLANs

Many network managers may not need an elaborate VLAN setup but still want to provide the added security of
VLAN:S to the network. Asymmetric VLANs allow a manager to quickly and automatically set up a VLANs for
single Switch or multiple Switch installations. The feature is enabled Switch wide and creates a unique VLAN
for every client port. For cascaded Switch groups, a unique VLAN is created for each client port in the cascaded
group. The VLANS created for the client ports each contain the client port, plus the uplink port as members. This
creates a VLAN environment where each client port can freely link to the uplink port, but can not link to any
other client port on the Switch or in the cascade group. See the section on configuring Asymmetric VLANSs in
Chapter 6 for an illustration of VLAN assignment using this feature.
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Configuring the Switch

The DHS-3224V Switch is configured using a console management interface. Any PC with a terminal emulator
program can be used to manage the Switch out-of-band via the RS-232 console port. You can use this facility to
perform many basic network management functions. In addition, the console program will allow you to set up
the Switch for management in-band on a TCP/IP network using an SNMP-based network management system or
Telnet. This chapter describes how to use the console interface to access the Switch, change its settings, and
monitor its operation. Included in this chapter are the following:

¢ Connecting to the Switch

e User Accounts Management
e Saving Changes

¢ Configuring the Switch

e Switch Utilities

e Network Monitoring

Connecting to the Switch

You can use the console interface by connecting to the Master Switch with a computer running an ordinary
terminal emulator program (or VT100-compatible terminal). The console interface is an RS-232 serial port
located on the front of the (Master) Switch. Your terminal parameters will need to be set to:

e  VT-100/ANSI compatible

e 9,600 baud
e 8 data bits
e No parity

e One stop bit

e No flow control

Note: It may be convenient to configure the serial port settings as soon as you log in so
the session does not log out during initial setup. To change the log out setting of the
serial port, see the section Serial Port Settings in this chapter.

Console Usage Conventions
The console interface makes use of the following conventions:

1. TItems in <angle brackets> can be toggled between several choices using the space bar.

2. Items in [square brackets]can be changed by typing in a new value. You can use the backspace and
delete keys to erase characters behind and in front of the cursor.

3. The up and down arrow keys, the left and right arrow keys, the tab key and the backspace key, can be
used to move between selected items.

4. TItems in UPPERCASE are commands. Moving the selection to a command and pressing Enter will
execute that command; e.g. APPLY, etc.

Please note that the command APPLY only applies for the current session. Use Save Changes from the main
menu for permanent changes. The Save Changes function enters the current switch configuration into non-
volatile RAM, and then reboots the Switch.
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Connecting to the Switch Using Telnet

Once you have set an IP address for your Switch, you can use a Telnet program (in a VT-100 compatible
terminal mode) to access and control the Switch. Most of the screens are identical, whether accessed from the
console port or from a Telnet interface.

First Time Connecting to the Switch

The Switch supports user-based security that can allow you to prevent unauthorized users from accessing the
Switch or changing its settings. This section tells how to log onto the Switch.

Note: The passwords used to access the Switch are case sensitive, therefore, “S” is not

the same as “s.

When you first connect to the Switch, you will be presented with the first login screen (shown below).

Note: Press Ctrl+R to refresh the screen. This command can be used at any time to
force the console program in the Switch to refresh the console screen.

DHS-3224Y EoVDSL Switch Console Management
Copyright(C) 2001-2002 D-Link Corporation

Username: [—}

Password: I

* * % * * * * % *

Function:Enter case-sensitive username.
Message:
CTRL+R = Refresh

Figure 6- 1. Initial screen, first time connecting to the Switch

Note: There is no initial username or password. Leave the Username and Password
fields blank for first time log in.

Press Enter in both the Username and Password fields. You will be given access to the main menu shown
below:

39



D-Link DHS-3224V Switch User’s Guide

DHS-3224Y Local Management
Main Menu
Basic Setup: Advanced Setup:

Spanning Tree
Switch Information Unicast MAC Forwarding
Remote Management Setup Filtering
Switch Settings Priority
Configure Ports Multicasting
Setup User Accounts YLANs
Serial Port Settings VDSL Settings
Utilities Port Trunking
Network Monitoring Port Mirroring
Save Changes
Reboot
Logout

Function:Setup and browse switch information.

Message:

For Help. press F1

Figure 6- 2. Main menu (Access System Information Screen)

Note: The first user automatically gets Root privileges (See Table 6-1). It is
recommended to create at least one Root-level user for the Switch.

User Accounts Management

To create a new user account, highlight Setup User Accounts from the main menu and press Enter:

DHS-3224V Local Management

Main Menu

Basic Setup: Advanced Setup:
System Information Spanning Tree
Switch Information Unicast MAC Forwarding
Remote Management Setup Filtering
Switch Settings Priority
Configure Ports Multicasting
etup User Accounts YLANs
Serial Port Settings VDSL Settings
Utilities Port Trunking
Network Monitoring Port Mirroring
Save Changes
Reboot
Logout

Function:Setup user account and password.
Hessage:
For Help, press F1

Figure 6- 3. Main Menu (Access User Accounts Menu)

The Setup User Accounts screen appears:
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Setup User Accounts
Action: < MEI> Username:[ 1
New Password: [ ]
Confirm New Password:[ 1
Access Level:<Root > APPLY
Current Accounts: User Name Access Level
Function:Select action — ADD ,Delete or Update
Message:
CTRL+T = Root screen Esc=Prev. screen

Figure 6- 4. Setup User Accounts Screen

To create user accounts:

1.

Toggle the Action:< > field to <4Add> using the space bar. This will allow the addition of a new user.
The other options are <Delete> - this allows the deletion of a user entry, and <Update> - this allows
changes to be made to an existing user entry.

Enter the new user name, assign an initial password, and then confirm the new password. Determine
whether the new user should have <Roor>, <User+>, or <User> privileges. The space bar toggles
between the three options.

3. Highlight APPLY and press Enter to make the user addition effective.

4. Press Esc. to return to the previous screen or Ctrl+T to go to the root screen.

5. A listing of all user accounts and access levels is shown below the user setup menu. This list is updated

when APPLY is executed.

Please remember that APPLY makes changes to the switch configuration for the current session only. All
changes (including User additions or updates) must be entered into non-volatile ram using the Save
Changes command on the main menu - if you want these changes to be permanent.
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Root, User+ and Normal User Privileges

There are three levels of user privileges: Root and User+, and User. Some menu selections available to users
with Root privileges may not be available to those with User+ and User privileges.

The following table summarizes the Root, User+ and User privileges:

Switch Configuration Privilege
Management Root User+ User
Configuration Yes Read Only Read Only
Network Monitoring Yes Read Only Read Only
%”;”g‘t‘;iig'nit””gs and Yes Read Only Read Only
Configuration Fies. Yes No No
System Utilities Yes Ping Only Ping Only
Factory Reset Yes No No
Reboot Switch Yes Yes No

User Accounts Management

Add/Update/Delete User

Accounts Yes No No

View User Accounts Yes No No

Table 6-1. Root, User+, and User Privileges

After establishing a User Account with Root-level privileges, press Esc. Then highlight Save Changes and press
Enter (see below). The Switch will save any changes to its non-volatile ram and reboot. You can logon again
and are now ready to continue configuring the Switch.

Save Changes

The DHS-3224V has two levels of memory; normal RAM and non-volatile or NV-RAM. Configuration changes
are made effective by highlighting APPLY and pressing Enter. When this is done, the settings will be
immediately applied to the switching software in RAM, and will immediately take effect.

Some settings, though, require you to restart the Switch before they will take effect. Restarting the Switch erases
all settings in RAM and reloads the stored settings from the NV-RAM. Thus, it is necessary to save all setting
changes to NV-RAM before rebooting the Switch.
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To retain any configuration changes permanently, highlight Save Changes from the main menu.

DHS-3224V Local Management
Main Menu
Basic Setup: Advanced Setup:

System Information Spanning Tree
Switch Information Unicast MAC Forwarding
Remote Management Setup Filtering
Switch Settings Priority
Configure Ports Multicasting
Setup User Accounts s
Serial Port Settings YDSL Settings
Utilities Port Trunking
Network Monitoring Port Mirroring
ave Changes
Reboot
Logout

Function:Save changes.

Message:

For Help, press F1

Figure 6- 5. Main menu

The following screen will appear to verify that your new settings have been saved to NV-RAM:

Save all settings to NV-PRAM. .. done.

Press any key to continue. . .

Figure 6- 6. Save changes Screen

Once the switch configuration settings have been saved to NV-RAM, they become the default settings for the
switch. These settings will be used every time the Switch is rebooted.

Factory Reset

The only way to change the configuration stored in NV-RAM is to save a new configuration using Save
Changes, or to execute a Load Factory Default Configuration from the System Reboot menu (under Reboot
on the main menu). This will clear all settings and restore them to their initial values listed in the Appendix B.
These are the configuration settings entered at the factory and are the same settings present when the Switch was
purchased.
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DHS-3224Y Local Management

Main Menu

Basic Setup: Advanced Setup:
System Information Spanning Tree
Switch Information Unicast MAC Forwarding
Remote Management Setup Filtering
Switch Settings Priority
Configure Ports Multicasting
Setup User Accounts YLANs
Serial Port Settings YDSL Settings
Utilities Port Trunking
Network Monitoring Port Mirroring
Save Changes
Logout

Function:Reboot Configuration

Message:
For Help, press F1

Figure 6- 7. Main Menu - Reboot

Highlight Reboot from the main menu and press Enter.

System Reboot

Save Configuration & Reboot
Reboot & Load Factory Default Configuration

Reboot & Load Factory Default Configuration Except IP Address

Function:
Hessage:

CTRL+T = Root screen Esc=Prev. screen CTRL+R = Refresh

Figure 6- 8. System Reboot Menu

Highlight the appropriate choice and press Enter to reset the Switch’s NV-RAM to the factory default settings
(or just reboot the Switch). Loading the Factory Default Configuration will erase any User Accounts (and all
other configuration settings) you may have entered and return the Switch to the state it was in when it was
purchased. The Load Factory Default Configuration Except IP Address option is used when the Switch will be
managed by the Telnet manager, which requires knowledge of the Switch’s IP address to function.
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Logging On to The Switch Console

To log in once you have created a registered user, from the Login screen:

1.
2.
3.

Type in your Username and press Enter.
Type in your Password and press Enter.

The main menu screen will be displayed based on your access level or privilege.

Updating or Deleting User Accounts

To update or delete a user password:

Choose User Accounts Management from the main menu. The following Setup User Accounts screen

appears:

Setup User Accounts

Aotiomn: -=::=- Uzername: [ 1
Mewr Passtrord: [ 1
Confirm New Password: [ 1
Access Lewvel:<Root = APPLY

EE

Function: 8elect action - ADD ,Delete or Update
Message:
CTREL+T = Poot screen Esc=Prev. screen CTRL+E = Refresh

Figure 6-9. Setup User Accounts Screen

Toggle the Action:<Add> field using the space bar to choose Add, Update, or Delete.

Type in the Username for the user account you wish to change and enter the Old Password for
that user account.

You can now modify the password or the privilege level for this user account.

If the password is to be changed, type in the New Password you have chosen, and press Enter.
Type in the same new password in the following field to verify that you have not mistyped it.

If the privilege level is to be changed, toggle the Access Level:<Roo#> field until the appropriate
level is displayed — Root, User+ or User.

Highlight APPLY and press Enter to make the change effective.

You must enter the configuration changes into the non-volatile ram (NV-RAM) using Save
Changes from the main menu if you want the configuration to be used after a switch reboot.

Only a user with Root privileges can make changes to user accounts.
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Viewing Current User Accounts

Access to the console, whether using the console port or via Telnet, is controlled using a user name and
password. Up to eight user accounts can be created. The console interface will not let you delete the current
logged-in user, to prevent accidentally deleting all of the users with Root privilege.

Only users with the Roof privilege can delete users.

To view the current user accounts, highlight User Accounts Management from the main menu. The current
user accounts can be read from the Setup User Accounts screen.

Deleting a User Account

1.
2.

Toggle the Action:<4dd> field to Delete.

Enter the Username and Old Password for the account you want to delete. You must enter the
password for the account to be able to delete it.

Highlight APPLY and press Enter to make the deletion of the selected user take effect.

You must enter the configuration changes into the non-volatile ram (NV-RAM) using Save
Changes from the main menu if you want the configuration to be used after a switch reboot.

Only users with Root privileges can delete user accounts.
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Configuring the Switch

Switch management functions are grouped into two major groups in the console, Basic Setup and Advanced
Setup functions. The remaining sections of this chapter deal with how you can use the console to setup these
functions to implement an efficient network management strategy.

Basic Setup Advanced Setup

The Basic Setup features include: The Advanced Setup features include:
System Information Spanning Tree
Stacking Configuration Spanning Tree Settings
Switch Information Port Spanning Tree Settings

Remote Management Setup Unicast MAC Forwarding
Setup Trap Recipients Filtering
Switch Settings Priority
Configure Ports Multicasting
Configure Port Settings Setup IEEE802.1q Multicast Forwarding
Configure Port Security IGMP Snooping State
VLANs

Configure Port Access Entity
Configure 802.1Q Port Settings

Edit 802.1Q VLANs

Configure Asymmetric VLAN
VDSL Settings
Port Mirroring

Setup User Accounts

Serial Port Settings

Utilities
Upgrade Firmware
Use Configuration File on TFTP Server
Save Settings to TFTP Server
Save Log to TFTP Server
Ping
Local Loopback
Line Loopback

Network Monitoring
Port Utilization
Packet Error Statistic
Packet Analysis
Browse Address Table
IGMP Snooping Status
Switch History

Save Changes

Reboot

Logout
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Serial Port and SLIP Settings

To change the serial port settings, highlight Serial Port Settings on the Main Menu and press Enter to see the

following screen:

Serial Port and SLIP Settings
Serial Port Setting: SLIP Settings:
Baud Rate:<96880 > Interface Hame:
Data Bits:<8> Local IP Address: 0.0.0.0
Parity :<None> Remote IP Address: 0.0.0.0
Stop Bits:<1> MTU: 10086
Auto-Logout : < TEN N>
Serial Port For:<Console>
APPLY
Function:Select auto logout timer.
Hessage:
CTRL+T = Root screen Esc=Prev. screen

Figure 6-10. Serial Port and SLIP Settings Screen

Select either the Serial Port Settings or SLIP Settings.

The following Serial Port Settings fields can then be set:

Baud Rate - Sets the serial bit rate that will be used to communicate the next time the Switch is
restarted. Applies only when the serial port is being used for out-of-band (SLIP) management; it does not
apply when the port is used for the console port. Available speeds are 2400, 9600, 19,200 and 38,400
bits per second. The default setting is 9600.

Data Bits — Toggle to select 7, 8
Parity — Toggle to select None, Odd, Even
Stop Bits - Toggle to select 1, 2

Auto-Logout - This sets the time the interface can be idle before the switch automatically logs-out the
user. The options are 2 mins, 5 mins, 10 mins, 15 mins, or Never.
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Switch Information

Choose Switch Information to access the first item on the Main Menu and press Enter. The following menu
appears:

Switch Information

Unit : <>

MAC Address : B0-05-5D-ED-85-2F
Ext.Module Type : 10/100 TH 1 Port Module
Ext.Module Version : 2A1

YDSL Patch File Version : 0x0058
Fan Status : Good

Stacking Configuration

EX X ¥ ¥ ¥ EX X

Function:Select the device.
Message:

CTRL+T = Root screen Esc=Prev. screen CTRL+R = Refresh

Figure 6- 11. Switch Information Menu

Use the Switch Information menu to view information about any unit in the stack. Toggle Unit : < > to select
any Switch in the stack according to its number in the stack order (1 — 6), where unit number 1 is the master of
the Switch stack.

The read-only information that can be viewed in the Stacking Information Window is as follows:

MAC Address MAC address of the Switch
Ext. Module Type Type of module (Extension Module) used for uplink to Ethernet backbone
Ext. Module Version Version number of the Extension Module

VDSL Patch File Version Version number of the VDSL Patch File

Fan Status Current status of system fan, Good or Fail

Note: If the Master Switch is changed, for any further configuration, it will be necessary
to attach the serial cable to the new master after restarting the original master Switch. It
is also recommended that you connect the Ethernet uplink to the new master.

This information is helpful to keep track of updates and to obtain the Switch’s MAC address for entry into other
network device’s address table — if necessary.

To view or change the current configuration of the Switch stack hierarchy, select Stacking Configuration to
view a new menu.
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Stacking Configuration

Access the Stacking Configuration menu Switch Information menu. The Stacking Configuration menu can be
used to change the stack order. Choose Stacking Configuration and press Enter. The following menu appears:

Stacking Configuration

MAC address Unit Status

003224047901 [l In Use
003224047902 [2] In Use
003224027903 [3] In Use

003224027904 [4]  In Use
000000000000  [5] Not Tn Use

000000000000  [6] Not In Use
APPLY

Function:Please input switch unit for the MAC address.{1-6)
Message:

CTRL+T = Root screen Esc=Prev. screen CTRL+R = Refresh

Figure 6- 12. Stacking Configuration Screen — (Auto-detect)

The Stacking Configuration menu lists the following information regarding the Switch stack:

MAC Address MAC address of Switch in stack
Unit Stack order number of the Switch, this can be user defined.
Status Switch can be either In Use or Not in Use

If you are using the auto-detect feature to determine stack order, the Switch stack will be listed from top to
bottom in the hardware-determined order. The Master Switch (the lowest MAC address) is unit 1, the next
highest MAC address is unit 2 and so on. If you have changed the stack order, the stack order appears in the
order you have determined with the Master Switch (Unit 1) appearing at the top of the list.

To change the logical stack order of the Switch stack, highlight the unit you want to change and type in the new
order number. Keep in mind that the Switch designated as Unit 1 will be the Master Switch. When the stack
order number for each Switch is entered, highlight APPLY and press Enter. You must save the changes and
restart the current Master Switch to achieve the new stack order. If you are changing the current Master Switch,
you must reconnect the serial cable to the new Master Switch after saving the changes and rebooting. It is
recommended that the Master Switch be used to uplink to the Ethernet backbone. Therefore, you should also
change the uplink connection to the new Master Switch.

Each Switch in the stack must be restarted in order to implement the change to the stack order. Once you have
saved the new stack order configuration and rebooted all the Switches in the stack, the new logical stack order
will be displayed in the Stacking Configuration screen in the order.

IMPORTANT: All Switches in the stack must be restarted when the stack order is
changed, even if the change is hardware-determined. For example, if the stack order is
hardware-determined and Switches are added to or taken out of the stack, each Switch
should be rebooted to implement the new stack order. Keep in mind that the Switch with
the lowest value MAC address in the new stack arrangement will be the Master Switch
after rebooting.
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System Information

Choose System Information to access the first item on the Main Menu and press Enter. The following menu
appears:

System Information

Device Type . D-Link DHS-322&4Y Ethernet over VYDSL Switch
Boot PROM Version : 1.00-BB2
Firmware Yersion : 1.01-B27
Hardware VYersion : 3A1
System Name - [DHS-3224V VDSL Switch Master 1 1
System Location :[2081 South Park 1
System Contact :[Rock A. Billy BR5-49 1
Setup System Time APPLY,
Function:Apply the settings.
Message: A1l changes applied?
CTRL+T = Root screen Esc=Prev. screen

Figure 6- 13. System Information Menu

The System Information menu displays the switch type, which (if any) external modules are installed, and the
Switch’s MAC Address (assigned by the factory and unchangeable). In addition, the Boot PROM, Firmware,
Hardware, Extension Module, and VDSL Patch Version numbers are shown. This information is helpful to
keep track of updates and to obtain the Switch’s MAC address for entry into other network device’s address
table — if necessary.

You can also enter the name of the system, its location, and the name and telephone number of the System
Administrator. It is recommended that the person responsible for the maintenance of the network system be
listed here. Highlight APPLY and press Enter to make the change effective.

Use Setup System Time to set the system clock. Highlight Setup System Time and press Enter.

Setup System Time

Current System Time:
Date: 2000/00/00
Time: 00:00:00

New System Time:
Date: 20[021/1031/1121]
Time: [151:[001:[601]
APPLY

Function:Apply the settings.
Message: All changes applied!

= Root screen

Figure 6- 14. Setup System Time Menu

Enter the date and time, Highlight APPLY and press Enter to enter the system time information.
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Configure IP Address

Some settings must be entered to allow the Switch to be managed from an SNMP-based Network Management
System such as SNMP v1 or to be able to access the Switch using the Telnet protocol.

The Remote Management Setup screen lets you specify how the Switch will be assigned an IP address to allow
the Switch to be identified on the network.

To setup the Switch for remote management, highlight Configure IP Address from the Configuration menu.
The following screen appears:

Some settings such as the Switch IP address and subnet mask must be entered to allow the switch to be managed
from an SNMP-based Network Management System or to be able to access the Switch using the TELNET
protocol or the WEB-based Manager. Please see the next chapter for Web-based network management
information.

The Remote Management Setup menu lets you specify how the switch will be assigned an IP address to allow
the switch to be identified on the network. In addition, you may specify a subnet mask and default gateway.

Highlight Remote Management Setup to access the first item on the Configuration menu. The following screen
appears:

Remote Management Setup

Current Switch IP Settings: Management Station IP Settings:
Get IP From: Hanual IP Address:10.0.0.0 ]
IP Address: 10.90.90.90 IP Address:[0.0.0.0 1
Subnet Mask: 255.0.0.8 IP Address:[0.0.0.0 1

Default Gateway: 0.8.0.8
Management YID: 1
SNMP Community Settings:

Hew Switch IP Settings: Community String Rights Status
Get IP From: < > [public 1<Read> <Enabled >
IP Address: [10.90.90.90 1 [private 1<R/Y > <Enabled >
Subnet Mask: [255.0.0.8 1 [ 1<Read> <Disabled>
Default Gateway: [0.0.0.0 1 [ 1<Read> <Disabled>
Management YID: [1 ]

SETUP TRAP RECEIVERS APPLY

Function:Get IP from Manual, BOOTP or DHCP.
Hessage:

CTRL+T = Root screen Esc=Prev. screen CTRL+R = Refresh|

Figure 6- 15. Remote Management Setup Screen

The fields listed under the New Switch Settings heading are those that are currently being used by the switch.
Fields that can be set include:

e Get IP Address From Determines whether the Switch should get its [P Address settings from the
user (Manual), a BOOTP server, or a DHCP server. If Manual is chosen, the Switch will use the IP
Address, Subnet Mask and Default Gateway settings defined in this screen after saving the changes
and rebooting. If BOOTP is chosen, the Switch will send out a BOOTP broadcast request when it is
powered up. The BOOTP protocol allows IP addresses, network masks, and default gateways to be
assigned by a central BOOTP server. If this option is set, the Switch will get its IP settings from the
BOOTP server upon being rebooted. If DHCP is chosen, a Dynamic Host Configuration Protocol
request will be sent when the Switch is rebooted.

e IP Address Determines the IP address used by the Switch for receiving SNMP and telnet
communications. These fields should be of the form xxx.xxX.xxx.xxx, where each xxx is a number
(represented in decimal) between 0 and 255. This address should be a unique address on a network
assigned to you by the central Internet authorities. The same IP address is shared by both the SLIP and
Ethernet network interfaces.

e Subnet Mask Bitmask that determines the extent of the subnet that the Switch is on. Should be of the
form xxx.xxx.XxxX.XxX, where each xxx is a number (represented in decimal) between 0 and 255. If no
subnetting is being done, the value should be 255.0.0.0 for a Class A network, 255.255.0.0 for a Class
B network, and 255.255.255.0 for a Class C network.
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o Default Gateway I[P address that determines where frames with a destination outside the current IP
subnet should be sent. This is usually the address of a router or a host acting as an IP gateway. If your
network is not part of an inter-network, or you do not want the Switch to be accessible outside your
local network, you can leave this field unchanged.

e Management VID Allows a management VLAN ID (VID) number to be set to allow management
from a host within that VLAN to use either TELNET or the Web-based network manager. The default
VID is 1 which includes the entire network until VLANS are configured.

Highlight APPLY and press Enter to make the change effective.

Management Station IP Settings

The Switch allows you to select up to three management stations used to manage the Switch. If you choose to
define one or more designated management stations, only the chosen stations, as defined by IP address, will be
allowed management access through the web manager or Telnet session. To define a management station IP
setting, type in the IP address in the area provided, highlight APPLY and press Enter.

Setting Trap Receivers

The Setup Trap Receivers feature allows the switch to send traps (messages about errors, etc.) to management
stations on the network. Highlight Setup Trap Receivers in the Remote Management Setup screen and press
Enter. The trap recipients can be setup from the following screen:

Setup Trap Recipients

SNMP Trap Recipients:

IP Address SHMP Community String Status

[ I 1 <Disabled >
[ 1 [ <{Disabled >
[ 1 [ <Disabled >
[ 1 [ <Disabled >

APPLY

— e

Function:Edit SNMP Trap Receivers.
Message:

CTRL+T = Root screen Esc=Prev. screen CTRL+R = Refresh

Figure 6- 16. Setup Trap Recipients Menu
Fields that can be set in the Setup Trap Recipients menu include:
o IP Address The IP address of a management station (usually a computer) that is configured to receive
the SNMP traps from the switch.

e SNMP Community String Similar to a password in that stations that do not know the correct string
cannot receive or request SNMP information from the switch.

e Status Toggle between <Enabled> and <Disabled> to enable or disable the receipt of SNMP traps by
the listed management stations.

Highlight APPLY and press Enter to make the change effective.
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Configure Switch Settings

Select Switch Settings menu and press Enter to access the following screen:

Switch Settings

Switch Settings:

MAC Address Aging Time(sec): [RIGHEN]
Switch 802 .1x:<Disabled>
VDSL Rate Adaptive:<Enabled >

Broadcast/Multicast Storm Control:

Broadcast Storm Mode:<Disabled>
Multicast Storm Mode:<Disabled>

APPLY

Esc=Prev. screen CTRL+R = Refresh

Figure 6- 17. Switch Settings Menu

Switch Settings
The following fields can then be set:

e MAC Address Aging Time (sec):[300 | This field specifies the length of time a learned MAC Address will
remain in the forwarding table without being accessed (that is, how long a learned MAC Address is allowed
to remain idle). The Aging Time can be set to any value between 10 and 1,000,000 seconds.

Note: A very long Aging Time can result with the out-of-date Dynamic Entries that may
cause incorrect packet filtering/forwarding decisions. A very short aging time may cause
entries to be aged out to soon, resulting in a high percentage of received packets whose
source addresses cannot be found in the address table.

e Switch 802.1x:<Disabled > Use this to enable or disable IEEE 802.1x Port Based Access Control for the
Switch.

e VDSL Rate Adaptive:<Enabled> This must be enabled if you use the Rate Adaptive feature when you
configure port settings.

Highlight APPLY and press Enter to make the change effective.
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Broadcast/Multicast Storm Control

Use the entry fields described below for the parameters that control how the switch will react to broadcast and
multicast storms.

e Upper Threshold for Base Ports This is the number of Broadcast/Multicast in Kbps received by the switch
- on one of the base ports - that will trigger the switch's reaction to a Broadcast/Multicast storm.

e Upper Threshold for Module Ports This is the number of Broadcast/Multicast packets in Kbps received
by the switch - on one of the module ports - that will trigger the switch's reaction to a Broadcast/Multicast
storm.

e Broadcast Storm Mode Toggle to select Enabled or Disabled using the space bar to globally enable or
disable the Switch's reaction to Broadcast storms, triggered at the threshold set above.

e  Multicast Storm Mode This field can be toggled between Enabled and Disabled using the space bar. This
enables or disables, globally, the switch's reaction to Multicast storms, triggered at the threshold set above
for base and module ports.
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Configure Ports

Use the Configure Ports Screen to configure subscriber ports and port security.

To configure subscriber ports:

1. Highlight Configure Ports from the Configuration menu and press Enter to see the Configure Ports

screen.

2. In the new window, highlight Configure Port Settings, Configure Port Security or Configure Port
Access Entity to view those menus.

Configure Ports

Configure Port Settings
Configure Port Security

Configure Port Access Entity

Function:Setup port basic configuration.
Message:

CTRL+T = Root screen Esc=Prev. screen CTRL+R = Refresh

Figure 6- 18. Configure Ports

Configure Port Settings

Use the Configure Port Settings Screen to enable subscriber ports and configure speed settings.

To configure subscriber ports:

1. Highlight Configure Port Settings from the Configure Ports menu and press Enter to see the Configure

Ports screen.

2. The Configure Port Settings screen displays status information for each port.

Information for each subscriber port listed in the Configure Ports Screen includes:

State
DS/US Speed

VDSL Connection

Ethernet Connection

Rate Adaptive

Enabled or Disabled (Default = Enabled)

Download and Upload Speed can be customized for each port. Speeds for both (DS
and US) can be set at 512 Kbps, 1Mbps — 15 Mbps in any symmetric or asymmetric
combination. (Default = Mode 0, DS/US = 4Mbps/1Mbps).

The VDSL status information is presented as follows: Upstream Speed/ Downstream
Speed/ Symmetry Condition.

Ethernet connection status information applies to the Ethernet connection at the CPE
and is displayed as follows: Connection Speed/Duplex Mode/Flow Control Method.

The VDSL Rate Adaptive feature automatically senses line condition and adjusts
DS/US speeds if a set rate cannot be maintained. The default setting will set speed to
Mode 0 when a rate can no longer be supported. Optimum setting sets speed to Mode
0 but then tests raises the DS/US speed incrementally to achieve the best performance
level.
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Configure Port Settings

Unit:<1> View Ports:<1 to 12 > Configure Port from [5 1 to [5 ]
State:<Enabled > DS/US Speed:<512K >/<512K> Rate Adapt:<Optimum > OPPL Y

Port State DS/US Speed VDSL Connection Ethernet Connection Rate Adapt

1 Enabled  10M/1M Link Douwn Link Down Default
2 Enabled 12M/3M Link Douwn Link Down Defaul t
3 Enabled  15M/15H Link Douwn Link Down Defaul t
A Enabled Mode 0 Link Douwn Link Down Optimum
5 Enabled 512K/512K Link Douwn Link Down Optimum
6 Enabled Mode 0 Link Douwn Link Down Defaul t
1 Enabled Mode 0 Link Douwn Link Down Defaul t
8 Enabled Mode 0 Link Douwn Link Down Defaul t
9 Enabled Mode 0 Link Douwn Link Down Defaul t
10 Enabled Mode 0 Link Douwn Link Down Defaul t
11 Enabled Mode 0 Link Douwn Link Down Defaul t
12 Enabled Mode 0 Link Douwn Link Down Defaul t

Function:Apply the settings.
Hessa-e A1l changes applied!

= Root screen Esc=Prev. screen CTRL+R = Refresh

Figure 6- 19. Configure Port Settings Screen

For ports 1 — 24, configure the ports by selecting options described below:

Toggle the Unit:</ > to select the Switch and View Ports:</ fo I2 >, using the space bar, to view the
configuration of either ports 1 through 12, ports 13 through 24 or Slot-1. To configure a specific port, toggle the
Configure Port from [ ] to [ ] field until the appropriate port number or port range appears.

Toggle the State: < > field to either enable or disable a given port.

DS/US Speed can be toggled to select any available combination of download and upload speed. Default setting
is Mode 0. Mode 0 has a DS/US Speed set to 4M/ 1M. If you press the space bar while the Speed is selected, the
option changes to allow DS and US to be set separately. Speed for both DS and US may be changed to 572K,
IM, 2M, 3M,... up to 15M. Any changes to port speed must take into account the line distance to the CPE.
VDSL Settings may also require adjustment (see 65 for VDSL Settings).

Toggle the space bar to set Rate Adapt to Default, Optimum, and Disabled.

To configure the uplink port, toggle to select Toggle View Ports: to select <Slot-1>. Toggle the State: < >
field to either enable or disable the uplink. Speed/Duplex options for Slot-1 are Auto, 100M/Full, 100M/Hal,
10M/Full and 10M/Half. Flow Control may be enabled or disabled in 10M/Full or 100M/Full.

Highlight APPLY and press Enter to make the change effective.
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Configure Port Security

Port security can be configured for each subscriber port. Port security is used to limit the number of MAC
addresses allowed on the port. Specify up to 16 MAC addresses allowed per port. This feature functions similar
to a static forwarding table. For example, if you choose to allow 10 MAC addresses, the first 10 MAC addresses
forwarded from that port are entered into a static table that never ages out. All packets originating from or
destined for the port must contain one of the allowed MAC addresses (listed in the static table) in the header or it
will be dropped.

To configure port security settings:

1. Highlight Configure Port Security from the Configure Ports menu and press Enter to see the
Configure Port Security screen.

2. The Configure Port Security screen displays current security status of each port.

Information about each subscriber port listed in the Configure Port Security Screen includes:

Port Subscriber port number
Lock Enabled or Disabled (Default = Disabled)
No. of MAC Number of MAC addresses allowed for the port
Configure Port Security
Unit:<1> View Ports:<1l to 12 > Configure Port from [6 1 to [8 ]
Lock:<Enabled > No. of MAC:[3 1 APPLY
Port Lock No. of MAC
1 Enabled 9
2 Enabled 9
3 Enabled 6
[ Enabled 6
5 Enabled 6
6 Enabled 3
1 Enabled 3
8 Enabled 3
9 Disabled -
10 Disabled -
11 Disabled -
12 Disabled -
Function:Apply the settings.
Hessage:
CTRL+T = Root screen Esc=Prev. screen CTRL+R = Refresh

Figure 6- 20. Configure Port Security Screen

Configure the ports by selecting options described below:

Toggle the View Ports:</ to 12 > field, using the space bar, to view the configuration of either ports 1 through
12 or ports 13 through 24. To configure a specific port, toggle the Configure Port from [ ]to [ ] field until the
appropriate port number or port range appears.

Toggle the Lock: < > field to enable or disable the port lock.

Type in the number of MAC addresses allowed in the No. of MAC: [ ] field. Up to 16 MAC addresses are
allowed when the lock is enabled.

Highlight APPLY and press Enter to make the change effective.
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Configure Port Access Entity

The DHS-3224V allows you to set the authentication status of individual ports on your Switch on the following
menu.

Select Configure Port Access Entity on the Configuration menu and press Enter.

PAE Configuration

Configure PAE System Control
Configure Authenticator
Configure Radius Server

Function:
Message:
CTRL+T = Root screen Esc=Prev. screen CTRL+R = Refresh

Figure 6- 21. PAE Configuration menu

PAE System Configuration

Select Configure PAE System Control and press Enter to access the following menu:

PAE System Configuration

Protocol VUersion: 1
SystemAuthControl: Disabled

Configure Port Authenticating Settings)
Initialize Port(s)
Reauthenticate Port{s)

Function:
Message:
CTRL+T = Root screen Esc=Preuv. screen CTRL+R = Refresh

Figure 6-22. PAE System Configuration menu

This menu displays the current Protocol Version being used and the status of the SystemAuthControl. It also
allows you to access the following three additional Port Access Entity System Configuration screens.
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Port 802.1K Capability Settings

Unit:<ib Module:<Base Unit> Configure Port from [1 1 to [1 1
802.1K Capability: <Authenticator> APPLY
Port Capability Port Capability Port Capability
1 None 16 None 19 None

2 None 11 None 20 None

3 None 12 None 21 None

A None 13 None 22 None

9 None 14 None 23 None

6 None 15 None 24 None

1 None 16 None $1P1  None

8 None 17 None

9 None 18 None

Function:Select the device.
Hessage:

CTRL+T = Root screen Esc=Prev. screen CTRL+R = Refresh

Figure 6-23. Port 802.1X Capability Settings screen

To set up the Switch’s 802.1X port-based authentication, toggle to select the Module :< > then select which
ports are to be configured in the Configure Port from [ ] to [ ] field. Next, enable the selected ports by
toggling the 802.1X Capability field to Authenticator. Press APPLY to let your change take effect.

Initialize Port(s)

Unit:<1> Module:<{EXYMSEl> Initialize Port from [1 1 to é%ﬂF]iT
Port AuthState BackendState AdmDir OprDir PortStatus PortControl

Function:Select the scope of ports for display and configuration.
Message:

Figure 6- 24. Initialize Port(s) screen

This screen allows you to initialize a port or group of ports. The table also displays the current status of the
port(s) once you press START. To initialize ports, toggle to select the Module :< > then select which ports are
to be initialized in the Configure Port from [ ] to [ ] field. Highlight START and press Enter.
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Reauthenticate Port(s)

Unit:<ib Module:<Base Unit> Reauthenticate Port from [1 ]é?ﬂé% 1

Port AuthState BackendState AdmDir OprDir PortStatus PortControl

Function:Select the device.

Message:
CTRL+R= Refresh

Fsc= Previous screen

CTRL+N= Next Page CTRL+P=Previous Page]

Figure 6- 25. Reauthenticate Ports(s) menu

This screen allows you to reauthenticate a port or group of ports. The table also displays the current status of the
port(s) once you press START. To reauthenticate ports, toggle to select the Module :< > then select ports for
reauthenitcation in the Configure Port from [ | to [ ] field. Highlight START and press Enter.

Configure 802.1X — Authenticator Configuration

Select Configure Authenticator on the PAE Configuration menu and press Enter to access the following
screen:

Configure 802 .1X - Authenticator Configuration

Unit <> Module:<Base Unit> Configure Port from [1 1 to [1 1
AdmDir:<both> PortControl :<forcefuthorized > TxPeriod:[30 1
QuietPeriod: [60 1 SuppTimeout:[30 1 ServerTimeout: [30 1

MaxReq:[2 1 ReAuthPeriod: [3600 ] RefAuth:<Disabled> APPLY

Ctrl Tx Quiet Supp-  Server- Max Refuth ReAuth

Port AdmDir Stat Period Period Timeout Timeout Req Period Enabled

1 both Auto 30 60 30 3 2 3600 No

2  both Auto 30 60 30 3 2 3600 No

3 both Auto 30 60 30 o 2 3600 No

4 both Auto 30 60 30 3 2 3600 No

3 both Auto 30 60 30 3o 2 3600 No

6 both Auto 30 60 30 3 2 3600 No

1  both Auto 30 60 30 3 2 3600 No

8 both Auto 30 60 30 o 2 3600 No

9  both Auto 30 60 30 3 2 3600 No

Function:Select the device.

Figure 6-26. Configure 802.1X — Authenticator Configuration screen
This screen allows you to set the following:
e  Unit: < > - Toggle the unit in the stack order.
e  Module: < >- Toggle to choose either the Base Unit for client ports or Slot —1I for the uplink.
o Configure Port from [ |to[ |- Enter the port or ports to be set.

e  AdmDir:<both> — Sets the administrative-controlled direction to either in or both. If in is selected,
control is only exerted over incoming traffic through the port you selected in the first field. If both is
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selected, control is exerted over both incoming and outgoing traffic through the controlled port selected
in the first field.

PortControl:<auto> — This allows you to control the port authorization state. Select forceAuthorized to
disable 802.1X and cause the port to transition to the authorized state without any authentication
exchange required. This means the port transmits and receives normal traffic without 802.1X-based
authentication of the client. If forceUnauthorized is selected, the port will remain in the unauthorized
state, ignoring all attempts by the client to authenticate. The switch cannot provide authentication
services to the client through the interface. The third option is auto. This enables 802.1X and causes the
port to begin in the unauthorized state, allowing only EAPOL frames to be sent and received through
the port. The authentication process begins when the link state of the port transitions from down to up,
or when an EAPOL-start frame is received. The switch then requests the identity of the client and
begins relaying authentication messages between the client and the authentication server. Each client
attempting to access the network is identified (by the switch) according to the port through which the
authentication message is relayed.

TxPeriod:[30 | — This sets the period of time for the authenticator PAE state machine.

QuietPeriod:[60 | — This allows you to set the number of seconds that the switch remains in the quiet
state following a failed authentication exchange with the client.

SuppTimeout:[30 | — This sets the port’s suppTimeout for the Backend Authentication state machine.

ServerTimeout:[30 | — This sets the port’s serverTimeout for the Backend Authentication state
machine.*

MaxReq:[2 ] — Set this for the Backend Authentication state machine.
ReAuthPeriod:[3600 ] — Set this for the Reauthentication Timer state machine.
ReAuth:<Disabled> — Toggle the port’s re-authenticating control between Enabled and Disabled.

* The ServerTimeout value must be set to a value that is less than the Radius Timeout and Radius Maximum
Retransmit settings (see Configure General Radius Server Setting)
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Configure Radius Server

Select Configure Radius Server on the PAE Configuration menu and press Enter to access the following
screen:

Configure Radius Server

Configure General Radius Server Setting

Configure Authentic Radius Server

Configure Local Users

Function:
Hessage:
CTRL+T = Root screen Esc=Prev. screen CTRL+R = Refresh

Figure 6- 27. Configure Radius Server menu

This menu offers three configuration choices for the radius server.

Configure General Radius Server Setting

AuthProtocol g Radius Server(Support EAP)M
Radius Dead Time HE R 1

Radius Time Out : [18 1

Radius HMaximum Retransmit = [2 1

Accounting Method : {Radius Server>

Accounting HMode : {Start and 3top>

APPLY
Function:Select authentic protocol
Message:
CTRL+T = Root screen Esc=Prev. screen CTRL+R = Refresh

Figure 6- 28. Configure General Radius Server Setting screen

This screen allows you to set the following features:

e AuthProtocol: <Radius Server(Support EAP)> — Toggle between the authentication protocol options:
Radius Server(Support EAP) and Local.

e Radius Dead Time:[/ | —This specifies the number of minutes a RADIUS server which is not
responding to authentication requests is considered unavailable and is passed over by further requests
for RADIUS authentication.

e Radius Time Out:[/0 ]| — This specifies the number of seconds NAS waits for a reply to a RADIUS
request before transmitting the request.*

¢ Radius Maximum Retransmit:[2 | —This specifies the number of times NAS transmits each RADIUS
request to the server before giving up.*

e  Accounting Method:<Radius Server>— To use a RADIUS Server, toggle from None to Radius Server.
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e Accounting Mode:<Start and Stop> — Select the desired method: Start and Stop, Stop only, or None.

* The ServerTimeout value must be set to a value that is less than the Radius Timeout and Radius Maximum
Retransmit settings (see Configure 802.1X — Authenticator Configuration)

Configure Authentic Radius Server

Succession RFirst )3

Radius Seruver H ) 1
Authentic Port - [1813 ]
Accounting Port : [1813 ]

Key . H ]
Confirm Key H 1
Status : <Invalid> APPLY

Auth Acct Ualid
Succession Radius Server UDF Port UDF Port State
First 0.6.98.8 5} 8 Invalid
Second 0.6.8.0 5} 8 Invalid
Third a.8.8.8 i} 8 Invalid

Function:Select which radius server to configure.
Message:
CTRL+T = Root screen Esc=Prev. screen CTRL+R = Refresh

Figure 6-29. Configure Authentic Radius Server screen
This screen allows you to set the following features:
e  Succession: <First>— Choose the desired RADIUS server to configure: First, Second or Third.
e Radius Server: [0.0.0.0] — Set the RADIUS server IP.
e Authentic Port:[ 0 | — Set the RADIUS account server(s) UDP port. The default is /872.
e Accounting Port:[ ] — Set the RADIUS account server(s) UDP port. The default is /813.
e Key — Set the key the same as that of the RADIUS server.
e Confirm Key — Confirm the shared key is the same as that of the RADIUS server.

e  Status:</nvalid> —This allows you to set the RADIUS server as Valid or Invalid.

Configure Local Users

User 1D : [ |
Password H | ] Confirm Password:[ 1
Status : {Invalid> APPLY

Function:Enter the User ID
Message:
Esc= Previous screen CTRL+R= Refresh CTRL+H= Hext Page CTRL+P=Previous Page

Figure 6- 30. Configure Local Users screen

The fields on this screen allow you to add or remove local users.
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Configure Port Mirroring

The Switch allows you to copy frames transmitted and received on a port and redirect the copies to another port.
You can attach a monitoring device to the mirrored port, such as a sniffer or an RMON probe, to view details
about the packets passing through the first port. This is useful for network monitoring and troubleshooting
purposes.

Choose Port Mirroring on the Main Menu to access the following screen:

Port Mirroring

This feature allows you to mirror a port to another port for network
monitoring and troubleshooting purposes.

Source Port:Unit:<il>,Port:< 081 >
Source Direction:<Either >
Target Port:Unit:<1>,Port:< 89 >
Mirror Status:<Disabled>

APPLY

Function:Select the source device.
Message:

CTRL+T = Root screen Esc=Prev. screen CTRL+R = Refresh

Figure 6- 31. Setup Port Mirroring screen

To configure a mirror port:
1. Select the source port to mirror. Toggle to choose the Source Port: Unit <> and the Port: < >.

2. Choose the direction of the traffic to mirror from Source Direction: < >, toggle Ingress, Egress or
Either.

3. Select the target port where you will connect a monitoring/troubleshooting device such as a sniffer or an
RMON probe. Toggle to choose the Target Port: Unit <> and the Port: < >.

4. Finally enable or disable port mirroring. Toggle Mirror Status: < > Enabled or Disabled.

Note: You cannot mirror a fast port onto a slower port. For example, if you try to mirror the traffic from a 100
Mbps port onto a 10 Mbps port, this can cause throughput problems. The port you are copying frames from
should always support an equal or lower speed than the port to which you are sending the copies.

VDSL Settings

The VDSL Settings menu is used to change the Downstream Transmitting Power (DS Tx Power) for each port
individually.

IMPORTANT: Before changing the default DS Tx Power setting, consider the following:

1. National or local telecommunications regulations may limit the range of settings that
can be used.

Each Switch unit should use the same settings for all ports on the Switch.

Consider the effects of changing the DS Tx Power on upstream and downstream
SNR.
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VDSL Settings

Unit:<il> Configure Port:[1 1
S Tx Power:[-58  1dBm/Hz

APPLY

Unit: 1 Port: 1

US Tx Power: dBm/Hz
NS Tx Power: -58.00 dBm/Hz
US SHR - dB
DS SHR dB

Function:Select the device.
Hessage:

Figure 6- 32. VDSL Settings Menu

The default DS Tx Power value (-58 dBm/Hz) has been determined through testing to be the optimal value for
maximum loop length. Increasing the DS Tx Power will increase the DS SNR but decrease the US SNR.

Enter the port number in the Configure Port:[ | space. Enter a value (-90 dBm/Hz to —55 dBm/Hz) in the
DS Tx Power:| | field. Highlight APPLY and press Enter to make the change effective.

Configure Spanning Tree Protocol

The Spanning Tree Protocol is used to prevent loops in a network in which alternative connections exist between
switches. The Protocol Parameters allow you to change the behind the scene parameters of the Spanning Tree
Protocol at the bridge level.

STP Parameter Settings
To globally configure the Protocol Parameters:

Choose Spanning Tree from the Main Menu appearing under Advanced Setup and press Enter. The following
Spanning Tree menu will be displayed:

Spanning Tree

Switch Settings:

Status: <|IEEE>
Max Age: [201
Hello Time: [2 ]
Forward Delay: [15]
Priority: [32768]

APPLY

Port Spanning Tree Settings

Function:Set spanning tree status.
Message:

Figure 6- 33. Configure Spanning Tree Menu
The user-changeable parameters in the Switch are as follows:
o  Status:<Disabled> — Toggle to Enabled to implement the Spanning Tree Protocol on the Switch.

e Max Age: [20] — The Maximum Age can be set from 6 to 40 seconds. At the end of the Max Age, if a
BPDU has still not been received from the Root Bridge, your Switch will start sending its own BPDU to
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all other Switches for permission to become the Root Bridge. If it turns out that your Switch has the
lowest Bridge Identifier, it will become the Root Bridge.

Hello Time: [2 ] — The Hello Time can be set from 1 to 10 seconds. This is the interval between two
transmissions of BPDU packets sent by the Root Bridge to tell all other Switches that it is indeed the
Root Bridge. If you set a Hello Time for your Switch, and it is not the Root Bridge, the set Hello Time
will be used if and when your Switch becomes the Root Bridge.

Note: The Hello Time cannot be longer than the Max. Age. Otherwise, a configuration
error will occur.

Forward Delay: [/5] — The Forward Delay can be from 4 to 30 seconds. This is the time any port on
the Switch spends in the listening state while moving from the blocking state to the forwarding state.

Priority: [32768] — A Priority for the switch can be set from 0 to 65535. 0 is equal to the highest
Priority. This number is used in the voting process between switches on the network to determine
which switch will be the root switch. A low number indicates a high priority, and a high probability that
this switch will be elected as the root switch.

Note: Observe the following formulas when setting the above parameters:
Max. Age < 2 x (Forward Delay - 1 second)
Max. Age = 2 x (Hello Time + 1 second)

Highlight APPLY and press Enter to make the change effective.

Port Spanning Tree Settings

In addition to setting Spanning Tree parameters for use on the switch level, the DHS-3224V allows for the
configuration of Spanning Tree Protocol on individual ports.

To define individual ports, highlight Port Settings on the Configure Spanning Tree menu above and press

Enter.

Port Spanning Tree Settings

View Ports:</lEPEVAN> Configure Port from [1 1 to [1 1]

Port Cost:[19 1 Priority:[128] APPLY

Port Connection Cost Priority Status

1 100M/Full/802 .3x 19 128 Forwarding

2 - 19 128 Forwarding

3 - 19 128 Forwarding

[ - 19 128 Forwarding

b} - 19 128 Forwarding

6 - 19 128 Forwarding

1 - 19 128 Forwarding

8 - 19 128 Forwarding

9 - 19 128 Forwarding

10 - 19 128 Forwarding

11 - 19 128 Forwarding

12 - 19 128 Forwarding
Function:Select the scope of ports for displav and configuration.
Hessage:
CTRL+T = Root screen

Figure 6- 34. Port Spanning Tree Settings Screen
Toggle the View Ports:< > field to the range of ports to be configured. The ports are displayed for

configuration in groups of 12. Enter the port number or port range in the Configure Port from [ ] to [ ] field.

The Port Group STP parameters that can be configured are:

Port Cost A Port Cost can be set from 1 to 65535. The lower the number, the greater the probability
the port will be chosen to forward packets.

Priority A Port Priority can be from 0 to 255. The lower the number, the greater the probability the port
will be chosen as the Root Port.

Highlight APPLY and press Enter to make the change effective.
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MAC Address Filtering and Forwarding

Use the Filtering and Forwarding menus to filter and forward unicast packets accroding to MAC address.

Configure MAC Address Forwarding

To configure unicast MAC address forwarding, highlight Unicast MAC Forwarding in the Main Menu and press
Enter:

Unicast MAC Forwarding

Action: <MEEELIYEELY> ViD: 11 1
MAC Address:[0000ARAAO000]
Unit:<1> Hodule:<Base Unit> Port:[1 1
Total Entries:0 APPLY

MAC Address VID  Switch Port MAC Address VID  Switch  Port

Function:8elect the action- ADD/MODIFY or DELETE.

Figure 6- 35. Unicast MAC Forwarding Screen

The Action:< > field can be toggled between Add/Modify and Delete using the space bar.

Enter the VLAN ID in the VID: [ ] field and the MAC address to be filtered in the MAC Address:[ ] field.
This address must be a unicast MAC address.

The Module:< > field can be toggled between Base Unit (24 subscriber ports) and Slot-1 (VDSL Uplink
module). Enter the port number in the Port: [ ] field.

Highlight APPLY and press Enter to make the changes current. Use Save Changes from the Main Menu to
save the changes to NV-RAM.
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Configure MAC Address Filtering
To configure unicast MAC address filtering, highlight Filtering in the Main Menu and press Enter:

Setup MAC Address Filter

Action: <[NNRFLBEHGEY> VID:[1 ]
HAC Address: [AAAAAAAOAAAA]
Source/Destination:<Src. > Total Entries:@ APPLY

VID HAC Address src/dst VID HAC Address src/dst

Figure 6- 36. MAC Address Filtering Screen

The Action:< > field can be toggled between Add/Modify and Delete using the space bar. Enter the VLAN ID
in the VID:[ ] field and the MAC address to be filtered in the MAC Address:[ | field.

The Source/Destination: < > field can be toggled between Sre. (source), Dst. (destination), and Either. The
MAC address entered into the filtering table can be filtered as a source (packets will not be received from the
MAC address), as a destination (packets will not be transmitted to the MAC address), or as either a source or
destination (packets will not be received from or transmitted to the MAC address.

Highlight APPLY and press enter to make the changes current. Use Save Changes from the Main Menu to
enter the changes into NV-RAM.

Configure Multicasting

To configure Multicasting on the Switch, Port Based or IEEE 802.1Q VLANSs must already be defined on the
Switch. The Multicasting Menu offers a configuration option for IEEE 802.1Q Multicasting and IGMP
Snooping. This menu is also used to toggle group address filtering options. To access this menu highlight
Multicasting on the Main Menu and press Enter:

Multicasting Menu

Group Address Filter Hode: <SIEESSIIENS It aail
APPLY

IEEE 802.10 Multicasting Settings

IGHP Snooping Settings

Figure 6- 37. Multicasting Menu Screen
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The Group Address Filter is used to customize filtering and forwarding of multicast packets for the entire
Switch. A multicast packet is “registered” if its source address is listed in the multicast table. To change the
Group Address Filter Mode, toggle the Group Address Filter Mode: < > to select:

Filter All Unregistered Filters all unregistered multicast packets.
Forward All Forwards all multicast packets according to VLAN assignment.
Forward All Unregistered Forwards all unregistered multicast packets.

Select the filter mode option, highlight APPLY and press Enter to enable the option.

Configure IEEE 802.1Q Multicast Forwarding

To edit the IEEE802.1 Multicast Forwarding settings highlight IEEE802.1Q Multicasting Settings from the
Multicasting Menu and press Enter.

Setup IEEEBB2.1q Multicast Forwarding
Action: <[GEEERNHEY> VID: [1 1
Hulticast MAC Address[0000000O0000 ]
Port to 8 9 to 16 17 to 24 S1P1 S1P2
(E/F/-)I 10 10 1[-1 [-1]
Total Entries:8 APPLY
MAC Address VID 1 to 8 9 +to 16 17 to 24 S1P1 S1P2

Figure 6- 38. Multicast Forwarding Settings Screen
Use the following fields to configure Multicast Forwarding settings:

e Action Toggle to select <Add/Modify> or <Delete> to add, change or delete an entry to the multicast
forwarding table.

e VID For IEEE 802.1Q VLANs only. Enter the VID of the VLAN that will be receiving the multicast
packets.

e  Multicast Address Enter the multicast MAC address of the source, and then enter the member ports.
Each port can be an Egress, Forbidden, or a Non-member of the multicast group, on a per-VLAN basis.
Highlight APPLY and press Enter to make the change effective.

To set a port's multicast group membership status, highlight the first field of (E/F/-): [ ][ ][ ]. Each port's
multicast group membership can be set individually by highlighting the port's entry using the arrow keys, and
then toggling between E, F, or - using the space bar. Use the following definitions to guide you:

E Egress membership specifies the port as being a static member of the multicast group. Egress Member
Ports are ports that will be transmitting traffic for the multicast group.

- Non-member status specifies the port as not being a member of the multicast group, but the port can
become a member of the multicast group dynamically.

Highlight APPLY and press Enter to apply the Multicast Forwarding settings. Use the Save Changes menu to
save the settings to NV-RAM.
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Configure IGMP Snooping

When enabled for IGMP snooping, the Switch can open or close a port to a specific Multicast group member
based on IGMP messages sent from the device to the IGMP host or vice versa.

IGMP Snooping is disabled by default. To enable IGMP Snooping and configure settings, highlight IGMP
Snooping Settings in the Multicasting Menu and press Enter.

IGHP Snooping Settings

IGHP Snooping State :<(EICER>

Querier State :<Non-Querier>
Robustness VYariable:[2
Query Interval [125 1
Hax Response ;101
Age Out 1260
APPLY

Age Out = Robustness Yariable = Query Interval + Max Response

Function:Please select IGMP Snooping state.
Hessage:

CTRL~T = Root screen Fsc=Prev. screen CTRL+R = Refresh

Figure 6- 39. IGMP Snooping Menu
The user-changeable parameters for IGMP Snooping are as follows:
e IGMP Snooping State:<Disabled> — Toggle to Enabled to implement IGMP Snooping.

e  Querier State: <Non-Querier> - Choose V1 Querier for version 1 querier, V2 Querier for version 2
querier, or Non-Querier.

e Robustness Variable: [2] - The Robustness Variable field allows an entry of 2 to 255. Adjust this
variable according to expected packet loss. In other words, if packet loss is expected to be high, the
Robustness Variable should be increased to accommodate increased packet loss.

¢  Query Interval: [125] - The Query field allows an entry between 1 and 9,999 seconds and defines the
time between transmitting IGMP queries.

e Max Response: [10] - The Max-Response field allows an entry between 1 and 254 and defines the
maximum time allowed before sending a response report to a query measured in units of 1/10 of a
second. This is used to adjust the "leave latency", the time internal between the moment the last host
leaves a group and when the routing protocol is notified there are no more members.

e Age-out Timer - Displays the time the Switch waits between IGMP queries.

Highlight APPLY and press Enter to apply the IGMP Snooping settings. Use the Save Changes menu to save the
settings to NV-RAM.
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Configure VLANs

If you wish to create an individual VLAN for each client port, read

Note: The DEFAULT_VLAN has a VID = 1. An IP interface called System in the IP
interface entry menu also has a VID = 1, and therefore corresponds to the
DEFAULT_VLAN.

To create a new 802.1Q VLAN:

The VLAN menu adds an entry to edit the VLAN definitions and to configure the port settings for IEEE 802.1Q
VLAN support. Highlight VLANs from the Main Menu and press Enter.

YLAN Menu

Configure 802.10 Port Settings
dit 802.10 VLANs|

Configure Asymmetric VYLAN

Function:Configure TEEE802.10 VLAN settings.

Message:

Figure 6- 40. VLAN Menu
To create an 802.1Q VLAN, highlight Edit 802.1Q VLANSs and press Enter:

Edit 802.10 VLANs

Action: <M dd/Hodlf > UID [ 1 VLAN Name:[ 1 Total Entries:1
Por 1 9 to 16 17 to 24 S1P1 S1P2

Hembership (E/F/ ) [ 10 10 1 [-1 I[-1]

Tagging (U/T) [TTTTTTITTILTTTITITTILTITTITTTI [T1 ITI APPLY

vID VLAN Mame 1 to 8 9 tol1l6 17 to 24 S1P1 S1P2

1 DEFAULT YLAM EEEEEFEE EEEEEEEE EEEEEEEE E E
uuuuuuuy ooy vuuuuuoy U U

ﬁunctlon Select the action- ADD/MODIFY or DELETE.

Figure 6- 41. Edit 802.1Q VLANs Menu
Create, change or delete an 802.1Q VLAN, using the following fields of the Edit VLANs Menu:

e Action Toggle to select <Add/Modify> or <Delete> to add, change or delete a VLAN.

e VID Assign a VLAN ID number for the VLAN group.

e  VLAN Name Type in a name for the VLAN to be added, modified or deleted.

VLAN membership can be set individually for each port. At the same time, a port can be Tagged or Untagged.

To set the 802.1Q VLAN membership status of a port:
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To enter the 802.1Q VLAN status for a port, highlight the first field of Membership (E/F/): [ ][ ][ ]. Each port’s
802.1Q VLAN membership can be set individually by highlighting the port’s entry using the arrow keys, and
then toggling between E, F, or — using the space bar.

E (Egress Member) specifies the port as being a static member of the VLAN. Egress Member Ports are
ports that will be transmitting traffic for the VLAN. These ports can be either tagged or untagged.

- (Non-Member) specifies the port as not being a member of the VLAN, but the port can become a
member of the VLAN dynamically.

Next, determine which of the ports that are members of the new VLAN will be Tagged or Untagged ports.
To set a port as either a Tagged or an Untagged port:

Highlight the first field of Tagging (U/T):[ ][ [ ] field. Each port’s state can be set by highlighting the port’s
entry using the arrow keys and then toggling between U or T using the space bar.

U - specifies the port as an Untagged member of the VLAN. When an untagged packet is transmitted
by the port, the packet header remains unchanged. When a tagged packet exits the port, the tag is
stripped and the packet is changed to an untagged packet.

T - specifies the port as a Tagged member of the VLAN. When an untagged packet is transmitted by
the port, the packet header is changed to include the 32-bit tag associated with the PVID (Port VLAN
Identifier — see below). When a tagged packet exits the port, the packet header is unchanged.

If the port is attached to a device that is not IEEE 802.1Q VLAN compliant (VLAN-tag unaware), then the port
should be set to U — Untagged.

If the port is attached to a device that is IEEE 802.1Q VLAN compliant, (VLAN-tag aware), then the port should
be set to T — Tagged.

Highlight APPLY and press Enter to make the change effective for the current session. To make enter the IP
Interfaces into Non-volatile RAM, highlight Save Changes from the Main Menu and press enter.

Example 802.10 VLAN edit screen:

Edit 802.1Q0 VLANs
Action:<Add/Modify> VID:[2 1 VLAM Name:[Penthouse 1 TotalSEB{ries:3

Unit:<1> Port to 8 9 +to 16 17 to 24
Membership (E/-): [--EE——--1I 10 1 [-]
Tagging (U/T) SITTUUTTTTICTTTTTITTITILTTITITTTTI [T BPPLY|

VID VYLAN Name 1 to 8 9 tol6 17 to 24 S1P1

1 DEFAULT_VLAN EEEEEEEE EEEEE--—— --——--—- -
Uuluyuuu - WUOUUTTT  TTTITTTITT T

2 Penthouse ——EE——— -

TTUUTTTT  TTTTTTIT TTITTTITIT 7T
3 AAA Accounts ----F-—- --FEE--—— --——--—- -
TTTTUTTT TTTTTTIT TTTTTTTT T

Function:Apply the settings.
Message: A1l changes applied!

Fsc= Previous screen CTRL+R= Refresh CTRL+N= Next Page CTRL+P=Prewvious Page

Figure 6- 42. Edit 802.1Q VLANs Menu

To configure the member ports of an 802.10 VLAN:
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VLAN Menu

Configure 882.10 Port Settings]
Edit 802.10 VLANs

Configure Asymmetric VLAN

Function:Edit IEEE862.1Q VLAN port settings.

Hessage:

Figure 6- 43. VLAN Menu

Highlight Configure 802.1Q Port Settings and press Enter, the following screen will appear:

Configure 802.1Q Port Settings

Unit:<1> Hodule:<Base Unit> Configure Port from [5 1 to [5 ]
PVID:[3 1 Ingress Filter:<0On > APPLY|
Port 1 2 3 A 5 6 7 8 9 e 11 12 s1P1
PVID

1 1 2 2 3 1 1 1 1 1 1 1 1
Ingress off Off Off Off On Off Off Off Off Off OFff Off Off

Port

PVID
Ingress

Function:Apply the settings.
Hessage: (11 changes applied!
1

Figure 6- 44. Configure 802.1Q Port Settings Screen

Each port can be configured to use an Ingress Filter. The ports to be configured in a given session can be
identified by either entering a range of port numbers or by entering the PVID#.

Ingress filtering is toggled between On and Off using the space bar.
To configure a port’s 802.10 VLAN settings:

Highlight the Configure Port from [ ]to [ ] field and enter the range of port numbers you want to configure. As
an alternative you can use the arrow keys to highlight the PVID#[ ] field and enter the PVID for the VLAN’s
member ports you want to configure.

PVID — Port VLAN Identifier — is a classification mechanism that associates a port with a specific
VLAN and is used to make forwarding decisions for untagged packets received by the port. For
example, if port #2 is assigned a PVID of 3, then all untagged packets received on port #2 will be
assigned to VLAN 3. This number is generally the same as the VID# number assigned to the port in the
Edit 802.1Q VLANSs menu above.

Use the arrow keys to highlight the remaining fields and the space bar to toggle between On and Off.

Ingress Filter — this enables the port to compare the VID tag of an incoming packet with the PVID
number assigned to the port. If the two are different, the port filters (drops) the packet.

To edit an existing 802.1Q VLAN:
1. Highlight VLANs on the main menu and press Enter.
2. Highlight Edit 802.1Q VLANS and press Enter.
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3. Highlight the Action:<Add/Modify> field and toggle between Add/Modify and Delete. In the
Add/Modify mode, both individual entrees to a selected VLAN and entire VLANs can be added. In the
Delete mode, entire VLANSs can be deleted. VLANs to be edited can be selected by either the VID#[ |
field or the VLAN Name:[ | fields. Enter either the VID or the VLAN Name for the 802.1Q VLAN you
want to edit and press Enter.

Note: To delete an entire VLAN, toggle the Action:<Add/Modify> field to Delete, enter
either the VID or the VLAN Name in the appropriate field and press Enter. Highlight
Apply and press Enter. The selected VLAN will be deleted. To save the change into
Non-volatile RAM, select Save Changes from the Main Menu.

The 802.1Q VLANSs are edited by specifying which ports will be Egress Members, Forbidden non-members or
non-members.

The ports are further set to be either a Tagged or an Untagged port.
To edit the 802.1Q VLAN membership of a port:

Highlight the first field of Membership (E/F/-): [ |[ ][ ]. Each port’s 802.1Q VLAN membership can be set
individually by highlighting the port’s entry using the arrow keys, and then toggling between E, F, or — using the
space bar.

E (Egress Member) specifies the port as being a static member of the VLAN. Egress Member Ports are
ports that will be transmitting traffic for the VLAN. These ports can be either tagged or untagged.

- (Non-Member) specifies the port as not being a member of the VLAN, but the port can become a
member of the VLAN dynamically.

To edit a port’s Tagged or Untagged status:

Highlight the first field of Tagging (U/T):[ ][ ][ ] field. Each port’s state can be set by highlighting the port’s
entry using the arrow keys and then toggling between U or T using the space bar.

U - specifies the port as an Untagged member of the VLAN. When an untagged packet is transmitted
by the port, the packet header remains unchanged. When a tagged packet exits the port, the tag is
stripped and the packet is changed to an untagged packet.

T - specifies the port as a Tagged member of the VLAN. When an untagged packet is transmitted by
the port, the packet header is changed to include the 32-bit tag associated with the PVID (Port VLAN
Identifier — see below). When a tagged packet exits the port, the packet header is unchanged.

If the port is attached to a device that is not IEEE 802.1Q VLAN compliant (VLAN-tag unaware), then the port
should be set to U — Untagged.

If the port is attached to a device that is IEEE 802.1Q VLAN compliant, (VLAN-tag aware), then the port should
be set to T — Tagged.

Each port can be configured to have a PVID or to use an Ingress Filter.

To configure a port’s 802.1Q VLAN settings:

Highlight the Configure Port#| | field and enter the port number of the port you want to configure. Use the
arrow keys to highlight the PVID#| | field and enter the PVID for the port.

PVID — Port VLAN Identifier — is a classification mechanism that associates a port with a specific
VLAN and is used to make forwarding decisions for untagged packets received by the port. For
example, if port #2 is assigned a PVID of 3, then all untagged packets received on port #2 will be
assigned to VLAN 3. This number is generally the same as the VID# number assigned to the port in the
Edit Existing 802.1Q VLANSs menu above.

Use the arrow keys to highlight the remaining fields and the space bar to toggle between On and Off.

Ingress Filter — this enables the port to compare the VID tag of an incoming packet with the PVID
number assigned to the port. If the two are different, the port filters (drops) the packet.
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Asymmetric VLANs

Use Asymmetric VLANS to assign a unique PVID to each port on the Switch or stacked group. This may be a
more convenient way to assign VLANS if you simply want to give each client port its own separate VLAN.

To enable Asymmetric VLANs:
Highlight Configure Asymmetric VLANs and press Enter, the following screen will appear:

Configure Asymmetric YLAN

Set the devices to YLAN configuration : <MTE>
APPLY

Note: While the YLAN configuration is set, the following configuration
would be changed.
1. In 802.1Q YLANs, system will create VLAN for each VDSL port
of 6 devices automatically.
2. Uplink port’'s PYID will be assigned as 1 and the other VDSL
ports will be assigned a unique PVID.

Function:fAuto/Clear asymmetric VLAMN creation.
Message:

CTRL+T = Root screen Esc=Prev. screen CTRL+R = Refresh

Figure 6- 45. Configure Asymmetric VLANs Menu

To configure a Switch or stacked group for Asymmetric VLANS, toggle to select <Aufo> from Set the devices
to VLAN configuration:< >, highlight APPLY and press Enter.

When the changes are complete, you may view the new VLAN port assignments by pressing Esc to go back to
the VLAN menu, and then highlight 802.1Q VLANS and press Enter.

Edit 862.10 VLANs

Action: <IGlELELEREYS> VYID:[1 1 VYLAN Name:[DEFRULT_YLAN] Total Entries:158
Unit:<1>» Port 1 to 8 9 to 16 17 to 24 S1P1
Membership (E/-):[EEEEEEEE1[EEEEEEEE][EEEEEEEE] [E]
Tagaing (U/T) : [UUUUUUUU T TUUUUUUUUT TUUUUUUuUT Ul APPLY

VID YLAN Name 1 to 8 9 tol6 17 to 24 $1P1

1 DEFAULT VLAM EEEEEEEE EEEEEEEE EEEEEEEE  E
Uuuuuuuy - Uluubuuy - Ubuuduou U
101 E E
UTTTTTTT TTTTTTITT TTITTITIT U
162 -E E
TUTTTTTT TTTTTITTT TTTTTTIT U
103 —L £
TTUTTTTT TTTTITITT  TTTITTIT U
104 ———E-——- E
TTTUTTTT TTTTTITTT TTTTITTIT U

Figure 6- 46. Example Asymmetric VLAN Switch #1

Notice in the example above, each port has a unique VID.

To undo asymmetric VLANs for the Switch or stack, toggle to select <Clear> from Set the devices to VLAN
configuration:< >, highlight APPLY and press Enter. When not using Asymmetric VLANSs, you will need to
set up VLANSs manually.

76



D-Link DHS-3224V Switch User’s Guide

Configure Port Priority
Use the Setup Port Priority to configure priority settings for each port.

To configure port priority, highlight Priority on the Main Menu and press Enter to see the following screen:

Setup Port Priority
L LMIE R Gase Uni th Configure Port from:[1 1 to [1 1

Priority Level: <Normal> APPLY
Port Priority Level Port Priority Level Port Priority Level
1 Normal 10 Normal 19 Normal

2 Normal 11 Normal 20 Normal

3 Normal 12 Normal 21 Normal

[A Normal 13 Normal 22 Normal

5 Normal 14 Normal 23 Normal

6 Normal 15 Normal 24 Normal

1 Normal 16 Normal S1P1 Normal

8 Normal 17 Normal $1P2 Normal

9 Normal 18 Normal

Figure 6- 47. Port Priority Screen
Use these fields to setup port priority:
e  Module Toggle to select <Base Unit> or <Slot - 1>.

e Configure Port from [ | to [ ] Type in the port number or sequential range of port numbers for which
you wish to set priority.

e Priority Level Toggle to select priority level of the selected port(s), choose (listed lowest to highest)
<Low>, <Med-L>, <Normal>, <Med-H> or <High>.

Highlight APPLY and press Enter to set the port priority. Use the Save Changes menu to save the settings to
NV-RAM.
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Network Monitorin_g

The DHS-3224Vprovides extensive network monitoring capabilities.

To display the network data compiled by the Switch, highlight Network Monitoring on the main menu and
press Enter.

Network Monitoring Menu

Statistics: Applications:
Port Utilization| Switch History

Port Error Packets
Port Packet Analysis

Address Table:
Browse MAC Address

Function:Switch port utilization overview.
Message :

CTRL+T = Root screen

Figure 6- 48. Network Monitoring Menu

Port Utilization

To view the port utilization of all the ports on the Switch, highlight Port Utilization on the Network
Monitoring Menu and press Enter:

Port Ucilization

Interval:< Z sec »

Port THisec DX/sec 3Tcil. Port THisec I/sec (Uil
1 o ZZ 1 14 u} o o
b4 u} u} a 1t a u} u}
2 u} u} a 1e a u} u}
4 u} u} a 17 a u} u}
E u} u} a iz a u} u}
& u} u} a 13 a u} u}
? u} u} a z0 a u} u}
g a a a Z1 [u] a a
9 [u] [u] il 22 u] [u] [u]
10 [u] [u] il 23 u] [u] [u]
11 [u] [u] il Z4 u] [u] [u]
1z [u] [u] il
1z u} u} a

B B 2 T L T T e S & S Y
Function:Clear counter.

Meszage:

CTREL+T = Root screen Esc=Prewv. screen CTRL+E = Refresh

Figure 6- 49. Port Utilization Screen

The Port Utilization screen shows the number of packets transmitted and received per second and calculates the
percentage of the total available bandwidth being used on the port (displayed under %Util.). Highlight CLEAR
COUNTER and press Enter to reset the counters.

Port Error Packets

To view the error statistics for a port, highlight Port Error Packets on the Network Monitoring Menu and
press Enter:
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Packet Error Statistic

rore: <[ CLEAR COUNTER Interval:< Z sec »
B Frames TH Frames

CRC Error a ExDefer u}

Undersize a

Oversize o Late Coll. 0

Fragment u] Ex. Coll. i}

Jabber u] Single Coll. u}

Drop Pkts Z44Z7 Coll. n

B o L R R T X = T T T TRy
Function: S8elect port number.

Hessage:
CTRL+4T = Root screen Ezc=Prewv. screen CTRL+I = Refresh

Figure 6- 50. Port Error Statistic Screen

Enter the port number of the port to be viewed. The Interval field can be toggled from 2 seconds to 1 minute, or
suspend. This sets the interval at which the error statistics are updated. Highlight CLEAR COUNTER and press
Enter to reset the counters.

Port Packet Analysis

To view an analysis of the size of packets received or transmitted by a port, highlight Port Packet Analysis on
the Network Monitoring Menu and press Enter:

Packet Analysis

rare: <fIR- CLEAR COUNTER Interval:< £ sec =
Frames Framesfsec Total Totalf=sec

o4 Lzt 19 I Bytes 2082351 4603

GE-127 4339 4 B Frames 144&1 Z5

1zg-255 2066 a

Z£56-511 635 u} TH Bytes G632 u]

ElE-10Zz= 178 u} T¥ Frames & u]

10Z4-151% 269 Z

Unicast 024 ]

Multicast R Z646 Z

Broadcast BX 10321 23

L R P PP PR PR
Function:8elect port mamber.

Message:

CTRL4T = Root screen Esc=Prev. scresn CTRL+E = Refresh

Figure 6- 51. Packet Analysis Table

In addition to the size of packets received or transmitted by the selected port, statistics on the number of unicast,
multicast, and broadcast packets are displayed. Highlight CLEAR COUNTER and press Enter to reset the
counters.
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Browse MAC Address

To view the MAC address forwarding table, highlight Browse MAC Address on the Network Monitoring
Menu and press Enter:

Erowse Address Table
Browse EBy: <N VLAN ID:[1 1] Total Addresses in Table:132
MAC Address: [000000000000] EROWSE CLEAR ALL
VID MAC Address Port Status VID MAC Address Port Status
1 OO00219AFZF4 1 Dymamic 1 O0EZ0482D0ALE 1 Dynamic
1 000102030400 1 Dynanic 1 00Z045EA70AZ 1 Dynanic
1 OOQLZ0FACSFOO 1 Dymamic 1 QDzz4422775E 1 Dynamic
1 Oo0l1369CoOs00 1 Dymamic 1 O033z6081100 1 Dynamic
1 OO05EDF93287 CPU  Self 1 004005254874 1 Dynamic
1 OO0EEDF23616 1 Dymamic 1 O04008ZEAEDC 1 Dynamic
1 OOLO0E1Z34E7 1 Dymamic 1 Qo400E400C2E 1 Dynamic
1 O0l0SFO30FEL 1 Dymamic 1 O0400541AFEF 1 Dynamic
1 O0l023CFABEE 1 Dymamic 1 O040055184ZF 1 Dynamic
1 00l300000001 1 Dymamic 1 O0400851E1DE 1 Dynamic
1 O0Z04281A8547 1 Dymanic 1 OD40Zed7FEEF L Dynamic
P P P P P Ry P PRy
Function:
Message:
Esc= Prewious screen CTREL+EBE= Refresh CTRLiMN= MHext Page CTRL+P=Prewious Page

Figure 6- 52. Browse Address Table Screen

The Browse By field can be toggled between ALL, MAC Address, Port, and VLAN. This sets a filter to determine
which MAC addresses from the forwarding table are displayed. ALL specifies no filter.

To search for a particular MAC address:

Toggle the Browse By< > field to MAC Address. A MAC Address field will appear. Enter the MAC address
in the field and press Enter. Highlight BROWSE and press Enter to initiate the browsing action. Highlight
CLEAR ALL and press Enter to reset the table counters.

Switch History

To view the switch history log, highlight Switch History from the Network Monitoring Menu and press
Enter:

Switch History

Seq . # Date Time Log Text

2000/00/00 B0:00:00 Module 2, Port 1 Link Up
2000/00/00 00:00:00 Fan Yorking !

2000/00/00 00:00:00 Successful login through console.
2000/00/00 00:00:00 Cold Start

2000/00/00 00:00:00 Upgrade firmware from successfully.
2000/00/00 PO:00:00 Successful login through console.
2000/00/00 BO:00:00 Module 2, Port 1 Link Up
2000/00/00 00:00:00 Cold Start

RO WO -ICS

- end (8 of 8)

Function:View Switch Logs and Health Status
Hessage:

Figure 6- 53. Switch History Screen
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System Utilities

To access the Switch Utilities menu, highlight System Utilities on the main menu and press Enter.

Switch Utilities

Switch Settings:
Server IP Address: 10.43.10.1
Switch IP Address: 10.24.22.3
Subnet Mask: Z55.0.0.0
Gateway Fouter: 10.Z54. 254 251

TFTP Services: Others:

Upgrade Firmwware from TFTP Server| Ping Test
Usze Configuration File on TFTP Serwver

Sawve Settings to TFTP Server

Sawve History Log to TFTP Serwver

B T L R T T TP P T P e
Function:Upgrade firmware from TFTP server.

Message:

CTRL4T = Root screen Esc=Prev. screen CTRL+R = Refresh

Figure 6- 54. Switch Utilities Menu

Note: Trivial File Transfer Protocol (TFTP) services allow the switch firmware to be
upgraded by transferring a new firmware file from a TFTP server to the Switch. A
configuration file can also be loaded into the Switch from a TFTP server, switch settings
can be saved to the TFTP server, and a history log can be uploaded from the Switch to
the TFTP server.

Upgrade Firmware from TFTP Server

To update the Switch’s firmware, highlight Upgrade Firmware from TFTP Server and press Enter.

Upgrade Firmware

Server IP Address: [IECIHRNTINE

Path'\Filename: [coi\projectidhs-3224% runtinet inage’ dhs32] AFPLY

S A e R R P P PR P e
Function:Enter the Server IP address.

Hessage:

CTRL+T = Root screen Esc=Prev. scresn CTRL+E = Refresh

Figure 6- 55. Upgrade Firmware Screen

Enter the IP address of the TFTP server in the Server IP Address:| ] field.

Enter the path and the filename to the firmware file on the TFTP server.
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Note: The TFTP server must be on the same IP subnet as the Switch. Also, the TFTP
server must be running TFTP server software to perform the file transfer. TFTP server
software is a part of many network management software packages, or can be obtained
as a separate program.

Highlight APPLY and press Enter to record the IP address of the TFTP server. Use Save Changes from the
main menu to enter the address into NV-RAM

Highlight START and press Enter to initiate the file transfer.

Use Configuration File on TFTP Server

To download a switch configuration file from a TFTP server, highlight Use a Configuration File on TFTP
Server and press Enter.

Use Configuration File on TFTP Serwer
Server IP Address: [I{IEEICENRIINE
PathWFilename: [ 1 APPLY
START
Function: Enter the Serwver IP address.
Message:
CTRL+T = Root screen Esc=Prewv. scresn CTRL+E = Refresh

Figure 6- 56. Use Configuration File on TFTP Server Screen

Enter the IP address of the TFTP server and specify the location of the switch configuration file on the TFTP
server.

Highlight APPLY and press Enter to record the IP address of the TFTP server. Use Save Changes from the
main menu to enter the address into NV-RAM

Highlight START and press Enter to initiate the file transfer.
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Save Settings to TFTP Server
To upload a settings file to the TFTP server, highlight Save Settings to TFTP Server and press Enter.

Save Settings to TFTP Serwver

Server IP Addres=: [NIECICHNNTINY

Pach'Filename: [ 1 APPLY

B bk b Rt R e T S T T T
Function: Enter the Server IP address.

Message:

CTRL+T = Root screen Esc=Prev. screen CTRL+R = Refresh

Figure 6- 57. Save Settings to TFTP Server Screen
Enter the IP address of the TFTP server and the path and filename of the settings file on the TFTP server and
press APPLY. Highlight START and press Enter to initiate the file transfer.

Save History Log to TFTP Server
To save a History Log on a TFTP server, highlight Save History Log to TFTP Server and press Enter.

Bave Log to TFTP Server

Serwver IP Address: [INEECHNNINNE

Path'Filename: [ 1 APPLY

B R e
Function:Enter the Serwver IP address.

Hessage:

CTRL+T = DRoot screen Esc=Prev. screen CTRL+I = Refresh

Figure 6- 58. Save Log to TFTP Server Screen

Enter the IP address of the TFTP server and the path and filename for the history log on the TFTP server.
Highlight APPLY and press Enter to make the changes current. Highlight START and press Enter to initiate
the file transfer.
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Ping Test

To test the connection with another network device using Ping, highlight Ping Test and press Enter.

TP address: (I

Number of Depetitions:[0 ]

START

L e EEEEELE EEEEELE **

Function: Specify the IP address of a node to ping.
Message:
CTREL4T = Root screen Esc=Prev. screen CTRELtE = Refresh

Figure 6- 59. Ping Test Screen
Enter the IP address of the network device to be Pinged and the number of test packets to be sent (3 is usually

enough). Highlight START and press Enter to initiate the Ping program.

Local Loopback Test

To test the conduct a loopback test on the local loop, highlight Local Loopback and press Enter.

Local Loopback

Port Number:[1 1
Number of Repetitions:[1 1

START]

Local Loopback Testing. ...
LoopBack Success. ...

Function:Start local loopback test (Press any key to stop).
Hessage:

CTRL+T = Root screen Fsc=Prev. screen CTRL+R = Refresh

Figure 6- 60. Local Loopback Test Screen

Enter the port number to be tested and the number of repetitions for the test. Highlight START and press Enter
to initiate the Local Loopback test. Success or failure of the test will be indicted upon its completion.
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Line Loopback Test
To test the conduct a loopback test on the line loop, highlight Line Loopback and press Enter.

Line Loopback

Port Mumber:[1 1
Number of Repetitions:[1 1

START]

Line Loophack Testing....
LoopBack fail....

Function:Start line loopback test (Press any key to stop).
Hessage:

CTRL+T = Root screen Esc=Prev. screen CTRL+R = Refresh

Figure 6- 61. Line Loopback Test Screen

Enter the port number to be tested and the number of repetitions for the test. Highlight START and press Enter
to initiate the Line Loopback test. Success or failure of the test will be indicted upon its completion.
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System Reboot

The DHS-3224V has several reboot options.

To reboot the Switch from the console, highlight Reboot from the main menu and press Enter.

System Reboot

Sawe Configuration & Reboot
Eehoot 4 Load Factory Default Conficaration

RBeboot & Load Factory Default Configuration Except IP Address

EETY X ErEy X X ErEy X EEy
Function:
Message:
CTRL+T = Root =screen Esc=Prev. screen CTRL+R = Refresh

Figure 6- 62. System Reboot menu

The reboot options are as follows:

¢ Reboot — Simply restarts the Switch. Any configuration settings not saved using Save Changes from the

main menu will be lost. The Switch’s configuration will be restored to the last configuration saved in NV-
RAM.

e Save Configuration & Reboot — Saves the configuration to NV-RAM (identical to using Save Changes)
and then restarts the Switch.

e Reboot & Load Factory Default Configuration — Restarts the Switch using the default factory
configuration. All configuration data will be lost. This is identical to using Factory Reset and then Reboot.

e Reboot & Load Factory Default Configuration Except IP Address — Restarts the Switch using the
default factory configuration, except the user configured IP address will be retained. All other configuration
data will be lost.
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A confirmation screen will appear:

System PBeboot

Are wou sure you want to proceed with the system rebhoot?

m Tes
R e T e
Function:
Message:
CTRL+T = Root screen Esc=Prev. screen CTEL+R = BRefresh

Figure 6- 63. System Reboot Confirmation Screen

To reboot the Switch, in the mode entered above, highlight Yes and press Enter.

Logout

To logout from the console session, highlight Logout for the Main Menu and press Enter.
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7

Using the Web Management Software

Introduction

The DHS-3224V provides an embedded Web-based (HTML) interface, allowing users to manage the Switch
from any remote station connected to the same network as the Switch. Using any common web browser, the
administrator can communicate directly with the Switch using the HTTP protocol. The appearance of the your
chosen browser window may differ from the screen captures that appear in this guide.

The Web-based management module and the Console program (and Telnet) access the same internal switching
software and configure it. Thus, all settings encountered in Web-based management are the same as those found
in the console program (see Chapter 6).

Since this chapter presents the same management functions as in Chapter 6, explanations of many management
functions are abbreviated.

Note: This Web-based Management Module does not accept Chinese language input
(or other languages requiring 2 bytes per character).

Getting Started

The first step in getting started in using Web-based management for your Switch is to secure a browser. A Web
browser is a program that allows a person to read hypertext, for example, Netscape Navigator or Microsoft
Internet Explorer. Follow the installation instructions for the browser.

The second and last step is to configure the IP interface of the Switch. This should be done manually through a
console (see the Configure IP Address section in the “Using The Console Interface” chapter).
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Log On to Web Manager

To begin managing your Switch simply run the browser you have installed on your computer and point it to the
IP address you have defined for the device. The URL in the address bar should read something like:
http://123.123.123.123, where the dotted-quad numbers 123 represent the IP address of the switch.

In the page that opens, click on Login to open the Web Manager.

I

Click here to
log on to web

manager to make a setup...

Ethernet over VDSL Layer 2
Switch

[WEEERIA DHS-3224Y

Benefits

24 ¥DSL ports +1 uplink port for Flow control against data
Internet connection transfer loss.

Customn filters allow yvou to set
up access control & security.
The DHS-3224Y managed Layer 2 switch uses YDSL Compatible with xDSL, ISDN,
technology to extend the reach of Ethernet networks digital PB¥ extensions and

and provide a high capacity, extremely reliable narraw band interference,
Internet connection for campus networks, enterprise e 24 YDSL + 1 optional Uplink port
LAMN extensions, or hotel and apartment client tenants. ® B02,1D Spanning Tree support,
® §0Z.10) Tagged WLAM support
. . - ® Upto & Switches can be
Usging YDSL, the switch-to-client connection is cascaded in a rack and managed

provide_.d through existing te_laphnne lines, therefore individually
no additional cabling is required. Provisioning for YDSL Settings
Fully configurable either in-band

The Switch employs familiar Ethernet management or out-of-band contral via SHMP
tools such as [EEE 802.10 WLANS for netwark based software,

segmentation and SNMP and RMON for easy TFTP support

management. DHCP Client support

Telnet remote control console
web Management Software

Figure7- 1. Web Manager Login

Clicking on Login will bring up an authorization screen prompt. If you have not yet set up any user accounts (see
Setting Up User Accounts in Chapter 6), there will not be any user name or password needed to login.

Web Interface Components

Switch Stack
Ports

Click on the serial port to configure the settings for
that port. Clicking on the VDSL RJ21 port or the
Uplink port on the Back Panel to configure any client
VDSL ports.

Click on any group
in the stack to
configure the
Switch.

DHE-322¢8 o Back Panel

i

Link:

D-1Link - F 4 8 B ACAY Ad e

Figure7- 2. Top Section of Web Manager

The top portion of the browser window presents virtual near real-time representations of the front and back
panels of the Switch. The LEDs will appear lit up or dark, exactly as they appear on the Switch.

To configure serial port settings, click on the Diagnostics RS-232 port (for details see the section titled Serial
Port Settings). To configure any of the subscriber ports, click on the Uplink port or the VDSL RJ21 port.
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Click on any Switch in the stacked group (Unit 1 is on top) to view or configure that Switch.

Accessing Menu Windows

To access the different menu windows, click on the folder or subfolder
that contains the configuration menu you want. Each menu can be
accessed by clicking on the corresponding button. The folders and
subfolders are organized in the same fashion as the console interface.

Click on any folder to reveal the
subfolders or hyperlinked menu

/ buttons inside.

Figure7- 3. Web Manager Folders and Menus
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Switch Configuration

Click on the Configuration folder to reveal the menu buttons and subfolders used for basic and advanced
configuration of the Switch.

System Information

The first page you see when you successfully login displays the System Information menu.

System Information - Basic Settings

D-Link DHS-3224\ Ethernet aver VDSL Switch
1.00-B02

1.00-B49

ZA1

|vDSL Switch Unit 4

iEEIl Park Awve, South B2-47 Wiring Closet

em Contact |Ryan Sachs 212 555-555¢|

Apply

Figure7- 4. First Menu — System Information

The first menu that appears after logging in displays the System Information menu. The System Information
displays the switch type, which (if any) external modules are installed, and the Switch’s MAC Address. In
addition, the Boot PROM, Firmware, and Hardware Version numbers are shown. This information is helpful
to keep track of updates and to obtain the Switch’s MAC address for entry into other network device’s address
table — if necessary.

You can also enter System Name, System Location, and the name and telephone number of the administrator in
the System Contact. It is recommended that the person responsible for the maintenance of the network system
be listed here. Click on the Apply button to make the changes effective.

System Time Setup

Use the Setup System Time menu to set the system clock.

Current System Time

Jate 2002108/ 06

Mew System Time

BEE 2000 f oo f oo

- - -

Figure7- 5. Setup System Time Menu

Apply i

Enter the date and time, Click Apply to enter the system time information.
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IP Settings

View or change Switch IP settings.

IP Address

Current Settings

ot IF From hanual
104144 90
255000
0000
1

iManuaI ']

10 41 J4e oo

{255 o o o

Apply I
Figure7- 6. IP Settings Window

In the IP Settings window, read-only information includes the Switch MAC Address and the current IP settings
(listed under Current Settings). Change IP settings under New Settings.

To change IP settings:
1. Select Manual, BOOTP or DHCP in the Get IP From menu.

2. Ifyou are assigning IP settings manually, type in the IP settings for IP Address, Subnet Mask and Default
Gateway.

3. Change the Management VLAN ID number in the Management VID box (default Management VID = 1).
4. Click the Apply button to make the changes effective.

Switch Information

Use the Switch Information window to view basic information about the Switch or any Switch in a stacked

group.
[1=]

00-05-5d-ed-85-2f

10400 TX 1 Port Module

2871

Ox0058

Good

Stacking Configuration

Figure7- 7. Switch Information
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For stacked Switch groups, select any Switch in the stack according to its number in the stack order (1 — 6) from
the drop-down Unit menu.

The read-only information that can be viewed in the Stacking Information window is as follows:

MAC Address MAC address of the Switch

Type of module (Extension Module) used for uplink to Ethernet

Ext. Module Type backbone

Ext. Module Version Version number of the Extension Module

VDSL Patch File Version Version number of the VDSL Patch File

Fan Status Current status of system fan, Good or Fail

Note: If the master Switch is changed, connect the Ethernet uplink to the new master.

To view or change the current configuration of the Switch stack hierarchy, click Stacking Configuration to
view a new menu.

Stacking Configuration

Use the Stacking Configuration menu to change or view the order (hierarchical order) of a stacked Switch group.

Stacking Configuration

IInit

Status
00-05-5d-ed-85-2f 1= In Use
O0-80-cB-25-0e-22 2 - In se

00-00-00-00-00-00
00-00-00-00-00-00
00-00-00-00-00-00 Mot In Use
00-00-00-00-00-00 Mot In Use

back 1 Apply 1

Figure7- 8. Stacking Configuration Menu

Mot in Lse
Mot ln lse

‘”“’[E[JI

To change the stack order of the Switch stack, use the drop-down menu listed under Unit to select the desired
order for this unit in the new hierarchy. Click Apply to force the new order. Remember that it is best to uplink to
the master Switch, keep this in mind should you change the master (Unit 1) Switch.

Each Switch in the stack must be restarted in order to implement the change to the stack order. Once you have
saved the new stack order configuration and rebooted all the Switches in the stack, the new logical stack order
will be displayed in the Stacking Configuration screen in the order.

93



D-Link DHS-3224V Switch User’s Guide

Configure Ports
Use the Configure Ports menu to enable/disable and set the speed for any port.

Conge Port

1

2 Model Link Diown Link Down Default
3 Model Link Diown Link Down Default
4 ModeO Link Diown Link Down Default
5  ModeD Link Diown Link Diown Default
6 ModeD Link Diown Link Down Default
7 ModeD Link Diown Link Down Default
8  Model Link Diown Link Down Default
9 Mode Link Diowin Link Dowin Default
10 Mode O Link Diown Link Down Default
11 Mode O Link Diowin Link Down Default
12 Mode O Link Diowin Link Down Default
13 Mode O Link Diowin Link Diown Default
14 Mode O Link Diown Link Down Default
15 Mode D Link Diowin Link Diown Default
16 Mode D Link Diown Link Diown Default
17 Mode D Link Diowin Link Down Default
18 Mode D Link Down Link Down Default
19 Mode O Link Diowin Link Down Default
20 Mode D Link Diowin Link Down Default
21 Mode D Link Diowin Link Diown Default
22 Mode D Link Diown Link Down Default
23 Mode D Link Diown Link Down Default
24 Mode D Link Diown Link Down Default

Figure7- 9. Configure Port Table

The information listed for each port is summarized in the table below. To configure any individual port settings,
click on the More button for that port and a new menu appears. The new menu allows you to configure any port
or range of consecutive ports on the Switch.

Speed 4M/1M, 5M, 10M or 15M
VDSL Connection Upstream Speed/ Downstream Speed/ Symmetry Condition
Ethernet Connection Connection Speed/Duplex Mode/Flow Control Method.

The VDSL Rate Adaptive feature automatically senses line condition
and adjusts DS/US speeds if a set rate cannot be maintained. The
Rate Adaptive default setting will set speed to Mode 0 when a rate can no longer be
supported. Optimum setting sets speed to Mode 0 but then tests raises
the DS/US speed incrementally to achieve the best performance level.

Clicking on the More button for any port will bring up the Configure Port menu for that port.
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Configure Port

11 vI
iEnabled vi
1M0de D:j f; _:_j

Default =

]

Figure7- 10. Configure Port Settings Window
For ports 1 — 24, configure the ports by selecting options described below:
Select the Unit using the drop-down menu and choose ports with the From and To drop-down menus.
Use State to enable or disable the selected port(s).

DS/US Speed can use any combination of download and upload speed. Default setting is Mode 0. Mode 0 has a
DS/US Speed set to 4M/ 1M. If you select any speed except Mode 0, you can change the DS and US speed.
Speed for both DS and US may be changed to 512K, IM, 2M, 3M,... up to 15M using the drop-down menus.
Any changes to port speed must take into account the line distance to the CPE. VDSL Settings may also require
adjustment (see 65 for VDSL Settings).

Set Rate Adapt to Default, Optimum, and Disabled with the drop-dowm menu.
Click APPLY to make the change effective.

Configure Slot Module Port

Configure Slot Port
Fort

1 -

][I

51P1 =

100MEUlTone
Enabled =

Auto *

4

AUto ™
Apply ]

Figure7-11. Configure Slot Module Port Window

The Configure Slot Port menu is used to configure the uplink port. Use the State drop-down menu to Enable or
Disable the slot port. Set speed/duplex in the Speed/Duplex drop-down, choose Auto, 10/Half, 10/Full, 100/Half
or 100/Full. The default setting is Auto. The Auto setting adjusts automatically according to the speed/duplex
status of the remote connection to the slot port. Flow Control settings are determined by the Speed/Duplex
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settings and can not be enabled or disable except in either 10/Full or 100/|Full mode. For Speed/Duplex settings
10/Half or 100/Half, flow control is set to Back Pressure mode and can not be changed.

Configure Port Security

Configure Port Security
No. of MAC i

1 Disabled -
2 Disabled -
2 Disabled -
4 Disabled :
= Disabled -
6 Disabled :
i Disabled -
g Disabled -
g Disabled :
10 Disabled -
4 Disabled -
12 Disabled -
13 Disabled -
14 Disabled :
15 Disabled -
16 Disabled :
17 Disabled -
18 Disabled -
19 Disabled :
20 Disabled -
21 Disabled -
22 Disabled -
23 Disabled -
24 Disabled :
SR Disabled -

Figure7- 12. Configure Port Security Window

Port security status listed in the Configure Port Security window is summarized below. Configure port security
for any port by clicking on the More button, a new menu appears. Use the new menu (pictured in Figure 7-11
below) to Enable or Disable the Port Lock and choose the number of MAC addresses allowed for the port.

Lock

Enabled or Disabled

No. of MAC

Number of MAC addresses allowed for the port
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Cnnf‘gure Port Security

From

Figure7- 13. Configure Individual Port Security Menu

Selecting Enabled activates the drop-down menu that lets you select a maximum number of MAC addresses
allowed for the port. From 0 to 16 MAC addresses can be allowed when the lock is enabled.
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PAE System Control

The Port Access Entity Control section allows you to use the Switch’s 802.1X port-based authentication feature.

Port Authenticating Settings

802.1X Capability Settings

[1+] {Port1 =] [Port1 =| |None e Apply]
802.1X Capability Table

Capahility
1 Haone
2 Hone
3 Hane
4 Hane
¥ Hone
6 Hane
i Haone
8 Hane
g Hone
10 Haone
11 Hane
la Haone
13 Hane
14 Maone
15 Hane
16 Hone
17 Hane
1& Hane
12 Haone
20 Hane
2l Haone
22 Hane
23 Hone
24 Haone
=1P1 Flviia

Figure7- 14. 802.1X Capability Settings window

To set up the Switch’s 802.1X port-based authentication, select the Unit then which ports are to be configured in
the From and To fields. Next, enable the ports by selecting Authenticator from the drop-down menu under
Capability. Click Apply to let your change take effect.
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Initialize Ports(s)

Initialize Port

{":j qurﬂ - iPum - Apply |

Initialize Port Table

Figure7-15. Initialize Port window

This window allows you to initialize a port or group of ports. The Initialize Port Table in the bottom half of the
window displays the current status of the port(s) once you have clicked Apply.

Reauthenticate Ports(s)

Reauthenticate Port

iF"Drﬂ i 1F"Drﬂ i Ay j
Reauthenticate Port Table

dm D tus

Figure7- 16. Reauthenticate Port window

This window allows you to reauthenticate a port or group of ports. The Reauthenticate Port Table displays the
current status of the port(s) once you have clicked Apply.
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Configure Authenticator

802.1X Authenticator Settings

11 v] 1PDI“H _:_j ;PDI“H :j Ibu:uth_:_] ifDrceUnauthDrized_:_] 330

q Luth Apply

{60 130 130 2 {3500 {Disabled =] Ap Iyi

' i [T [Tomeow MR oo fomiies
1 both auto 30 &0 30 30 2 3600 no
2 baoth aute 20 60 20 30 2 3600 1o
3 bath aute 20 B0 20 30 2 3600 bite)
4 baoth auto 30 61 30 30 2 3600 bae)
5 baoth aute 20 60 20 30 2 3600 1o
i bath auts 30 B0 30 30 2 2600 bite)
7 both auto 30 6l 30 30 2 3600 1o
8 both auto 30 &0 30 30 2 3600 no
9 bath aute 20 B0 20 30 2 3600 bite)
10 baoth auto 30 6l 30 30 2 3600 bale)
11 both auto 30 &0 30 30 2 3600 no
12 bath aute 20 B0 20 30 2 3600 bite)
& baoth auto 30 61 30 30 2 3600 bate)
14 both auto 30 60 30 30 2 3600 no
i3 baoth aute 20 60 20 30 2 3600 1o
16 bath auts 30 B0 30 30 2 2600 bite)
17 both auto 30 6l 30 30 2 3600 1o
18 both auto 30 &0 30 30 2 3600 no
14 bath aute 20 B0 20 30 2 3600 bite)

Figure7-17. 802.1X Authenticator Settings window
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This window allows you to set the following features:

Unit Select the unit in the stack order to configure.

From[ ]To[ ] Select the port or ports to be set.

Sets the administrative-controlled direction to either in or both. If in is
selected, control is only exerted over incoming traffic through the port
AdmbDir you selected in the first field. If both is selected, control is exerted over
both incoming and outgoing traffic through the controlled port selected
in the first field.

This allows you to control the port authorization state. Select
forceAuthorized to disable 802.1X and cause the port to transition to
the authorized state without any authentication exchange required. This
means the port transmits and receives normal traffic without 802.1X-
based authentication of the client. If forceUnauthorized is selected, the
port will remain in the unauthorized state, ignoring all attempts by the
client to authenticate. The switch cannot provide authentication
services to the client through the interface. The third option is auto. This
enables 802.1X and causes the port to begin in the unauthorized state,
allowing only EAPOL frames to be sent and received through the port.
The authentication process begins when the link state of the port
transitions from down to up, or when an EAPOL-start frame is received.
The switch then requests the identity of the client and begins relaying
authentication messages between the client and the authentication
server. Each client attempting to access the network is uniquely
identified by the switch by using the client's MAC address.

PortControl

TxPeriod This sets the period of time for the authenticator PAE state machine.

This allows you to set the number of seconds that the switch remains in

QuietPeriod the quiet state following a failed authentication exchange with the client.

This sets the port’s suppTimeout for the Backend Authentication state

SuppTimeout machine.

. * This sets the port’s serverTimeout for the Backend Authentication state
ServerTimeout

machine.
MaxReq Set this for the Backend Authentication state machine.
ReAuthPeriod Set this for the Reauthentication Timer state machine.

Toggle the port’s re-authenticating control between Enabled and

ReAuth Disabled.

*Note: The ServerTimeout value must be set to a value that is less than the Radius
Timeout and Radius Maximum Retransmit settings (see Configure General Radius
Server Setting)
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Radius Server

The RADIUS feature of the switch allows you to facilitate centralized user administration as well as providing
protection against a sniffing, active hacker. The Web Manager offers three windows.

General Radius Server

RatosDesa e |

Ratos e 0w
Ratvs s Rernemic
coming Mos» —|SETEES

Apply |

Figure7- 18. General Radius Server Setting window

This window allows you to set the following features:

Toggle between the authentication protocol options: Radius

AuthProtocol Server(Support EAP) and Local.

This specifies the number of minutes a RADIUS server which is not
Radius Dead Time responding to authentication requests is considered unavailable
and is passed over by further requests for RADIUS authentication.

This specifies the number of seconds NAS waits for a reply to a

Radius Time Out RADIUS request before transmitting the request.

Radius Maximum This specifies the number of times NAS transmits each RADIUS
Retransmit* request to the server before giving up.

Accounting Method To use a RADIUS Server, toggle from None to Radius Server.
Accounting Mode Select the desired method: Start and Stop, Stop only, or None.

*Note: The ServerTimeout value must be set to a value that is less than the Radius
Timeout and Radius Maximum Retransmit settings (see 802.1X Authenticator Settings)
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Authentic Radius Server

Authentic Radius Server Setting

Authentic Port 1
Accounting Port I
|

Confirm Key |

Accounting Method Irvalid =

Apply

Current Radius Sewer[sjl Settings Tahle

Auth UDP Port |Acct UDP Port |Valid State

Firat

second

Thard

0.0.0.0 Ttvwalid
Qooo 0 0 Trvwalid
0000 0O 0 Inwvahd

Figure7-19. Authentic Radius Server Setting window

This window allows you to set the following features:

Succession

Choose the desired RADIUS server to configure: First, Second or Third.

Radius Server

Set the RADIUS server IP.

Authentic Port

Set the RADIUS account server(s) UDP port. The defaultis 1872.

Accounting Port

Set the RADIUS account server(s) UDP port. The default is 1873.

Key

Set the key the same as that of the RADIUS server.

Confirm Key

Confirm the shared key is the same as that of the RADIUS server.

Accounting Method

This allows you to set the RADIUS server as Valid or Invalid.
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Local User

Usem |
Passord |
ConfirmPassword |

_Anny |

Note The "Fassword" and "Confirm Fassword " should be the smae, or the
setup will be invalid

The Local User:

Figure7-20. Local Users Setting window

The fields on this window allow you to add or remove local users.

Port Mirroring
Port Mirroring

3l

[Port 1 ]

Ingress & Egress;]
e
[Disabled ]

Apply ]

MNote(1) The "Source Fort" and "Target Fort"” should be different, or the setup
will be invalid,

Note(2) Target port should not be port lock enabled port,

Mote(3) Tarzet port should not be 802 1z enabled port.

Figure7-21. Port Mirroring window

The Switch allows you to copy frames transmitted and received on a port and redirect the copies to another port.
You can attach a monitoring device to the mirrored port, such as a sniffer or an RMON probe, to view details
about the packets passing through the first port.

To configure a mirror port, first select the Source Port from where you want to copy frames and the Target
Port, which receives the copies from the source port. This is the port where you will connect a
monitoring/troubleshooting device such as a sniffer or an RMON probe. Next, select the Source Direction,

Ingress, Egress, or Ingress & Egress and change the Status pull-down menu to Enabled. Finally, click Apply to
let the changes take effect.

Note: You cannot mirror a fast port onto a slower port. For example, if you try to mirror
the ftraffic from a 100 Mbps port onto a 10 Mbps port, this can cause throughput
problems. The port you are copying frames from should always support an equal or
lower speed than the port to which you are sending the copies. Also, the target port for
the mirroring cannot be a member of a trunk group. Please note a target port and a
source port cannot be the same port.
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Switch Settings

30a

idiSahIed 'i
ienable *;

| Disabled |

Apply

Figure7-22. Switch Settings

Use the Switch Settings menu to change the following fields:

This field specifies the length of time a learned MAC
Address will remain in the forwarding table without
being accessed (that is, how long a learned MAC
Address is allowed to remain idle). The Aging Time
can be set to any value between 10 and 1,000,000
seconds.

MAC Address Aging Time (sec):[300] *

This allows you to set 802.1x Port Based Network

Switch 802.1x Access for the whole Switch.

This must be enabled if you use the Rate Adaptive

VDSL Rate Adaptive feature when you configure port settings.

Select Enabled or Disabled to globally enable or
Broadcast / Multicast Storm Mode disable the Switch's reaction to Broadcast storms,
triggered at the threshold set below.

This is the number of Broadcast/Multicast packets in
Kbps received by the switch - on one of the base ports
- that will trigger the switch's reaction to a
Broadcast/Multicast storm.

Limited Threshold for Ports

*Note: A very long Aging Time can result with the out-of-date Dynamic Entries that may
cause incorrect packet filtering/forwarding decisions. A very short aging time may cause
entries to be aged out to soon, resulting in a high percentage of received packets
whose source addresses cannot be found in the address table.
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VDSL Settings

DS Tx Power can changed on a per port basis. However, the settings for all ports on each individual Switch
should the same.

IMPORTANT: Before changing the default DS Tx Power setting, consider the following:

1. National or local telecommunications regulations may limit the range of settings that
can be used.

2. Each Switch unit should use the same settings for all ports on the Switch.

3. Consider the effects of changing the DS Tx Power on upstream and downstream
SNR.

VDSL Setting of Unit 1

“ US Tx Power | DS Tx Power US SHR D= SNR
1 i}

o]

L]

TS AL N GRENGR A BIRER i Sinel R Sy
Wwirml =l ool o] ~lom|m| &=

ra
=

Figure7- 23. VDSL Settings Menu

Choose the Switch unit and port from the drop-down menus and type in a value for the DS Tx Power
(Downstream Transmitting Power). The DS Tx Power must be within the range -90 to -55 dBm/Hz.
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Configure 802.1Q Static VLANs
The following figures and tables describe how to set up 802.1Q VLANSs on the switch.

02.1Q Static VLANS

LD |

D) YLAN Name
DEFAULT VLAN More|
PH-1 AL Afr More
PH-2 Phil More

Figure7-24. 802.1Q Static VLANs Screen

The Static VLANs menu lists existing VLANs by their VLAN ID (VID) and by name. To create a new VLAN,
click on the New button in the header row of the table. To edit an existing VLAN, click on the More button of
the VLAN you want to edit. To eliminate an entire VLAN, click on the “X” button for the VLAN you wish to

delete.

Add a Static 802.1Q VLAN
The following figure and table describe how to add an 802.1Q VLAN on the switch.

112 3.4 56 7 8 910111213141511617/1811920 21 2223 24 51P1
FiFFFEEFRERFEEREEEEREWNFKEEELEFEFEFREEREFEREFEFEIREFR
cleleleleeeleclelelelecrisleleselale e s
e Toliai elile foiie o 'ois o o oiciceisieissieeese

Figure7-25. 802.1Q Static VLANs Entry Settings — Add Screen

VID The VLAN ID of the VLAN that is being created.
VLAN Name The name of the VLAN that is being created.
Port Corresponds to the ports that will be members of the VLAN.
T Specifies the port as either 802.1Q tagging or 802.1Q untagging. Checking the
ag . ) .
box will designate the port as Tagging.
None Specifies the port as not being a static member of the VLAN, but with no
restrictions for joining the VLAN dynamically through GVRP.
Earess Specifies the port as being a static member of the VLAN. Egress Member Ports
9 are ports that will be transmitting traffic for the VLAN.
Forbidden Specifies the port as not being a static member of the VLAN, and as being
forbidden from joining the VLAN dynamically.
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Edit 802.1Q VLANs
The following figure and table describe how to edit an existing 802.1Q VLAN entry on the switch.

802.1Q Static VLANs Entry Settings -- Edit
T ,

i

The Static VLANs Edit screen presents the current configuration of the VLAN. Use this screen to change

Figure7- 26. 802.1Q Static VLANs Entry Settings — Edit Screen

settings for the VLAN as described in the table below.

The VLAN ID of the VLAN to be edited. For editing, VLANSs are identified by

VLAN ID (VID)
name.

VLAN Name The name of the VLAN to be edited.

Port A list of the ports that are static members of the currently selected VLAN.
Specifies the port as either 802.1Q tagging or 802.1Q untagging. Checking the

Tag . : .
box will designate the port as Tagging.

None Specifies the port as not being a static member of the VLAN, but with no
restrictions for joining the VLAN dynamically through GVRP.

Earess Specifies the port as being a static member of the VLAN. Egress Member Ports

9 are ports that will be transmitting traffic for the VLAN.
Forbidden Specifies the port as not being a static member of the VLAN, and as being

forbidden from joining the VLAN dynamically.
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802.1Q Port Settings

Open the 802.1Q Port Settings menu and click on the first button, Port VLAN ID to assign new PVID as
described below.

Port VLAN ID (PVID)

The following figure and table describe how to configure the PVID for the switch.

Port VLAN ID {PVID)

1 1 14 1
2 i 15 1
3 1 16 i
4 i 17 1
5 1 18 1
6 1 19 1
7 1 20 1
8 1 21 1
9 1 22 1
10 i 23 1
11 1 24 1
12 i S1P1 1
13 1

Apply !

Figure7-27. Port VLAN ID (PVID) Screen

The PVID is used by the port to tag outgoing, untagged packets, and to make
filtering decisions about incoming packets. If the port is specified as tagging, and
an untagged packet if forwarded to the port for transmission, the port will add an
802.1Q tag using the PVID to write the VID in the tag. When the packet arrives at
Port VLAN ID | its destination, the receiving device will use the PVID to make VLAN forwarding
decisions.

If a packet is received by the port, and Ingress filtering is enabled, the port will
compare the VID of the incoming packet to its PVID. If the two are unequal, the
port will drop the packet. If the two are equal, the port will receive the packet.

Shows the current PVID assignment for each port. The switch’s default is to

Port assign all ports to the Default_VLAN with a VID of 1.
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Port Ingress Filter

The following figure and table describe how to configure a Port Ingress Filter on the switch.

Port Ingress Filter

) Dieabiod 7] 14 Diablod =]
2 |Disabled ~] 15 |Disabled ¥
3 [Disabied =] 16 [Disabled 7]
4 |Disabled v 17 |Disabled ¥
5 |Disabled ~| 18 |Disabled |
6 Disabled =] 19 MDisablod =]
7 |Disabled x| 20 |Disabled x|
: [Dissbled =] 2 Disablod =]
9 [Disabled =] 2 [Disabled 7]
10 [Disabled *| 23 [Disabled =]
11 [Dizabled »] 24 [Dizabled +]
12 [Disabled »| S1P1 [Disabled =]
13 |Disabled ~|
Apply
Figure7- 28. Port Ingress Filter Screen
Port The number of the port for which ingress filtering is to be Enabled or Disabled.

Specifies the port to check the VID of incoming packets against its VID or PVID.
Ingress Filter If the two are equal, the port will receive the packet. It the two are unequal, the
port will drop the packet. This is used to limit traffic to a single VLAN.
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Asymmetric VLANs

Use Asymmetric VLANSs to assign a unique PVID to each port on the Switch. This may be a more convenient
way to assign VLANSs if you want to give each client port its own separate VLAN. For multiple Switch
installations, the uplink ports belong to VLAN 1 (PVID = 1).

Configure Asymmetric VLAN
Apply I

ce to WVLAN configuration

Mote: While the VLAD confipuration 15 set the following configuration would be
changed :

1. In 80210 VLAN:E, system will create VLAN for whole stack VDEL port
automatically,

2. Uplink port will be set as module port of umt 1. It's PVID wall be assigned
as 1 and the other VDEL ports will be assigned a unique FVID.

Figure7- 29. Configure Asymmetric VLANs Menu

Select the stack order number of the Switch from the drop-down menu. To enable Asymmetric VLANSs for the
selected Switch, click on APPLY.

Multicasting Options

Multicasting functions can be customized for improve network performance using the menus available in the
Multicasting folder.

Group Address Filtering

Setup Group Address Filtering

Group Address > |Forward all Unregistered =}

Apply ]

Figure7- 30. Group Address Filtering Menu

The Group Address Filter is used to customize filtering and forwarding of multicast packets for the entire
Switch. A multicast packet is “registered” if its source address is listed in the multicast table. To change the
Group Address Filter Mode, select the desired setting from the Group Address Filter Mode: drop-down menu.
The options are summarized below:

Filter All Unregistered Filters all unregistered multicast packets.

Forward All Forwards all multicast packets according to VLAN assignment.

Forward All Unregistered | Forwards all unregistered multicast packets.
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Multicast Forwarding

The following figure and table describe how to set up Multicast forwarding on the switch. Open the Multicasting
folder and click on the 802.1Q Multicast Forwarding button to see the entry screen below:

Setup IEEEB02.1q Multicast Forwarding

Figure7- 31. Setup IEEE 802.1Q Multicast Forwarding Screen

Use the Multicast Forwarding Screen to define the following parameters:

MAC Address The MAC address of the static source of multicast packets.
VID The VLAN ID of the VLAN the above MAC address belongs to.

Allows the selection of ports that will be members of the static multicast
group and ports that are either forbidden from joining dynamically, or that
can join the multicast group dynamically, using GMRP. The options are;
None — no restrictions on the port dynamically joining the multicast group,
Egress — the port is a static member of the multicast group, and Forbidden —
the port is restricted from joining the multicast group dynamically. For
example, if None is chosen, then an end station attached to the port can join
the multicast group using GMRP.

PortMap / State

IGMP Snooping

When enabled for IGMP snooping, the Switch can open or close a port to a specific Multicast group member
based on IGMP messages sent from the device to the IGMP host or vice versa.

IGMP Snooping Settings
F Snooping S iDiSabIed *i

iNDn—Querier:j

Apply I

Lge out = Eobustness Variable * Cuery Interval + Iax Eesponse

Figure7- 32. IGMP Snooping Settings Screen
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The user-changeable parameters for IGMP Snooping are as follows:

IGMP Snooping State

Select Enabled to implement IGMP Snooping.

Querier State

Choose V1 Querier for version 1 querier, V2 Querier for version 2
querier, or Non-Querier.

Robustness Variable

This entry field allows an entry of 2 to 255. Adjust this variable
according to expected packet loss. If packet loss is expected to be
high, the Robustness Variable should be increased to accommodate
increased packet loss.

Query Interval

The Query field allows an entry between 1 and 9,999 seconds and
defines the time between transmitting IGMP queries.

Max Response

The Max-Response field allows an entry between 1 and 254 and
defines the maximum time allowed before sending a response report to
a query measured in units of 1/10 of a second. This is used to adjust
the "leave latency", the time internal between the moment the last host
leaves a group and when the routing protocol is notified there are no
more members.

Age-out Timer

Displays the time the Switch waits between IGMP queries
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Priority

Use the Setup Port Priority menu to change priority settings for any port.

Setup Port Priority

Priority Leve
{17] ]F‘Dl’t 1 = iF‘DI’t 1 = iNDrmaI:_j Apply ]

Port “riority
1 HMotmal
2 Hormal
3 MNormal
4 Mormal
5 Mormal
& Mormal
7 Hormal
3 Formal
9 Motmal
10 Hormal
11 HMotmal
12 Hormal
13 HMotmal
14 Hormal
15 HMotmal
16 Hormal
17 Mormal
13 Mormal
19 Mormal
20 Mormal
21 Mormal
22 armal
a3 Motmal
24 Hormal
Bl Hotmal

Figure7- 33. Setup Port Priority

Use these fields to setup port priority under Modify an Entry:

Port Choose the port for which you will change priority settings.

Priority Level Choose the level of priority for the port; select (listed lowest to highest) Low,
Med-L, Normal, Med-H or High.

Click on the Apply button to make the changes effective.
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Spanning Tree Protocol Configuration
The following figures and tables describe the configuration of the Spanning Tree Protocol (STP) on the switch.

STP Switch Settings
i ;DiSahIed ']

The ahove values must conform to this formula:

2*{Hello Time+1) == WMax Age == 2*(Forward Delay-1)

Figure7- 34. STP Switch Settings Menu

Set the parameters listed below in the STP Switch Settings menu.

Spanning Allows the STP to be globally Enabled or Disabled on the switch. Default =
Tree Protocol | Enabled.
The maximum time (in seconds) a device can wait without receiving a
configuration message before attempting to reconfigure. All device ports (except
for designated ports) should receive configuration messages at regular intervals.
Any port that ages out STP information (provided in the last configuration
Max Age message) becomes the designated port for the attached LAN. If it is a root port, a
9 new root port is selected from among the device ports attached to the network.
The minimum value is the higher of 6 or [2 x (Hello Time +1)].
The maximum value is the lower of 40 or [2 x (Forward Delay —1)].
Default = 20Default = 20
. The time interval (in seconds) at which the root device transmits a configuration
Hello Time _
message. Default = 2
The maximum time (in seconds) the root device will wait before changing states
(i.e., from the listening to learning to forwarding). This delay is required because
every device must receive information about topology changes before it starts to
forward packets. In addition, each port needs time to listen for conflicting
Forward information that would make it return to a blocking state; otherwise, temporary
Delay data loops might result.
Maximum value is 30
Minimum value is the higher of 4 or [(Max. Age / 2) +1]
Default = 15
Device priority used in selecting the root device, root port, and designated port.

. The device with the highest priority becomes the STP root device. The lower the
Br_ldg_e numeric value, the higher the priority. If all devices have the same priority, the
Priority device with the lowest MAC address will become the root device.

Range 0 to 65535. Default = 32,768
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Port Spanning Tree

STP Port Settings

G = < E Ry ISR SR | B SRS R o R ol T ]

e e L
L R O™ R L

|121 Disabled 14 250 {125 Disabled

250

250 |123 Disabled 15  |250 {128 Disabled
|250 |125 Disabled 16  |zs0 {128 Disabled
|250 |128 Disabled 17 |2co {128 Disabled
|250 |128 Disabled 18  |2c0 |128 Disabled
|250 |128 Disabled 19 |250 {128 Disabled
|250 |128 Disabled 20 |2c0 {128 Digabled
250 |128 Digabled 21 |250 |128 Disabled
250 |128 Digabled 22 |250 |12 Disabled
250 |123 Disabled 23 |250 {128 Disabled
|250 |128 Disabled 24 |2c0 |128 Disabled
|250 |128 Disabled S1P1 |17 |128 Forwarding
|250 |128 Disabled

Apply ]

Figure7- 35. Spanning Tree Port Settings

The Port Group STP parameters that can be configured are:

Port Cost

A Port Cost can be set from 1 to 65535. The lower the number, the
greater the probability the port will be chosen to forward packets.

Priority

A Port Priority can be from 0 to 255. The lower the number, the greater the
probability the port will be chosen as the Root Port.
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MAC Forwarding

Use the following screen to setup static unicast forwarding on the switch.

Setup Static Unicast MAC Forwarding

Figure7- 36. MAC Address Forwarding Entry Screen

To add an entry, define the following parameters in the Add an Entry field:
MAC Address The MAC address to which packets will be statically forwarded.
VID The VLAN ID number of the VLAN to which the above MAC address belongs.
PortMap Allows the designation of the port on which the above MAC address resides.

Use the Entries field to select any existing entry and remove it from the forwarding table. Select the MAC
address you want to remove, and click the Remove button.

MAC Filtering

Use the following screen to setup static unicast forwarding on the switch.

Setup MAC Address Filter
dress YID o Applhy

d

End of datal

Figure7- 37. MAC Address Filtering Setup Screen

To add an entry, define the following parameters in the Add an Entry field:

MAC Address The MAC address to which packets will be statically forwarded.
VID The VLAN ID number of the VLAN to which the above MAC address belongs.

Choose Dst, Src or Either from the drop-down menu to filter packets based on
destination, source or either MAC address.

State

Use the Entries field below to select any existing entry and remove it from the forwarding table. Select the
MAC address you want to remove, and click the Remove button.
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Management

The Management folder is used to define parameters for SNMP agents.

Management Station IP Settings

Use the Management Station IP Settings screen to choose one to three management stations.

Management Station IP Settings

IP Address

Apply 1

Figure7- 38. Management Station IP Address Screen

Use the Management Station IP Settings to select up to three management stations used to manage the Switch. If
you choose to define one or more designated management stations, only the chosen stations, as defined by IP
address, will be allowed management privilege through the web manager or Telnet session. To define a
management station IP setting, type in the IP address in the area provided and click on the Apply button.

manager when you click on Apply.

Note: If you are not currently running the web manager from one of the IP addresses
defined in the Management Station IP Settings screen, you will lose access to the web

Community Strings

Use the Community Strings menu to define up to four community strings. Community strings are used to verify

who can receive SNMP information from the switch.

SHNMP Access Policy Setting

Community String Fight Status
Apply l

Figure7- 39. Community Strings Menu

Type in the Community String in any of the four entry fields. Use the drop-down menu to define the Access
Right and Status of the corresponding string. For the Access Right, select Read-Write or Read Only. Under

Status, choose Valid to enable the string or Invalid to disable it.
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Trap Receivers

The following menu allows the user to specify management stations that will receive authentication failure

messages or other trap messages from the switch. Up to 4 trap managers may be entered.

SNMP Trap Manager Configuration

Trap Receiving Station

Status

Community String

Disabled =

Disabled =

Disabled =

Disabled =

T

Apply

Figure7- 40. Trap Receivers Menu

To set up trap receivers, define the following:

Trap Receiving Station

Type in the IP address of the trap recipient, i.e. the IP address of the
management station that will receive traps generated by the switch.

Community String

Type in a string of up to 20 characters used for authentication of users
wanting to receive traps from the switch’s SNMP agent.

Status

Choose Enabled or Disabled for the string. This is used to temporarily
limit the receipt of traps generated by the switch.

User Accounts

Use the User Accounts Control Table to control user privileges.

User Accounts Control Table

Iser Mame

eviljulius
miybrainhurts
tonyisagod

Right
Root More
User More
User+ More|

Figure7- 41. User Accounts Control Table

To add a new user, click on the New button. To modify or delete an existing user, click on the More button for

that user.
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User Accounts Control Table - Add

iwadayulukinat

;*********

;********ﬂ

iRl:u:ut vi

Apply

Figure7- 42. Add User Accounts Control Table

Add a new user by typing in a User Name, and New Password and retype the same password in the Confirm
New Password. Choose the level of privilege (Root, User or User+) from the Access Right drop-down menu.

User Accounts Control Table - Edit
tonyisagod

1******

]*****ﬂ

iRl:n:ut *i

Apply Delate

Figure7- 43. Edit User Accounts Table

Modify or delete an existing user account in the User Account Control Table — Edit. To delete the user account,
click on the Delete button. To change the password, type in the New Password and retype it in the Confirm
New Password entry field. Choose the level of privilege (Root, User or User+) from the Access Right drop-
down menu.
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Serial Port Settings

Change serial port settings by clicking on the Serial Port Settings button to see the screen shown below. Change
the Auto-logout console settings or change the SLIP settings.

Serial Port Settings
1CDn5|:|Ie Vi

Console Settings

Apply i

Figure7- 44. Serial Port Settings

Console Settings

The read-only console settings are:

Specifies the rate data will be exchanged over the serial link. The default value is
Baud Rate
9600 baud.
. Specifies the number of bits that will carry data over the serial link. The default
Data Bits : :
value is 8 bits.
. Specifies the number of bits that indicate when a serial word ends. The default
Stop Bits . .
value is 1 bit.

The Auto-logout settings can be changed. Select 2 minutes, 5 minutes, 10 minutes, 15 minutes or Never
from the drop-down menu.
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SLIP Settings

Change the following SLIP settings:

Baud Rate

Specifies the rate data will be exchanged over the serial link. The default
value is 9600 baud.

Interface Name

The name of the IP interface, previously defined on the switch, that will
communicate with the remote management station.

Local IP Address

The IP address that corresponds to the IP interface name above.

Remote IP Address

The IP address of the remote management station that will communicate
with the switch using SLIP.

MTU

Maximum Transfer Unit, specifies the maximum number of bytes (octets)
that can be transferred in a single packet. The options are 1006 and
1500.

122




D-Link DHS-3224V Switch User’s Guide

Monitoring

This category includes: Port Utilization, Packets (Received (RX), UMB cast (RX), and Transmitted (TX)),
Errors (Received (RX) and Transmitted (TX)), Size (Received (RX)), MAC Address, IGMP Snooping and Port
Access Control, as well secondary screens.

Port Utilization

The Switch can display the utilization percentage of a specified port in the window below.

Clear |

Utilization  ITECEE

Time Interval 15 - Record Mumber 200 - Apply
ShowHide v Utilization

Figure7- 45. Utilization window

The information is described as follows:

Select the desired setting between 71s and 60s, where “s” stands for

Time Interval :
seconds. The default value is one second.

Select number of times the Switch will be polled between 20 and 200. The

Record Number default value is 20.

Show/Hide Check whether or not to display Utilization.
Clear Clicking this button clears all statistics counters on this window.
Packets

The Web Manager allows various packet statistics to be viewed as either a line graph or a table. The six windows
offered are as follows:
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Received (RX)

Clear |View Table

a00n

4500

4000

1400

. ‘FU"J" i

500 e

Time Interval 1z - Record Mumber 200 - Apply

Show/Hide ¥ Bytes ¥ Packets

Figure7- 46. Rx Packets Analysis window (Line Chart)
Wiew LineChart

Packet Analysis of Port 1 Timelnerval [[ERIEH|

3945 g 7395 1] T

Bytes 739

Packets 36 A1 36 7156

Lnicast
Multicast

Broadcast

2 54 138549

Bytes 1014 1014

Packets

Figure7-47. Rx Packets Analysis window (Table)

The information is described as follows:
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Select the desired setting between 7s and 60s, where “s” stands for

Time Interval ;
seconds. The default value is one second.

Select number of times the Switch will be polled between 20 and 200. The

Record Number default value is 20.

Bytes Counts the number of bytes received on the port.

Packets Counts the number of packets received on the port.

Show/Hide Check whether or not to display Bytes and Packets.

Clear Clicking this button clears all statistics counters on this window.

View Table Clicking this button instructs the Switch to display a table rather than a line

graph.

Clicking this button instructs the Switch to display a line graph rather than a

View Line Chart
table.

UMB-cast (RX)

Clear |view Tahle

A000

Multicast

Broadcast

4400

1400
1000

a00

Tirne: [nterval 1z - R ecord Mumber 200 - Apply
Showe/Hide ¥ Unicast v Multicast [ Broadcast

Figure7- 48. Rx Packets Analysis window for UMB (Line Chart)
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Wiew Line Chart

Bytes

Unicast

MUlticast g 10682 g 132

Bytes

Packet Analysis of Port1  Timelnterval RSN

7107

Figure7-49. Rx Packets Analysis window for MBU (Table)

The information is described as follows:

Time Interval

Select the desired setting between 1s and 60s, where “s” stands for seconds.

Record Number

Select number of times the Switch will be polled between 20 and 200.

Counts the total number of good packets that were received by a unicast

Unicast address.
. Counts the total number of good packets that were received by a multicast

Multicast

address.

Counts the total number of good packets that were received by a broadcast
Broadcast

address.
Show/Hide Check whether or not to display Multicast, Broadcast, and Unicast Packets.
Clear Clicking this button clears all statistics counters on this window.
View Table Clicking this button instructs the Switch to display a table rather than a line

graph.

View Line Chart

Clicking this button instructs the Switch to display a line graph rather than a
table.
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Transmitted (TX)

Clear |View Table

i

ru AL

\|\|'||'||'||'| I |\ il

et uuuuuuuu| nuh ulI|1||uuuuuuu uuu'

|

Unit:ibytes)

Time Interval 1z - Record Mumber 200 - Apply
Show/Hide ¥ Bytes ¥ Packets

Figure7- 50. Tx Packets Analysis window (Line Chart)
Wiew LineChart

Packet Analysis of Port1  Timelnterval RSN

Bytes GART 252169938 BABT 5902

a9 BE0170 a9 7156

IUnicast a7

hulticast 8 106832 a

Bytes

Figure7- 51. Tx Packets Analysis window (Table)

The information is described as follows:
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Select the desired setting between 7s and 60s, where “s” stands for

Time Interval ;
seconds. The default value is one second.

Select number of times the Switch will be polled between 20 and 200. The

Record Number default value is 20.

Bytes Counts the number of bytes successfully sent from the port.

Packets Counts the number of packets successfully sent on the port.

Show/Hide Check whether or not to display Bytes and Packets.

Clear Clicking this button clears all statistics counters on this window.

View Table Clicking this button instructs the Switch to display a table rather than a line

graph.

Clicking this button instructs the Switch to display a line graph rather than a

View Line Chart
table.

Errors

The Web Manager allows port error statistics compiled by the Switch’s management agent to be viewed as either
a line graph or a table. The four windows offered are as follows:

Received (RX)

Clear |View Table

A000
4500 CreErrar
4000

3500

Drop (0 |

1500
1000
A00

it II 4] I

Time Interval Record Mumber | 200

ShowdHide W CrcEmor ¥ UnderSize W OverSize ¥ Fragment ¥ Jabber ¥ Drop

Figure7- 52. Rx Error Analysis window (Line Chart)
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WView Line Chart

CrcErrar
UnderSize
Owersize
Fragment
Jabher

Drop

Packet Analysis of Port1  Time Interval IR |

0 1] 0

2147
0 i i 0

2147583740

345160

Figure7- 53. Rx Error Analysis window (Table)

The information is described as follows:

Time Interval

Select the desired setting between 1s and 60s, where “s” stands for
seconds. The default value is one second.

Record Number

Select number of times the Switch will be polled between 20 and 200.
The default value is 20.

Counts otherwise valid frames that did not end on a byte (octet)

CRCError boundary.
The number of frames detected that are less than the minimum
. permitted frame size of 64 bytes and have a good CRC. Undersize
UnderSize o 2
frames usually indicate collision fragments, a normal network
occurrence.
Counts packets received that were longer than 1518 octets, orif a
OverSize VLAN frame, 1522 octets and less than the MAX_PKT_LEN. Internally,
MAX_PKT_LEN is equal to 1522.
Fragment The number of packets less than 64 bytes with either bad framing or an
g invalid CRC. These are normally the result of collisions.
Jabber The number of frames with lengths more than the MAX_PKT_LEN
bytes. Internally, MAX_PKT_LEN is equal to 1522
D The number of frames which are dropped by this port since the last
rop ;
Switch reboot.
. Check whether or not to display CrcError, UnderSize, OverSize,
Show/Hide
Fragment, Jabber, and Drop errors.
Clear Clicking this button clears all statistics counters on this window.
View Table Clicking this button instructs the Switch to display a table rather than a

line graph.

View Line Chart

Clicking this button instructs the Switch to display a line graph rather
than a table.
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Transmitted (TX)

Clear |v1ew Table

a000

1 ExDefer
4500

4000 LateCaoll

1600
1000

a00

Time Intereal Record Wumber

Show/Hide B ExDefer ¥ LateColl ¥ ExCall ¥ SingColl ¥ Call

Figure7- 54. Tx Error Analysis window (Line Chart)
Wiew Line Chatt

Packet Analysis of Port1  Timelrierval [EES|

1] i} 0 2 44

ExDefer 2
CrcErrar

LateColl

ExCall

Singcoll

Coll

Figure7-55. Tx Error Analysis window (Table)
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The information is described as follows:

Time Interval

Select the desired setting between 7s and 60s, where “s” stands for
seconds. The default value is one second.

Record Number

Select number of times the Switch will be polled between 20 and 200.
The default value is 20.

Counts the number of frames for which the first transmission attempt

ExDefer on a particular interface was delayed because the medium was busy.
CRCError Counts otherwise valid frames that did not end on a byte (octet)
boundary.
Counts the number of times that a collision is detected later than 512
LateColl oy ; o
bit-times into the transmission of a packet.
Show/Hide Check whether or not to display ExDefer, CrcError, and LateColl
errors.
Clear Clicking this button clears all statistics counters on this window.
View Table Clicking this button instructs the Switch to display a table rather than a

line graph.

View Line Chart

Clicking this button instructs the Switch to display a line graph rather
than a table.

Size

The Web Manager allows packets received by the Switch, arranged in six groups, to be viewed as either a line
graph or a table. The two windows offered are as follows:

Packet Size

Clear

a000
4500

4000

1500

1000

Time Interval

Show/Hide

View Table

7 B4

¥ E5127 ¥ 128255 ¥ 256511 I 5121023 ¥ 10241518

Figure7- 56. Tx/Rx Size Analysis window (Line Chart)
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View Line Chart

Time Interval m

Packet Analysis of Port 1

34 34 84

69-127
128-293
256-511

512-1023

1024-1518

Figure7- 57. Packet Analysis window (Table)

The information is described as follows:

Time Interval

[Pl

Select the desired setting between 1s and 60s, where “s” stands for seconds.
The default value is one second.

Record Number

Select number of times the Switch will be polled between 20 and 200. The
default value is 20.

64

The total number of packets (including bad packets) received that were 64
octets in length (excluding framing bits but including FCS octets).

65-127

The total number of packets (including bad packets) received that were
between 65 and 127 octets in length inclusive (excluding framing bits but
including FCS octets).

128-255

The total number of packets (including bad packets) received that were
between 128 and 255 octets in length inclusive (excluding framing bits but
including FCS octets).

256-511

The total number of packets (including bad packets) received that were
between 256 and 511 octets in length inclusive (excluding framing bits but
including FCS octets).

512-1023

The total number of packets (including bad packets) received that were
between 512 and 1023 octets in length inclusive (excluding framing bits but
including FCS octets).

1024-1518

The total number of packets (including bad packets) received that were
between 1024 and 1518 octets in length inclusive (excluding framing bits but
including FCS octets).

Show/Hide

Check whether or not to display 64, 65-127, 128-255, 256-511, 512-1023,
and 1024-1518 packets received.

Clear

Clicking this button clears all statistics counters on this window.

View Table

Clicking this button instructs the Switch to display a table rather than a line
graph.

View Line Chart

Clicking this button instructs the Switch to display a line graph rather than a
table.
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MAC Address

The Web Manager allows the Switch’s MAC address table (sometimes referred to as a forwarding table) to be

viewed:

Clea

i Browse
iDD—DD—DD—DD—DD—DD Browse
Unitm Por‘til vi Browse

Clear all Table i

il

r Table By Port

Browse Address Table - sequential

ort Learmed
00-00-00-00-00-08 S1P1 dynarnic

1 1

1 1 0-00-00-00-00-0% 211 dynarnic
1 1 00-00-00-33-33-00 21P1 dynarnic
1 1 A0-00-80-50-12-34 21P1 dynarmic
1 1 00-00-81-9a-a0-5f 2l dynarmic
1 1 00-00-81-59a-f2-4 mifl dynarmic
1 1 00-00-81 k655 dd 21P1 dynarmic
1 1 00-00-e2-4f-57-03 bt ol dynarmic
1 1 00-00-e2-Eb-br-fH 2l dynarmic
1 1 00-00-f8-Tc-1c-28 aifl dynarnic
1 1 00-00-£8-Fe-1c-29 21P1 dynarmic
1 1 00-01-02-03-04-05 21P1 dynarmic
1 1 00-01-30-fa-5-00 211 dynarnic
1 1 00-01-96-9c-06-00 a21P1 dynarnic
1 1 A0-02-3-70-43fe 21P1 dynarnic
1 1 00-02-3(-71-3e-ce Bl dynarmic
1 1 00-02-a5-fa-bd-95 mifl dynarmic
1 1 00-03-47 74 8. 91 21P1 dynarmic
1 1 00-03-6d-1e-76-78 bt ol dynarmic
1 1 00-03-7f-he-f1-f4 2l dynarmic
Total Addresses in Table: 448 Mest i

Figure7- 58. MAC Address Table window

The information is described as follows:

Search by VLAN ID

Allows the forwarding table to be browsed by VLAN ID (VID).

Search by MAC Address

Allows the forwarding table to be browsed by MAC Address.

Search by Port

Allows the forwarding table to be browsed by port number.

Allows the user to move to a sector of the database corresponding to a

Jump user defined port, VLAN, or MAC address.

Find Click the icon to find the data entry.

Clear All Clears all forwarding table entries.

Clear By Port Clears the forwarding table entries that have the entered port number.

VvVID The VLAN ID of the VLAN the port is a member of.

MAC Address The MAC address entered into the address table.

Port The port that the MAC address above corresponds to.

Learned How thg switch discoveljed the MAC address. The possible entries are
Dynamic, Self, and Static.

Next Click this button to view the next page of the address table.
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IGMP Snooping

The Switch’s IGMP snooping table can be browsed using the Web Manager. The table is displayed by VLAN ID
(VID).

IGMP Snooping Table

[Init Cluerier

ﬁ“E} Disabled 260 Mon-Clierier Wi l

Total Wlan entries i the table [0

Figure7-59. IGMP Snooping Table window

The information is described as follows:

VID VLAN ID of the VLAN for which the IGMP Snooping table is to be
displayed.

Search Click on the View button to display the IGMP Snooping Table for the
current VID.

Multicast Group The IP address of a multicast group learned by IGMP snooping.

MAC Address The corresponding MAC address learned by IGMP snooping.

Port Map Displays the ports that have forwarded multicast packets.

Reports The number of IGMP reports for the listed source.
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Port Access Control

There are five windows that comprise the 802.1X port-based authentication section.

Authenticator State

Authenticator Status of Unit1  TimeIrterval  [EJIES|

Authstate Backendstate Portstatus PortControl

NI
NI
NI
NI
NI

NiA

Figure7- 60. Authenticator Status window

This window displays the Authenticator Status for an individual port. To select a port, click a port on the front
panel display. A polling interval between 1 and 60 seconds can be set using the drop-down menu at the top of
the window.

Authenticator Statistics

Show Authenticator Statistics of Unit1  Timelnterval  FIER|

i i i i i i

-
-
:

Figure7- 61. Authenticator Statistics window

This window displays the Authenticator Statistics for an individual port. To select a port, click a port on the
front panel display. A polling interval between 1 and 60 seconds can be set using the drop-down menu at the
top of the window. Clicking the Clear button resets these statistics counters.
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Authenticator Session-Counter

Authenticator Session Counter of Unit1  Timelnterval  JEJEH]

[l
i i i [,
i i i [,
i 0 I [a]i,

Figure7- 62. Authenticator Session Counter window

This window displays the Authenticator Session Counter for an individual port. To select a port, click a port on
the front panel display. A polling interval between 1 and 60 seconds can be set using the drop-down menu at
the top of the window.

Radius Authentication

Radius Authentication  Timelnewal  [[EIEN]

- - o

[l I PiA [di PR Pl

Figure7- 63. Show Radius Authentication window

This window displays Radius Authentication information. A polling interval between 1 and 60 seconds can be
set using the drop-down menu at the top of the window.
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Radius Accounting

Radius Accounting  Time Ineval  JEIES|

. - -

[o/FA [/ [+ [A/F

Figure7- 64. Show Radius Accounting window

This window displays Radius Accounting information. A polling interval between 1 and 60
seconds can be set using the drop-down menu at the top of the window.
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Maintenance

This category includes TFTP Services (Update Firmware, Configuration File, Save Settings, and Save History
Log), Switch History, Ping Test, Local Loopback, Line Loopback, Save Changes, Factory Reset, Restart System.

TFTP Services

Trivial File Transfer Protocol (TFTP) services allow the Switch firmware to be upgraded by downloading a new
firmware file from a TFTP server to the Switch. A configuration file can also be loaded into the Switch, and
switch settings can be saved to a TFTP server. In addition, the Switch’s history log can be uploaded from the
Switch to a TFTP server.

Please note that TFTP server software must be running on the management station for the TFTP services listed
here to work.

Update Firmware

S i 0
File Iame Ic::"-,prl:uje:’f'-,dh5—3224".,runtime"-,image"-,df
Start | Apply |

Figure7- 65. Update Firmware from Server window

Enter the IP address of the TFTP Server in the Server IP Address field and the complete path and file name of
the firmware file for the Switch. Click Apply to enter the server’s IP address into the Switch’s RAM (use Save
Changes to enter the address into the Switch’s non-volatile RAM). Click Start to initiate the file transfer.

The information is described as follows:

Server IP Address The IP address of the TFTP server.

The full file name (including path) of the new firmware file on the TFTP
server.

File Name

Configuration File

A configuration file can be downloaded from a TFTP server to the Switch. This file is then used by the Switch to
configure itself.

|

Start | Apply |

Figure7- 66. Use Configuration File on Server window

Enter the IP address of the TFTP Server in the Server IP Address field and the complete path and file name of
the firmware file for the Switch. Click Apply to enter the server’s IP address into the Switch’s RAM (use Save
Changes to enter the address into the Switch’s non-volatile RAM). Click Start to initiate the file transfer.

The information is described as follows:
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Server IP Address The IP address of the TFTP server.

File Name The full file name (including path) of the new firmware file on the TFTP server.

Save Settings

The Switch’s current settings can be uploaded to a TFTP Server by the Switch’s management agent.

Save Settings To TFTP Server

Server [P |1':I .I‘43 _|1EI -I1

File Mame

Start | Apply |

Figure7- 67. Save Settings To TFTP Server window

Enter the IP address of the TFTP Server in the Server IP Address field and the complete path and file name of
the firmware file for the Switch. Click Apply to enter the server’s IP address into the Switch’s RAM (use Save
Changes to enter the address into the Switch’s non-volatile RAM). Click Start to initiate the file transfer.

Please note that if the user does not save configurations to NV-RAM, the configurations the user is uploading to
a TFTP server will not be saved correctly.

The information is described as follows:

Server IP Address The IP address of the TFTP server.

The full file name (including path) of the new firmware file on the TFTP
server.

File Name

Save History Log
The Switch’s management agent can upload its history log file to a TFTP server.

Please note that an empty history file on the TFTP server must exist on the server before the Switch can upload
its history file.

Save Switch History To TFTP Server

Server [P Address : |43 : |1 n o |1
File Matme

Start | Apply |

Figure7- 68. Save Switch History To TFTP Server window

Enter the IP address of the TFTP Server in the Server IP Address field and the complete path and file name of
the firmware file for the Switch. Click Apply to enter the server’s IP address into the Switch’s RAM (use Save
Changes to enter the address into the Switch’s non-volatile RAM). Click Start to initiate the file transfer.

The information is described as follows:

Server IP Address The IP address of the TFTP server.

The full file name (including path) of the new firmware file on the TFTP
server.

File Name
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Switch History

The Web Manager allows the Switch’s history log, as compiled by the Switch’s management agent, to be
viewed.

Switch History
mequence I

224 000d06hz26m  Successfial login through web.

223 000d06hz22m Configuration saved to fash.

222 000400h49m  Configuration saved to flash.

221 000400k 3m  Successful login through console.
220 000400h43m  Successfial logout through console.
219 O00d00hz7m  Configuration saved to fash,

218 000400hZ26m  Successfial login through console.
217 O00d00h05m  Successfil login through console.
216 000400h00m  Module 1, Port 1 Link Up

215 000A400R00m  Module 1, Port 1 Link Down
214 000400h00m  Module 1, Port 1 Link Up

213 000400R00m  Cold Start

212 000401h52m  Successfil login through console.
211 Q00d00R00m  Successfil login through console.
210 000400h00m  Module 1, Port 6 Link Up

209 000A400R00m  Cold Start

208 000400h03m  Tperade firmwrare from successfilly.
207 O00d00h02m  Configuration saved to fash.

206 000400h00m  Successfial login through console.
205 000400R00m  Module 1, Port 6 Link Up

Clear Mt
_Clear |

Figure7- 69. Switch History window

The Switch can record event information in its own logs, to designated SNMP trap receiving stations, and
to the PC connected to the console manager. Clicking Next at the bottom of the window will allow you to
display all the Switch Trap Logs. Clicking Clear will reset this log.

The information is described as follows:

Sequence A counter incremented whenever an entry to the Switch’s history log is made.
The table displays the last entry (highest sequence number) first.

Time Displays the time in days, hours, and minutes since the Switch was last
restarted.

Log Text Displays text describing the event that triggered the history log entry.
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Ping Test

The Switch is able to test the connection with another network device using Ping.

Ping Test

Enter the IP address of the dewice or station yvou want to ping, then chck
Start.

Target IP Address: |undsfined

Repeat Pinging for: ' Infinite times

[ times (1 - 259)
Start 1

Figure7-70. Ping Test window

Enter the IP address of the network device to be Pinged in the first field and select the number of test packets to
be sent (3 is usually enough). Click Start to initiate the Ping program.

Local Loopback Test

Local Loopback

>
Port Mumber: [1 ~]
Mumber of Repetitions: & |nfinite times

o | times {1 - 255)

Start

Figure7- 71. Local Loopback Test Screen

To perform a local loopback test, select the Port Number: of the target port and the number of repetitions. If
you choose Infinite times the test can be stopped and resumed by clicking on the appropriate button.

Line Loopback Test
Line Loopback

[Unit: i 1 :}'

Fort Mumber: i 1 'i

Mumber o 3 & nfinite times

c [ times (1-255)

Start
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Figure7- 72. Line Loopback Test Screen

To perform a line loopback test, select the Port Number: of the target port and the number of repetitions. If you
choose Infinite times the test can be stopped and resumed by clicking on the appropriate button.

Save Changes

Save Configuration

Save system settings to NV-RHAM.

Sawve Configuration

Figure7-73. Save Configuration window

To save all the changes made in the current session to the Switch’s flash memory, click the Save
Configuration button.

Factory Reset

Factory Reset to Default Value

CAUTION! This function resets the NV-BAM to default values.
Switch sefting will be returned to defaults.

YWhen the Reset is applied, the system will automatically reboot.

Do you want to keep system IP address ? ™ Yes © No

Resetto Factory Default

Figure7- 74. Factory Reset to Default Value window

A remote reset returns the Switch to the initial parameters set at the factory. Click Reset to Factory Default to
reset the Switch.
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Restart System

Restart System

If you do not save the settings, all changes made in this session will be
lost.

Do you want to save the settings? * Yes © No

Festart |

Figure7- 75. Restart System window

To perform a reboot of the Switch, which resets the system, click the Restart button.
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Technical Specifications

General

STANDARDS:

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-TX Fast Ethernet
IEEE 802.1 Q VLAN

IEEE 802.3x Full-duplex Flow Control

TOPOLOGY:

Star

NETWORK CABLES:

Telco50 (RJ-21)

Cat.5 Ethernet (RJ-45)

24AWG (RJ-11)

IEEE 1394 specifications can be downloaded from:

http://www.1394ta.org/Technology/Specifications/specifications
.htm

Physical and Environmental

AC inputs:

100 - 240 VAC, 50/60 Hz
(internal universal power supply)

Power Consumption:

75 watts maximum

3 built-in 40 x 40 x10 mm fans for main board

AT 1 built-in 40 x 40 x 10 mm for power supply
I . 0 to 40 degrees Celsius
Temperature:
SUETEED . -25 to 55 degrees Celsius
Temperature:
Humidity: Operating: 5% to 95% RH non-condensing;
y: Storage: 0% to 95% RH non-condensing

. . . 441 mm x 387 mm x 44 mm (1U), 19 inch rack-mount

Dimensions: .
width

Weight: 6 kg
EMI: FCC Class A, CE Class A, VCCI Class A, BSMI Class A,

C-Tick Class A

Safety:

UL/CUL
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Performance

Transmission
Method: Store-and-forward
RAM Buffer: 8 Mbytes per device
Filtering Address 8K
Table:
b Add.ress Automatic update.
Learning:
Forwarding Table Max age: 10 - 1000000 seconds.
Age Time: Default = 300.

24 Port Splitter Low Pass Filter
Passband Frequency: DC to 125KHz
Insertion Loss: 0.7dB maximum @20KHz ~ 125KHz

20dB minimum @DC to 100KHz

Return Loss:
15dB minimum @100KHz ~ 125KHz

Stopband Frequency: 800KHz ~ 7.9MHz
Attenuation: 65dB minimum
Impedance: 1500

Operating Temperature: -10 to 60 degrees Celsius
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Runtime Switching Software Default Settings

Load Mode Ethernet
Configuration update Disable
Firmware update Disable
Out-of-band baud rate 9600
RS232 mode Console

IP address 10.90.90.90
Subnet mask 255.0.0.0
Default Gateway 0.0.0.0
BootP service Disable
TFTP server IP address 0.0.0.0
Console time out 10 min
User name None
Password None
Device STP Disable
Port STP Enable

Port enable Enable
Bridge max age 20 secs
Bridge hello time 2 sec
Bridge forward delay 15 sec
Bridge priority 32768

Port STP cost 100

Port STP priority 128
Forwarding table aging time 300 secs
NWay Enable
Flow control Enable
Community string “public”, “private”
VLAN mode IEEE 802.1Q
SNMP VLAN(802.1Q) 1

Default port VID 1

Ingress rule checking Disable
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