D-Link

How to login D-Link Switch via SSH_Public Authmode

1. Add a admin user account in Switch.
create account admin admin
Enter a case-sensitive new password:admin

Enter the new password again for confirmation:admin

2. Setup and Enable SSH function in Switch.
config ssh server maxsession 8
config ssh server contimeout 120
config ssh server authfail 2
config ssh server rekey never
config ssh user admin authmode publickey
enable ssh

3. Use Puttygen.exe to generates private and public keys.
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Actions

Generate a public/private key pair [ Generate ]

Load an existing private key file [ Load ]

Save the generated key Save public ke Save private key

Farameters

Type of key to generate:
(O 55H-1 (RS54 (%) 55H-2 R5A (0 55H-2 D54

MHumber of bits in a generated key: I-'IEI24 I
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Pleaze generate some randomness by moving the mouze over the blank area.

Actions

Generate a public/private key pair

Load an existing private key file LLoad

Save the generated key Save public key

FParameters

Type of key to generate:
55H-1 [R54) S5H-2 D54

Mumber of bits in a generated key:
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Public: key for pasting into OpenS5SH autharized_keys file:

I szhrza
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: AFERB= rza-kep-20031003 |

Key fingerprint; |$sh-rsa 1024 7ec17-78:cef-52 bk 22 5357 70: b0 26:05: ¢ 3 29 |
Key comment: |rsa-key-2EIEIE!1 nng |
Key passphrase: |"" test i
1
I

Canfirrn pazsphrasze: |vuvu| test

Actions

Generate a public/private key pair [ Generate l
Load an existing private key file [ Load I
Save the generated key Save public key ] [ Save private key I
Farameters

Type of key to generate:
{3 55H-1 [R54) {*) 55H-2 F54 (I 55H-2 D54

Mumber of bitz in a generated kew: |1I324




PUTTY Key Generator M| Save public key as:

K Save in: | @ Desktop v| Q & = B
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Public key for pasting into DpenSSH authorized_keys fil: 2 521 config(0502211558).
sshsa 4 [¥3.jpg _" dags-3426-lacp.peap
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B n e et enne ||| 0o |lsen G b D
vAall Al Zl Turh el 2oV n. [t VCTe _— o o]

JFKRA reakey-20091008 gl g @ Egtljaugigﬁism&mhﬁgh.xls |pv6 _good(wgsw%

- - £ |=11.jpg Member case.docx
Key fingerprint: |ssh-rsa 1024 Fe17: 78 ce:f. 52 bd:e2: 5357 70:b0: 26:05:c3:29 | Disckion La 12.ing E] rhemo. bt
Key comment |rsarkey-20051002 | [513.pg |5)pub_v2.pok

: % 3526-acp.peap [F]pub_v2_pri.npk

Key passphrase: [oeee | | %] backup-20000918(0922221022). kg B2 nuttygen.exe

; : | i . ® i ;
Canfirn passphrase: |uu | My Dcments @Qc.hlna Con-cal.docx |__\]putty prlvgte_key ppl

7 cisco-lacp-1.poap |:\] putty-public_key.ppk

Actions cisco-lacp.pcap @route _print_vista.jpg
Generate a public/private key pair @ b3 - N

Load an existing private key file My Computer

Save the generated key [ Save public key ] [ Save private key ] -

File: name:

|pub_v2.ppk V| |[ Save Jl

Save as bype: |AIIFiIes["."] v| [ Cancel ]

Parameters =
tdy Metwark,

Type of key to generate:

€ 55H-1 [RSA) () 55H-2 R5A () 55H-2 D5A

Number of bitz in a generated key: 1024

E| Save private key as:

Save in; |@Desktop v| (€] 'T |7 v
Key
= = = :
Public key for pasting into OpenSSH authorized_keys file: = U-QJMY Documents EDUb—VzJN"DDk
sshrsa 4 2} ‘s My Computer 5] putty-private_key.pok
AAAABINzaC1 o 2ZEAAAABI DAAAIEAWZ PnIMnbS B +qdmeSipiyQ+pcvhDRiFwl x/Ud My Recent \QMy MNetwork Places |’i] putty-public_key.ppk
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/FKR8= rsa-key-20091008 @ =g
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Ky fingerprint; |ssh-rsa 1024 7e:17.78:ceff. 52 bd 22 5357, F0:b0; 26: 05:c 329 | Deskiop [CILDAP
Key comment; [rsarkey-20091008 | (CDipcap
Lttt
Key passphraze: | . | Svisa
Confirm passphrase: |uu | ) wedding
My Documents |-
(fEE - 608E
Actions H pub_v2.ppk
Generate a public/private key pair
Load an existing private key file My Computer | d | i
File name: pub_vZ2_pri.ppl v Save
Save the generated key [ Save public key ]l [ Save private key ] - - .
= J \ Save as type: | FuTT* Private Key Files [*.ppk] " | [ Cancel
Farameters :
My Metwork
Type of key to generate:
I 55H-1 [RSa) (#155H-2 R5A () 55H-2054
Mumber of bitz in a generated key: 1024

4. Enable Putty.exe and upload private key.

uTTY Configuration Select private key file
Categary: Look in: | @ Desktop » | O F B [E-

~ | Optionz controling S5H authentication | ﬂ u

= i My Documents 5 pub_v2_pri.ppk
[[] Bypass authentication entirely (55H-2 only) E} d My Cornputer m putty-private_key.ppk
e R et 3.1}. HeceTt ‘jgﬂy Eetwork Places |'i] putty-public_key.ppk

ocuments i
Atternpt authentication using Pageant ey EEEE tip
Atternpt TIS or CryptoCard auth [S5H-1] @ Sichat
Attemnpt “keyboard-interactive' auth [S5H-2] -
Desktop DLoaP
Authentication parameters (Cpcap
2 Connection Allow agent forwarding - Dttt
. Data = Allow attempted changes of username in S5H-2 ’J DvISA )
Frivate key file for authentication: My Documents g;iﬁiﬂgﬁggﬁﬁ
‘E:\Documents and Settings\Benson\Del [ Browse... ] H E ':'2_ K
| | pub_v2.ppl
My.Eomputer
File name: | |pub_v2_pri.ppk b | Open
£ | o Filez of type: | PuTTY Private Key Files [*.ppk] w | Lancel J
- Tunnels X
EoGHim o My Netwark ] Open as read-anly
o ) e ]




Use Putty SSH application to login Switch.

ZX PUTTY Configuration

Category:
= E Basic options far pour PuT T session
L.cuggmg Specify the destination pou want to connect to
= Teminal dd Bort
_Host Mamme [or [P
K.epboard P e E i fess) : 2
Bel ; 10.90.90.90 | 22
Features Connectiaon type:
= wiindow (O Raw () Telnet ) Rlogin )55H () Senial
A
Bppea.ranc:e Load, zave or delete a stored zezsion
ehaviour
Translation _S aved Sessions
Selection _ |
Colours I :
Default Settings
=) Connection
Prowy T
Telnet Delete
Rlogin
= 55H
b Cloge window on exit;
$¥$ (T ahways (O Mever  (3) Only on clean exit
=11 b
) e

& 10.90.90.90 - PuTTY
login as: adminl

# 10.90.90.90 - PuTTY
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ch Command Line Int

EBuild Z.40.807
Cop 2 Corporation. A1l rights

UzerNarme: admin
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