D-Link

Building Networks for People

HowTo: Syslog Server

[Voraussetzungen]

1. DGS-1510-xx mit aktueller Firmware 1.21B05 und hoher

[Topologie]

Router & DHCP-SRV VID 2
DGS-3120-24PC/EI

@ VID 1 192.168.10.5/24
VID 2192.168.20.1/24
VID 1 untag
& 2 tag P28
VID 1 untag
' & 2 tag

DGS-1510-28P
IPIF VLAN 1 = 192.168.10.6/24
IPIF VLAN 2 = 192.168.20.240/24
Syslog-/Radius Server
IP 192.168.10.100/24

(o

PC-2
VLAN 2

BO

PC-1
a\) VLAN 1

[Vorbereitung]

= Der DGS-1510-xx hat im Auslieferungszustand die Standard IP 10.90.90.90/8

= Bitte dndern Sie dies bei der Ersteinrichtung (Integration in Ihre bestehende
Infrastruktur) des DGS-1510-xx in IThrem Netzwerk, fiir die genaue Vorgehensweise
der Einstellung der IP & des Benutzernamens schlagen Sie bitte im Handbuch (z.B.:
ftp://ftp.dlink.de/dgs/dgs-1510-20/documentation ) nach

[Aufgabe]

Der DGS-1510-xx soll diverse Meldungen an einen externen Syslog-Server versenden.
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1. Anlegen eines ,,Diskriminators*
a. System -> System Log -> System Log Discriminator Settings

@ DGS-1510-28P
E e
System Information Seftings
&) Peripheral Settings
¥ [ Port Configuration

s

7 System Log Server Settings

2 System Log
) System Aftack Log
& @ Time and SNTP
&) Time Range

® @ Management

@ L2 Features

[ @ L3 Features

B @Qos

B @ACL

B @ Securty

B @ osM

- g Monitoring

B @ Green

& Logged in as: Adminisirator, _

Discriminator Log Settings

Discriminator Name

Action

Severity

[]DOT1X
[]SAFEGUAR...
Drops [v]
] 0(Emergencies)

] 4twamings)

[] STACKING
[[] VOICE_VL.
[Jaos

[ DHEPVE
[]weB
s
[JLoP
[]POE
[]CcFG

[ 1talerts)
[] 5(Notifications)

[1PORT
[1FoB

[] PORTSEC
[J STORM_CT...
im0
[JDos
[JSURVEILL ..
[]BPDU_PRO.
[] FIRMWARE

[ 2(cCritical)
[] 6(informational)

[]sTP
[JLLDP
[JWAC
[]ssH
[JERPS
[] DEVICE
[]RADIUS
[JMAC

[ 3(Errors)
[] 7iDebugging)

Apply
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b. Konfigurieren/Anlegen eines Discriminators
a. Discriminator Name = definiert den Namen |hres Desriminators
(frei wahlbar, z.B. ALL)
b. Action = Includes / Excludes, definiert welche Events gemeldet oder
nicht gemeldet werden sollen
c. Severity = Includes / Excludes, definiert welche Events mit welchem
Schweregread (Severity) verarbeitet werden sollen
d. Apply = Ubernehmen der Einstellungen

%" Logged in as- Administrator, _ 2

«

@DGS-1510.28P
= @ System
) System Information Settings
& Peripheral Settings:
# [ Port Gonfiguration
# [ PoE
() [ System Log
T System Log Settings
T System Log Server Settings
& System Log
T System Attack Log
% [@ Time and SNTP
& Time Range

B

8 Management

B

82 Features

=l

L3 Features

=l

805
BACL

8 Security
5 oM

& Monitoring

R

el

Discriminator Log Setfings

Discriminator Name

Action

Severity

Includes ~]

[ SAFEGUAR...

Includes ]
[¥] D(Emergencies)
[ 4(Warnings)

[} STACKING [¥ PORT [ASTP

[ VOICE_VL... [¥IFDB [/ LLDP

M Qos (i PORTSEC [ WAC
[ DHCPVE [ STORM_CT... [ SSH

[ WEE [ SNMP [ ERPS
[ AAA [/} Dos [¥] DEVICE
¥ LOP [ SURVEILL ¥ RADIUS
[¥ POE (¥ BPDU_PRO. .. A MAC

¥ CFG [} FIRMWARE

[V 1(Alerts) [+ 2(Critical) [+ 3(Emors)
£ 2 e 2

p Online Help ~

% Logged in as” Administrator,  J2

WDGS-1510.25P
= @ System
7 System Information Seftings
) Peripheral Seffings.
(- @@ Part Configuration
# @ PoE
E} @ System Log
=) System Log Setiings
[ System Log Discriminator Settings
£ System Log Server Setlings
) System Log
T System Attack Log
- [ Time and SNTP
) Time Range
[ @ Management
¥ @ L2 Features
[ L3 Fealures
T @005
- EBACL
8 Security
- @ 0AM
& @ Monitoring
- @@ Green

Discriminator Log Settings

Discriminator Name

Action

Severity

ALL

15 chars

[]DOT1X
[] SAFEGUAR...

Drops ~]
[] 0(Emergencies)
[J 4twarnings)

Includes

[] STACKING [JPORT

] VOICE VL. []FDB

[Jaos [] PORTSEC
[]DHCPVE []STORM_CT...
[ WEB ] SNMP
[JAsA [] Dos

[JLDP ] SURVEILL...
[JPoE []BPDU_FRO...
[JcrG [] FIRMWARE
[] tiAlerts) [ 2(cCritical)

O 15) O

I T o]

Includes

SYS,STACKING,PORT,ST...

-2 -

C]stP
[JLLDP
CJwAC
[]SSH
[JERPS
[]DEVICE
[]RADIUS
MAC

[ 3tEmors)
[ 7(Debugging)

Apply

01234567
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2. Anlegen Syslog Server (Host)
a. System -> System Log -> System Log Server Settings

Ilii 510-25P
ystem Information Seftings

= Peripheral Settings
- g Port Configuration
- i@ PoE
£ Syslem Log Settings

2 System Log Discriminator Seftings
= System Log
=) System Attack Log
- @ Time and SNTP
7 Time Range
# @ Management
&) @ L2 Features
() @ L3 Fealures
& @ QoS
& @ ACL
@ @ Security
) @ OAM
- @ Monitoring
) @ Green

Log Server

4(Warnings) ﬂ

15 chars

(®) Host IPv4 Address

[ & & ] () Host IPvG Address
severty

Facility 23 ﬂ Discriminator Name

UDP Port (1024-65535)

Apply

Total Entries: 0
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b. Konfigurieren/Anlegen eines Syslog Host (Server)

a. IPv4/IPv6 Adresse = definiert die zu verwendende IP Adresse
b. Severity = Includes / Excludes, definiert welche Events mit
welchem Schweregread (Severity) verarbeitet werden sollen

c. Discriminator Name = der unter Punkt 1 angelegte Discriminator
d. Apply = Ubernehmen der Einstellungen

% Logoed in'as. Administrator, .. 42

@DGS-1510.25P
= @ System
) System Information Seflings
) Peripheral Setlings
%) [§@ Port Configuration
[ @ PoE
E) @ System Log
2] System Log Settings
= System Log Discriminator Setfings
=) System Log
=) System Attack Log
- @ Time and SNTP
2| Time Range
#) @ Management

*» Wizard

Log Server

(® Host IPv4 Address 192 - 168 - 10 - 100 (O Host IPv6 Address 2013:1

UDP Port (1024-65535) 514 Severity 7(Debugging) ﬂ
Facility 23 v] Discriminator Name

Apply

Total Entries: 0
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% Logoedin as- Adminisirator, B

® DGS-1510-28P
B @ System
=) System Information Seffings
=) Peripheral Seftings
- @ Port Configuration
@ PoE
) @ System Log
T System Log Settings
7 System Log Discriminator Seftings
B System Log Server Seffings
7 System Log
T System Aftack Log
B @ Time and SNTP
£ Time Range
Management

Log Server

(® Host IPv4 Address (O Host IPv6 Address R013:1

T

UDP Port (1024-65535) 514 Severity 4{Warnings) ﬂ
Facility 23 ﬂ Discriminator Name

Apply

I T S IR N
Debugging 2 ALL 514

Total Entries: 1

192.168.10.100
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3. Anpassen der System Log Settings
a. System -> System Log -> System Log Settings

) Online Help ~ =l % Logged in as: Administrator, _ U2

@ DES-1510-28P Global State
=) System Information Seftings Source Interface State Enabled [v]
) Peripheral Seffings

T — R
# @ Port Configuration

® PoE
e Buffer Log Settings

Buffer Log State Enabled [~

& SyslemTog Discriminator Setiings.
) System Log Server Settings Severity 4(Warnings) [v]

Discrminatr Nams
& System Aftack Log
% [ Time and SNTP Write Delay (0-65535) Boo |sec [Jinfinte Apply

2 Time Range

% @ Management Console Log Settings

¥ L2 Fealures

¥ [ L3 Fealures Console Log State Disabled [~]
= 203 Severity

® @ACL

= @ OAM
- @ Monitoring
5 Rraan

 Online Help ~ % Logged in as: Adminisirator, _ Y2

#DGS-1510-26P Global State
= [ system
%) System Information Settings Source Interface State Enabled [v]
= g Port Configuration
= @ PoE i
L W st Buffer Lgp
& System Log Setiings

— Euffer Log State
System Log Discriminalor Settings

7 System Log Server Seffings Severity
& System Log
& System Attack Log
[ Time and SNTP
2 Time Range

Apply

= f@ Management Console Log Settings

% @ L2 Features

# [ L3 Fealures Console Log State Disabled [v]

E5 S 205 Severity

T @ ACL

= @@ Security Discriminator Name Apply
© 8 OAM

= @ Monitoring

© [ Green

b. Konfigurieren des Buffer Log State
a. Enabled/Disabled = aktivieren/deaktivieren der Funktion
b. Severity = 0-7 definiert welche Events mit welchem
Schweregread (Severity) verarbeitet werden sollen
c. Discriminator Name = der unter Punkt 1 angelegte Discriminator
d. Apply = Ubernehmen der Einstellungen

4. Speichern der Konfiguration
a. Save -> Save Configuration
b. File Path = vorgegebene Daten fir die Konfigurationsdatei
c. Apply = Ubernehmen und Speichern

% Logged in as. Administrator, .. 22

WDGS-1510-26P
# @ System

#I- @ Management
[ [ L2 Featurss

# @ L3 Features

) @S

7 @ ACL

@ @ Security

Apply
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TEST am Syslog-Server

Titp Servel] Titp Client I DHCP server  Syslog server ] Log wewer]

tent

<1905 Jul 20 13:55:21 192.168.10.6 INFO: Canfiguration saved to flash by console [ semame: admin]
<190:-Jul 20 13:55:25 192.168.10.6 INFO: Port ethl/0/14 link down

<190:-Jul 20 13:55:31 192.168.10.6 INFO: Part et /0414 link up, 1000Mbps FULL duples

<190:Jul 20 13:55:45 192.168.10.6 INFO: RADIUS server 192.168.10.100 assigned VID: 2 to port E..
<1905 Jul 20 13:55:45 192.168.10.6 INFO: MAC-based Access Control host login success [MAC: 00-

fram

192.168.10.6
1592.168.10.6
152.16B.10.6
192168.10E
192.168.10.6

date

20/07 13:55:22 705
20/07 13.55:26.730
20/07 13:55:32.751
20/07 13:55:46.791
20/07 13:55:46. 791



