D-Link | DGS-1210-28P Firmware Release

Firmware Version:

Boot Code Version:

MIB Version:

D-View Module Version:
Published:

3.12.B037
1.00.013
3.12.B004
3.0.0.6

Aug. 20, 2015

These release notes include important information about D-Link switch firmware revisions. Please

verify that these release notes are correct for your switch:

- If you are installing a new switch, please check the hardware version on the device label;
make sure that your switch meets the system requirement of this firmware version. Please
refer to Revision History and System Requirement for detailed firmware and hardware

matrix.

- If the switch is powered on, you can check the hardware version by typing “show switch”
command via Telnet or by checking the device information page on the web graphic user

interface.
- If you plan to upgrade to the new firmware release, please refer to the
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Upgrade Instructions for the correct firmware upgrade procedure.

For more detailed information regarding our switch products, please refer to Fehler!
Verweisquelle konnte nicht gefunden werden..

You can also download the switch firmware, D-View modules and technical documentation from
http://tsd.dlink.com.tw.

Content:
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Revision History and System Requirement:

Runtime: v3.12.B037
Boot: 1.00.013

Runtime: v3.12.B035
Boot: 1.00.013

Runtime: v3.12.B032
Boot: 1.00.013

Runtime: v3.12.B025
Boot: 1.00.013

Runtime: v3.12.B024
Boot: 1.00.013

Runtime: v3.12.B023
Boot: 1.00.013

Runtime: v3.12.B020
Boot: 1.00.013

Runtime: v3.12.B019
Boot: 1.00.013

Runtime: v3.12.B018
Boot: 1.00.013

Runtime: v3.12.B017
Boot: 1.00.013

Runtime: v3.12.B016
Boot: 1.00.013

Runtime: v3.12.B014
Boot: 1.00.013

Runtime: v3.12.B013
Boot: 1.00.013

Runtime: v3.12.B011
Boot: 1.00.012

Runtime: v3.12.B010
Boot: 1.00.012

Runtime: v3.12.B009
Boot: 1.00.012
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Runtime: v3.12.B007
Boot: 1.00.012

Runtime: v3.12.B005
Boot: 1.00.009

Runtime: v3.12.B004
Boot: 1.00.009

Runtime: v3.12.003
Boot: 1.00.009

Runtime: v3.11.B006
Boot: 1.00.009

Runtime: v3.11.B005
Boot: 1.00.009

Runtime: v3.11.B004
Boot: 1.00.009

Runtime: v3.11.B003
Boot: 1.00.009

Runtime: v3.11.B002
Boot: 1.00.009

Runtime: v3.11.001
Boot: 1.00.009

Runtime: V3.10.B028
Boot: 1.00.009

Runtime: V3.10.B025
Boot: 1.00.009

Runtime: V3.10.B022
Boot: 1.00.009

Runtime: V3.10.B018
Boot: 1.00.009

Runtime: V3.10.B016
Boot: 1.00.009

Runtime: V3.10.B015
Boot: 1.00.009
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Runtime: v3.10.013

Boot: 1.00.009 03-Oct.-12 DGS-1210-20 Bl

Runtime: v3.10.011
Boot: 1.00.009

19- Sep.-12 DGS-1210-28P Bl
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Upgrade Instructions:

D-Link Smart Switches support firmware upgrade via TFTP server. You can download the firmware
from D-Link web site http://tsd.dlink.com.tw, and copy the downloaded firmware to the TFTP
server folder. Please make sure that the TFTP server is accessible from the switch via networks.

Upgrade using CLI (via Telnet)

1. Make sure the network connection between the switch and PC is active.

2. Use software that supports telnet, for example, HyperTerminal or Telnet command in Microsoft
Windows, to connect to the switch. If you are using Telnet command, type the command followed
by the switch IP address, eg. telnet 10.90.90.90.

3. The logon prompt will appear.

The switch will prompt the user to enter his/her username and password. It should be noted that
upon the initial connection, both the default user name and password are admin.

To upgrade the switch firmware, execute the following command:

) Download firmware file from the TFTP
download{firmware_fromTFTP server to the switch.
tftp://ip-address/filename | cfg_fromTFTP

tftp://ip-address/filename?}

When completing firmware upgrade, the following messages will pop up.
Device will reboot after firmware upgraded successfully
Image upgraded successfully

4. Execute the following command to check the firmware version and switch’s information.

. Display the information of current
show switch firmware and boot version.

Example:

1. DGS-1210-28P:
Command: download firmware_fromTFTP tftp://10.90.90.91 DGS-1210-20 Bl
3_.00_012.hex
Device will reboot after firmware upgraded successfully
Image upgraded successfully

2. DGS-1210-28P:
Command: show switch
DGS-1210-28P> show switch
System name
System Contact
System Location :
System up time : 0 days, 1 hrs, 8 min, 36 secs

System Time : 01/01/2009 01:58:42
System hardware version : Bl

System firmware version : 3.12.B007

System boot version g 1,00,012
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System Protocol version : 2.001.004
System serial number : LABDGS1220008
MAC Address : 00-12-20-00-08-00

Upgrade using Web-UI
1. Connect a workstation installed with java SE runtime environment to any switch port of the
device.

2. Open the web browser from the workstation and enter the IP address of the switch. The
switch’s default IP address is 10.90.90.90.

3. Enter administrator’s password when prompted. The password is admin by default.

4. To update switch’s firmware or configuration file, select Tools > Firmware Backup &
Upgrade from the banner.

r DEY Reset System
-] Reboot Device

=
=

5. Two methods can be selected : HTTP or TFTP

= BTTR
Sazkup Irmwan: o fie : { Bozaup |
Loyt liemesain P Dla Brosso ..
I:- Ilnq_nul.r
e
TETH Seres IF Agdrems
TFTP F s Sarma
Backup Inmwane o iy Rackuc
Lizgprsai femwsrn o Hla b grisdis

6. Select HTTP to upgrade the firmware to or from your local drive of PC.

a. Click Browse to browse your inventories for a saved firmware file
b. Click Upgrade after selecting the firmware file you want to restore
c. Click OK to continue with firmware upgrade

=

The browser connection will be disconnected,
and please do not apply other changes when uploading,
Reconnect to the device later when uploading completes,

@ Do not leave the page or FW upgrade will be terminated

I oK I [ Cancel ]
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e. Wait until the “Firmware Upgrade Successful” message pops up and login again after device
boots up.

Firmware Backup and Upgrade

N File transfer done. Programming. ., please wait for 2 few
= mins.

Cantinue

Firmware Backup and Upgrade

" Fi_rl?l_mreUpgmdﬂBﬁccessiui.ﬁ'faasa login again after
= fevice boot up,

7. Select TFTP to upgrade the firmware to or from a remote TFTP server.

a. Enter the name of the firmware file located on the TFTP server
b. Click Upgrade after selecting the firmware file you want to restore

C.

Click OK to continue with firmware upgrade

=

The browser cennection will be disconnected,
and please do not apply other changes when upleading,
Reconnect to the device later when uploading completes,

[ oK ][ Cancel ]

d. Wait until the firmware upgrade ends and login again after device boots up.

Firmware Backup and Upgrade

o

/. Start upgrading/backuping Firmware via TFTP...

Upgrade using SmartConsole Utility

1. Connect a workstation installed with java SE runtime environment to any switch port of the
device

2. Execute SmartConsole Utility
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E] D-Link SmartConsole Utility

000D = [ [ aoscower ]

Mselect| Monitor |Product Name | IP Address | Subnet Mask Gatevray MAC Add

] @ |Dpes-1210-2a | 10.90.90.80 255.0.0.0 0.0.00 00-12-34]
=

&
33 Monitor List
&  about

® Click Discovery button to search target switch

E] D-Link SmartConsole Utility

000006

Mselect| Monitor |Product Name| IP Address Subnet Mask Gateway MAC Add

@ |DGs-izi0-28 | 10909090 | 255000 0000 |o0-12-34

Trap

i
O

I i

i

OF Monitor List

® Single click the icon of Monitor column to choose the target switch

0OO0DO =T+ [Roscover
5] & | Dos-1210-28 | 100905080 | 255000 0000 |oD-12-34

OF Monitor List
&  nbout

5. Click Firmware Upgrade button

Sayli
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Mselect Monitor Product Name [P Address Subnet Mask Gateway MAC Add

I] Firmwvsare Upgrade

Index |Product Name | IP Address | MAC Address | Firmware V...
DaEs-1210-28

Status
10,80,90,90  [00-12-34-56-7.., 200,012

rirmvare Path | Browse

Upgrade Status CurrentProgress 0%

Passviord I

6. Click Browse button and select the firmware file (Model name_HW ver._FW ver. .hex) on your
local hard drive.

) D-Link SmartConsale Utility

OD0D0O =]+ JQoiscover |

Mselect Monitor Product Name
(& e | 9 | @

D] Firmware Upgrade

IP Address = Subnet Mask

Gateway | MAC Add

Index |Product Name | IP Address | MAC Address
DES-1210-28

Firmware V... Status

10,80,90,90 3.00.012

00-12-34-56-F..,

rirmweare path | # Brovse

Upgrade Status CurrentProgress 0%

Password I

Upgrade Cancel

D-Link SmartConsole Utility

OD0D0O =]+ JQoiscover |

MsSelect Monitor Product Name | Address  Subnet Mask Gateviay MAC Add

D] Firmware Upgrade

Index |Product Name | IP Address | MAC Address
DES-1210-28

Firmware V...
3.00.012

Status

10,50,90,90  |00-12-34-56-F...

Firmware Path DGS-1210-28-B1-3-00-012.hex 2 Browse

Upgrade Status CurrentProgress 0%

Password I

Upgrade Cancel
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D-Link |

® Enter password and click “"Upgrade” button to start firmware upgrade. The default
password is “admin”,

2] D-Link SmartConsole Utility

00040

Mselect Monitor Product Name 1P Address

Subnet Mask

Gateway MAC Add

E] Firmware Upgrade

Index |Product Name
DGS-1210-28

1P Address
10.50.90.90

MAC Address | Firmware V...
00-12-34-56-T...

Status
3.00.012

2 Browse

DGS-1210-28-B1-3-00-012.hex

Firmware Path

Upagrade Status

Password

CurrentProgress 0%
I

Upgrade

Cancel

® Once the message popped up, click "OK” button to complete the firmware upgrade

[1] D-Link SmartConsole Utility

0000

MSelect Monitor Product Name  IP Address  Subnet Mask MAC Add

Gateway

v

m Firmware Upgrade

Index |Product Name | IP Address | MAC Address | Firmware ¥...

00-12-34-56-7...

Siaius

DE3-1210-28 10.90,90,30 3.00.012 Success

DGS-1210-28-B1-3-00-012.hex

—_————————————

Processing100%0

K

Firmware Path > Browse

Upgrade Status

Password

Cancel

Upgrade

Al
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New Features:

Firmware New Features
Version

v3.12.8037 VA
v3.12.8035 VA
v3.12.8032 VA
v3.12.8025 VA
v3.12.8024 VA
v3.12.8023 A
v3.12.8020 A
v3.12.8019 VA
v3.12.8018 VA
v3.12.8017 VA
v3.12.8016 VA
v3.12.8014 VA
v3.12.8013 VA
va.i2.8011 A
v3.12.8010 A
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v3.12.8009 VA
v3.12.8007 VA
v3.12.8005 VA
v3.12.8004 VA
v3.12.003 VA
v3.11.8006 VA
v3.11.8005 VA
v3.11.8004 VA
v3.11.8003 VA
v3.11.8002 VA
Vv3.11.001 1. Add UI for D-Link discover protocol setting.

V3.10.B028 N/A

V3.10.B025 N/A

V3.10.B022 1. Add DHCP relay and DHCP local relay.

Vv3.10.B018 N/A

Vv3.10.B016 N/A
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V3.10.B015 N/A

v3.10.013 VA

V3.10.011 First Release

Changes of MIB & D-View Module:
The new features of MIB file are also included in the corresponding D-View module. Please

download the D-View module from http://tsd.dlink.com.tw. For detailed changes of MIB content,
please refer to the modification history in each MIB file.

Firmware New Features
Version

DGS-1210-28P-BX-3-12-B004.mib N/A

V3.12.B037

V3.12.B035 DGS-1210-28P-BX-3-12-B004.mib N/A
V3.12.B032 DGS-1210-28P-BX-3-12-B004.mib N/A
V3.12.B025 DGS-1210-28P-BX-3-12-B004.mib N/A
V3.12.B024 DGS-1210-28P-BX-3-12-B004.mib N/A
V3.12.8023 DGS-1210-28P-BX-3-12-B004.mib N/A
V3.12.8020 DGS-1210-28P-BX-3-12-B004.mib N/A
V3.12.B019 DGS-1210-28P-BX-3-12-B004.mib N/A
V3.12.B018 DGS-1210-28P-BX-3-12-B004.mib N/A
V3.12.B017 DGS-1210-28P-BX-3-12-B004.mib N/A
V3.12.B016 DGS-1210-28P-BX-3-12-B004.mib N/A
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V3.12.B014

V3.12.B013

V3.12.B011

V3.12.B010

V3.12.B009

V3.12.B007

V3.12.B005

V3.12.B004

V3.12.003

V3.11.B006

V3.11.B005

V3.11.B004

V3.11.B003

V3.11.B002

V3.11.001
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DGS-1210-28P-BX-3-12-B004.mib

DGS-1210-28P-BX-3-12-B003.mib

DGS-1210-28P-BX-3-12-002.mib

DGS-1210-28P-BX-3-12-002.mib

DGS-1210-28P-BX-3-12-002.mib

DGS-1210-28P-BX-3-12-002.mib

DGS-1210-28P-BX-3-12-002.mib

DGS-1210-28P-BX-3-12-002.mib

DGS-1210-28P-BX-3-12-002.mib

DGS-1210-28P-BX-3-11-001.mib

DGS-1210-28P-BX-3-11-001.mib

DGS-1210-28P-BX-3_11_001.mib

DGS-1210-28P-BX-3_11_001.mib

DGS-1210-28P-BX-3_11_001.mib

DGS-1210-28P-BX-3_11_001.mib

N/A

Add poePortForcePDDetect object for 59111
IOT issue with HIKVision Camera on
DES-1210-28P DGS-1210-10P and
DGS-1210-28P

N/A

N/A

N/A

N/A

N/A

N/A

4

1.Add object “aclL2RulePriority”,
“aclL2RuleReplacePriority”,
“aclL3RulePriority”,
“aclL3RuleReplacePriority”,
“aclveL3RulePriority” and
“aclv6L3RuleReplacePriority” for ACL.

N/A.

N/A.

N/A

N/A

N/A

1. Add DDP settings.
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V3.10.B028 DGS-1210-20-BX-3_10_009.mib N/A

V3.10.B025 DGS-1210-20-BX-3_10_009.mib N/A

V3.10.B022 DGS-1210-20-BX-3_10_009.mib 1. Add DHCP relay and DHCP local relay

DGS-1210-20-BX-3_10_008.mib  \/a

V3.10.B018

V3.10.B016 DGS-1210-20-BX-3_10_008.mib N/A
V3.10.B015 DGS-1210-20-BX-3_10_008.mib N/A
V3.10.013 DGS-1210-20-BX-3_10_008.mib N/A
V3.10.011 DGS-1210-20-BX-3_10_008.mib First Release

Firmware D-View Module File New Features
Version

DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe N/A

V3.12.B037

V3.12.B035 DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe N/A
V3.12.B032 DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe N/A
V3.12.B025 DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe N/A
V3.12.B024 DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe N/A
V3.12.8023 DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe N/A
V3.12.8020 DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe N/A

dllﬁ% reen
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V3.12.B019

V3.12.B018

V3.12.B017

V3.12.B016

V3.12.B014

V3.12.B013

V3.12.B011

V3.12.B010

V3.12.B009

V3.12.B007

V3.12.B005

V3.12.B004

V3.12.003

V3.11.B006

V3.11.B005

V3.11.B004

dlm&% reen
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DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe

DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe

DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe

DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe

DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe

DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe

DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe

DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe

DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe

DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe

DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe

DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe

DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe

DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe

DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe

DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
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DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe N/A

V3.11.B003

V3.11.B002 DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe N/A
v3.11.001 DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe N/A
V3.10.B028 DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe N/A
V3.10.B025 DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe N/A
V3.10.B022 DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe N/A
V3.10.B018 DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe N/A
V3.10.B016 DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe N/A
V3.10.B015 DV_DGS-1210-28P_V3.0.0.6_FW_v3.10.011.exe N/A
v3.10.013 DV_DGS-1210-20_V3.0.0.6_FW_v3.10.011.exe N/A
V3.10.011 DV_DGS-1210-20_V3.0.0.6_FW_v3.10.011.exe  First Release

Changes of Command Line Interface:

The section below only shows command line changes that may bring backward compatibility
issues with configuration settings for previous version of firmware.

Any new feature commands that do not have backward compatibility issues are not included in the
below section.

Firmware
Version
V3.12.B037 N/A

V3.12.B035 N/A

V3.12.B032 N/A

cllmk% reen
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V3.12.B025 N/A
V3.12.B024 N/A
V3.12.B023 N/A
V3.12.B020 N/A
V3.12.B019 N/A
V3.12.B018 N/A
V3.12.B017 N/A
V3.12.B016 N/A
V3.12.B014 N/A
V3.12.B013 N/A
V3.12.B011 N/A
V3.12.B010 N/A
V3.12.B009 N/A
V3.12.B007 N/A
V3.12.B005 N/A
V3.12.B004 N/A
V3.12.003 N/A
V3.11.B006 N/A
V3.11.B005 N/A
V3.11.B004 N/A
V3.11.B003 N/A
V3.11.B002 N/A
V3.11.001 N/A
V3.10.B028 N/A
V3.10.B025 N/A
V3.10.B022 N/A
V3.10.B018 N/A

V3.10.B016 N/A
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V3.10.B015

V3.10.013

V3.10.011

DGS-1210-28P Firmware Release Notes

N/A
N/A

First Release

Problem Fixed:

s

Firmware | Problems Fixed
Version

V3.12.B037

V3.12.B035

V3.12.B032

V3.12.B025

V3.12.B024

V3.12.B023

V3.12.B020

V3.12.B019

V3.12.B018

V3.12.B017

V3.12.B016

V3.12.B014

V3.12.B013

V3.12.B011

V3.12.B010

1. Fix [HQ20150814000010]DGS-1210-28P modifies the DNA login procedure.
[DEUR20150813000005-Central Europe].

1. Fix issue: Fix [HQ20150522000015] DHCP Local Relay and unicast packets
[DRU20150521000002-Russia].

1. Fix [HQ20150331000019] DES series & DGS series issue with unicast DHCP
packets [DRU20150325000001-Russia].

1. [DGC20141124000002-Taiwan] DHCP Sever Screening problem.

1. [DRU20141016000003-Russia] DGS-1210-10P issue with DHCP Local Relay.

1. [DGC20140801000004-Taiwan] DGS-1210-28 can’t show the specific igmp
group.

2. DI20130913000003[DI20140825000007-Japan]About Link change trap which is
related to case.

1. Fix incorrect model on SSL certificate.

1. OpenSSL before 0.9.8za, which allows man-in-the-middle attack, and
consequently hijack sessions or obtain sensitive information.
2. [DGC20140801000004-Taiwan] DGS-1210-28 can’t show the specific igmp

group.
1. [DRU20140618000002-Russia] DGS-1210 WebSmart DHCP relay issue.

1. [D120140530000002-Japan] Wrong Sys up time / same as DI20140205000006.
2. [DRU20140523000001-Russia] DGS-1210 snmp port speed issue.

1. [DEUR20140429000003-Eastern Europe] RFC3580 radius attribute mismatch.
2. [DRU20140512000003-Russia] DGS-1500-20 issue with device reboot.

PoE Delay Power Detect MIB item rename and google browser display issue

1. [DES-1210 smart binding issue[DRU20140218000001-Russia]]
2. 59111 IOT issue with HIKVision Camera
Please be noted, first time PoE mcu upgrade will cause initialize time
delay about 6-7 minutes

After inject the traffic, VLAN Summary entry still none.

[DRU20140120000004]DES-1210-28 issue with ACL.
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V3.12.B009 1. Add New default MAC (BOC5540 ~ BOC5547) for ASV
T 2. Fixed system up time issue. [DI20140205000006-]Japan].
1. [DI20131211000003-Japan] DGS-1210 reboot with loop.
V3.12.B007 2. Fixed bug for DUT still enters power saving status when system time meets the
time period of assigned profile but not selected weekdays.
V3.12.B005 1. HQ20131128000015 [DEUR20131118000008-North Europe] Fixed Time
T profile select week day could be over night.
V3.12.B004 1. HQ20131128000015 [DEUR20131118000008-North Europe] Fixed Time
e profile could be over night.
1. Enhance DDP to 0.24
2. ACL and QOS page modify.
3. Modify D-Track support case [DRU20131101000002-Russia]Fix telnet issue
that DUT with reboot during telnet session.
4. Modify D-Track support case [DI20131031000001-Japan]:DGS-1210 does
V3.12.003 send frames of loopdetect.
e 5. Modify D-Track support case [DGC20131016000004-Taiwan] DGS-1210-52
with recovery system issue.
6. Fix Cameo Bug#:0027770: “Unable to set the replace priority” will pop up when
editing ACL IPv6 Class rule..
7. Add command “debug information” for Telnet /
http://XX. XX. XX.XX/kernel_crash.txt for GUI.
V3.11.B006 1. [91201310?3000005-Japan] RSTP switch back will cause network
disconnection.
2. [ Support Request ] Fix Ping / Login Failure issue in SmartSW series.
Note : After confirm with D-LINK Shan, this issue can not find out the correct
D-track no. and will keep asking the result for the latest firmware.
3. [DEUR20131008000003-Central Europe] Fixed not able to set STP external
V3.11.B005 cost on Port 9&10 in LAG _
T 4. [DI20130913000003-Japan] Customer has a question about SNMP v1 trap
about Enterprice OID and agent-Address.
5. [DI20131017000001-Japan] SNMP trap overlapping.
6. Fix power limit issue that when configure to class 4 then unplug class 4 PD will
be return to auto-mode.
1. [HQ20130823000016- D-Link track] IMPB DHCP snooping to Black List.
Modified the behavior of IMPB. The priority of IMPB DHCP snooping higher
than user configuration.
2. Fix D-track [DRU20130812000001-Russia]:
V3.11.B004 Set more than one vlan. Static router port cannot update into multicast
forwarding entry
via static router port unplug and plug in again when one of the vlan status is
disabled
cause it cannot continue update static router port in next vlan’s multicast
forwarding entry.
1. [DEUR20130711000006-Eastern Europe] power saving status, ACL
a. Power saving is disabled(01.png), but status show something elese (02.png)
b. If set rules according to 03.png and 04.png on hw Al it works
(00-02-9B-xx-xx-xx are allowed only). But the same dosn ~ t work on hw B
(00-02-9B-xx-xx-xx is dropped)
Vv3.11.8003 © If disable igmp snooping for one VLAN then reboot device. After reboot

snooping is enabled again
d. The DUT does not Pop-up error message, when DUT setting a non-exist VID.
e. The DUT Pop-up message is wrong, When DUT setting a blank Value.

2.[DRU20130812000001-Russia] cannot update to fwd table issue via router port
linkdown and linkup.

Sayli
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V3.11.B002 For DJP Request to cut in beta F/W as official shipping version for DGS-1210
series.

V3.11.001 N/A

V3.10.B028 1. Fix the fiber port counter issue that "ifHCOutOctets" cannot support 64-Bit
counters.

V3.10.B025 1. Fix The DHCP relay packet format of Remote ID type is incorrect issue.

V3.10.B022 N/A

1. [DEUR20130305000005-Eastern Europe] SFP port counter issue.
V3.10.B018 SFP port counter behavior changes to same as the copper port as below:
While port counter out of range( 0~ 4294967295),it will be reset to zero.
1. [DRU20121226000002-Russia] Fiber port counter issue
a. Fix OutUcastPkts field bug that is always the same as InUcastPkts.
b. Fix InOctets field bug that is always the same as InUcastPkts.
c. Fix FrameToolLongs field bug that is always "0".

V3.10.B016

V3.10.B015 1. [DRU20121214000002-Russia] IGMP Snooping Issue.

1. Fix SFP interface compatibility issue.
V3.10.013 2. Change EEE default config to disabled.
3. Fix the bug of Jmicron NIC EEE Compatibility test with Marvell Solution.

V3.10.011 First Release

® D-Link tracking number is enclosed in ()

Known Issues:

Firmware Workaround
Version

V3.12.B037 N/A None
V3.12.B035 N/A None
V3.12.B032 N/A None
V3.12.B025 N/A None
V3.12.B024 N/A None
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V3.12.B023 N/A None
V3.12.B020 N/A None
V3.12.B019 N/A None
V3.12.B018 N/A None
V3.12.B017 N/A None
V3.12.B016 N/A None
V3.12.B014 N/A None
V3.12.B013 N/A None
V3.12.B011 N/A None
V3.12.B010 N/A None
V3.12.B009 N/A None
V3.12.B007 N/A None
V3.12.B005 N/A None
V3.12.B004 N/A None
V3.12.003 N/A None
V3.11.B006 N/A None
V3.11.B005 N/A None
V3.11.B004 N/A None
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V3.11.B003

V3.11.B002

V3.11.001

V3.10.B028

V3.10.B025

V3.10.B022

V3.10.B018

V3.10.B016

V3.10.B015

V3.10.013

V3.10.011
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N/A

N/A

N/A

N/A

N/A

N/A

N/A
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None

None

None

None

None

None

None

None

None

None

We uplink two DUT and set one fiber port to force
mode, we find still link successful. Limitation

We find uplink two DUT the port link status will link
up->link down-> link up when power saving is
enable. Limitation

We find Fiber port LED glitter frequency not stable.
Limitation

We set group interval to 1225 and capture the
packets from DUT, we find it does not follow 1225
seconds. Limitation

During DUT save configuration, we can not ping
DUT. After finish save config, ping will recover.

The DUT NS List can learning other devices link local
IPv6 address even DUT Link local state disable. After
confirm with Nelon, please help us to modify this
behavior to follow DUT Link local state to learning
link local NS entries
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7. The DUT Voice VLAN cannot follow LLDP-MED
packets to update dynamic member type when
created dynamic member. Please follow below step
to confirm this issue:

1. Create VID 4000 VLAN.

2. Set VID 4000 to be Voice VLAN and enable SMB
uplink interface auto detection enable.

3. Use SMB forward LLDP-MED (VID 4000 Untag
type priority 0) to the DUT.

4. DUT Voice VLAN created Untag dynamic member
in VID 4000.

5. Use SMB forward LLDP-MED (VID 4000 Tag type
priority 0) to the DUT.

6. DUT Voice VLAN dynamic member still keep in
VID 4000 Untag member.

8. Enable Port16 LBD port base and connect with a loop
Switch in the endurance topology. We find portl6
still show normal. Limitation

9. MAC addresses of DUT SFP ports in FDB will be
cleared when new link is established in DUT SFP
ports. This issue also exists in copper ports
randomly. Limitation

10. The DUT disable auto learning does not work when
two ports forward unicast packets to each other
state to disable one port auto learning. When enable
auto learning function again, we find the FDB cannot
display learning MAC address.

11. When the DUT auto learning disable port receives
learning packets then enable auto learning again,
we find FDB forward rule error. We find FDB forward
rule error. When we disable port5 auto learning state
then transmit packets to port5 with SA MAC
00-00-00-00-04-e7, then we enable port5 auto
learning, the DUT FDB does display learned port5
MAC 00-00-00-00-04-E7, then we use portl9
forward Unicast packets (DA MAC:
00-00-00-00-04-E7) to port5, we find these packets
will flooding to other ports of the DUT.

Al
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12. Enable IGMP, Transmit 508 multicast groups to DUT
by MGEN, sometimes we find DUT just learn 250
multicast groups Limitation.

13. We enable VID 1-2 802.1 Extension LLDP Port
Settings Set but just only VID1 success. We suggest
support multiple VID setting.

14. When create 256 VLAN groups, we find LLDP
packets do not include IEEE 802.1 info. (Maximum
support 156 VLAN Groups)

15. We suggest add data index Link in LLDP Local Port
Normal Table.

16. When two ports transmit packets to the same
destination port with the same queue, the received
rate is not stable. Limitation

17. The DUT 802.1p QoS will affect DSCP and ToS WRR
mode priority rate.(Follow D-Link functional Spec,
DSCP and ToS priority should be higher than 802.1p
QoS)

Test Result:

Fiosanos:

P —|
comsns a8 5]
TS i T Smincoumio £ [ Courman B3 o pmemod | - ?"!.

¥ —— * "‘—'I_I [msan

Normal rate should be as below result:

i T —— e |

Ly
T s

| elaimiaiel@ m—
18. 1.Set port security MAX learning address to 1.

2.Use Smartbit transmit Unicast packets from port2
to port3 via 64 bytes.(Port2 SA MAC:
00-00-00-00-00-02/ Port3 SA
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MAC:00-00-00-00-00-03) (Please learning MAC
address first)

3. Use Smartbit transmit 1000 broadcast packets to
port3 of the DUT via 64 bytes. (Port3 SA MAC:
00-00-00-00-00-02) We find Port2 of the DUT in
forwarding table doesn't exist, port3 keep
00-00-00-00-00-03.Limitation

19. 1. Control PC connect to portl in VLAN1
2. Set port 4 max learning address to 1 in VLAN2,

through SmartBit transmit 1000 MAC to port 4
(Continuous), we find ping DUT will disconnect.
Limitation

20. The DUT Safeguard function enable/disable, the
DUT reply ICMPv6 request rate is the same.

21. The DUT TFTP Firmware upgrade via IPv6
performance too slowly. Forwarding rate is only
about 35k Byte when Safeguard Enable.

22. We find storm control rate is not accurate, tolerance
about 24%. Limitation.

23. Some Web Browser cannot open DUT IPv6 SSL web
page. Google Chrome 20.0.1132.47 m cannot login
DUT SSL Web UI via linklocal IPv6 address. Safari
5.1.7 and Firefox 13 cannot DUT SSL Web UI via link
local or Global Unicast IPv6 address.(Known issue_
Browser limitation)

24. The DUT Smart Binding Function IP+ARP Inspection
mode white list binding entries packets will be
denied after error IP packets learned. When we set
SmartBinding white list IP 192.168.0.99 MAC:
00-00-00-00-00-02 Port1, then transmit error IP
ARP packets 192.168.0.98
MAC:00-00-00-00-00-02 to portl, we find black list
add this entries and
error IP packets be denied, then we change ARP
packets to fit white list forward to portl, we find
white list entries also be denied.

25. The DUT 802.1x radius server IPv4 address display

error after created IPv6 radius server then change to

Al
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error IPv4 radius server.

26. When we create access id 1 IPv6 permit rule and id 2
MAC deny all, then transmit fit IPv6 permit rule
packets to the DUT, we find the packets drop by the
DUT. MAC/IPv4 do not exist this issue. IPv6 Access
ID priority rule just support IPv6 packets in IPv6 ACL
rule. MAC and IPv4 ACL deny rule always higher
than IPv6 ACL rule. Limitation

27. When we test cable diagnostics, the Web UI pop up
error when test control PC uplink interface via IES,
Firefox... Just only support IE9 Web Brower.
Limitation
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28. The deviation of \"Cable Fault Distance\" is +/-10
meters, therefore No cable may be displayed under
Test Result, when the cable used is less than 10 min
length. Limitation

29. If user want to know fault cable status via run cable
Diagnostics Function, the DUT need real break link
(the link partner is not connected). Limitation

30. The DUT TFTP firmware update does not check error
file, but configuration restore does support it.

31. We can't use Link-Local address (IPV6) to login DUT
Web via Safari 5.1.7, Firefox10.0.2 and Chrome
17.0.963.56 Web Browser. Software note is Web
Browser issue not firmware. Limitation

32. Below function’s warning message keep English on
others language: 802.1x, LBD, STP, LLDP, RMON,
Time Profile.

33. The DUT Multi-language GUI display range over GUI

via German & Russia language in Basic LLDP Port
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Settings.
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Related Documentation:

- DGS-1210-28P Series User Manual
- DGS-1210-28P Series Getting Started Guide
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