D-Link | DGS-1210 G1 Series Firmware Release Notes

Firmware Version: 7.10.008
Boot Code Version: 1.00.002
MIB Version: 7.00.001
D-View Module Version: N/A
Published: Dec. 29, 2017

These release notes include important information about D-Link switch firmware revisions. Please
verify that these release notes are correct for your switch:

- If you are installing a new switch, please check the hardware version on the device label;
make sure that your switch meets the system requirement of this firmware version. Please
refer to Revision History and System Requirement for detailed firmware and hardware
matrix.

- If the switch is powered on, you can check the hardware version by typing “show switch”
command via Telnet or by checking the device information page on the web graphic user
interface.

- If you plan to upgrade to the new firmware release, please refer to the Upgrade Instructions
for the correct firmware upgrade procedure.

For more detailed information regarding our switch products, please refer to Related
Documentation.

You can also download the switch firmware, D-View modules and technical documentation from
http://tsd.dlink.com.tw.

Content:

(8] o T=4 2= Yo LI o T A8 ot To L3RS 2
(oY [o LU L o= O W I AV =T 1= =Y o RS RUSRRt 2
UPEZIade USING WED-Ul .......oiiiiiiiieiies e ctee et c et e ettt e e e sttt e e e et e e e s ate e e e sabeeeeassseeessseeeesnteeesansseeessssneeesnsaeesansseeesnnsnes 3
Upgrade using D-Link NETWOIK ASSISTANT ...cccciiiiieiiiieiiiee et e siee st e ettt e et e e s e e e st e e e e ate e s snaneeesnnaeeesnnseeesnnnneas 5

N L T H T Yo 8

Changes of MIB & D-VieW MOGUIE: ...ttt et ettt e st e st e et e st ea s e ee e st eaannaeessssannnnneessaaannnnees 9

Changes of Command LiNe INTerfate: . uuuuiveituiiessssetnsiessssernsssssssssssnssssssssssssssssssnnssssssssssssssssssssnnnnns 9

a0 o1 1= 4 N o =T 10

LR T0 1T TN T U3 11

e 0 =Ye l 0o YT W4 4 T=Y oY =1 4o o 12

R
SN

dlink Green



http://tsd.dlink.com.tw/

D-Link | DGS-1210 G1 Series Firmware Release Notes

Revision History and System Requirement:

Firmware Hardware
Version Version
G1

Runtime:
v7.10.008 29- Dec.-17 DGS-1210 SERIES
Boot: 1.00.002 (DGS-1210-08P/16/24/24P/48)
Runtime:
DGS-1210 SERIES
07008008 o1 22 O%Y  (DGS-1210-08P/16/24/24P/48) G1
Runtime:
DGS-1210 SERIES
éﬁb%glf%%som 07-un=17" (DGS-1210-08P/16/24/24P/48) Gl
Runtime:
v7.00.004 11 -May.-17 DGS-1210 SERIES -

Boot: 1.00.001 (DGS-1210-08P/16/24/24P/48)

Upgrade Instructions:

D-Link Smart Switches support firmware upgrade via TFTP server. You can download the firmware
from D-Link web site http://tsd.dlink.com.tw, and copy the downloaded firmware to the TFTP
server folder. Please make sure that the TFTP server is accessible from the switch via networks.

Upgrade using CLI (via Telnet)
1. Make sure the network connection between the switch and PC is active.
2. Use software that supports telnet, for example, HyperTerminal or Telnet command in Microsoft
Windows, to connect to the switch. If you are using Telnet command, type the command followed
by the switch IP address, eg. telnet 10.90.90.90.
3. The logon prompt will appear.

The switch will prompt the user to enter his/her username and password. It should be noted that
upon the initial connection, both the default user name and password are admin.

To upgrade the switch firmware, execute the following command:

 Command | Function |
Download firmware file from the TFTP

download{firmware_fromTFTP server to the switch.

tftp://ip-address/filename | cfg_fromTFTP
tftp://ip-address/filename?}

When completing firmware upgrade, the following messages will pop up.
Device will reboot after firmware upgraded successfully
Image upgraded successfully
4. Execute the following command to check the firmware version and switch’s information.

. Display the information of current
show switch firmware and boot version.

Example:

1. DGS-1210-SERIES:
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Command: download firmware fromTFTP tftp://10.90.90.91
DGS-1210-G1-G1-7-10-008.hex

Device will reboot after firmware upgraded successfully
Image upgraded successfully

2. DGS-1210 SERIES:
Command: show switch
DGS-1210 SERIES> show switch
System name
System Contact
System Location

System up time : 0 days, 0 hrs, 2 min, 31 secs
System Time : 01/01/2017 00:02:19

System hardware version : Gl

System firmware version : 7.10.008

System boot version : 1.00.002

System serial number : OBDGS12105200

MAC Address : 9C-D6-43-AA-58-77

Upgrade using Web-UI

1. Connect a workstation installed with java SE runtime environment to any switch port of the
device.

2. Open the web browser from the workstation and enter the IP address of the switch. The
switch’s default IP address is 10.90.90.90.

3. Enter administrator’s password when prompted. The password is admin by default.

4. To update switch's firmware or configuration file, select Tools > Firmware Backup &
Upgrade from the banner.

Tools

'r D3 Reset System

&-f | Reboot Device

j Configuration Backup & Restore
' Firmware Backup & Upgrade

! Flash Information

5. Two methods can be selected : HTTP or TFTP

| Fimware Backupand Upgrade . Seeguard |

® HTTP
Backup firmware to file
Upgrade firmware from file : FIRIEEOERE
O TFTP
TFTP Server IP Address : | | ® IPv4
| | O 1Pve
TFTP File Mame [ |
Backup firmware to file
Upagrade firmware from file :

6. Select HTTP to upgrade the firmware to or from your local drive of PC.
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a. Click Browse to browse your inventories for a saved firmware file
b. Click Upgrade after selecting the firmware file you want to restore

c. Click OK to continue with firmware upgrade

The browser connecticn will be disconnected,
and please do not apply other changes when uploading.
Reconnect to the device later when uploading completes,

[ ok ][ cance |

d. Click OK to continue with firmware upgrade

@ Do not leave the page or FW upgrade will be terminated

[ OK ] [ Cancel l

e. Wait until the “Firmware Upgrade Successful” message pops up and login again after device
boots up.

Firmware Backup and Upgrade

s File transfer is done. Programming..., please wait for a
= faw mins.

Firmware Backup and Upgrade

s Firmware Upgrade successfully. Please login again after
~—  device boot up.

7. Select TFTP to upgrade the firmware to or from a remote TFTP server.
a. Enter the name of the firmware file located on the TFTP server
b. Click Upgrade after selecting the firmware file you want to restore
c. Click OK to continue with firmware upgrade
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and please do not apply other changes when uploading.

@ The browser connecticn will be disconnected,
Reconnect to the device later when uploading completes.

[ CK ] ’ Cancel ]

d. Wait until the firmware upgrade ends and login again after device boots up.

Firmware Backup and Upgrade

. Firmware Upgrade successfully. Please login again after
——  device bootup.

Upgrade using D-Link Network Assistant

1. Connect a workstation installed with java SE runtime environment to any switch port of the
device

2. Execute D-Link Network Assistant

[ D-Linl
| Common  Advanced

L L Q B | & & | & C

Device Change Time SNMP Firmware  Backup or Reboot Reset
Settings  Password  Settings Upgrade  Restore

Device List | Alarms(0)
Device List £ Refresh | Search...

Status Model Name Product Type Device Name MAC IPvd IPve Device Time Interface FW Version HW Version Serial Mumber IP Mode Protocol \

No Supported Devices Found

3. Click Refresh button to search target switch

dlinﬁ%reen
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Common | Advanced

L 3 Q B & & | C

=
Device Change Time SNMP Firmware  Backup or Reboot Reset
Settings ~ Password  Settings

Upgrade Restore
Device List | Alarms(0)

Device List

| refresn | [ search.. Y

Device Time Interface FW Version

Status Model Name Product Type Device Neme MAC IPvd IPvG HW Version Serial Mumber IP Mode Protocol\
No Supported Devices Found

4. Single click the icon of the column to choose the target switch

Common Advanced

N 4 Q B £ £ L C

Device Change Time SNMP Firmware Backup or Reboot Reset
Settings Password Settings

Upgrade Restore
Device List | Alarms(1)

Device List

O Refresh | Search.

tatus Model Name Product Type Device Name MAC P Ipve Device Time Interface FW Version HW Version Serial Number 1P|
@ DGS-1210-24  Switch 00:01:02:03:04:05 10.90.90.90 20170101004223 Port 3

7.008006 G1 QBDES12105200 Sta

5. Click Firmware Upgrade button

dlink Qreen
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i Common | Advanced
: - ey
) : "
| Cd JA @ fe 72 (=] =E
Device Change Time SNMP Firmware | Backup or Reboot Reset
| Settings  Password  Settings Upgrade | Restore

Device List | Alarms(1)

Device List £ Refresh | Search...
Status Model Name  Product Type Device Name MAC IPvd 1PvE Device Time Interface PW Version HW Version Serial Number IP|
@ DGS-1210-24  Switch 00:01:02:03:04:05 10.9090.90 20170101004223 Port3 7008006 Gl QBDES12105200 Sta

m 3

6. Select PC IP address is used to connect the target switch, then click Browse button and select

the firmware file (Model name_HW ver._FW ver.hex) on your local hard drive.

I |oFirmware Upgrade eConﬂrm Summary
I
TR Ilo.u.u.l -]
Upgrade Selection © Use one firmware file for all devices () Use a different firmware file for each device

D\DGS-1210-24-G1-7-00-B006 hex

7. Click the checkbox and click “Submit” button to start firmware upgrade.
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Firmware Upgrade

OFirmware Upgrade >eConﬁrmSummary |

i TFTPIP 10001 Firmware File  D:\DGS-1210-24-G1-7-00-B006.hex

Apply to All Devices

IsSupported - Model Name MAC 1P Address Serial Number
Yes DGS-1210-24 00:01:02:03:0405  10.90.90.90 QBDES12105200
Notification Authenticstion

Warning: Do not disconnect the network, close this program, or power cycle UserNam
the devices during upgrade processes; unrecoverable damage to the davices f

may result. Please note that during the upgrade process, your devices may

reboot.

Tunderstand the risks asswo

8. Once the message changed to success, click “"Close” button to complete and exit the firmware
upgrade.

OFirmware Upgrade > eCOnﬁrm Summary |
|| Result ‘ Search.. " |
Result  Model Name MAC IP Address Details
DGS-1210-24 00:01:02:03:04:05  10.90.90.90 Command has been succesfully executed I

New Features:

Firmware New Features
Version

1. Support Smart G1 series total image for running image.

2. Support TLS feature.(TLS support version v1.0/v1.1/v1.2)
V7.10.008 3. Boot code update DDP version to 0.26.

4. 1Pv4 and IPv6 support “Edit” feature.

5. Add Configuration information page.

V7.00.B006 N/A

dlink Qreen
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V7.00.B005 N/A
\V7.00.004 First Release
Changes of MIB:

The new features of MIB file. For detailed changes of MIB content, please refer to the modification
history in each MIB file.

Firmware New Features
Version

V7.10.008 DGS-1210-GX-7-00-001.mib N/A
V7.00.B006 DGS-1210-GX-7-00-001.mib N/A
V7.00.B005 DGS-1210-GX-7-00-001.mib N/A
V7.00.004 DGS-1210-GX-7-00-001.mib First Release

Changes of Command Line Interface:

The section below only shows command line changes that may bring backward compatibility
issues with configuration settings for previous version of firmware.

Any new feature commands that do not have backward compatibility issues are not included in the
below section.

Firmware
Version

V7.10.008 N/A
V7.00.B006 N/A
V7.00.B005 N/A
V7.00.004 First Release

dlink Qreen
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Problem Fixed:

Firmware Problems Fixed
Version

V7.10.008 N/A

1. Fix some multi-language wording is not displayed correctly. Some

V700200 multi-language wording is not mapped to correct English wording.
1.Fix DRU20170602000003-Russia set Voice Vlan Mode error
V7.00.B005 2.HQ20170602000021 ASV 2.0 unable to fully recongize onvif packet in
fragment.
V7.00.004 First Release

* D-Link tracking number is enclosed in ()
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Known Issues:

Firmware Workaround
Version

Limitation:

1. [VBG17030277]

MAC_Address_Collision_Test 1K~16K_Random_MAC_Addresses test.
DGS-1210 series Rev.G1 mac address learning lose rate over 1%.
DGS-1210-08P/16/24/24P forwarding table support maximum size is 8K,
only DGS-1210-48 is support 16K.

DGS-1210-08P/16/24/24P
(3K:2960,4K:3865,5K:4681,6K:5393,7K:6055,8K:6552)

DGS-1210-48
(6K:5898,7K:6859,8K:7334,9K:8536,10K:9361,11K:10080,12K:10689,13
K:11411,14K:11976,15K:12501,16K:13074)

2.[VBG17010021] DGS-1210 Rev.G1 CPU interface does not support
Jumbo Frame.

3. [VBG17010043] When enable/disable EEE, the DUT interface will link
down/up

4. [VBG17030260] The DUT firmware upgrade to stable state will over
Chrome DNA v3.0.2.7 wait time and cannot display upgrade result. DNA
2.0.2.4 install version does not exist this issue.

Firmware upgrade does valid, just over Chrome DNA Utility waiting time.

5. [VBG17030261] The DUT SFP interface does not support in loader
mode.
REEL 6. [VBG17030262] IPC PD connect to DUT, after DUT reboot it will

lose IPC first hello packet it caused DUT cannot detect IPC device; it
should be complete reboot program then enable POE.

Spec Issue:
1. [VBG17030276] DGS-1210 series Rev.G1 does not support SNMP
warm start trap.

2. [VBG17030278] LLDP Protocol Identity parameter is not correct at

LLDP packet. Ex: set all Protocol Identity -> unknown protocol

3.[VBG17120330] Upgrade firmware via Chrome DNA will display
fail even it's upgraded successfully.

Know Issue:

1.[ VBG17030330] [D-lab][SSH]Paste D-lab script, some of sessions will
disconnect by DUT.

2.[VBG17120331] Use wrong TFTP file name to upgrade firmware that
will cause Web Ul won't pop-up error message.

3.[DBG17040222] We find MLD querier Election only works in default
VLAN.
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4. [DBG17040194] Follow RFC-2710 MLD query via source IPv6 should
Link-local address.

5. [DBG17040148] specific query just only works in default VALN.

Limitation:

1. [VBG17030277]
MAC_Address_Collision_Test_1K~16K_Random_MAC_Addresses test.
DGS-1210 series Rev.G1 mac address learning lose rate over 1%.
DGS-1210-08P/16/24/24P forwarding table support maximum size is 8K,
only DGS-1210-48 is support 16K.

DGS-1210-08P/16/24/24P
(3K:2960,4K:3865,5K:4681,6K:5393,7K:6055,8K:6552)

DGS-1210-48
(6K:5898,7K:6859,8K:7334,9K:8536,10K:9361,11K:10080,12K:10689,13
K:11411,14K:11976,15K:12501,16K:13074)

2.[VBG17010021] DGS-1210 Rev.G1 CPU interface does not support
Jumbo Frame.

3. [VBG17010043] When enable/disable EEE, the DUT interface will link
down/up

V7.10.004~

V7.00.B006 4. [VBG17030260] The DUT firmware upgrade to stable state will over None

Chrome DNA v3.0.2.7 wait time and cannot display upgrade result. DNA
2.0.2.4 install version does not exist this issue.
Firmware upgrade does valid, just over Chrome DNA Utility waiting time.

5. [VBG17030261] The DUT SFP interface does not support in loader
mode.

6. [VBG17030262] IPC PD connect to DUT, after DUT reboot it will
lose IPC first hello packet it caused DUT cannot detect IPC device; it
should be complete reboot program then enable POE.

Spec Issue:
1. [VBG17030276] DGS-1210 series Rev.G1 does not support SNMP
warm start trap.

2.[VBG17030278] LLDP Protocol Identity parameter is not correct at
LLDP packet. Ex: set all Protocol Identity -> unknown protocol

Related Documentation:

- DGS-1210 SERIES User Manual
- DGS-1210 SERIES Getting Started Guide
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