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How to setup SNMP/SYSLOG server traffic pass
through IPSEC VPN tunnel using DSR with DFL

This demonstration based on a case no. xx, customer requires sending SNMP/SYSLOG traffic
through IPSEC tunnel from DSR to DFL, and also needs the users under DFL to be able to access internet.

For this solution, | used DSR-1000N with DFL-860E to construct the IPSEC tunnel, using a Router (DGS-3620)
with three VLANSs created (1.1.1.0/24, 2.2.2.0/24, 3.3.3.0/24); the interface IPs are 1.1.1.254, 2.2.2.254, 3.3.3.254
which is the gateways for DSR and DFL. And normally the IPSEC tunnel’s traffic does not include the device it
selves traffic (meaning traffic from WANIP), so we changed the local networks from DSR’s subnet to “ANY”, but
for this to be workable, we need to alter the routes on DFL, which | will explain in the document later.

[Topology]

PCO01---DSR-1000N(2.2.2.1)---(2.2.2.254) (Router)(1.1.1.254) ---(1.1.1.1) DFL-860E--
-Syslog Server

[Device]

DSR-1000Nx1

Firmware Version: 1.09B38 Ww
DFL-860E

Firmware Version: 2.40.00.10-16817
DGS-3620

Firmware Version: 2.00.016



[Configuration]
DSR-1000N

Product Page: DSR-1000N

Hardware Version: A1 Firmware Version: 1.09838_WW

Y /7 s s oo
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Internet Settings [

This page allows you to set up your Intemet connection. Ensure that you have the Intemet connection information such
as the IP Addresses, Account Information etc. This information is usually provided by your ISP or network administrator.

| save settings | | Don't Save Settings |

ISP Connection Type
ISP Connection Type:
IP Address:

IP Subnet Mask:

Gateway IP Address:

[ Static 1P
221
[255.255.2550

[22.2.254

Domain Name System (DNS) Servers
Primary DNS Server:

Secondary DNS Server:

MAC Address Source:

MAC Address:

00.00:00:00:00:00

UNIFIED SERVIGES ROUTER

Copyright @ 2014 D-Link Corporatian.

Helpful

The setup page lets you
configure the ISP settings to
enable this router to connect
to the Intemet. This router
supports multiple
connections. Please select
the appropriate connection
to connect to the Intemet.

Step1. Setting up the WAN IP statically, for this demonstration the WAN IP of DSR is

2.2.2.1, gateway is

2.2.2.254

SETUP ADVANCED TOOLS STATUS HELP

»

VPN Settings 3

IPSEC CONFIGURATION LOGOUT

This page allows user to add/edit VPN (IPsec) policies which includes Auto and Manual policies.

‘ Save Settings \ | Don't Save Settings |

Policy Name:

Policy Type:

IP Protocol Version:
IKE Version:

L2TP Mode:

IPsec Mode:

Select Local Gateway:

lpsecsitatosite
Auto Policy v |
® IPvd IPv6
® IKEvli (O IKEw2
MNone

| Tunnel Mode f

Remote Endpoint:

IP Address v |

1111

Enable Mode Confi
Enable NetBIOS:
Enable RollOver:
Protocol:

Enable DHCP:

Local IP:

Local Start IP Address:
Local End IP Address:

Local Subnet Mask:

Local Prefix Length:

Remote IP:
Remote Start IP Address:
Remote End IP Address:

Remote Subnet Mask:

Damnba Deafiv | annthe

Helpful Hints...

Use Tunnel mode if you
require communication to be
secured between networks.
Transport mode can be used
if the requirement is to have
secure communication
between 2 hosts. Use Manual
Policy parameters if you wish
to specify the keys to be
used for
encryption/decryption
(during communication).
This is for advanced users
who reguire more control
over IPsec tunnel
communication. For normal
users, Auto Policy would do
just fine. Enable Rollover
only if the Port Mode is
"Auto-Rollover' in WAN MODE

up the tunnel, thus providing
an uninterrupted VPN
connection. Enable DHCP
over IPsec checkbox to allow
extemal users to form a VPN
to DSR-1000N. Multiple u:
can connect as well.
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Detection Period: 10
Reconnect after failure count: 3

Exchange Mode: [Main
Direction | Type: Both v
Nat Traversal:

on: .

Off:

NAT Keep Alive Frequency (in seconds):

Local Identi [LocalwaniP v

Local Iden! 221

Remote Identifier Type: [Remote WanIP v |

Remote Identifier: l—
Encryption Algorithm:
DES:

3DES:

AES-128: 2
AES-192:
AES-256:

BLOWFISH: E
CAST128: E

Integrity Algorithm:

MDS5: @
SHA-1: E3
SHA2-256:
SHA2-384:
SHA2-512: C]

Authentication Method: Pre-shared key v

Pre-shared key: 1234567890

ie-Hellman (DH) Group: [Group 2 (1024 bit) v

QA-I ifatime (<ol ZARANN

Step 2: Setting up the IPSEC policy of DSR-1000N, we used “ANY” as the local
network and set 1.1.1.1 (DFL’s WANIP) as remote endpoint, also use PSK as
authentication method.

Product Page: DSR-1000N Hardware Version: Al Firmware Version: 1.09838_WW

Helpful Hints...

Date and Time REMOTE LOGGING CONFIGURATION LOGOUT Cunftwfured logs can be sent

to either a Syslog server or
Log Settings b-|| This page allows user to configure the remote logging options for the router. an E-Mail address. For remote

- - - logging a key configuration
System s [ | field is the

.0g
Identifier, which is the prefix
oy e o
Log Options message.
Firmware via USB -
Dynamic DNS Remote Log Identifier: DSR-1000N
System Check Enable E-Mail Logs
Schedules Enable E-Mail Logs: !
SetLanguage E-Mail Server Address:
SMTP Port: 25
Return E-Mail Address:
Send to E-Mail Address(1):
Send to E-Mail Address(2): (Optional)
Send to E-Mail Address(3): (Optional)
Authentication with SMTP Server: [None v
User Name:
Password:

Respond to Identd from SMTP Server:

Send E-mail logs by Schedule

Unit: Never w

Day: Sunday
Time: 00w (AM) (M)

SYS LOG SERVER CONFIGURATION

Name SysLog Facility SyslLog Sewverity

[192.168202 [ Al -

UNIFIED SERVICES ROUTER

Copyright © 2014 D-Link Corporation.
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Product Page: DSR-1000N Hardware Version: Al Firmware Version: 1.09B38_WW

D-Link

/ / ADVANCED HELP

Helpful Hints...

Date and Time In order to configure a
logging facility, first select
the facility and then press

This page allows user to configure logging ferent logaing facilit the facil
Display’ button.

ve Se "'F\ |mav-=
Firmware
Firmware via USB LOuE Eachity
Dynamic DNS
System Check
Schedules

Set Language
Emergency:

Alert:
Critical:
Error:
‘Warning:
Noti tion:
Information:

Debugging:

UNIFIED SERVIGES ROUTER

Copyright ® 2014 D-Link Corporation.

Hardware Version: A1 Frmware Version: 1.09B38_WW

Product Page: DSR-1000N

D-Link

/ ADVANCED HELP
Helpful Hints...
Date and Time In order to configure a
logging facility, first select
ferent logging facilities. the faclity and then press
‘Display’ button.

Firmware
Firmware via USB
Dynamic DNS
System Check
Schedules Display and Send Logs
Set Language Display in Event
Emergency:
Alert:
Critical:
Error:
‘Warning:
Notification:
Information:

Debugging:

UNIFIED SERVICES ROUTER

Copyright ® 2014 D-Link Corporation.
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Step 3: we setup the syslog server on DSR-1000N, which directs the syslog to
192.168.20.2 (syslog server IP), and setup which log severity you want to send to
server.

[DFL-860E]

- o
rd @ lossedinas administiator
¥ admin- 192168202

Building Networks for People

A Home & Configuration ! Tools + Status - % Maintenance - & logout 7 Help
=¥ i

| 4, InterfaceAddresses

7' An address fokder can be used o group related address objsets for better overvien

QA 4
#w Address User Auth Groups Comments
-8 1 1144 IPAddress of interface wani
oS 2 1.1.1.0/24
ta* IP Pools 3 1.1.1.254
5 NAT Pools 7 T
Ules
5 0.0.0.0
g thentic ation Objects
L4 VPN Objects 6 192,168.20.1 IPaddrass of interface lan
- 7 HTTP Banner Fies 7 192.168.20.0/24 The netviark on interface lan
B[ Rukes 3 172.17.100.25% IPAddress of interface dmz
B § 1P Rules & 172.17.100.0/24 The netviork on interface dmz
H § lan_to_wan1 10 192.168.120.254 IPAddress of interface wan2
W Acc 1 192.168.120.0/24 The netwiork on interface wan2
= -
(3} Right-click on a row for additional options.
~THIVLAN
7 IPsec
-[F% GRE
% PPPoE

18 PRTRILTR Servers
% PETPILITP Clients

Step 1: DFL-860E’s configuration is much more complicated than DSR-1000N, let’s
start on creating the objects for IP addresses, we change the WAN IP to 1.1.1.1
gateway to 1.1.1.254, wan-net to 1.1.1.0/24, lap IP to 192.168.20.1/24 for this
scenario.

- o
rd @ lossedinas administiator
¥ admin- 192168202

Building Networks for People

A Home Q Configuration» || Toolsw @ Statusw . Maintenance + @ logout 7 Help

| j.;\; ﬁddress Book

% DFL-B60E — Address Book contains symboiic names for various types of addresses, including |P netviorks and Ethemet MAG addresses.
[ System
B4 Obiects
J Qe
|, /Address Book
i InterfaceAddresses #w Name Address User Auth Groups Comments
1 |2 InterfaceAddresses
3 all-nets 0.0.0.0/0 All possible networks
2 T all-netse ::/0 All possible 1Pv6 networks
2 J 1PSEC_remote_endpoint 2.2.2.1
s 2 1pSEC_remote_network 192.168.10.0/24
(-1 VPN Objects (5, Feght-click on a row for additional options.
-+ HTTP Banner Fies
B-Lg Rules
B § IP Rukes

L.[g lan_to_wan1

18 PRTRILTR Servers
% PETPILITP Clients
iy SSL VPN Interface
- Switch Management -

Step 2: Also create the IPSEC_remote_endpoint and remote_network, which in this
case endpoint is 2.2.2.1, network is 192.168.10.0/24.
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* admin - 192.168.202
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& Home X Configuration~ | Toolsw @5 Status+ % Maintenance v @ logout 7 Help

/7, ipsec_key

. InterfaceAddresses - V" Pk Presrermi K e that s known only by the parties involved

General
~a IP Pools
i NAT Pools 2 Genoral
&% Schedules I Name: ipsec_key

-1 Authentic ation Objects
PN Objects

ZiLoaP

. IKE Config Mode Pool
IKE ID Lists

7L |KE Algorithms

. IPsec Algorithms

#] Shared Secret

®

Note! Existing seeret vill ahiays be shown vith & eharacters to hide the actual kength

COnfitm SECTEt:  [aussnmne

| Eo D Perwes Fieat b2 2ne ntly on other systems and cause  mismatch, <.g. Windows uses UTF-18 whike CorePlus uses UTF-E.
B-Lg Rules
& § IP Rukes ral key
“§ lan_to_wan1 sphrase:

22 L Gencrate Rander Koy |

ecrets.

gular words and phrases are wulnerabe to dictionary attacks. do not use them as shar

#/ Comments

PRTRILITP Servers Comments
~{® PPTPIL2TP Clients
g SSL VPN Interface - 4

Step 3: Now we start to create the IPSEC policy, first we need to create the Pre-
shared-key object, in the Authentication Objects we add a new IPSEC key, and the
value must be equal to the DSR’s pre-shared key.

[ &
Logged in as administrator
¥ admin - 192.166.20 2

Building Networks for People

wa Home X Configuration , T Tools, ©f Status, “\. Maintenance v @ logout 7 Help

E-|J Objects -
({2 Address Book
i) Interfaceds

{2 ALG witn &

U zite_to_site_IPSEC

IPsec funnel item is used 1o define IPsec endpoint and wil sppear 35 3 logical interface in the system

General Authentic ation Xhuth Routing IKE Settings Keep-alive Advanced
sses

#/ General

~tae IP Pools
S NAT Pools

-y Schedules

Name: site_to_site_IPSEC

Local Network: lannet v

DFL's LAN to DSR's

Remate Netvirk: slknets b7

-\ Authentication Objects All-nets
VPN Objects Remate Endpoint 1PSEC_remote_endpo ¥
HTTP Banner Fies e
o =3 ~
R Tunnel
e KE Conig Mode Poot: [ (1iona) v
§ lan_to_wan1
(D Access 2J Algorithms
Interfaces
IKE Algorthms Medium v I
KE Lifetime: 28800 seconds

seconds

14 PETPILITP Servers
{® PPTPIL2TP Clients
Ry SSL VPN Interface:

-~ Switch Management #) Comments
% Interface Groups
# ARP/Neighbor Discovery = comments: .

Kilobytes
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Logged in 2s administrator
admin - 162.168.202

D-Link

Building Networks for People

w Home & Configuration » T Toolsw  #§ Status~ . Maintenance » @ logout 7 Help

T © 7 site_to_site IPSEC
e oty = \) An [Psec tunnel item is used 1o define [Psec endpoint and will appear as 3 logical interface in the system
J, Address Book : = = = . e

~ General ‘Authentic ation XAuth Routing IKE Settings Keep-alive Advanc ed
{2 InterfaceAddresses
ALG with AVIWCF

Brservioes #] Authentication

e IP Fools
W NAT Pooks

5% Schedules

& Authentic ation Objects
VPN Objects

HTTP Banner Fies

=y
B[ Rules b=l
B § 1P Rules
~§ lan_to_wan1
=
Gateway certificate None) 5
tification list (None] W
sl — ¥ 2y to use with this [Psec Tunnel
I 2TR Serve
% PPTPIL2TP Clients
g SSL VPN Interface 2J LocaliD
= Switch Management Local ID Type:
e PR E R ts the type of Lozal 1D to use.
B Interface
%, ARP/Neighbor Discovery - o T mm—

& Logged in as administrator
admin - 182.168.202
Building Networks for People

wa Home X Configuration , T Tools, ©f Status, “\. Maintenance v

@ logout 7 Help
;’j site_to_site IPSEC
An |Psec Tunnel item ts used to define IPsec endpoint and will appear as a logical interface in the system.

General Authentic ation XAuth [Bouting IKE Settings Keep-alive Advanced

#] Routing
8 IP Pools “Allow DHOP over IPsec from singie-host chents
S NAT Pools o
- PrEe, Dont check this
-5 Schedules
- Authentic ation Objects
u"PN e #] Packet Sizes

HTTP Banner Files Specify the size at which to fragment plaintext packets than fragmenting IPsec).
- § Rules Plaintext MTU: 1420
B § 1P Rules
Iy featiotuen #] 1P Addresses

@) Automatically pick 1

e that conresponds 1o the ool net

Hone] '

I oK. Cancel |
PPTRILITP Servers

{8 FFTPIL2TF Clients

Ry SSL VPN Interface:

= Switch Management

& Groups

hbor Discovery -

Logged in as administrator
admin - 182.168.202
Building Networks for People

& Home @ Configurationy T Toolsy @5 Statusy % Maintenance v @ logout 7 Help

;’j site_to_site IPSEC

An IPsec Tunnel #Em i used 1o define IPsee endpoint and vill appear a5 3 logioal interface in the system

General Authentic ation Xhuth Routing IKE Settings Keep-alive Advanced
resses

#] Automatic Route Creation

~tae IP Pools

@ NAT Pools

-5y Sthedules

= \‘g’Authsntlc ation Objects
VPN Objects

HTTP Banner Fies

don't check this
checkbox

Bl § Rules Ol tec ]
= § IPRukes
“§ lan_to_wan1
Access
Bl Interfaces

& Ethernet

T VLAN
- ) IPsee

B GRE

9 FrroE
PETRILITP Servers
{8 FFTPIL2TF Clients
Ry SSL VPN Interface:
== Switch Management
% Interface Groups
#%, ARPMNeighbor Discovery -
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Step 4: the above four screenshots are the set up for our IPSEC policy on DFL, for
the first screenshot, we can see that the IPSEC is DFL’s LAN network to ALL-nets,
and we use MEDIUM for IKE algorithm and IPSEC algorithm. The second screenshot
shows we use the pre-shared key we created earlier. The third and fourth
screenshots we uncheck both boxes because we don’t want the DFL to automatically
create the routes, we will manually create the IPSEC routes later.

P
p @ Louoedin s administrator
¥ admin - 192.166.20 2

Building Networks for People

wa Home | Configuration T Tools - 7 Status , %, Maintenance + @ logout 7 Help

§ IP Rules
IP rules are used to fies |P-based network traffic, In addition, they provide means for address translafion 25 vell 25 Server Load Balancing.
AR
# Action Src1f Src Net. Dest If Dest Net
1 i Atlow L3 any 2 all-nets L3 core 1 all-nets
X .
e IP Pools 3 {4 Anlew lannet '3 IPSEC_remots_network
S NAT Pools & {4 atlew 3 1PSEC_remote_endpoint
"G 5 i Allow %) site_to_sits IPSEC 4 IPSEC_remote_network lannet
e 3 §4 Allow ) site_to_site_IPSEC ' IPSEC_remote_endpoint 15 lan 2 lannet
L% VPN Objects <
HTTP Banner Files

{8 PPPoE
18 PPTPILZTP Servers

{® PPTR/L2TR Clients

Step 5: Now we add the IP Rules which ALLOW the traffic from LAN LANNET to
IPSEC interface IPSEC remote network/remote endpoint and the other side vice
versa, why do we need two IP rules for this? This is because we want to allow the
traffic which is from DSR’s LAN network and also DSR’s WAN IP.

P
p @ Louoedin s administrator
¥ admin - 192.166.20 2

Building Networks for People

& Home @ Configurationy T Toolsy @5 Statusy % Maintenance v @ logout 7 Help
_[” main
§ lan_to_wan1 = The system has 2 predefined main routing table. Afemate routing tables can be defined by the user,
Waccess
Bl Interfaces Ay G
# Type Interface Network Gateway LocalIp Metric Monitor this route
1 Route: E3 wan1 1net 100 No
~ {24 PPPoE 2 _F Route 53 wani 2 all-nets 2 wani_gw 100 No
18 PPTPILZTP Servers
- p—— . 5
{8 PPTRILITP Clients 3 I Route 3 wanz 3 wanznet 100 No
= VPN Interface
4 I Routs HAdmz 2 dmanel t 100 ™
0 5 I Route Ei lannet 100 No
B1-{ Routing
B[ Routing Tables 3 I Route % si '3 IPSEC_remote_endpoint c ) Ne
L. main 7 I Route 2 1s2.168.10.0/24 o No
- Routing Rules _
= T) Right-click on a row for additional ptions.
& Dynamic Routing Rules C Il rmtobed b
o5 OSPF
G- i IGMP
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Step 6: Now we manually add the two routes which specifies that DSR’s WANIP and
DSR’s LAN network goes through the IPSEC VPN interface.

[Configuration on DGS-3620]

Set the three VLANSs and their ports:

DGS-3620-52P:admin#create vlan vlanid 10

DGS-3620-52P:admin#create vlan vlanid 20

DGS-3620-52P:admin#create vlian vlanid 30

DGS-3620-52P:admin#config vlan vlanid 1 delete 1-52
DGS-3620-52P:admin#config vlan vlanid 10 add untagged 1-4
DGS-3620-52P:admin#config vlan vlanid 20 add untagged 5-8
DGS-3620-52P:admin#config vlan vlanid 30 add untagged 9-12
DGS-3620-52P:admin#create ipif vlan10-if 1.1.1.254/24 VLAN10
DGS-3620-52P:admin#create ipif vlan20-if 2.2.2.254/24 VLAN20
DGS-3620-52P:admin#create ipif vlan30-if 3.3.3.254/24 VLAN30

The above CLI is setting up the router which has three interfaces, VLAN10 20 and
30, for VLAN1O0 it is directly connected to 1.1.1.1 and has interface IP 1.1.1.254, for
VLANZ20 it is directly connected to 2.2.2.1 which has interface IP 2.2.2.254, and
finally the VLANSO which in this case simulates the internet.

[Test Results]

We should be able to send SNMP/SYSLOG traffic to DFL’s LAN network from
DSR’s WAN IP; also DFL’s users should be able to access 3.3.3.254 through
1.1.1.1, and when pinging 2.2.2.1 and 192.168.10.1/24 should go through IPSEC

tunnel.
Serial-COM4_0600 - SecureCRT o B
- ey - —
IFilva Edit View Options Transfer Script Tools Window Help I
SR R < B % & oS ¥
Exchange type : uick mode o~
Fayloads:
HASH (Hash?
NDFL—BEOEH’} ping 3.3,3.254 I

Sending 1 d-byte ICMP ping to 3,3,2.2594 from 1,1,1,1

ICMP Reply From 3.3.3.254 seq=0 tine=<10 ns TTL=255 when pinging

3.3.3.254 ( othef
network) traffig
will go through
WANIP

Fing Result=: Sent: 1. Received:l. Loss: 0¥, Avg RBTT: 10,0 m=

UFl—okle s/ s plng =,2.2.1

Sending 1 d-bhuyte ICHMP ping to 2.2.2.1 from 192,168.20,1
ICHMP Reply from 2,2.2.1 =eq=0 time=<10 m=z TTL=R0d

|

when pinging

Ping Resultsz: Sent: 1. Received:l. Loss: O, Avg BTT: 10,0 m=

2221 or
OFL-BR0E:/F ping 192,168,10,1 192.168.10.1
Sending 1 d-byte ICHMP ping to 192,168.10.1 from 192, 168.20.1 .
ICMP Reply from 192,168,10.1 seqe0 time=<10 ms TTL=Gd will go through
IPSEC tunnel
Pirng Reszultz: Sent: 1. Received:l. Loss: O, Avg RTT: 10,0 m=
DFL-560E: 7> I -
Ready Seriak COM4 |24, 13 | 24 Rows, 80 Cols  [WVT100

-9-
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Serial-COM4_9600 - SecureCRT =Nac
) Serial 9600 - Secu — pa—
File Edit View Options Transfer Script Tools Window Help

BT BQ BE&8 &R g

DFL-860E:/> ping 192,168,10,1
Sending 1 d-byte ICMP ping to 192.168.10.1 from 192,168,20.1
IIEMF‘ Reply from 192,168,10,1 secr0 time=<10 ms TTL=hd

e g
Ping Results: Gert: 1, Receivedil, Loss: 0% Auz RTT: 10,0 ne gl st _100_ass e

DFL-BB0E+/> ipsse S i e e i ) s
| Conmand Description P

ipsecglobalstats Show global ipssc statistics e

ipseckeepalive  Show status of the IPses ping keepalives

ipsecstats Shou the SAs in use successful ipsec o

ipsectunnels Lists the current IPsec conflzuration  conoo oo

e

| DFL-860E /> ipsecstats

—-—— Active IPsec SAst

Displaying one lins per SA-bundle

IPzec Tunnel Local Net Remaote Met. Remote Endpoint
sit.e_tn_sit.s_IF‘SEE 192,168,20,0/24 0,0,0,0/0 2,2,2,1
Ready Serial COM4 | 24, 13 | 24 Rows, 80 Cols  |VT100

The IPSEC tunnel is successfully created.

Kiwi Syslog Service Manager (Registered - Version 8.3.28) .Y T . o

File Edit View Manage Help

U@ A B a0 @i ]

Date Time: Priority Hostname  Message =

10-31-2014 15:22:12 Kemel Waming 2221 Jan 01 04:30:23 Sat 2000 (GMT) DSR-1000N KERNEL [Kemel] [] LOG_PACKET[ALLOW] IN=SELF OUT=LAN SRC=1392 168.10.1 DST=132.168.10.100 PROTO=ICMP TYPE=3
CODE=3 SRC=192.168.10.100 DST=157.59.130.167 PROTO=UDP SPT=52117 DPT=40025<000> |

10-31-2014  15:22:12 Kemel.Waming 2.2.2.1 Jan 01 O :23 Sat 2000 (GMT) DSR-1000N KERNEL [Kernel] same_sric : Invalid address [] LOG_PACKET[ALLOW] IN=SELF OUT=LAN SRC=192.168.10.1 DST=192.168.10.100
PROTO=ICMP TYPE=3 CODE=3 SRC=192.168.10.100 DST=157 55 235 160 PROTO=UDP 5PT=562117 DPT=40006<000>

10-31-2014  15:22:12 Kemel.Waming 2.2.2.1 Jan 01 04:30:23 Sat 2000 (GMT) DSR-1000N KERNEL [Kemnel] UID=0 GID=0 MARK=0x666 LOG_PACKET[ALLOW] IN=SELF OUT=WAN SRC=2.2.2.1 DS§T=8.8.8.8 PROTO=UDP
5PT=44551 DPT=53<000>

10-31-2014 15:22:12 Kemel Waming 2221 Jan 01 04:30:23 Sat 2000 (GMT) DSR-1000N KERNEL [Kemel] [] LOG_PACKET[ALLOW] IN=S5ELF OUT-LAM SRC=192.168.10.1 D5T=192.168.10.100 PROTO=ICMP TYPE=3 E
CODE=3 SRC=192.168.10.100 DST=157.55.235.174 PROTO=UDP SPT=52117 DPT=40011<000>

10-31-2014 15:22:12 Kemel Waming 2221 Jan 01 04:30:23 Sat 2000 (GMT] DSR-1000N KERNEL [Kemel] [] LOG_PACKET[ALLOW] IN=SELF OUT=LAN SRC=1392.168.10.1 DST=132.168.10.100 PROTO=ICMP TYPE=3
CODE=3 $RC=192.168.10.100 DST=111.221.77.175 PROTO=UDP $PT=52117 DPT=40003<000>

10-31-2014  15:22:07 Kemel.Waming 2.2.2.1 Jan 01 04:30:18 Sat 2000 (GMT) DSR-1000N KERNEL [Kernel] same_sic : Invalid address _src : Invalid address same_src : Invalid address same_src : Invalid address []
LOG_PACKET[ALLOW] IN=SELF DUT=LAN SRC=192.168.10.1 DST=192.168.10.100 PROTO=ICMP TYPE=3 CODE=3 SRC=192.168.10.100 D5T=64.4.23 157 PROTO=UDP
S$PT=52117 DPT=40019<000>

10-31-2014 15:22:07 Kemel Waming 2221 Jan 01 04:30:18 Sat 2000 (GMT) DSR-1000N KERNEL [Kemel] [] LOG_PACKET[ALLOW] IN=SELF OUT=LAN SRC=1392.168.10.1 DST=132.168.10.100 PROTO=ICMP TYPE=3
CODE=3 SRC=192.168.10.100 DST=157.55.235.171 PROTO=UDP SPT=52117 DPT=40006<000>

10-31-2014  15:22:07 Kemel.Waming 2.2.2.1 Jan 01 04:30:18 Sat 2000 (GMT) DSR-1000N KERNEL [Kernel] same_sic : Invalid address same_src : Invalid address [] LOG_PACKET[ALLOW] IN=SELF OUT=LAN
SRC=192.168.10.1 D5T=192.168.10.100 PROTO=ICMP TYPE=3 CODE=3 SRC=192.168.10.100 D5T=213.199.179.152 PROTO=UDP 5PT=52117 DPT=40013<000>

10-31-2014 15:22:07 Kemel.Waming 2.2.2.1 Jan 07 04:30:1% Sat 2000 (GMT) DSR-1000N KERNEL [Kemnel] [] LOG_PACKETIALLOW] IN=SELF OUT=LAN SRC=192.168.10.1 DST=192.168.10.100 PROTO=ICMP TYPE=3
CODE=3 5RC=192.168.10.100 D5T=157.56.52 46 PROT0=UDP 5PT=52117 DPT=40019<000>

10-31-2014 15:22:07 Kemel Warning 2221 Jan 01 04:30:18 Sat 2000 (GMT) DSR-1000N KERNEL [Kernel] UID=0 GID=0 MARK=0x666 LOG_PACKET[ALLOW] IN=SELF OUT=WAN SRC=2221DS5T=8.84 4 PROTO=UDP
5PT=54374 DPT=53<000>

10-31-2014 15:22:07 Kemel Waming 2221 Jan 01 04:30:18 Sat 2000 (GMT) DSR-1000N KERNEL [Kemel] same_sic : Invalid address same_sic : Invalid addiess same_src - Invalid addiess [] LOG_PACKET[ALLOW]
IN=SELF OUT=LAN SRC=192.168.10.1 DST=192.168.10.100 PROTO=ICMP TYPE=3 CODE=3 SRC=192.168.10.100 D5T=213.199.179.173 PROTO=UDP SPT=52117
DPT=40005<000>

10-31-2014 15:22:07 Kemel Warmning 2221 Jan 01 04:30:18 Sat 2000 (GMT) DSR-1000N KERNEL [Kernel] [] LOG_PACKET[ALLOW] IN=SELF DUT=LAN SRC=192.168.10.1 DST=192.168.10.100 PROTO=ICMP TYPE=3
CODE=3 5RC=192.168.10.100 D5T=157.56.52 32 PROT0=UDP SPT=52117 DPT=40030<000>

10-31-2014 15:22:01 Kemel Waming 2221 Jan 01 04:30:13 Sat 2000 (GMT) DSR-1000N KERNEL [Kemel] same_sic : Invalid address same_sic : Invalid addiess same_src : Invalid addiess [] LOG_PACKET[ALLOW]
IN=SELF OUT=LAN SRC=192.168.10.1 DST=192.168.10.100 PROTO=ICMP TYPE=3 CODE=3 SRC=192.168.10.100 DST=64.4.23.157 PROTO=UDP SPT=52117 DPT=40019<000>

10-31-2014 15:22:01 Kemel.Waming 2.2.2.1 Jan 01 04:30:13 Sat 2000 (GMT) DSR-1000N KERNEL [Kemnel] [] LOG_PACKET[ALLOW] IN=SELF OUT=LAN SRC=192.168.10.1 DST=192.168.10.100 PROTO=ICMP TYPE=3
CODE=3 SRC=192.168.10.100 D5T=157 56.52 43 PROTO=UDP SPT=52117 DPT=40006<000>

10-31-2014  15:22:01 Kemel.Waming 2.2.2.1 Jan 01 04:30:13 Sat 2000 (GMT) DSR-1000N KERNEL [Kemnel] same_sic : Invalid address [] LOG_PACKETJALLOW] IN=SELF OUT=|
PROTO=ICMP TYPE=3 CODE=3 SRC=192.168.10.100 D5T=213.199.179.166 PROTD=UDP SPT=562117 DPT=-40032<000>

10-31-2014 15:22:01 Kemel Warmning 2221 Jan 01 04:30:13 Sat 2000 (GMT) DSR-1000N KERNEL [Kernel] UID=0 GID=0 MARK=0x666 L0G_PACKET[ALLOW] IN=SELF OUT=wi
S5PT=33001 DPT=53<000>

10-31-2014 15:22:01 Kemel Waming 2221 Jan 01 04:30:13 Sat 2000 (GMT] DSR-1000N KERNEL [Kemel] [| LOG_PACKET[ALLOW] IN=SELF OUT=LAN SRC=132.168.10.1 DST|
CODE=3 SRC=192.168.10.100 DST=64.4.23.145 PROTO=UDP 5PT=52117 DPT=40020<000>

10-31-2014 15:22:01 Kemel Waming 2221 Jan 01 04::

0:13 Sat 2000 (GMT) DSR-1000N KERNEL [Kemel] same_sic - Invalid address same_src - Invalid address same_src - Invali

same_sri Invalid address [] LOG_PACKET[ALLOW] IN=SELF DUT=LAN SRC=192.168.10.1 DST=192.168.10.100 PROTO=ICMP TY]

DS5T=213.193.179.140 PROTO=UDP 5PT=52117 DPT=40013<000>

10-31-2014 15:22:01 Kemel Waming 2221 Jan 01 04:30:13 Sat 2000 (GMT] DSR-1000N KERNEL [Kemel] [| LOG_PACKET[ALLOW] IN-SELF OUT-LAM SRC=132.168.10.1 DST|
CODE=3 SRC=192.168.10.100 DST=64.4.23.147 PROTO=UDP 5PT=52117 DPT=40003<000> Customize. b

100% 7377 MPH

The SYSLOG is successfully transferred to DFL’s LAN network
[Conclusion]:
Using the above settings we are able to send traffic through IPSEC tunnel from
DSR to DFL.
[End Of Document]

- 10 -



