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How to setup SNMP/SYSLOG server traffic pass 
through IPSEC VPN tunnel using DSR with DFL 

 
This demonstration based on a case no. xx, customer requires sending SNMP/SYSLOG traffic 

through IPSEC tunnel from DSR to DFL, and also needs the users under DFL to be able to access internet. 
For this solution, I used DSR-1000N with DFL-860E to construct the IPSEC tunnel, using a Router (DGS-3620) 
with three VLANs created (1.1.1.0/24, 2.2.2.0/24, 3.3.3.0/24); the interface IPs are 1.1.1.254, 2.2.2.254, 3.3.3.254 
which is the gateways for DSR and DFL. And normally the IPSEC tunnel’s traffic does not include the device it 
selves traffic (meaning traffic from WANIP), so we changed the local networks from DSR’s subnet to “ANY”, but 
for this to be workable, we need to alter the routes on DFL, which I will explain in the document later. 

 
[Topology]  
 
PC01---DSR-1000N(2.2.2.1)---(2.2.2.254) (Router)(1.1.1.254) ---(1.1.1.1) DFL-860E--
-Syslog Server 
 
[Device] 
 
DSR-1000Nx1 
Firmware Version: 1.09B38_WW 

DFL-860E 
Firmware Version: 2.40.00.10-16817 
DGS-3620 
Firmware Version: 2.00.016 
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[Configuration] 
[DSR-1000N] 

 
 
Step1. Setting up the WAN IP statically, for this demonstration the WAN IP of DSR is 
2.2.2.1, gateway is 2.2.2.254 
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Step 2: Setting up the IPSEC policy of DSR-1000N, we used “ANY” as the local 
network and set 1.1.1.1 (DFL’s WANIP) as remote endpoint, also use PSK as 
authentication method. 
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Step 3: we setup the syslog server on DSR-1000N, which directs the syslog to 
192.168.20.2 (syslog server IP), and setup which log severity you want to send to 
server. 
 
[DFL-860E] 
 

 
 
Step 1: DFL-860E’s configuration is much more complicated than DSR-1000N, let’s 
start on creating the objects for IP addresses, we change the WAN IP to 1.1.1.1 , 
gateway to 1.1.1.254, wan-net to 1.1.1.0/24, lap IP to 192.168.20.1/24 for this 
scenario. 
 

 
 
Step 2: Also create the IPSEC_remote_endpoint and remote_network, which in this 
case endpoint is 2.2.2.1, network is 192.168.10.0/24. 
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Step 3: Now we start to create the IPSEC policy, first we need to create the Pre-
shared-key object, in the Authentication Objects we add a new IPSEC key, and the 
value must be equal to the DSR’s pre-shared key. 
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Step 4: the above four screenshots are the set up for our IPSEC policy on DFL, for 
the first screenshot, we can see that the IPSEC is DFL’s LAN network to ALL-nets, 
and we use MEDIUM for IKE algorithm and IPSEC algorithm. The second screenshot 
shows we use the pre-shared key we created earlier. The third and fourth 
screenshots we uncheck both boxes because we don’t want the DFL to automatically 
create the routes, we will manually create the IPSEC routes later.  
 

 
 
Step 5: Now we add the IP Rules which ALLOW the traffic from LAN LANNET to 
IPSEC interface IPSEC remote network/remote endpoint and the other side vice 
versa, why do we need two IP rules for this? This is because we want to allow the 
traffic which is from DSR’s LAN network and also DSR’s WAN IP. 
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Step 6: Now we manually add the two routes which specifies that DSR’s WANIP and 
DSR’s LAN network goes through the IPSEC VPN interface. 
 
[Configuration on DGS-3620] 
Set the three VLANs and their ports: 
DGS-3620-52P:admin#create vlan vlanid 10 
DGS-3620-52P:admin#create vlan vlanid 20 
DGS-3620-52P:admin#create vlan vlanid 30  
DGS-3620-52P:admin#config vlan vlanid 1 delete 1-52        
DGS-3620-52P:admin#config vlan vlanid 10 add untagged 1-4 
DGS-3620-52P:admin#config vlan vlanid 20 add untagged 5-8 
DGS-3620-52P:admin#config vlan vlanid 30 add untagged 9-12 
DGS-3620-52P:admin#create ipif vlan10-if 1.1.1.254/24 VLAN10 
DGS-3620-52P:admin#create ipif vlan20-if 2.2.2.254/24 VLAN20 
DGS-3620-52P:admin#create ipif vlan30-if 3.3.3.254/24 VLAN30 
The above CLI is setting up the router which has three interfaces, VLAN10 20 and 
30, for VLAN10 it is directly connected to 1.1.1.1 and has interface IP 1.1.1.254, for 
VLAN20 it is directly connected to 2.2.2.1 which has interface IP 2.2.2.254, and 
finally the VLAN30 which in this case simulates the internet.  
 
 
 
[Test Results]  
We should be able to send SNMP/SYSLOG traffic to DFL’s LAN network from 
DSR’s WAN IP; also DFL’s users should be able to access 3.3.3.254 through 
1.1.1.1, and when pinging 2.2.2.1 and 192.168.10.1/24 should go through IPSEC 
tunnel. 
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The IPSEC tunnel is successfully created. 
 

 
 
The SYSLOG is successfully transferred to DFL’s LAN network 
[Conclusion]: 
Using the above settings we are able to send traffic through IPSEC tunnel from 
DSR to DFL.  

[End Of Document] 
 


