Einrichtung
zur Nutzung von zwel
WAN-Interfaces
fur unterschiedliche
Protokolle

auf der DFL-800, DFL-1600 und DFL-2500

Um diese Anleitung nutzen zu kdnnen werden folgefelentnisse vorausgesetzt:

Viele dieser Informationen finden Sie beispielswaister: http://de.wikipedia.org/wiki/



Testaufbau:

Wiorkstation

LAN: 192,168.1.254
Gateway: 192 168.1.1

Firewall

LAN 1- 1021681 .1
VAN 1: 192.168.120.1
WAN 2: 192 168.130.1

192.168.120.0 /24 — gsh waffic

192 168 130.0 /24 — hitp trafiic

LAMT: 192.168.120.2

LAMZ: 192,168.130.2
LAMZ: 192,168 200.2 LAN, 192,168.200.56

Gateway: 192 168.200.2



In diesem Testaufbau sollen folgende Protokolle éddgende Interfaces weitergeleitet werden:

I nterface | P-Subnetz WAN-IP Protokoll
WAN 1 192.168.120.0/24 192.168.120.1 ssh
WAN 2 192.168.130.0/24 192.168.130.1 http

Zuerst missen die IP-Adressen, Subnetze und Gasesiryerichtet werdeh:

¥ InterfaceAddresses

Jéll Use an Addresz Folderto group related address objects for 3 better owveneiaw,
i |

£ Edit the settings for this folder

0 Add »
# Marme = Addres%v UserAuth.Groups - Cormments ¥
O  wani_ip 192,168,120.1

4 4 waninet 192,168,120.0/24

z 4 wanz_ip 197,168,130,1

Y 4 wanznet 192,168,130,0/24

4 4 dmz_ip 172,17,100,254

5 4 drmznet 172,17,100.0/24

& 4 lani_ ip 192,168,411

7 4 |aninet 192.168,1.0/24

g o lanz_ip 192,168,214

2 4 lanznet 192,168, 2.0/24

io 4 lanz_ip 192,168, 3.1

11 4 lanznet 192.168.3:0/24

iz 4 yani_gw 192,168,120,2

3  yan2 g 192.168,130.2

l.'__L Right-click an a rovu for further options.

! Anzeige unter folgendem Meniipunkt: /Objects / AxdgrBook / Interdace Addresses /



Legen Sie nun ein neues virtuelles Interfaces ,waven2* an:

% wani-wan2

=/ General ]

% Use an interface group to combine sewveral interfaces for a simplified security policy.

Hame: wanl-wan2

D Securitw Transport Equivalent

&/ Interfaces B
uaitahle SEleead
drnz wanl

lani wanz
lan2 l s ]
lanz 2

& ] Comments 5]

In der Ubersicht sieht dies wie folgt aus:

%84 Interface Groups

% Use intarface groupsto combine several interfaces forsimplified policy management.

L] &dd -
= Marme « Members « Cornrments «
0 i wanl-wan2 wanl,wanz

'I—:l. Right-click an a row for further options.

&

2 Anzeige unter folgendem Meniipunkt: / Interfackgdrfaces Groups /



Weiterhisn mussen die eben angelegten IP-AdressgéiRi#Subnetze den Interfaces zugewiesen
werden.

3} Ethernet

H Configure the settings forthe Ethemnet adaptersin the system.

#¥ HMName ¥ TP = Metwork * DefaultGateway ¥ DHCﬁEnabled - Carmrments ¥
0 B8 wanl :# wanl_ip _5 wanlnet :;* wanl_gw Mo
i B8 wanz :ﬁ wanz_ip _ﬂ wanznet :‘-f wanz_gw Mo
z B8 drz :# dmiz_ip _3 drnzret Mo
3 8B lan1 :# laml_ip _ﬂ laninet Mo
4 B lanz :# lamz_ip _3 lanzret Mo
5 B8 lanz :‘-f lan2_ip _ﬂ lan3net Mo
% '\Ll Right-click on a row for further options.

Legen Sie nun das zukiinftige Verhalten der ,Poliaged Routing Table* fest;

&1y wan2_pbr_table

# ] General Ej

@ A policy-bazed routing table iz uzed to define an alternate routing table.

Mame: wan2_pbr_table
Drdering: Default w
D Remove Interface [P Routes
{make firemall totally transparent)
#/ Comments [ Ej
L
Comments:

|_ Ok J[ Cancel I

% Anzeige unter folgendem Meniipunkt: / InterfacEshernet /
* Anzeige unter folgendem Meniipunkt: / Routing Reliased Routing Tables /



Nun muss die Route fur das PBR (Policy-based Rgutangelegt werden:

By
R Route
General & Proxy &RP 1 Monitor

&/ General

]

-F

A moute defines what inteface and gatewaw to use in orderto reach a specified netwad.

Interfame: wanz W
Mt all-nets N
G atemay: % wanz_gw W
Local IF Address: (Mane) W
hletric: o

&/ Comments

]

Comments:

LOK ][ Cancel I

In der Ubersicht sieht dies dann wie folgt aus:

’f\ﬁwanz _pbr_table

@i A policy-based routing table is used to define an alternate routing table.

[EJ Edit the zettings for this folder

0 Add ~

# > Interface = HMetwork = Gateway = Local IR = Metric *

Comment_s -
iowanz _j all-nets _ﬂ wanz_qw 0

L'__L Right-click on a row far futher aptians.



Weiterhin muss nun die zugehérige PBR Policy eiicgest werden®

%ig wan2-pbr-rule-1

@] General :5

L
- A FPolizy-based Routing Rule forses the use of policy-based routing tables'in the fonward andfor return direction of traffic on a connection.
- The'ordering' parametar of the poliey-based routing table determines if the router iz consulted before or after the main routing table.

Mame: wanzZ-pbr-rule-1

Fonmard Table:  |wanz_phr table

L

Return Table: wanZ_pbr table LY

Service; http-all L

Sechedule: (Haone) L
@/ Address Filter L]

Specify souree interface and source nehwod, togetherwith the destination interface and destination netwode. All parametears hawe to match

-_éi forthe rule to match.

Source Destination
Interface: lani1 w wanl-wan2 W
Hebuor: laninet w all-nets
& J Comments E_j

In der Ubersicht sieht dies dann wie folgt aus:

'5% Policy-based Routing Policy

’% Configure a policy forwhat polioy-based routing tables are to be used for what netwod traffic.

] Add =
S Source Source Destination Destination o e
S H R Interface = Hetwark = Intetface = Metwark = Sl et CoRREN
a 7-% wfn2-pbr- W ani J laninet ‘ wanl-wanz _& all-nets ? http-
rule- a

'\il Right-clidke on 3 rows far further options.

® Anzeige unter folgendem Meniipunkt: / Routing Beliased Routing Policy /



Legen Sie nun zwei Access Rules &n:

Rule 1 ist fur die SSH-Verbindung:

g allow_standard

General © Log Seftings | MAT | SAT | SAT Server Load Balancing

# / General Ej

g An 1P rule specifiesiwhat action to perform on netword traffic that matches the specified filter critaria.

Mame: allow_standard
Action: Np,]l‘ i
Senrice: zsh o
Schedule: [Mone) W
# / Address Filter L]

Specify source interface and source nebwodk, togethear with destination interface and destination netwote All parameters have to match for

:}:.#. the rule to match.

Source Destination
Interface: lani w wanl
Hetma: larinet w all-nets
# ] Comments &

Rule 2 ist fur die http-Verbindung:

g http-wan2

General | Log Seftings | NAT | ST | SAT Server Load Bialancing

& General L]

g An |P rule specifies what action to perform an netuon traffic that matehes the specified filter criteria.

Hame: http-wanz

Auction: MAT

Senrice; \http-all

Schedule: (Mane) a

& J Address Filter

]

Specify source interface and source nehwodk, togetherwith destination interface and destination netwode. AH parameters hawe to match for

_}i} the rule to match.

Source Destination
Interface: lani wanl-wan? W
Hetbuor: laninet all-nets

& Comiments

L]

® Anzeige unter folgendem Meniipunkt: / Rules / IFeRY



In der Ubersicht sieht dies dann wie folgt aus:

§ IPRules

g IF Rules are used to filter IP-based networ traffic. In addition, they provide means for address translation as well as Server Load Balancing.

| Add «

s \ Source Source Destination Destination e
A= R Interface = Metwark = Interface = Metwork = FEnilca
o} ﬁ allow_standard MAT 8 lani ;‘f laninet B wanL ‘_ﬂ' sll-nets |y ==h
1 ﬁ http-wanz MAT 0 ani _3 laninet ‘ wanl-wanz _'j' all-nets 1 http-

all

'\il Right-click an 3 row far further options.

by

Nun kann die Verbindung getestet werden.
Zur Kontrollen der Verbindung kann die Liste dem@ections benutzt werdeh.

‘32] Connections

¢ ] Filter state table display 5]
Source Destination
IF Address: 192,168,200.56
Interface: lanl  » Any W

IF Protocol: | Any %

Apply |

. State table contents (max 100 entries)

Fort:

State Proto Source Destnatbion Timeout
FIM_R.CWD TP lan1:192,165,1.254:15840 wanl:192,168,200,56122 iz
FIM_R.CWD TCPR lanli1%2 165 1.254: 18582 wanZil92, 168,200,561 80 1g
FIM_R.CWD TP lan1:i192,1658.1.254:11251 wanZi192.168,200.56180 25

" Anzeige unter folgendem Meniipunkt: / Status / @ations /



