Einrichtung
eines
|IPSec-Konzentrator

(Hub and Sooke)

auf der DFL-800, DFL-1600 und DFL-2500

Um diese Anleitung nutzen zu kénnen werden folgdtelentnisse vorausgesetzt:
IPSec, Routing, TCP, UDP, ICMP, Paketfilterung.

Viele dieser Informationen finden Sie beispielswaisiter:http://de.wikipedia.org/wiki/
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Konfiguration auf Firewall B:

Zuerst wurden die folgenden Objekte auf Firewatirigjelegt’

‘5 fwA-remotegw

General | User Suthertication

@/ General :5

,,-; Use an IP4 Address item to define a name for a specific IP4 host, netwod or range.

Hame: fud-remotegw
IPddress: 455 168.110.5 e.g: {72650 8", 102 168,307, 182.165.30 11", "102 1687 0/24" and
U172 A6 250172 A6 25500

& ] Comments ]

Comments:

% l OF |[ Cancel J

4 fwA-net
General | User Suthentication

& ] General I:j

:3 Use an IP4 Address itemn to define a name for a specific IP4 host, netwod or range.

Hame: fwd-net

I Address: |y 92 108,3.0/24 e.g:"172 16.50.8", "192 168.30.7, 192.168.30 11", "182 168 7.0/24" and
72 4625 40-172 16 25,500

&/ Comments Ej

Comments:

l Ok |[ Cancel J

! Diese Einstellung finden Sie unter folgendem Memikt: / Objects / Address Book / Add / IP4 HostiMerk /



4 fwC-net
éer[%al Uszer Authentication

# J General

]

;J Use an P4 Address item to define a name for a specific P4 host, netword or range.

Name: fw-net

IF Addresst [152.188.2.0024 e.g:"172.16.50.8", "102.168.30.7, 192 168.30.11", "182 168 .7 0/24" and

"1?2.15.25.10-1?2..'13.25.50"

# Comments

L]

Comments:

Nun muss weiterhin eine neue IP-Gruppe angelegienet

_}{ - fwB-remotenets

General © User Authentication

Ok ][ Cancel I

# | General L]
“# An IPD Address Group is used for combining seweral IP4 Address objects for simplified management.
Name: fuB-remotensts
Group members: Awailable . Selected
lwani_ip ~ |[frds-net
wanlnet fw-net
|lwanZ_ip
wanznet
dmaz_ip
dmznet b %
# ) Comments L]

Comments:

Ok ][ Cancel J

2 Diese Einstellung finden Sie unter folgendem Memikp: / Objects / Address Book / Add / IP4 Addr&sup /



In der Ubersicht sieht dies wie folgt aus:

«ﬁfi RemoteHosts

,g Use an Address Falder to group related address objects for a better ovendian,
~3=1

% E Edit the settings far this folder
0 Add v

# v Marme = Address ¥ UserAuthGroups » Comments ¥

0 = fwi-net 192,1658,3.0/24

3 = fwi-rernotegw 192,1658,110.5

2 ,& fwis-net 192,1658.2.0/24

3 jf,_,‘ fub-rermoterets fus-net ful-nat

Li-l Right-click on a row for further aptions.

Andern Sie nun gegebenenfalls die bestehenden @HjakLAN und WAN Interfacé:

;3 lant_ip
General | User Au‘[herrtigl '\‘%'Un

# ] General 4]

,_J Uze an IP4 Address item to define a namea for a specific IP4 host, nebuok or range.

Name: lanl_ip

IF Address: 1ar168.1.1

? ! e T2 AG50.8", ME2 62307, 192,162 30011, 192 1568.7.0:29" and
"172:16.25.10-172.16.25 50"

# ) Comiments [ 4]

Comments:

[ 14 ]I Cancel J

3 Diese Einstellung finden Sie unter folgendem Memikp: / Objects / Address Book /



3 laninet

General | User Authertication

& J General

5

,_‘g Use an IP4 Address item to define a name for a specific IP4 host, networdc orrange.

Hame: laninet
IFaddress |y 95 168.1.0/24 £.g:"172.A6.50 &, 1102 165,307, 192.165.30.11", "102 1687 0/24" and
"T2 A6 250172 16 25 500

# ) Comments

L

Comments:

J [ Cancel

_3 want_ip

General | User Authentication %

& J General

B

,_‘:3 Use an IP4 Address itemn to define @ name for a specific IP4 host, networdc or range.

Hame: wanl_ip
IFAddress: | 1929681101 e.g:"172.16.50 8%, "192 168.30.7, 192,162 30.11", "02. 168 7.0/24" and
472 16.25.10-172 16.25.50"

& Comments

L]

Comments:

] ]

J [ Cancel

] ]



_3 waninet

Genersl - User Authertication

# ] General 3]

;_ E Use an P4 Address item to define a3 name far a specific IF4 host, netwods or range.

Name: %nlnet

IP Address: |52 168,110.0/24 e.g:"172.16.50.8", "102 168 30.7, 192 162.20.11", "192.168 7 029" and
{72 18.25.10-172.16 25 50

#/ Comments Ej

Comments:

[ K I[ Cancel ]

Legen Sie nun den Pre-Shared Key“an:

xﬂ Pre-Shared Keys

R Add, remove and modify Pre-Shared Keys, which are used for IPSec authentication purposes.

0 add~
# - Mame = Type ™ Comments ¥
o i fuspc-psk ASCIT

L-i'_l Right-zlick on a row for further aptions.

* Diese Einstellung finden Sie unter folgendem Memikp: / Objects / VPN-Objects / Pre-Shared-Keys /



Legen Sie nun einen IPSec-Tunnel an:

:j ipsectunnelBA

General  Authentication | Extended Authentication (XAuth) | Routing | IKE Settings | Keep-alive | Advanced

&} General ]
r..} An IPzectunnel item iz used to define IPsec endpoint and will appear as a logical interface in the system.
)
Name: ipsectunnelBa
Local Metwok: laninet
Remote Nebwor: fuB-remotenets i
Femote Endpoint: fud-remotagw e
Encapsulation Mode: Tunnel “
& ] Algorithms Ej
IKE Algarithms: High w
IKE Life Time zagnn 5econds
|Psec Algarithms: High w
|IPsec Life Time 3600 seconds
|Psec Life Time g kilobwtes
L
1 ipsectunnelBA
General | Authentication | Extended Authertication (¥XAuth) | Routing | IKE Settings | Heep-slive | Sdvanced
# ] Authentication 4]
(7 X500 Cerificate
Root Cerificateis:
G ateway Certificate: g e
Identification List: =5 B
f* Pre-Shared Kay
Fra-Shared Key: FusABC-psk o
Ok _][ Cancel

® Diese Einstellung finden Sie unter folgendem Memikp: / Interfaces / IPSec Tunnels /

]




In der Ubersicht sieht dies wie folgt aus:

j IPsec Tunnels

;rj Manage the IPsec tunnel interfaces used for establishing IPsec WP connections to and from this system.
]

] Add =
# % Mama ™ LocalMetwark *  Remotefetwork = RemoteEndpaint * AuthMethod *  Cormrments =
o j ipsectunnelB _ﬂ laninat _-lli fuB-rarnotanets _ﬂ fiws-rarnotegw FSK

-.LL Right-click an a row for further options.
# Madify advanced settings

Richten Sie nun die Access-Rules &in:

§ allow_all

General | Log Seftings | MAT | SAT | SAT Server Load Balancing

# ) General :j

g An IP rule specifies what action to perform on netuor traffic that matehes the specified filter criteria.

Hame: allow_all
Action: Allow ¥
Service: all_zervices v
Schedule: { el w
&/ Address Filter tj

Specify source interface and source nehwod, togetherwith destination interface and destination netwode. All parameters hawe to mateh for

}iﬁ the rule to match.

-

Source Destination
Interface: lani g ipsectunnalB & w
Hehuork: laninet L fuwb-remotenets "

® Diese Einstellung finden Sie unter folgendem Memikp: / Rules / IP Rules /



§ allow all

General | Log Seftings | NAT | ST | SAT Server Load Bialancing

& ] General E_j

g An |P rule specifies what action to perform an netuon traffic that matehes the specified filter criteria.

Hame: allow_all
Action: Allow
Femice: all_services
Schedule: (Mone) L
& | Address Filter 5

Specify source interface and source nehwodd, togetherwith destination interface and destination netwode. AH parameters hawe to mateh far

._}:é the rule to match.

Source Destination
Interface: .ipsectunnelBF\ Ev lanil
Hebuor: fwB-remaotenats e larinet

In der Ubersicht sieht dies wie folgt aus:
Jg lan_to fwA

g An IP Rule falder zan be used to group IP Rules into logical groups for better ovenview and simplifiad management.

ﬂ%ddv

Edit the settings for this folder

4 Sorce Destination Destination ;
# ¥ Mame ™ Action ™ Inteiface = Source Metwork = Intarface = Netuath + Service ™
o & allaw_all Allow | O RETES ;* laninet _:j ipsectunnelBA |!! fub-remotanats | all_services
. ay fwe- " ’
1 allow_all Allaw Y ipsectunnzlBa -‘!J lanl “ laninet Y sl services
g = "J P remotenets - '& B =l

Ql Right-click an a row for further options.



Konfiguration auf Firewall C:

Zuerst wurden die folgenden Objekte auf Firewa#ir@elegt:

1«} fwA-remotegw

General | User Authertication

# /] General B

13 Use an IP4 Address item to define a name for a specific IPD host, netwok orrange.

Mame: fwli-remotegw
IF Addresst |95 168,110.5 £.g:"72.16.50.8%, "102.168.30.7, 102.168.30.11", "102.162.7 /24" and
"172.16.25.10-172.16 25 50"

#/ Comments Ej

Comments:

I 214 Il_ Cancel I

3 fwA-net

Genersl | User Suthertication

# | General Cj

,_‘3 Usze an IP4ﬁdd% item to define a name for a specific IP4 host, network or range.

Name: fud-net

IF Addresst | 192 jeg.3.0/24 .9 "7 AG 50,80, MO2 165,20 7, 102.168.30.11", "102 162.7.0/24" and
M72AE.25.10-172 16 25 S0

# /) Comments L’.'j

Comments:

[ K H Cancel I

" Diese Einstellung finden Sie unter folgendem Memikp: Objects / Address Book / Add / IP4 Host/Netwb



4 fwBmet
Genersl  User Suthertication

# ] General E.'j

;J Usze an IP4 Address item to define a3 name for a specific P4 host, network or range.

Hame: fub-net
IF Address: 192 168,1,0/24 e.gr ™M72AG.50.8", "02 168,207, 102.162.20.11", "102 162.7.0/24" and
72 16.25.10-172 16,25 500

# ] Comments L]

Comments:

[ o1 4 ” Cancel ]

Nun muss weiterhin eine neue IP-Gruppe angelegienér

_}{ ., fwC-remotenets

General © User Authentication

# J General t:j

“# An IPS Address Group is used for combining seweral IP4 Address objects far simplified management.

[

Name: fuC-rermotenets
Group members: Available . Selected
[wani_ip ~ |[fwhi-net
wanlnet fwB-net
|wanz_ip
wanZnet
dmz_ip
drnznet M
#/ Comments L]
Comments:

[ [ 4 ][ Cancel J

8 Diese Einstellung finden Sie unter folgendem Memikp: / Objects / Address Book / Add / IP4 Addr&ssup /



In der Ubersicht sieht dies wie folgt aus:

,_4{’ RemoteHosts

] Usze an .ﬁddresrfolderto group related address objects for a better ovenrian,
—‘.'Pél' -

B Edit the settings for this falder

[ Add =

- Marme = Addrezs = UserduthGroups Camments ¥
a fwi-net 192.168.3.0/24

1 fwé-rernoteqw 192, 168.,110.5

2 fuwB-net 192.168.1.0/24

3 .l'-".i fuiZ-remotenets fwA-net,fwb-net

il Right-click an a row for further options.

Andern Sie nun gegebenenfalls die bestehenden CfijekAN und WAN Interface®

;; lant_ip [;
eneral - User Authertication

& ] General E.'j

*__.J Uze an P4 Address itemn to define a name for a specific IP4 host, nebwotc or range.

Mame: lanl_ip

IF Address:

192.168.2.1 e.g:"T2A6.50.8" "MO2 68 207, 102 16230 14", "102 1627 .0/24" and
"MT2AG 2540472 16.25.50"

& Comments Ej

Comments:

[ Ck H Cancel J

° Diese Einstellung finden Sie unter folgendem Memikp: / Objects / Address Book /



_# laninet

General | User Suthentication

J

& General Ej
,_-; Use an IP4 Address itemn to define a name for a specific IP4 host, netwod or range.
Hame: laninet
I Address: g2 108,2.0/24 e.g:"172 16.50.8", "192 168.30.7, 192.168.30 11", "182 168 7.0/24" and
"72 16.25.10-172 .16 .25 50"
&/ Comments ]
Comments:
l =] 4 |[ Cancel
;3 wani_ip
General | User Authertication
# ] General ]
;:3 Use an IP4 Address item to define a name for a specific IPS host, nebwok or range.
Mame: wanl _ip
IF Address: o2 168,110, e.g:"172 .16 508", "2 168 30,7, 192.168.20.11", "192 168 7.0/24" and
"72.16.25.10-172.16.25.50"
&7 Comments 4]
Camments:
|_ Ok H Cancel

]




' wan1inet

General | Lser Suthentication

# ] General 5]
;J Use an IP4 Addrezsz item to define a name for 3 specific IP4 host, netwod or range.
Name; wanlnet
IPAddress | 1oz, 1a8.1 10,0024 £.g:"72.16.50.8", "A2 162.30 7, 192.168.30,11", "192 165.7 024" and
"72.A6.25.10-172.16.25.50"
# ) Comments ]
Comments:
l oK ” Cancel

)

Legen Sie nun den Pre-Shared Key*an:

xﬂ Pre-Shared Keys

R Add, remove and modify Pre-Shared Keys, which are used for IPSec authentication purposes.

0 add~
# - Mame = Type ™ Comments ¥
o i fuspc-psk ASCIT

L-i'_l Right-zlick on a row for further aptions.

19 Diese Einstellung finden Sie unter folgendem Memikp: / Objects / VPN-Objects / Pre-Shared-Keys /



Legen Sie nun einen IPSec-Tunnel ¥n:

Ll

1) ipsectunnelCA

General - Authertication | Extended Authertication (Auth) | Rowting © KE Setings | Keep-alive | Advanced

& General )

,_(j An |Psactunnel item is used to define IPzec endpoint and will appear as a logical interface in the system.
i

Name: ipsectunnelCa

Local Metmod: lanlnet L'
Remaote Nehuom: fuC-remotencts W
Remote Endpoint: fwa-ramotegew W
Encapsulation Mode: | Tunnel e

# ] Algorithms E‘.‘j

IKE Algaorithms: High W
IKE Life Time 28200 seconds
IPsec Algorithms: High w
IPsec Life Time 26| secends
IPsac Life Time o kilobytes

L
C1) ipsectunnelCA
General | Authentication | Extended Authertication (¥XAuth) | Routing | IKE Settings | Heep-slive | Sdvanced

# ] Authentication 4]

{7 %500 Cetificate
Root Cerificateis:

G ateway Certificate: g e
Identification List: =5 B

f* Pre-Shared Kay
Fre-Shared Key: HwABC-psk w

I_ Ok _][ Cancel ]

" Diese Einstellung finden Sie unter folgendem Memikp: / Interfaces / IPSec Tunnels /



In der Ubersicht sieht dies wie folgt aus:

j IPsec Tunnels

;rj Manage the IPsec tunnel interfaces used for establishing IPsec WP connections to and from this system.
]

] Add =
# ¥ Narie ¥ LacalMetwark = RemaoteMetwark = RermoteEndpoint = AuthMethod * Comments =
o _:} ipsectunnelCa _ﬂ' laninet ’ij fwC-rarmotensts _3 Frd-rarnote gy PSk

-.LL Right-click an a row for further options.
# Madify advanced settings

Richten Sie nun die Access-Rules ém:

g allow_all

Ceneral | Log Settings MAT | SAT |7SAT Server Load Bialanzing

& ] General Ej

g An 1P rule specifies what action to perform on netwod: traffic that matches the specified filter criteria.

Name:

allow_all
Action: Allaw G %
Fenice: all_services L
Schedule: [Mone) S
&/ Address Filter ]

d Specify source interface and source netwods, together with destination inteface and destination netwod. All parameters hawve to match for

X
_‘}u‘_.! the rule to match.

Source Crestination
Interface: lani W ipsectunnel A “
N et laninet o fwC-remotensts W

12 Diese Einstellung finden Sie unter folgendem Memikp: / Rules / IP Rules /



§ allow all

General © Log Settings | MNAT | SAT | SAT Server Load Balancing

& J General

5

g An |P rule specifies what action to perform an netuor traffic that matehes the specified filter criteria.

Hame: allow_all
Actian: Allow
Service: all_services

Scheduls: (Maona)

& | Address Filter

L]

Specify source interface and source

-_}‘E the rule to mateh.

Source Destination %
Interface:  jpzectunnelCd “ lan1 w
MNetuordc: HfwC-remotenets Ev laninet W

In der Ubersicht sieht dies wie folgt aus:

#g lan to fwA

netuok, together with destination interface and destination netod. AH parameters hawe to mateh for

‘g An |IP Rule folder can be used to group IP Rules into logical groups for better owenriem and simplified management.

] Add =
# v Marne ¥ Action =
] a allow_all Allow

1

g allaw_all Allow

b3

Source
Interface =

B =n1

_:| ipsectunnalCA

Source Metwork =

;ﬁ laninst

jﬂj fwic-

rermotenets

Destination
Intetface =

'_'..j. ipsectunnelCA
8 lan1

EJ Edit the zettings for this falder

Destination
Metwark =

JIJ fuC-remotenets v_a all_zervices

Service *

;ﬂ' laninet 3y 2l services

kil Right-click an a row for futther options.



Konfiguration auf Firewall A:

Zuerst wurden die folgenden Objekte auf Firewalifgelegt™

‘5 fwB-remotegw
General | User Suthertication

@/ General :5

,,-; Use an IP4 Address item to define a name for a specific IP4 host, netwod or range.

Hame: fub-remotegw %
IFAddress: 495 1681101 e.q:"{72.A6.50 8", 102 168,307, 182.165.30 11", "102 1687 0/24" and
U172 A6 250172 A6 25 500

& ] Comments ]

Comments:

l oK |[ Cancel J

4 fwB-net
General | User Suthentication

& ] General I:j

:3 Use an IP4 Address itemn to define a name for a specific IP4 host, netwod or range.

Hame: fwB-net

IF Address: 192.16]5.1.0.-"24 e.g:"172 16.50.8", "192 168.30.7, 192.168.30 11", "182 168 7.0/24" and
"7 AG.25 0172 1625 50"

&/ Comments Ej

Comments:

l Ok |[ Cancel J

13 Diese Einstellung finden Sie unter folgendem Memikp: / Objects / Address Book / Add / IP4 HostAetk /



Nun muss weiterhin eine neue IP-Gruppe angelegiemet*

,J:{ 2 fwBnet-localnet

General | User Authertication

& J General i E_j

"# An IPF¥ddress Group is used for combining several IP4 Address objects for simplified management.

Name: fwBnet-localnet
Group members: Awvailable . Selected
[1an_ip A~ |[lannet
Ndrmz_ip = fwB-nat
fdmznet
|wanl_ip
wanlnet
|wanz_ip .
# ] Comments 5]
Comments:

[ 14 H Cancel ]

Legen Sie nun weitere Objekte &n:

_3 fwC-remotegw s

Genersl - User Authertication

# ) General L]

':-g Use an IP4 Address item to define a name for a specific IP4 host, netwod or range.

Mame: frC-Fermotegw
IP Address: 495 168,110,3 &g MT2AE 508, "2, 165,30 7, 192, 168.30.11", "102.168.7.0/24" and
1721625 10172 16 25 500

# ) Comments Ej

Comments:

[ Ok J[ Cancel ]

14 Diese Einstellung finden Sie unter folgendem Memikp: / Objects / Address Book / Add / IP4 Addr&sup /
15 Diese Einstellung finden Sie unter folgendem Memikp: Objects / Address Book / Add / IP4 Host/Netkb



_3 fwC-net

General | User ﬁutherr'ticaﬁnn

&) General Ej

*J Usze an IP4 Address item to define a name for a specific IP4 host, netwok orrange.

Name: fuC-net

IFAddress: |y 55 16820724 £.q:"72 650 8", "102 165.30.7, 182.165.30,11", "102 168.7 /24" and
"172 16 25 A0-172 A6 2550

# ] Comments ]

Comments:

Ok H Cancel J

Nun muss weiterhin eine neue IP-Gruppe angelegieret®

3_{ , fwCnet-localnet

General | User Suthentication

& General :j

‘# An IP&Address Group iz uzed for combining several IP4 Address objects for simplified managemeant.

Name: fwCnet-localnet
Group members: Awvailable ) Selected
:llan_ip 2 |lannet
:|dn'|z_ip e ||[fws-net
fdmznet
lwanl_ip
waninet e
fwanz_ip Bt
& Cominents ]
Comments:

I Ok H Cancel J

16 Diese Einstellung finden Sie unter folgendem Memikp: / Objects / Address Book / Add / IP4 Addr&ssup /



In der Ubersicht sieht dies wie folgt aus:

L ,:'é RemoteHosts

)é'f Use an Address Folder to group related address objects for a better owe nrien.
-33

0 Add - K

- Marme =
'_i fuB-net
'_ﬂ' fwB-rarmotagw
'_# finl-net
':j' fwl-rarnotegw
_'_'!l_J fuCrnat-lacalnet

[ R R Y R R R

_*!,J fwBnet-localnet

Andern Sie nun gegebenenfalls die bestehenden @HijakLAN und WAN Interface®’

_# lan_ip

General | User Suthentication

Address -
192.168.1.0/24
192 168.110.1
192.168.2:0/24
192 168.110.3
lannetfuwC-net

lannetfub-net

UserAuthGroups »

3 Edit the zettings for this folder

Comments v

L'__L Right-click on a row far futher aptians.

& General :j
‘-; Use an IP4 Address itemn to define a name for a specific IP4 host, netwod or range.
Hame: lan_ip %
IF Address: | 492 168,31 e.g:"172 16.50.8", "192 168.30.7, 192.168.30 11", "182 168 7.0/24" and
"MT2AG25 10172 A6 25 80"
# ) Comments ]
Comments:  Ipaddress of interface lan
l Ok J[ Cancel

J

" Diese Einstellung finden Sie unter folgendem Memikp: / Objects / Address Book /



—;} lannet

General | Lser Suthentication

# ] General 5]

VJ Use an IP4 Addrezsz item to define a name for 3 specific IP4 host, netwod or range.

Mame: lannet
IP Address: |y 95 168.3,0/24 g MT2AB 508", A2 168.30.7, 192.168.30,11", 192 A6 7 0024 and
{72 A6 25 10-172.16 25 500 1

# ) Comments ]

Comments: | The network on interface lan

l 14 ]l Cancel |

;3 wani _ip
General | User Authentication

# ] General ]

VJ Use an IP4 Address item to define a name for 3 specific IP4 host, netwod or range.

Name: wanl _ip
IP Address: | yaz 1e5,110.5 e.g:"172.16.50.8", "192 168.30.7, 192.163.30.11", "192 162.7.0/24" and
"472.16.25.10-172.16 25.50"

# ] Comments ]

Comments: IpAddress ofinteface wanl

|_ oK ]l cancal |




_# waninet

General | User Suthentication

& ] General :j

-:; Use an IP4 Address itemn to define a name fcﬁ specific IP4 host, netuod or range.

Hame: wanlnet
IPAddes |1z 1e8.110.0/24 e.g:"172 16.50.8", "192 168.30.7, 192.168.30 11", "182 168 7.0/24" and
72.16.25.10-172 16 25 .50

&/ Comments Ej

Comments | The network on interface wanl

l Ok | [ Cancel

In der Ubersicht sieht dies wie folgt aus:

4, InterfaceAddresses

"il Use an Address Falderto group related address objects for a better overnviaw.
e |

EJ Edit the settings for this folder

] Add =

#¥ HName™ Address v UserduthGroups * Comments ™

1] ’_’3 lan_ip 192,168.3.1 IPAddress of interface lan

i ':3 lannet 192.168.3.0/24 The network on interface lan
2 ’:3 dmiz_ip 172.17.100.254 IPAddress of interface drmiz

3 -:5 drozrnet 172.17.100.0/24 The network on interface drnz
4 ’:3 wanl_ip 182.168:1108.5 IPAddress of interface wanl

5 -:5 waninet i9z.168.110.0/24 The network on interface wanl
& :3 wanZ_ip 182.168.120.254 IPAddress of interface wan2

brd *ﬂ wanzZnet 192.168.120.0/24 The network on inteface wan2

kll Right-click on a row for further aptions.



Legen Sie nun den Pre-Shared Key'dn:

', fWABC-psk

& ] General :j

'," FEK (Pre-Shared Key) authentication iz based on a shared secret-that is known only by the paries involved.
[

Hame: fwABC-psk

@/ Shared Secret [% :5

{* Passphraze

Shared Secret: A

Confirm Secret: | anee

{" Hexadecimal ey

Fassphrase

|Generate Randam Key

Legen Sie nun zwei IPSec Tunnel &h:

(gl

/) ipsectunnelAB-C
General ~ Authentication | Extended Authertication (Auth) | Routing | IKE Settings | Heep-alive | &dvanced

# / General ;j

__rj An |Psactunnel item is used to define IPzec endpoint and will appear as a logical interface in the system.
)

Mame: ipsectunnel AB-C
Local Mahuar: fwBnet-localnet w
Remuote Hebwodo fwiZ-net

Remuote Endpoint: fwC-remotegw W
Encapsulation Mode: Tunnel w

#/ Algorithms Ej

IKE Algarithms: High o
IKE Life Time aaann| Feeonds
|Pzac Algorithms: High L3
IPsec Life Time 2600 seconds
IPzac Life Time o kilobytes

18 Diese Einstellung finden Sie unter folgendem Memikp: / Objects / VPN-Objects / Pre-Shared-Keys /
19 Diese Einstellung finden Sie unter folgendem Memikp: / Interfaces / IPSec Tunnels /



:] ipsectunnelAB-C

General | Authentication | Extended Authertication (X&uth] | Routing | IKE Seftings | Keep-alive |~ Advanced

& Authentication

)

7 X500 Certificate

Root Certificatels)

Gatemay Cerdificate:

Identification List:

i* Pre-Shared Kay

Fre-Shared Key:

fuABC-psk

:j ipsectunnelAC-B

General © Authentication | Extended &uthertication (<Auth] | Routing | IKE Settings

&/ General

Keep-aliv'e | dvanced

Ok

J

Cancel

)]

il

S8y An IPsectunnel item iz used to define IFsec endpoint and will appear as a logical inteface in the system.

Hame:
Local Nehwar:
Remote Wehuod:

Femote Endpoint:

ipsectunnelAC-B

fwCnet-localnet
fwB-net

fwB-rarmoteqw

Encapsulation Mode: Tynnal
#/ Algorithms ;j
IKE Algarithms: High

IKE Life Time

|P=ec Algorithms:
IPze: Life Time

IPzec Life Time

samnpn| Feconds

High
zgnn/| seconds

ol kilobytes

)



o General ' Acthentication rEndended Authertication (XAuth) T"RULﬂing__ T"II»(E Zetlings r’Reep-alive f’.ﬁ.dvarrced

& Authentication

7 %500 Ceificate
Foot Cerificateis): Bvailabie .

Selected

AdminCert B

G ateway Certificate: ||I'N1:rhg] &
Identification List ||I'N1j‘he'j @
(¥ Pre-Shared Key

Fre-Shared Key: FuhBC-psk @

| ok i]_ Cancel ]

In der Ubersicht sieht dies wie folgt aus:

3 Add ~

@_Rightclidc'on a romy for further aptions:
ﬁ Modify advanced seftings




Richten Sie nun die Access-Rules éfh:

§ allow_all

General | Log Seftings | MAT |

# ) General

SAT | SAT Server Load Balancing

)

g An P rule specifies what action to perform on netuods traffic that matches the specified filter criteria.

Hame: allow_all
Action: Allow
Sendice: all_services

Schedule: (Mone)

&} Address Filter

L]

Specify source interface

J-‘f-j the rule to match,

-

Source
Interface: lan
Mebar: lannet

g allow all

General © Log Settings | MNAT |

& J General

and source networ, togetherwith destination interface and destination netwode. All parameters hawve to match for

Destination

ipsectunnalAC-B s

fwB-net

SAT | SAT Server Load Balancing

5

g An |P rule specifies what action to perform an netuor traffic that matehes the specified filter criteria.

Hame:

allow_all
Actian: Allow
Service: all_services

Scheduls: (Maona)

& | Address Filter

b

L]

:# Specify source interface

_.JL__& the rule to mateh.

Source
Interface: iprectunnelAB-C
MNetmarc: fwl-net

and source nebwodk, togetherwith destination interface and destination netwode. AH parameters hawe to match for

Destination
e ipsectunnalAC-B s
Ev HfwB-net W

2 Djese Einstellung finden

Sie unter folgendem Manikp: / Rules / IP Rules /



g allow all

General | Log Seftings | NAT | ST | SAT Server Load Bialancing

& J General E_j

g An |P rule specifies what action to perform an netuar traffic that matehes the specified filter criteria.

Mame:

allow_all
Action: Allaw
Semice: all_services
Schedule: (Mone) L

5 .

& | Address Filter

# Specify source interface and source nehwodd, togetherwith destination interface and destination netwode. AH parameters hawe to mateh far

_&—-_g the rule to mateh.

Source Destination
Interface: ipsectunnalAC-B s lan
Hebuor: fwB-net e larnet

g allow all

General © Log Settings | MNAT | SAT | SAT Server Load Balancing

& J General E_j

g An |P rule specifies what action to perform an netuor traffic that matehes the specified filter criteria.

Mame: allow_all %
W

Actian: Allow
Service: all_services

Scheduls: (Maona)

& | Address Filter ]

:# Specify source interface and source netwok, togetherwith destination interface and destination netuode. AH parameters hawve to mateh for

_.JL__& the rule to mateh.

Source Destination

Interface: iprectunnelAC-B a iprectunnel AB-C a

MNetuordc: HfwB-net Ev Hw-net W



§ allow _all

General | Log Settings | MAT | SAT | SAT Server Load Balancing

#J General 5]

g An P rule specifiesmhat action to perform on network traffic that matches the specified filter criteria.

Mame: allow_all
Action: Allow
Senice: all_services
Schedule: (Mone) W
# | Address Filter ]

Specify source inteface and source nebwod, together with destination intedface and destination netmod. AH parameters have to match for

_‘}ij the rule to match.

Source Destination
Interface: iprectunnelAB-T lan
Heda fwC-net W lannet

g allow all

General [ Log Zeftings [T MAT [ SAT | SAT Server Load Elalanci'ng

&) General L]

§ An P rule specifies what action to perform on netaord traffic that matches the specified filter criteria,

Hame: allow_all
Fuction: Allow v
Senice: all_services v
Schedule: (Mone) " %
# / Address Filter L]

Specify souree inteface and source netwods, togetherwith destination inteface and destination nebwode. All parameters hawe to match for

_!-:é._& the rule ta mateh.

Source Lrestination

Interface: lan w ipsectunnelAB-C W

Mehuwark: lannet " fwi-net "t



In der Ubersicht sieht dies wie folgt aus:

;g lan _to fwBC

!_g An IP Rule folder zan be used to group |P Rules into logical groups for better ovenview and simplifiad management.
1

0 Add ~

# ¥ Names ™

g allow_all Allow
E allow_all Allow
allow_all Allow

allaw_all Allow

L0 B S T B 5 A e o |

E allow_all Allow

allow_zll Allow

Action * Source Interface ¥

Source

Metwork =

B =n :g larnet

'j. ipsecunnalAB-C W fwC-nat

'_'j ipsecunnalac-B 3 fwB-niet

'_'ﬂ. iprectunnelac-B 3 fwb-riat
"

'_':t ipsectunnelaB-C fw-net

| BET |anr§!b

Edit the settings for this tolder

Destination De;ﬁinatidn Eariicaw
Interface = ‘Metwork = &

'_'.j ipsactunnelAC-B “d fuB-nat _'n all_szervices
'_'.j ipsecunnelAC-B fubB-net _'n all_zervices
W zn lannet _'n all_szervices
'_'.j ipsectunnelab-C ful-nat _'n all_services
W zn lannet _'n all_services
'_'.j ipslectunnelAB-C ful-nat ._h all_services

ii,l Right-click on a row for further aptions.

Nun kann eine Kommunikation zwischen PC B und Pi@z(@estellt werden.

Hierbei ist die Firewall A fiir den Verbindungsaufittavischen IPSec Tunnel zwischen

Fw B — Fw A und Fw A — Fw C verantwortlich.



