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Konfiguracja Content Filtering



1. Nalezy zalogowac si¢ za pomoca przegladarki internetowej Internet
Explorer do urzadzenia na konto administratora (domys$lny adres:
192.168.1.1).

2. Po prawidtowej autoryzacji przejs¢ do zaktadki firewall 1 nastgpnie do
opcji Services:

D-Link

Building Networks for People

DFL-700
Network Security Firewall

VS E Ml Firewall BEWEH Tools Status Help

e ——_
Services Settings
Pick a gervice to edit from the below list:
Help

Defined zervices
Hame Parameters
igrp |F Pratocal: 2 [E dit]
rswp IP Protocol: 46 [E dit]
are-encap |P Protocal: 47 [E dit]
ipsec-esp |P Protocal: B0 [E dit]
ipsec-ah |P Protocol: 51 [E dit]
ipsec-natt IDP: All -» 4500 [E dit]
ipip-encap |P Protocol: 94 [E dit]
jpoomp |F Pratacal: 108 [E dit]
[2tp-encap IP Protocal: 115 [E dit]
echo TCRAUDP: Al -» 7 [Edit]
chargen TCPAJDP: Al > 19 [E dit]
azh TCP: All-» 22 [Edit]
zzhHin TCP: All-» 22 5YM Relay [Edit]
telnet TCP: All-» 23 [Edit]
amtp TCP: All-» 25 [Edit]
arbr-in TP &l -~ 2R S%'MN Ralan IF dit1
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3. Wybra¢ opcj¢ Add New i wypehi¢ formularz nastgpujacymi danymi:

- Name: http-all-content-ALG

- Zaznaczy¢ opcje TCP

- Destination port: 80

- ALG: http/html Content Filtering

Firewal G OREEEE T

Services Settings

Mame: |http-all-content-4LG
TEP /£ UDP Service:

Protocaol: " TCP
O upr

Users [ estingtion Portz; |80

SYM Relay: [[] Protect the destination from SN flood attacks

Policy

Port Mapping

L

Schedules .
() ICMP Echo [Ping)
O IP Protocol:
Protocols: |
Ewample: "1-5,9, 15, B0-H1"

Services

]I

)

VPN

) Group:

Services:

Comma-zeparated lizt of services or zervice groups.
Cerlificates

Frotocolindependent settings:
Content Filtering ICMP Erors: [ Allaw ICMP errars from the destination ta the saurce

ALG: | HTTP/HTHL Content Filtering % |

Application Layer Gateways [ALGs] implement extra application logic that iz needed
for gome protocols to work, properly, fike for instance FTF, which needs to open up
dyniamic data channelz in addition to the command channel

Max LG Sessions: {100

L
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4. Wejs¢ do opcji Policy, a nastepnie do ustawien LAN->WAN:

D-Link

Building Networks for People

DFL-700

Network Security Firewall
- System BG-IM Servers Tools Status Help
"/ Firewall Policy
. Select which policy to edit:
Policy >
% » [Global policy parameters
[re——— ulic:_l,I -4 ez, MAT enabled
o WAN-:LAN policy - 0 ules
o LAN->DMZ policy - 3 rules
'W o DMZ-:LAN policy - O rules
o WAN-DME policy - O rules
o DMZ-xWaN policy - 4 rules, MAT enabled
Schedules
Services
VPN
e
5. Nacisna¢ Edit przy wpisie allow_standard:
LAM-3 w8k Policy
Hame Action Source Destination Service
#1 drop_smb-all Dirop Ay By smb-all $ [Edi]
#2 alow ping-outbound  Allow Ay By ping-outbound -8 [Edit]
#3 allow_fip-pazsthrough  Allow Ay By ftp-pazsthrough &8  [Edi
#4 allow_ztandard Ao Ay Ay All Protocols *
[Add new]
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6. Nastegpnie zaznaczy¢ opcje: Delete this rule i potwierdzi¢ Apply:

[] Intrusion Detection / Prevention:

b ode:

[ Traffic shaping - limitz and guarantees for Wak traffic:

Lirmit Fuarantee
Upstream:|  |kbit's | |kbitss
Downstrean: ' khit's | kbit/z

Priority: | Mormal Guarantes

Delete this rule

LAM-> AN Policy

Name Action Source  Destination
#1 drop_smb-all Drop Ay Ay

#2 sllow_ping-outbound  Allow Ay Ay

#3 allow_ftp-passthrough Allow Ay Ay

#4 sllow_standard Allow Ay Ay

[Add new]

7. Nastepnie doda¢ dwie nowe reguty:

a) reguta allow_dns
- name allow_dns

- action: allow

- service: dns_all

b) reguta allow_http

- name: allow http

- action: allow

- service: http-all-content-ALG

Alerting: Enable IDS/ADP alerting via email for this le

Maote that priorities and guarantess will anly work, if the traffic limits for the Wisk
interface are configured carrectly. Sirmple lirmitzs will however always wark,

2\9 ©

Apply /Cancel Help

Service

zmb-all § [Edi]
ping-outbound &8 [Edit]
ftp-passthiough -8 [Edi]
A&l Protocolz #  [Edi]

UOITEn|2AS JO I8P




m SEGEE Servers Tools  Status Help

Firewall Policy

Show policy:  LAN->WAN  LAN->DMZ  'widh D2
Policy WAN-LAN  DMZ->LAN DM

Edit new rule:

Port Mapping

Mame: | allowe_dns

Pagition: Moves befare given position. Blank = last.
Users .
Action: | Alloney _vl
Source Mets:
Schedules | |
... Uzers/Groups: | | “dm' = Ay authenticated

Destination Mets: | |

Services

.. eers/Groups: | | UAr'' = Ay authenticated

Leave source ands/or destination blank to match everthing,

N Service: dn$_-all b

Cuztom source ports: I:I Blank = arw port
Cerificates ... degtination ports: I:I

Schedule:

DRI €

o

'

‘Content Altering

I

[] Intrusion Detection / Prevention:

8. Nastegpnie wybieramy opcje Content Filtering po lewej stronie.

9. Wchodzimy do zawarto$ci URL Blacklist i dodajemy typy plikow, ktdre
maja by¢ zablokowane np. *.mp3, *.mpeg, *.avi
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Policy

Port Mapping

Users

Schedules

HEHE

w
o
m
w

erv

VP

Cerlificates

[l

Edit Destination URL Global Blacklist:

certain words in them.

e

ze e.g. "example.orgs™"' to dizallow access to an entire site.

Blank lines and lines beginning with "B are ignored.

The URL blacklist can be used to deny access to complete sites, to file types by extenzion, or to URLs with

# Or, a shorter wariant that runz the risk. of blocking sites whose
# names end with the zame text:

#

# “example.coms™®

#

#
# Deny access to potentially dangerous file types:

# Malicious executables can be downloaded by exploits
".BNE
sl
*.cpl
il
*mp3
“.mpeg
*, &
H®com - probably ot a good idea given the .com TLD

# Malicious scniptz can be downloaded by exploits
*vhb
*vbd

|3

QO

Cancel Help

10. Po wszystkim klikamy na Activate, aby zatwierdzi¢ wszystkie zmiany:

1

VPN

|

Cerlificates

—
‘Conlent Altering
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