VPN Passthrough

(LAN -> VPN-PT -> WAN)
Uber

DFL-200, DFL-700,
DFL-1100



Testumgebung:

DFL-700
VPN-Passthrough
LAN-IP: 192.168.192.107
WAN-IP: 192.168.0.107

PC mit
DS-601 VPN-Client
IP: 192.168.192.108
Gateway: 192.168.192.107

DFL-200
VPN-Server
WAN-IP: 192.168.0.108
LAN-IP: 192.168.1.107

PC
IP: 192.168.1.99
Gateway: 192.168.1.107



1.) Um VPN-Passthough (auf der DFL-700) zu konfignen, richten Sie unter
~Firewall/Policy/LAN->WAN" folgendes ein:

Fuewall Policy

Show policy:  LAM->WAN  LAN-:DMZ WAN->DMZ
WwWAM- AN  DMZ:LAN  DME-wial

Edit ¥PH-Passthrough_LAN WAN rule [#1]:

Mame: R-’P'NF'assthrnugh_L.ﬁ.l*

Pasition: |1 | Moves before given position. Blank = last.
Action: _.:-'1'-._II_|:_|_I.:\I_ o
Source Mets: |
... Uzers/Groups: |

| "By = Any authenticated

Destination Mets: |
.. Users/Groups: | | Ay = Any authenticated
Leave zource anddar destination blank ta match evemthing,

Service: | ipsec-suite w |

Cuztom source ports: | Blark = any port

... destination porks:
Schedule: _ -_.-_ﬁ-:ll.-'-:lfa_:_l,? - i

2.) In der Ubersicht wird daraufhin folgende Ubensiangezeigt.

Select "Add Mew'" below, or zelect a rule from the lizt to edit it;

L ik Policy

Mame Action Source Destination Service Move
#1 YPH-Pazzthrough_LAN_WwWiaM - Allow By Ay

[Add new]

ipzec-suite Edit]



3.) Um den VPN-Server (auf der DFL200) zu konfiguen, richten Sie unter
,VPN/Firewall" folgendes ein:

¥PN Tunnels

Edit IPzec tunnel test:

M arme: Itest

Local Met: I'I 32.168.1.0/24

Authentication:

% PSK - Pre-Shared Key
PSK: (i

Retype PSE; IIIII

" Certificate-based
Local Identity: | &dmin - CH=000F 30653551 =]

Certificates:

Usze chl/shift click to select multiple certificates,
Touge D ligks below; pou rmust zelect a TA certificate.

Identity List: | [ro list] =]

Tunnel type:

o Roaming Users - zsingle-host IPzec clientz

IKE *auth [ Require user authentication via IKE Réuth to open bunnel

" LAN-to-LAN tunnel

Femoate Met: |

Remote Gateway: I

The gateway can be a numercal IP address; DMS name, or
range of IF addrezses for roaming / MAT ed gateways,

Route: [# Automatically add a route for the remote network.
Prosy 8P [T Publish remate network on all interfaces via Prosy ARF.

IKE “Auth client: I Pass usemame and pazzword to peer via [KE Rauth, if the remote gateway
requires it.

Fhuth Ugername: I
auth Pazsword: I

™ Delete this ¥PN tunnel

e 9 VO

Advanced Apply Cancel Help

Weitere Informationen bzgl. VPN Server finden Sigen folgender URL:

ftp://ftp.dlink.de/dfl-products/dfl-700/Installatisanleitungen/dfl700_man_ger_dfl700-to-vpnclientL@2¥4.zip



4.) In der Ubersicht wird daraufhin folgende Ubensiangezeigt.

YPH Tunnels

Pick a%PH tunnel to edit from the belaw hist;

o

Help
[Pzec Tunnels
Mame Local Het Remote Het Remote Gateway
hest 192168.1.0424  Any (Mo gateway] [E dit]
[Add new]

5.) Bitte beachten Sie bei der Einrichtung am D$-66n Gateway und das
Remote-Network (siehe Abbildung):

IPSec General Settings Remate Metworks
Gateway : |192_153_U_1Ug Enter the IF netwarks the tunnel should be used for.
without entries tunneling will always be used.
Palicies
@ KE policy ; |AESZEE-SHA-DH5 ﬂ Hetwork addresses Subnet masks :
IPSec policy: [ESPAES256.5HA | [ [192168.1.0 | 255, 255, 255.0
I
Policy lifetimes ... | Policy editor ... | jo.ooo ||:|-|:|-|:|-E|
Advanced options ED.D.D.D |D.D.D_D
ﬁ Exch. mode : [Main Mode = 0000 [T
EFS graup: | DH-Group 5 (1536 Bit] ~| 0000 D000
{0.0.0. 0.0,
I Usze P compression (LZ5)
I Digable DPD [Dead Peer Detection) I=

Weitere Informationen bzgl. DS_601 finden Sie ufdégender URL:

ftp://ftp.dlink.de/dfl-products/dfl-700/Installatisanleitungen/dfl700_man_ger_dfl700-to-vpnclientl@3¥4.zip

6.) Sobald Sie die Verbindung tber ,,Connect” autimgikann tber die DFL-700 und die
DFL-200 auf dem Remote-PC gearbeitet werden.

von 172_168.1_99: Bytes=32 Zeit=3ms TTL=127
von 172.168.1.927: Buytes=32 Feit=4msz TTL=127
von 172.168.1.99: Bytes=32 Zeit=3ms TTL=127
von 172.168.1.97: Buytes=32 Feit=Z2msz TTL=127




