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Building Networks for People

Anleitung zur Konfiguration von Anti-Virus
(am Beispiel von POP3)

Konfigurationsschritte:
* Anlegen eines ALG Objekts
* Anlegen eines Service Objekts

» Einrichten von IP-Rules fir den entsprechendenfitréiier: POP3)

1. Anlegen eines ALG Obijekts:

Offnen Sie den Meniipunkt:
Objects -> ALG with AV/WCF
Flgen Sie hier Uber ,Add" ein entsprechende ALGeRb{hier: eine POP3 ALG) hinzu.

onfiguration »

Q ALG with AVMICF

-+ DFL-860 ‘—’ Application Layer Gateways (ALGs) are protocol helpers that can parse complex protocals, such as HTTP and H.22
+- f System

=+ Ohjects

|- Address Book
T ALG with VAT - Tupe w Pararmeters «
-\ Services -‘Q e B FTP ALS Client in active mode allowed
v P Pocls sl FTP ALG
g NAT Pools iy H.323 ALG |nd FTP ALG Serverin passive maode allowed
= obedues B3 HTTF ALG nd-au FTP ALG Sarverin passive mode allowed
S " - augh FTF ALG Client in active mode allowed, Server in passive m..,
- ,fAuthentfc:atlon 0 LI ALS ey el FTP ALG Client in active mode allowed, Server in passive m...
i [ VPN Objects £ POPS ALG H.223 ALG
HTTP ALG Strip ActiveX, Strip Java Applets, Strip Scripts
: i http-outbound-av HTTR ALG Strip Active®, Strip Java Applets, Strip Scripts
[+ 2% Routing 0 http-outbound-av-wcf HTTP ALG Strip Actived, Strip Java Applets, Strip Scripts
[+ IDP { IPS i http-outbound-wef HTTP AL Strip Actived, Strip Java Applets, Strip Scripts
46 User Authentication e SIP ALG
2 Traffic Managemert '_ﬂ Smtp'!”b"—"—'”d SMTR ALG
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Konfigurieren Sie nun die POP3 ALG:
Vergeben Sie der ALG einen Namen:

- DFL-860

+- & System

| Ohjects

L Address Book

P ALG with AVANCE

MAT Pools
Schedules

4 Ahentication Objects
H- o WPN Ohiects

§ Rules

- 8 IP Rules

_§ lan_to_wan
) Access
rterfaces

=% Routing

@ DP [ IPS

6 Uzer Authentication
= Traffic Management
[+ @ ZoneDefense

. p POP3 ALG

Use an POPZ Application Layer & ateway to manage FOP3 traffic th

General .Fil.é Irtegrity :&nti.-\u"irus

) General

Mame:

I Blodk clients E command
r- Frevent zencer from revealing that a user name do not exist

[ Allow unknown commands

# ] Fail Mode

In caseswhere file integrity or content scanning fails, the ALG can aceon

Fail Mode: Deny w

@/ Comments

Comments:

Und wechseln Sie anschlieRend auf den Reiter Angvi
Wahlen Sie bei Mode ,Protect* aus um Antivir zuiaieren.

- DFL-860

o System

- Objects

o Address Book

A3 ALG with AWANCE
B Services

sy Sohedules

+-_ - WPN Objects
4§ Rules
2 § 1P Rules

_&lan_to_want

s ACCESS
Lnterfaces

Izer Authentication
=i Traffic Management

@ ZoneDefense

A Athertication Ohjects

EQ POP3 ALG

Usze an POP3 Application Layer & ateway to manage POPS traffic through

Ceneral .Fil.é Irtegrity Arti-Yirus

# /) General
hode Disabled ;’
2] Scar purv-Conly log)

Frotect

File types to exclude from scanning.

=]

.:J Eemoue
Add

Some compressed files can hawe veny large compression ratio. Fileswith high

# /] Advanced

R .
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Unter ,Scan exclusion control“ kénnen Sie Dateierztifigen die nicht von der Antivirus
Engine gescannt werden sollen. Hier z.B. *.gz, severden Dateien mit der Endung *.gz
nicht gescannt.

TTENANCE +

E,

! pop3-av
+ DFL-8E0 " Use an FOF3 Application Layer Gateway to manags FOP3 traffic
[ g System '
._] | Objacts General File Integrity Anti-Yirus

i_?j--_:-' Address Book &/ General
i il InterfaceAddresses
el BLG with AAVANCE

-\ Services
P Pools # ] Scan exclusion control

hode Protect £

MAT Pools

gl Schedules e tunesdo ecoliude from seanning.
Al =

- WPH Objects
§ Rules

¥] Interfaces

+] s Routing

B-L g IDP /P

[ o User Authertication

<] ) Traffic Management LI Remave
2 @ fonelefenze Add

i Advanced

Some compressed files can have weny large compreszion ratio. Filasw

Bestatigen Sie die Einstellungen mit OK.
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2. Anlegen eines Service Objekts:

Wechseln Sie in den Menupunkt:
Objects -> Services.
Flgen Sie Uber ,Add" e

W Home @ Config on

in neues TCP/UDP Service Kilj)ezu.
T Tosks + 3 Siatus + | A

a4 Services

Services are pra-defined oruzer-defined objects representing warious IP protocelz, such as b

< DFL-860
+- @ System

| Objects i
o Address Book I :
rd 'k TCRIUDP semvice —— -
o InterfaceAddresses T - Type = Parameters = ALG Info =
S M| O
3 ALG with AWANCE ol ICMP All
.ﬂ.Ser\rices i P protocol senvice IPProta  0-255
& F Fools __.n Senii_c_:i_g_lo_u_p ! TCR 0-65535
" AT Pals -,ﬁ_a-ﬂ_tn:puap Group all_udp, all_tcp
all_tepudpicrnp Sraup all_icrmp, all_udp, all_tcp
"'_SChEdw,ES : . o all_udp upp 0-65535
P Authentication Objects 'ﬁ e DR o5
M. VPN Chiects ') bootps uDp 67
8 Rules ,ﬁ. chargen TCR 13
Interfaces ,ﬁ dnz=-all TCRAUDP 53
,ﬁ. dns-tcp TCR 53
,ﬁ dns-udp UDP 53
J-| g6 Uset Authertication ﬁ :;hn‘_"ap 12::: Ezz 135
o Traffic Management '3'3 e S 5
G- ZoneDefense & fte-inbound TCP 21 ftp-inbound

Konfiguration des Service Objekts:
Neben der Namensvergabe und den Porteinstelluruiés snter ,ALG" das vorher
angelegte ALG Objekt (hier: POP3) ausgewahlt werden

'\é pop3-av
« DFL-860

A TCRIDF Serice is a definition of an TCP or UBF protacol with specific parametars,
[ g System = = = =

| Ohjects

#/ General
| Address Book
Name: o
-1 g Interfacefddresses popi-o uthaound
ALG ywith AN ACE Type: Top B
O Services
& P Pools Source: 0-65535
HisThoids Destination: 110
Schedules
Authentication Okjects (L] Enter port numbers andior port ranges separated by commas. For example: 137-130,445
_ . WPM Objects
# Rules [~ Fassreturned fram ICMF error messages from destination
Jrterfaces [ SN flood protection (SN Relay)
= Routing
@ DR iIPS

/) Application Layer Gateway

46 U=er Authertication

| Traffic Management An Application Layer Gateway (ALG), capable of managing ad d protocols, can be specified for this senice.
- @ ZoneDefense
ALG: Ei p
hax

oo

Bestétigen Sie die Einstellungen mit OK.
-4 -
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3. Einrichtung von IP-Rules

Wechseln Sie nun in den Menupunkt:

Rules -> IP Rules.

Flgen Sie Uber ,Add“ IP-Rule eine neue IP Rule hinz

Diese sollte wie folgend konfiguriert werden.

Beachten Sie bitte, dass als Service das obenegigedervice Objekt (hier: pop3-av)
welches bereits mit dem entsprechenden ALG verkmipide.

. Maintenance «

\ pop3_lan-to-wan

An P le specifies what action to perfarm an netwark traffic that matches the specified filter crite)

Genatal Log Settings MaT SaT | SATSLE | Mutiplex SAT

4 General

& lan_to_wan] Hame: pop3_lan-to-wan
ool Access Action: HAT w
vlntertaces Sl ———
= Routing r
E lePIlPS Schedule: (Manel "
'+J LEU=er tuthentication
+- = Tratfic Managemeant # ] Address Filter

-4
[-1 @ ZoneDefense Specify source interface and source netuof, together with destination interface and destination neton

Source Destination
Interface: lan P wanl 4
Netwark: lannet o all-nets W

# ) Comments

Die Regel sollte wie unten aufgefuhrt aussehen:

g IP Rules
IP Rules are used to filter IP-based nebwoddtraffic. In addition, they provide means for address translation as well as Server Load Balaneing
.j Add -
# - Marne « Action w Src If w Src Met w Dest If w Dest Net w Service w
= < e ==t 2st e s=
I 1 £ pop3_lan-to-wan FiY HAT [ lan 1 lannet [ wanl 1 all-nets % popd-av |
2 § ping_fw 2 Allow L lan ¢ lannet L. core  lan_ip & Ping-inbound
2 @ lan_to_wanl

(Z) Right-click on a row far further options
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Sie kdnnen den Status von Antivir Giber den Menupunk
Status -> Anti-Virus
Uberprifen:

+ DFL-860
(- System
- Ohjects
- g Rules
v Interfaces

a5 Routing
e
Lt Uzer Authertication

(=) Traffic Management

IErl @ ZoneDefense

o System

g [} Logging

Connecdtions

[ Interfaces
:_1A < IPsec

"ﬂ Uzer Authentication

-
T Rout

i ] outes
@ 1. DHCF Server

& 'CRAPS

|| Sener Load Balansing
G Zonelefense
\ = Blacklist

H ek Content Filtaring

-based nebmod traffic. In addition, they pra

Ackion - ‘Src If

o Allaw ]
i &

Der LOG Eintrag zu einem in einer Email erkannteru¥

Ewarit Action;
SEventy {anyl L Category. (Any) o
FreaText

Indemal Legging (1-1:13

Crata Sowarity

S ar:h_! B n-;

| Ak Antivirus I

Categorg/ID Rula Broto SrofDstif SrofDstip ErgfDstPart
Io@g-ary-10 ANTIVIRUES CinrE 3.5.5.1 BEILE
1
T pen o = wan 1 5.5.5.5 110

filemarme="m :lll‘_z__v-ru:-:mfi 009154931),zip" wirusname="Emall-Worm. Win32. NetShy.q" vifss 5|-|;-'Erﬁathnrm.ertﬁZ.Ne‘:Sk*f.q' advisorygid ="AIE9a” |ay :r?,_sr:!nﬂ:h- 5E
|layar?_dstinfo= algmod=pop3 algsesid=1 ongeant=1811 termsent=45564




