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(Fiir DFL-160)

Zur Konfiguration eines PPTP VPN Servers gehe liitigendermalRen vor.

Konfiguration des PPTP VPN Serversin der DFL-160:

1. Loggen Sie sich auf die Konfiguration der DFLOXn.
Die Standard Adresse isttp://192.168.10.1

Username = admin

Password = admin

Klicken Sie auf ,Login".
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PLEASE ENTER YOUR USERNAME AND PASSWORD

Username: |admim |

Password: |l...l |

Language: I English
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3 D-Link Firewall 2.25.01 - Microsoft Internet Explorer
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(1 Right-click on a row for additional options.
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3.

- Vergeben Sie dem Tunnel einen Namen, z.B. PPV@ser

- Tunnel Protocol = PPTP

- Die ,IP Pool Address Range" ist der IP Adressldreaus dem der PPTP Server den sich
anmeldenden Client eine IP Adresse vergibt.

Den vorgegebenen Adressbereich kénnen Sie so balass

3 D-Link Firewall 2.25.01 - Microsoft Internet Explorer ;‘il_)fj
Datei  Bearbeiten Ansicht Eavoriten  Extras 7 ‘ i’{"
@ Furiick - Q = iﬂ @ _,';j | /[) Suchen *Fawntan @' | [ 4 ;ﬁ; o lﬁ
adresse [E] hiepiff192.168.10, 1/ |
ks @]192.168.0.0 @] 192.068.0.12 &) 192.168.0.13 @&]192. 166,009 @] 192,168,015 @] 192,168,050 &]192.068,1.1 @]192.168.15.1 & D-UrkFirewsll &) DFL-160 =

adrmin - 192, 168, 10,144

MAINTENANE
H

ful

A

GENERAL

B PPTP{L2TP server terminates PPP {Point to Point Protocal) tunnels set up over existing IP networks,

Harme: PPTPserver
Turnel Protocol: PRTE, >

[T Renuire [Psec encryption

PSK - Pre-Shared Key; I:I

IP PODL SETTINGS

1P Pool Address Range: |192.1ss.10.150 ‘tg |192.1ss.10‘199 ‘

¥ Relay DMS queries on behalf of dients,
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4. Wahlen Sie den Reiter ,Security” aus.
Hier konnen Sie festlegen, mit welcher Authentdizing sich der sich Client anmelden muss.
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AUTHENTICATION

™ allow un-authenticated users,

™ allow users to authenticate using PAP. (User name and password are sent in plaintext)
™ allow users to authenticate using CHAP,

¥ allow users to authenticate using MS-CHAP, (MPPE Encryption Possible)

¥ allow users to authenticate using MS-CHAP v2, (MPPE Encryption Possible)

MICROSOFT POINT-TO-POINT ENCRYPTION (MPPE)

Mone

R4 40 bit

RC4 56 bit

RC4 128 hit

Stateful MPPE (less secure, use only for compatibility)
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5. Wahlen Sie den Reiter ,Advanced” aus.
Hier kbnnen Sie festlegen, nach welcher Leerlatitiesi Tunnel getrennt werden soll.
Klicken Sie auf ,OK" um die Eingaben zu bernehmen.

irewall 2.25.01 - Microsoft Internet Explorer =18lx]
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USER TIMEDOUT

A user not sending any traffic for the specified timeout will be automatically disconnected.

Idle Timeout: 1800 seconds
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6. Wahlen Sie links das Meni ,VPN Users* aus, ldiclauf ,Add“ und wahlen ,User” aus.
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| Save and Activate Discard Chahges

TEMT FILTER,

(1 Right-click on a row for additional options.
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7. Geben Sie die Zugangsdaten fr den sich annadadeRPTP Client an.
Klicken Sie danach auf OK.
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Save and Activate _ Discard Changes

Password:
Canfirm Passwiord:
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8. Um die vorgenommene Konfiguration zu Ubernehkiieken Sie nun auf
.Save and Activate”
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SAVE AND ACTIVATE

Are you sure you want to save the configuration?

An adrinistrator needs to log in within 20 seconds to verify the new configuration, Otherwise the unit wil assume that you accidentally
lnrked yourself out, and revert ta its previous configuration,
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10. Die DFL-160 tubernimmt nun die vorgenommenersteltungen.
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Saving configuration, please wait...

The changes have been saved, and the unit is now activating the new configuration.

You must reconnect to it within 20 seconds for the configuration changes to be finalized. If this fails, the unit wil revert 1o its previous
configuration,

This page will sutomnaticaly refreshin 13 seconds in ah atternpt to do this autornatically.
If the automatic refresh fails, you can:

s Reconnect to the unit manually.
» Work out where to connect by yourself (necessary if interface 1P address has changed)
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