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Preface

Version Description

This manual matches the firmware version 10.4(3).

Target Readers

This manual is intended for the following readers:

Network engineers
Technical salespersons

Network administrators

Conventions in this Document

1. Universal Format Convention
Arial: Arial with the point size 10 is used for the body.

Note: Aline is added respectively above and below the prompts such as caution and note to separate them
from the body.

Format of information displayed on the terminal: Courier New, point size 8, indicating the screen output.
User's entries among the information shall be indicated with bolded characters.

2. Command Line Format Convention
Arial is used as the font for the command line. The meanings of specific formats are described below:

Bold: Key words in the command line, which shall be entered exactly as they are displayed, shall be
indicated with bolded characters.

Italic: Parameters in the command line, which must be replaced with actual values, shall be indicated with
italic characters.

[ ]: The part enclosed with [ ] means optional in the command.

{x]y] ...} It means one shall be selected among two or more options.
[X]y]...]: It means one or none shall be selected among two or more options.
/l:Lines starting with an exclamation mark "//" are annotated.

3. Signs

Various striking identifiers are adopted in this manual to indicate the matters that special attention should
be paid in the operation, as detailed below:



A Warning, danger or alert in the operation.

Caution

AN

Note

Descript, prompt, tip or any other necessary supplement or explanation for
the operation.

N

Note

The port types mentioned in the examples of this manual may not be
consistent with the actual ones. In real network environments, you need
configure port types according to the support on various products.

The display information of some examples in this manual may include the
information on other series products, like model and description. The details
are subject to the used equipments.
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AAA
Commands

1.1 ID Authentication Related

Command

1.11 aaa authentication dotlx

Configuration

Use this command to enable AAA authentication 802.1x and configure the 802.1x user
authentication method list. The no form of this command is used to delete the 802.1x user

authentication method list.

aaa authentication dotlx {default | list-name} method1 [method2...]

no aaa authentication dotlx {default | list-name}

Parameter

Description

When this parameter is used, the following defined
802.1x user authentication method list is used as the
default method for user authentication.

Name of the 802.1x user authentication method list,
which could be any character string.

default
list-name
Parameter
description
method

It must be one of the keywords listed in the following
table. One method list can contain up to four methods.

Keyword | Description

local Use the local user name database for
authentication.

none Do not perform authentication.

group Use the server group for authentication.

Default N/A

At present, the RADIUS server group is
supported.
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Command
mode

Usage
guidelines

Examples

Related
commands

Global configuration mode.

If the AAA 802.1x security service is enabled on the
device, users must use AAA for 802.1x user authentication
negotiation. You must use aaa authentication dotlx to
configure a default or optional method list for 802.1x user
authentication.

The next method can be used for authentication only when
the current method does not work.

The following example defines an AAA authentication
method list named RDS_D1X. In the authentication
method list, first the RADIUS security server is used for
authentication. If the RADIUS security server does not
respond, the local user database is used for
authentication.

DES-7200(config)# aaa authentication dotlx rds_d1lx group
radius local

Command Description

aaa new-model | Enable the AAA security service.

dotlx Associate a specific method list with
authentication the 802.1x user.

username Define a local user database.

1.1.2 aaa authentication enable

Use this command to enable AAA Enable authentication and configure the Enable
authentication method list. The no form of this command is used to delete the user

authentication method list.

aaa authentication enable {default | list-name} method1 [method2...]

no aaa authentication enable default

Parameter
description

Parameter | Description

default authentication method list is used as the default method
for Enable authentication.
method It must be one of the keywords listed in the following

When this parameter is used, the following defined
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Default

Command
mode

Usage
guidelines

Examples

Related
commands

table. One method list can contain up to four methods.

Keyword | Description

server groups are supported.

N/A

Global configuration mode.

If the AAA Enable authentication service is enabled on the
device, users must use AAA for Enable authentication
negotiation. You must use aaa authentication enable to
configure a default or optional method list for Enable
authentication.

The next method can be used for authentication only when
the current method does not work.

The Enable authentication function automatically takes
effect after configuring the Enable authentication method
list.

The following example defines an AAA Enable
authentication method list. In the authentication method
list, first the RADIUS security server is used for
authentication. If the RADIUS security server does not
respond, the local user database is used for
authentication.

DES-7200(config)# aaa authentication enable default
group radius local

local Use the local user name database for
authentication.

none Do not perform authentication.

group Use the server group for authentication.

At present, the RADIUS and TACACS+

Command Description

aaa new-model | Enable the AAA security service.

enable Switchover the user level.

Define a local user database.

username
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1.1.3

aaa authentication login

Use this command to enable AAA Login authentication and configure the Login authentication

method list. The no form of this command is used to delete the authentication method list.

aaa authentication login {default | list-name} method1 [method2...]

no aaa authentication login {default | list-name}

Parameter | Description
When this parameter is used, the following defined
default authentication method list is used as the default method
for Login authentication.
. Name of the user authentication method list, which could
list-name )
be any character strings.
It must be one of the keywords listed in the following
Parameter table. One method list can contain up to four methods.
description
Keyword | Description
local Use the local user name database for
method authentication.
none Do not perform authentication.
group Use the server group for authentication.
At present, the RADIUS and TACACS+
server groups are supported.
Default N/A.
Command
mode Global configuration mode.
If the AAA Login authentication security service is enabled
on the device, users must use AAA for Login
authentication  negotiation. You must use aaa
authentication login to configure a default or optional
method list for Login authentication.
Usage _—
ideli The next method can be used for authentication only when
uidelines
9 the current method does not work.
You need to apply the configured Login authentication
method to the terminal line which needs Login
authentication.  Otherwise, the configured Login
authentication method is invalid.
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The following example defines an AAA Login

authentication method list named list-1. In the

authentication method list, first the RADIUS security server

is used for authentication. If the RADIUS security server
Examples

does not respond, the local user database is used for

authentication.

DES-7200(config)# aaa authentication login list-1 group

radius local

Command Description

aaa new-model | Enable the AAA security service.
Related . o
commands login Apply the Login authentication method

authentication to the terminal lines.

username Define a local user database.

1.1.4 aaa authentication ppp

Use this command to enable AAA PPP user authentication and configure the PPP user
authentication method list. The no form of this command is used to delete the authentication
method list.

aaa authentication ppp {default | list-name} method1 [method2...]

no aaa authentication ppp {default | list-name}

Parameter | Description
When this parameter is used, the following defined
default authentication method list is used as the default method
for PPP user authentication.
i Name of the user authentication method list, which could
list-name )
be any character strings.
It must be one of the keywords listed in the following
Parameter table. One method list can contain up to four methods.
description
Keyword | Description
local Use the local user name database for
method authentication.
none Do not perform authentication.
group Use the server group for authentication.
At present, the RADIUS server group is
supported.

1-5



DES-7200 CLI Reference Guide Chapter 1 AAA Configuration Commands

Default

Command
mode

Usage
guidelines

Examples

Related
commands

N/A

Global configuration mode.

If the AAA PPP security service is enabled on the device,
users must use AAA for PPP authentication negotiation.
You must use aaa authentication ppp to configure a
default or optional method list for PPP user authentication.

The next method can be used for authentication only when
the current method does not work.

The following example defines an AAA PPP authentication
method list named rds_ppp. In the authentication method
list, first the RADIUS security server is used for
authentication. If the RADIUS security server does not
respond, the local user database is wused for
authentication.

DES-7200(config)# aaa authentication ppp rds_ppp group
radius local

Command Description

aaa new-model | Enable the AAA security service.

ppp Associate a specific method list with
authentication the PPP user.

username Define a local user database.

1.15

login authentication

Use this command to apply the Login authentication method list to the specified terminal lines.
The no form of this command is used to remove the application of Login authentication

method list.

login authentication {default | list-name}

no login authentication

Parameter
description

Parameter | Description

Apply the default Login authentication method

default . . .
list to the terminal line.

Apply the defined Login authentication method
list to the terminal line.

list-name
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Default N/A

Command
mode Line configuration mode.

Once the default login authentication method list has been
configured, it will be applied to all the terminals
Usage automatically. If non-default login authentication method
guidelines list has been applied to the terminal, it will replace the
default one. If you attempt to apply the undefined method
list, it will prompt a warning message that the login

authentication in this line is ineffective till it is defined.

The following example defines an AAA Login
authentication method list named list-1. In the
authentication method list, first the local user database is
used for authentication. Then apply this method to VTY
0-4.

Examples

DES-7200(config)# aaa authentication login list-1 local
DES-7200(config)# line vty 0 4
DES-7200(config-line)# login authentication list-1

Command Description

aaa new-model | Enable the AAA security service.
Related

commands

login Configure the Login authentication
authentication method list.

username Define a local user database.

1.2 Authorization Related
Commands

At present, DES-7200 supports authorization to the network protocols.

1.2.1 aaa authorization
commands

Use this command to authorize the command executed by the user who has logged in the
NAS CLI. The no form of this command is used to disable the aaa authorization command
function.
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aaa authorization commands level {default | list-name} method1 [method?2...]

no aaa authorization commands level {default | list-name}

Parameter
description

Parameter

Description

level

Command level to be authorized, 0-15.

default

When this parameter is used, the following defined
method list is used as the default method for command
authorization.

list-name

Name of the user authorization method list, which could
be any character strings.

method

Default

Command
mode

Usage
guidelines

Examples

Disabled.

It must be one of the keywords listed in the following
table. One method list can contain up to four methods.

Keyword | Description

none Do not perform authorization.

group Use the server group for authorization. At
present, the RADIUS server group is

supported.

Global configuration mode.

DES-7200 supports authorization of the commands

executed by the users. When the users input and attempt

to execute a command, AAA sends this command to the

security server. This command is to be executed if the

security server allows to. Otherwise,

it will prompt

command deny.

It is necessary to specify the command level when

configuring the command authorization, and this specified

command level is the default command level.

The configured command authorization method must be

applied to terminal line which requires for the command

authorization.

Otherwise, the configured command

authorization method is ineffective.

The following example uses the TACACS+ server to
authorize the level 15 command:
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DES-7200(config)# aaa authorization commands 15 default

group tacacs+

Command Description
Related aaa new-model | Enable the AAA security service.
commands authorization Apply the command authorization for to
commands the terminal line.
1.2.2 aaa authorization

config-commands

Use this command to authorize the configuration commands (including in the global
configuration mode and its sub-mode ). The no form of this command is used to disable the
configuration command authorization function.

aaa authorization config-commands

no aaa authorization config-commands

Parameter
description

Default

Command
mode

Usage
guidelines

Examples

Related
commands

N/A

Disabled.

Global configuration mode.

If you only authorize the commands in the
non-configuration mode (for example, privileged EXEC
mode), you can use the no form of this command to
disable the authorization function in the configuration
mode, and execute the commands in the configuration
mode and its sub-mode without command authorization.

The following example enables the configuration command
authorization function:

DES-7200(config)# aaa authorization config-commands

Command Description

aaa new-model | Enable the AAA security service.
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aaa .
Define the AAA command

authorization.

authorization
commands

1.2.3

aaa authorization console

Use this command to authorize the commands of the users who has logged in the console.
The no form of this command is used to disable the authorization function.

aaa authorization console

no aaa authorization console

Parameter
description

Default

Command
mode

Usage
guidelines

Examples

Related
commands

N/A

Disabled.

Global configuration mode.

DES-7200 supports to identify the users logged in from the
console and from other terminals, configure whether to
authorize the users logged in from the console or not. If the
command authorization function is disabled on the console,
the authorization method list applied to the console line is
ineffective.

The following example enables the aaa authorization
console function:

DES-7200(config)# aaa authorization console

Command Description

aaa new-model | Enable the AAA security service.

aaa
o Define the AAA command
authorization

authorization.
commands
authorization Apply the command authorization to
commands the terminal line..
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1.2.4

aaa authorization exec

Use this command to authorize the users logged in the NAS CLI and assign the authority level.
The no form of this command is used to disable the aaa authorization exec function.

aaa authorization exec {default | list-name} method1 [method?2...]

no aaa authorization exec {default | list-name}

Parameter | Description
When this parameter is used, the following defined
default method list is used as the default method for Exec
authorization.
) Name of the user authorization method list, which could
list-name .
be any character strings.
It must be one of the keywords listed in the following
Parameter table. One method list can contain up to four methods.
description
Keyword | Description
local Use the local user name database for
method authorization.
none Do not perform authorization.
group Use the server group for authorization. At
present, the RADIUS server group is
supported.
Default Disabled.
Command
mode Global configuration mode.
DES-7200 supports authorization of users logged in the
NAS CLI and assignment of CLI authority level(0-15). The
aaa authorization exec function is effective on condition
U that Login authentication function has been enabled. It can
sage e —
) g ) not enter the CLI if it fails to enable the aaa authorization
guidelines
exec.
You must apply the exec authorization method to the
terminal line; otherwise the configured method is
ineffective.
Examples The following example uses the RADIUS server to
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authorize Exec:

DES-7200(config)# aaa authorization exec default group

radius
Command Description
aaa new-model | Enable the AAA security service.
Related —
commands authorization Apply the command authorization to
exec the terminal line .
username Define a local user database.
1.2.5 aaa authorization

network

Use this command to authorize the service requests (including such protocols as PPP and
SLIP) from the users that access the network. The no form of this command is used to disable
the authorization function.

aaa authorization network {default | list-name} method1 [method?2...]

no aaa authorization network {default | list-name}

Parameter
description

Default

Command
mode

Usage
guidelines

Parameter | Description
When this parameter is used, the following defined
default method list is used as the default method for Network
authorization.
It must be one of the keywords listed in the following
table. One method list can contain up to four methods.
Keyword | Description
method none Do not perform authorization.
group Use the server group for authorization. At
present, the RADIUS server group is
supported.
Disabled.

Global configuration mode.

DES-7200

supports authorization of all the service

requests related to the network, such as PPP and SLIP. If
authorization is configured, all the authenticated users or
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interfaces will be authorized automatically.

Three different authorization methods can be specified.
Like authorization, the next method can be used for
authorization only when the current authorization method
does not work. If the current authorization method fails,
other subsequent authorization method is not used.

The RADIUS server authorizes authenticated users by
returning a series of attributes. Therefore, RADIUS
authorization is based on RADIUS authorization. RADIUS
authorization is performed only when the user passes the
RADIUS authorization.

The following example uses the RADIUS server to
authorize network services:

aaa

authentication

Examples

DES-7200(config)# aaa authorization network default

group radius

Command Description

aaa new-model | Enable the AAA security service.
Related aaa accounting | Define AAA accounting .
commands

Define AAA authentication.

username

Define a local user database.

1.2.6 authorization commands

Use this command to apply the list of command authorization to the specific terminal line in the

line configuration mode. The no

authorization commands level

form of this command is used to disable this function.

{default | list-name}

no authorization commands level

Description

The authorized command level, 0-15.

Use the default command authorization
command.

Apply a defined method list of the command
authorization.

Parameter
level
Parameter
description default
list-name
Default Disabled.
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Command
mode

Usage
guidelines

Examples

Related
commands

Line configuration mode.

Once the default command authorization method list has
been configured, it is applied to all terminals automatically.
Once the non-default command authorization method list
has been configured, it is applied to the line instead of the
default method list. If you attempt to apply a undefined
method list, a warning message will prompt that the
command authorization in this line is ineffective tilll the
authorization method list is defined.

The following example configures the command
authorization method list with name cmd, authorizes
command level 15, uses the TACACS+ server. If the
security server does not response, it does not perform
authorization.  After configuration, the authorization
command is applied to VTY 0-4 lines:

DES-7200(config)# aaa authorization commands 15 cmd group

tacacs+ none
DES-7200(config)# line vty 0 4

DES-7200(config-line)# authorization commands 15 cmd

Command Description

aaa new-model | Enable the AAA security service.

aaa ! .
Define the method list of the AAA

command authorization.

authorization
commands

1.2.7

aaa authorization exec

Use this command to apply the Exec authorization methos list to the specified terminal lines in
the line configuration mode. The no form of this command is used to disable the authorization

function.

authorization exec {default | list-name}

no authorization exec
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Parameter
description

Default

Command
mode

Parameter | Description

Usage
guidelines

Examples

Related
commands

default Use the default method of Exec authorization.
. Apply a defined method Ilist of Exec
list-name o
authorization.
Disabled.

Line configuration mode.

Once the default execauthorization method list has been
configured, it is applied to all terminals automatically. Once
the non-default command authorization method list has
been configured, it is applied to the line instead of the
default method list. If you attempt to apply a undefined
method list, a warning message will prompt that the exec
authorization in this line is ineffective tilll the authorization
method list is defined.

The following example configures the exec authorization
method list with name exec-1, uses the RADIUS server. If
the security server does not response, it does not perform
authorization.  After configuration, the authorization
command is applied to VTY 0-4 lines:

DES-7200(config)# aaa authorization exec exec-1 group

radius none
DES-7200(config)# line vty 0 4

DES-7200(config-line)# authorization exec exec-1

Command Description

aaa new-model | Enable the AAA security service.

aaa . .
Define the method list of AAA Exec

authorization.

authorization
commands
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1.3 Accounting Related
commands

At present, DES-7200 supports network accounting using RADIUS.

1.3.1 aaa accounting commands

Use this command to account users in order to count the network access fees or manage user
activities. The no form of this command is used to disable the accounting function.

aaa accounting commands level {default | list-name} start-stop methodl1 [method?2...]

no aaa accounting commands level {default | list-name}

Parameter | Description

level The accounting command level, 0-15. The message
shall be recorded before determing which command
level is executed.

When this parameter is used, the following defined

default method list is used as the default method for command
accouting.
Parameter st Name of the command accouting method list, which
o ist-name
description could be any character strings.

It must be one of the keywords listed in the following
table. One method list can contain up to four methods.

Keyword | Description
method -
none Do not perform accouting.
group Use the server group for acouting, the
TACACS+ server group is supported.
Default Disabled.
Command
mode Global configuration mode.
DES-7200 enables the accounting command function after
enabling the login authentication. After enabling the
Usage accounting function, it sends the command information to
guidelines the security service.

The configured accounting command method must be
applied to the terminal line that needs accounting
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command; otherwise it is ineffective.

The following example performs accounting of the network
service requests from users using TACACS+, and
configures the accounting command level to 15:

DES-7200(config)# aaa accounting commands 15 default

Description

Enable the AAA security service.

Define AAA authentication.

Apply the accouting commands to
the terminal line.

Examples
start-stop group tacacs+
Command
aaa new-model

Related

commands aaa authentication
accouting
commands

1.3.2 aaa accounting

exec

Use this command to account users in order to count the network access fees or manage user

activities. The no form of this command is used to disable the accounting function.

aaa accounting exec {default | list-name} start-stop method1 [method2...]

no aaa accounting exec {default | list-name}

Description

When this parameter is used, the following defined
method list is used as the default method for Exec

accouting.

Name of the Exec accouting method list, which could be
any character strings.

Parameter
default
list-name
Parameter
description
method
Default Disabled.

It must be one of the keywords listed in the following
table. One method list can contain up to four methods.

Keyword | Description
none Do not perform accouting.
group Use the server group for acouting, the

RADIUS and TACACS+ server group is
supported.
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Command
mode

Usage
guidelines

Examples

Related
commands

Global configuration mode.

DES-7200 enables the exec accounting function after
enabling the login authentication.

After enabling the accounting function, it sends the
account start information to the security server when the
users log in the NAS CLI, and sends the account stop
information to the security server when the users log out. If
it does not send the account start information to the
security server when a user loggs in, it does not send the
account stop information to the security server when a
user loggs out, either.

The configured exec accounting method must be applied
to the terminal line that needs accounting command,;
otherwise it is ineffective.

The following example performs accounting of the network
service requests from users using RADIUS, and sends the
accounting messages at the start and end time of access:

DES-7200(config)# aaa accounting network start-stop
group radius

Command Description

aaa new-model Enable the AAA security service.

aaa authentication | Define AAA authentication.

accouting Apply the Exec accouting to the
commands terminal line..

1.3.3

aaa accounting network

Use this command to account users in order to count the network access fees or manage user

activities. The no form of this command is used to disable the accounting function.

aaa accounting network {default | list-name} start-stop group radius

no aaa accounting network {default | list-name}

Parameter
description

Parameter Description

network Perform accounting of the network
related service requests, including
dotlx, PPP, etc.
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resource

Perform accounting of resource related
service requests.

list-name

Name of the accounting method list

start-stop

Send accounting messages at both the
start time and the end time of access.
Users are allowed to access the
network, no matter whether the start
accounting message enables the
accounting successfully.

group

Use the server group for accounting.

radius

Use the RADIUS group for accounting.

Default

Command
mode

Disabled.

Global configuration mode.

Usage
guidelines

DES-7200 performs accounting of user activities by

sending record attributes to the security server. Use the

keyword start-stop to set the user accounting option.

Examples

The following example performs accounting of the network

service requests from users using RADIUS, and sends the

accounting messages at the start and end time of access:

DES-7200(config)# aaa accounting network start-stop

group radius

Related
commands

Command

Description

aaa new-model

Enable the AAA security service.

aaa authorization | Define a network authorization

network

method list.

aaa authentication | Define AAA authentication.

username

Define a local user database.

134

aaa accounting update

Use this command to enable the accounting update function The no form of this command is

used to disable the accounting update function.

aaa accounting update
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no aaa accounting update

Parameter
description N/A.
Default Disabled.
Command
mode Global configuration mode.
If the AAA security service is not enabled, the accounting
Usage update function cannot be used. This command is used to
guidelines set the accounting interval if the AAA security service has
been enabled.
The following example demonstrates how to enable the
Examples accounting update function.
DES-7200(config)# aaa new-model
Command Description
aaa new-model | Enable the AAA security service.
Related
aaa
commands . Define a network accounting method
accounting )
list.
network
1.35 aaa accounting update

periodic

If the accounting update function has been enabled, use this command to set the interval of

sednign the accounting update message. The no form of this command is used to restore it to

the default value.

aaa accounting update periodic interval

no aaa accounting update periodic

Parameter
description

Parameter Description

Interval of sending the accounting update
interval message, in minute. The shortest interval
is 1 minute.
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Default 5 minutes.
Command
mode Global configuration mode.

If the AAA security service is not enabled, the accounting
Usage update function cannot be used. This command is used to
guidelines set the accounting interval if the AAA security service has
been enabled.

The following example demonstrates how to set the
interval of accounting update to 1 minute.
Exanwples DES-7200(config)# aaa new-model

DES-7200(config)# aaa accounting update
DES-7200(config)# aaa accounting update periodic 1

Command Description

aaa new-model | Enable the AAA security service.
Related

aaa
commands , Define a network accounting method

accounting )

list.
network

1.3.6 accounting commands

Use this command to apply the accounting command list to the specified terminal lines. The
no form of this command is used to disable the accounting function.

accounting commands level {default | list-name}

no accounting commands level

Parameter | Description
level The accounting command level, 0-15. The
message shall be recorded before determing
Parameter . .
o which command level is executed.
description
Use the default method of accouting
default
commands.
list-name Use a defined command accouting method list.
Default Disabled.
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Command
mode Line configuration mode.

Once the default command accouting method list has been
configured, it is applied to all terminals automatically. Once
the non-default command accounting method list has been

Usage configured, it is applied to the line instead of the default

guidelines method list. If you attempt to apply a undefined method list,
a warning message will prompt that the command
authorization in this line is ineffective till the accounting
command method list is defined.

The following example configures the accounting command
method list with name cmd, accounts the level-15
command, uses the TACACS+ server. If the security server
does not response, it does not perform accounting. After
configuration, the accounting command is applied to VTY

Examples 0-4 lines:

DES-7200(config)# aaa accounting commands 15 cmd group

tacacs+ none
DES-7200(config)# line vty 0 4

DES-7200(config-line)# accounting commands 15 cmd

Command Description

Related aaa new-model Enable the AAA security service.
commands

aaa accouting | Define the method list of AAA
commands accouting command.

1.3.7 accounting exec

Use this command to apply the exec accouting method list to the specified terminal lines in the
line configuration mode. The no form of this command is used to disable the exec accounting
function.

accounting exec {default | list-name}

no accounting exec

Parameter Parameter | Description
description

default Use the default method of Exec accouting.
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Default

Command

mode

list-name Use a defined Exec accouting method list.

Usage
guidelines

Examples

Related
commands

Disabled.

Line configuration mode.

Once the default exec accouting method list has been
configured, it is applied to all terminals automatically. Once
the non-default exec accounting method list has been
configured, it is applied to the line instead of the default
method list. If you attempt to apply a undefined method list,
a warning message will prompt that the exec accounting in
this line is ineffective till the exec accounting command
method list is defined.

The following example configures the exec accounting
method list with name exec-1, uses the RADIUS server. If
the security server does not response, it does not perform
accounting. After configuration, the exec accounting is
applied to VTY 0-4 lines:

DES-7200(config)# aaa accounting exec exec-1 group radius

none
DES-7200(config)# line vty 0 4

DES-7200(config-line)# accounting exec exec-1

Command Description

aaa new-model Enable the AAA security service.
aaa accouting | Define the method list of AAA Exec
commands accouting.

1.4 Domain-name-based AAA
Service Related
Command

At present, DES-7200 supports domain-name-based AAA service configuration.
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141

aaa domain

Use this command to configure the domain attributes.The no form of this command is used to

remove the setting.

aaa domain {default | domain-name}

no aaa domain {default | domain-name}

Parameter
description

Default

Command
mode

Parameter Description

Use this parameter to configure the default
default .
domain.

domain-name | The name of the specified domain.

Usage
guidelines

Examples

Related
commands

No domain is configured.

Global configuration mode.

Use this command to configure the domain-name—based
AAA service. The default is to configure the default
domain. That is the method list used by the network device
if the users are without domain information. The
domain-name is the specified domain name, if the users
are with this domain name, the method lists associated
with this domain are used. At present, the system can
configure up to 32 domains.

The following example configures the domain name.

DES-7200(config)# aaa domain DES-7200.com
DES-7200(config-aaa-domain)#

Command Description

aaa new-model Enable the AAA security service.

] Enable the domain-name-based
aaa domain enable .
AAA service.

show aaa domain Show the domain configuration.
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1.4.2 aaa domain enable

Use this command to enable domain-name-based AAA service, which is disabled by default.
The no form of this command is used to disable the service.

aaa domain enable

no aaa domain enable

Parameter
description N/A.
Default disabled
Command
mode Global configuration mode.
Usage To perform the domain-name-based AAA service
guidelines configuration, enable this service.
The following example enables the domain-name-based
Examples AAA service.
DES-7200(config)# aaa domain enable
Command Description
Related . )
aaa new-model Enable the AAA security service.
commands
show aaa doamin Show the domain configuration.

14.3 access-limit

Use this command to configure the number of users limit for the domain, which is only valid for
the IEEE802.1 users. The no form of this command is used to remove the setting.

access-limit num

no access-limit

Parameter | Description

Parameter
The number used for the user limitation is only

valid for the IEEE802.1 users.

description num
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Default By default, no number of users is limited.

Command

mode Domain configuration mode.

Usage

guidelines This command limits the number of users for the domain.
The following example sets the number of users as 20 for
the domain named DES-7200.com.

Examples
DES-7200(config)# aaa domain DES-7200.com
DES-7200(config-aaa-domain)# access-limit 20
Command Description

Related aaa new-model | Enable the AAA security service.

commands enable Switchover the user level.
username Define a local user database.

144 accounting network

Use this command to configure the Network accounting list. The no form of this command is

used to remove the setting.

accounting network {default | list-name}

no accounting network

Parameter
description

Default

Command
mode

Parameter | Description

Use this parameter to specify the default
default )

method list.
list-name The name of the network accounting list.

With no method list specified, if the user sends the request,
the device will attempt to specify the default method list for

the user.

Domain configuration mode.
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Usage Use this command to configure the Network accounting
guidelines method list for the specified domain.

The following example sets the Network accounting
method list for the specified domain.

Examples
DES-7200(config)# aaa domain DES-7200.com
DES-7200(config-aaa-domain)# accounting network default
Command Description
aaa new-model Enable the AAA security service.
Related
] Enable the domain-name-based
commands aaa domain enable _
AAA service.
show aaa domain Show the domain configuration.

1.45 authentication dotlx

Use this command to configure the IEEE802.1x authentication list. The no form of this
command is used to remove the setting.

authentication dotlx {default | list-name}

no authentication dotlx

Parameter | Description

Parameter default Use this parameter to specify the default
efau
description method list

list-name The name of the specified method list

With no method list specified, if users send the request, the

Default device will attempt to specify the default method list for
users.

Command

mode Domain configuration mode.

Usage Specify an IEEE802.1x authentication method list for the

guidelines domain.

Examples The following example sets an IEEE802.1x authentication
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method list for the specified domain.

DES-7200(config)# aaa domain DES-7200.com
DES-7200(config-aaa-domain)# authentication dotlx

default
Command Description
aaa new-model Enable the AAA security service.
Related
Enable the domain-name-based
commands aaa domain enable ,
AAA service.
show aaa domain Show the domain configuration.

1.4.6 authorization network

Use this command to configure the Network authorization list. The no form of this command is

used to remove the setting.

authorization network {default | list-name}

no authorization network

Parameter | Description
Parameter default Use this parameter to specify the default
I efau ]
description method list
list-name The name of the specified method list.
With no method list specified, if users send the request, the
Default device will attempt to specify the default method list for
users.
Command
mode Domain configuration mode.
Usage
guidelines Specify an authorization method list for the domain.
The following example sets an authorization method list for
the specified domain.
Exan1ples DES-7200(config)# aaa domain DES-7200.com
DES-7200(config-aaa-domain)# authorization network
default

1-28



DES-7200 CLI Reference Guide

Chapter 1 AAA Configuration Commands

Command Description
aaa new-model Enable the AAA security service.
Related
Enable the domain-name-based
commands aaa domain enable

AAA service.

show aaa domain Show the domain configuration.

1.4.7 show aaa domain

Use this command to show all current domain information

show aaa domain [default | domain-name]

Parameter Description
Parameter Use this parameter to show the default
L default )
description domain.
domain-name | Show the specified domain.
Default N/A
Command
mode Privileged EXEC mode.
Usage If no domain-name is specified, all domain information will
guidelines be displayed.
The following example shows the domain named
domain.com
DES-7200(config)# show aaa domain domain.com
—==—==========Domain domain.com=============
State: Active
Examples Username format: Without-domain
Access limit: No limit
802.1X Access statistic: 0
Selected method list:
authentication dotlx default
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Command Description
Related aaa new-model Enable the AAA security service.
commands ) Enable the domain-name-based
aaa domain enable .
AAA service.
1.4.8 state

Use this command to set whether the configured domain is valid. The no form of this
command restore it to the default setting.

state {block | active}

no state

Parameter
description

Default

Command
mode

Parameter | Description

Usage
guidelines

Examples

Related
commands

block The configured domain is invalid.
active The configured domain is valid.
Active

Domain configuration mode.

Use this command to set whether the specified configured

domain is valid.

The following example set the configured domain to be

invalid

DES-7200(config)# aaa domain DES-7200.com
DES-7200(config-aaa-domain)# state block

Command

Description

aaa new-model

Enable the AAA security service.

aaa domain enable

Enable the domain-name-based
AAA service.

show aaa domain
enable

Show the domain configuration .
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1.4.9 username-format

Use this command to configure the user name whether to be with the domain information
when the NAS interacts with the servers. The no form of this command restores it to the

default setting.
username-format {without-domain| with-domain}

no username-format

Parameter Description
. i Set the user name without the domain
Parameter without-domain | . .
o information.
description
) ) Set the user name with the domain
with-domain . .
information.
Default Without-domain
Command
mode Domain configuration mode.

Use this command to configure the user name whether to
be with the domain information when the NAS interacts
with the servers.

Usage
guidelines

The following example sets the user name without the
domain information.
Examples DES-7200(config)# aaa domain DES-7200.com

DES-7200(config-aaa-domain)# username-domain
without-domain

Command Description

aaa new-model | Enable the AAA security service.

Related aaa domain | Enable the domain-name-based AAA
commands enable service.

show aaa . ) .
) Show the domain configuration.
domain
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1.5 AAA Server Group
Commands

151

aaa group server

Use this command to configure the AAA server group. The no form of this command is used to
delete the server group.

aaa group server {radius | tacacs+} name

no aaa group server {radius | tacacs+} name

Parameter Description
Parameter
e Name of the server group. It cannot be
description name _ group
the keywords "radius" and "tacacs+".
Command
mode Global configuration mode.
U This command is used to configure the AAA server group.
sage
. g . Currently, the RADIUS and TACACS+ server groups are
guidelines
supported.
The following example configures an AAA server group.
DES-7200(config)# aaa group server radius ss
DES-7200(config-gs-radius)# end
Exanwples DES-7200#show aaa group
Group-name: ss
Group Type: radius
Referred: 1
Server List:
Command Description
Related
commands show aaa | Show the AAA server group
group information.
1.5.2 ip vrf forwarding

Use this command to select the vrf for the AAA server group. The no form of this command removes the

setting.

ip vrf forwarding vrf_name

no ip vrf forwarding
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Command
mode

Usage
guidelines

Examples

Related
commands

Parameter Parameter Description
description vrf_name VRF name
Default

Configuration N/A.

Server group configuration mode.

This command selects VRF for the specified server
groups.

The following example selects the VRF for the server
group.

DES-7200(config)# aaa group server radius ss
DES-7200(config-gs-radius)# server 192.168.4.12
DES-7200(config-gs-radius)# server 192.168.4.13
DES-7200(config-gs-radius)# ip vrf forwarding vrf_name
DES-7200(config-gs-radius)# end

Command Description
aaagroup ,
Configure the AAA server group.
server
show aaa Show the AAA server group
group information.

15.3 server

Use this command to add a server to the AAA server group. The no form is used to delete a

server.

server ip-addr [authen-port portl] [ acct-port port2]

no server ip-addr [authen-port portl] [acct-port port2]

Parameter
description

Parameter Description

ip-addr IP address of the server

portl Authentication port of the server
port2 Accounting port of the server
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Default

Command
mode

Usage
guidelines

Examples

Related
commands

No server is configured.

Server group configuration mode.

Add a server to the specified server group. The default
value is used if no port is specified.

The following example adds a server to the server group.
DES-7200(config)# aaa group server radius ss
DES-7200(config-gs-radius)# server 192.168.4.12
acct-port 5 authen-port 6
DES-7200(config-gs-radius)# end

DES-7200# show aaa group

Group-name: sSs

Group Type: radius

Referred: 2

Server List:

IP Address: 192.168.4.12

Authentication Port: 6

Accounting Port: 5

Referred: 1

Command Description
aaagroup ,
Configure the AAA server group.
server
show aaa Show the AAA server group
group information.

154  show aaa group

Use this command to show all the server groups configured for AAA.

show aaa group

Parameter

description

Default

Command
mode

N/A.

N/A.

Privileged EXEC mode.
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Usage
guidelines N/A.

The following example shows all the server groups
configured for AAA.

DES-7200# show aaa group

Group Name: ss

Group Type: radius
Examples Referred: 2

Server List:

IP Address: 192.168.217.64

Authentication Port: 1812

Accounting Port: 1813

Referred: 1

Command Description

Related
aaagrou

commands group Configure the AAA server group.
server

1.6 Other AAA Commands

1.6.1 aaa local authentication
attempts

Use this command to configure login attempt times .

aaa local authentication attempts max-attempts

Parameter

description In the range of 1 to 2147483647.

Default The default value is 3.

Command

mode Global configuration mode.

Usage

guidelines Use this command to configure login attempt times.
Examples DES-7200 #configure terminal
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DES-7200 (config)#aaa local authentication attempts 6
Command Description
show Show the current configuration of the
Related ) ) )
running-config switch.
commands
show aaa | Show the lockout configuration
lockout parameter of current login.

1.6.2 aaa local authentication
lockout-time

Use this command to configure the length of lockout-time when the login user has attempted
for more than the limited times .

aaa local authentication lockout-time lockout-time

Parameter
description In the range of 1 to 2147483647.
Default 15 hours.
Command
mode Global configuration mode.
Usage Use this command to configure the length of lockout-time
- when the login user has attempted for more than the
guidelines
limited times .
DES-7200#configure terminal
Examples
DES-7200(config)#aaa local authentication lockout-time 5
Command Description
show Show the current configuration of the
Related i . .
running-config | switch.
commands
show aaa | Show the lockout configuration
lockout parameter of current login.
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1.6.3 aaa new-model

Use this command to enable the DES-7200 AAA security service. The no form of this
command is used to disable the AAA security service.

aaa new-model

no aaa new-model

Parameter
description N/A.
Default Disabled.
Command
mode Global configuration mode.
Usage Use this command to enable AAA. If AAA is not enabled,
guidelines none of the AAA commands can be configured.
The following example shows how to enable the AAA
Examples security service.
DES-7200(config)# aaa new-model
Command Description
aaa Define a user authentication method
Related authentication list.
commands aaa
o Define a user authorization method list.
authorization
aaa accouting Define a user accouting method list.

1.6.4 clear aaa local user
lockout

Use this command to clear the lockout user list.

clear aaa local user lockout {all | user-name <word>}

Parameter Parameter Description
description word User ID.
Default N/A.
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Command
mode Privileged EXEC mode.
Usage Use this command to clear all the user lists or the specified
guidelines user list.
Examples DES-7200(config)# clear aaa local user lockout all
Command Description
show Show the current configuration of the
Related ) . .
running-config | switch.
commands
show aaa | Show the lockout configuration
lockout parameter of current login.
1.6.5 debug aaa

Use this command to turn on the AAA service debugging switch. The no form of this command

is used to turn off the debugging switch.

debug aaa event

no debug aaa event

Parameter
description N/A.
Command
mode
1.6.6 show aaa method-list

Privileged EXEC mode.

Use this command to show all AAA method lists.

show aaa method-list

Parameter
description N/A.
Default N/A.

1-38



DES-7200 CLI Reference Guide Chapter 1 AAA Configuration Commands

Command
mode Privileged EXEC mode.

Usage
guidelines Use this command to show all AAA method lists.

The following example shows the AAA method list.

DES-7200# show aaa method-list

Authentication method-list

aaa authentication login default group radius

aaa authentication ppp default group radius

aaa authentication dotlx default group radius
Exan1p|es aaa authentication dotlx san-f local group angel group

rain none

aaa authentication enable default group radius

Accounting method-list

aaa accounting network default start-stop group radius

Authorization method-list

aaa authorizating network default group radius

Command Description

aaa Define a user authentication method
Related authentication list

commands aaa

o Define a user authorization method list
authorization

aaa accounting | Define a user accounting method list

1.6.7 show aaa user lockout

Use this command to show the lockout user list.

show aaa local user lockout {all | user-name <word>}

Parameter Parameter Description
description word User ID.
Default N/A.

Command

mode Privileged EXEC mode.
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Usage
guidelines

Examples

Related
commands

Use this command to show the lockout user list and show
how long the lockout-time is.

DES-7200# show aaa user lockout all

Command

Description

show

running-config

Show the current configuration of the
switch.

show
lockout

aaa

Show the lockout configuration
parameter of current login.
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RADIUS  Configuration
Commands

2.1 Configuration Related
Commands

2.1.1

ip radius source-interface

Use this command to specify the source IP address for the RADIUS packets. Use the no form
of this command to delete the source IP address for the RADIUS packet.

ip radius source-interface interface

no radius source-interface

Parameter Description
Parameter
description Interface Interface that the source IP address of
the RADIUS packet belongs to.
Default The source IP address of the RADIUS packet is set by the
network layer.
Command
mode Global configuration mode.
In order to reduce the NAS information to be maintained
on the RADIUS server, use this command to set the
Usage source IP address of the RADIUS packet. This command
guidelines uses the first IP address of the specified interface as the
source IP address of the RADIUS packet. This command
is used in the layer 3 devices.
The following example specifies that the RADIUS packet
obtains an IP address from the fastEthernet 0/0 interface
Examples ,
and uses it as the source IP address of the RADIUS
packet:
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DES-7200(config)# ip radius source-interface

fastEthernet 0/0

Command

Description

radius-server

Related Define the RADIUS server.
host
commands
) Configure the IP address of the
ip address .
interface.
2.1.2 radius-server attribute 31

Use this command to specify the MAC-based format of RADIUS Calling-Station-1D attribute in
the global configuration mode. Use the no form of this command to restore to the default

value.

radius-server attribute 31 mac format {ietf | normal | unformatted}

no radius-server attribute 31 mac format

Parameter Description
ietf The standard format specified by the
IETF (RFC3580) . ‘-’ isused asthe
seperator, for example:
00-D0-F8-33-22-AC.
Parameter
description normal Normal format representing the MAC
address. ‘.’ is used as the seperator.
For example: 00d0.f833.22ac.
unformatted No format and seperator. By default,
unformatted is used. For example:
00d0f83322ac.
Default The default format is unformatted.
Command
mode Global configuration mode.
Some RADIUS security servers(mainly used to 802.1x
Usage authentication) may identify the IETF format only. In this
guidelines case, the RADIUS Calling-Station-ID attribute shall be set
as the IETF format type.
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The following example shows how to define the RADIUS
Calling-Station-ID attribute as IETF format:
Examples
DES-7200(config)# radius-server attribute 31 mac format
ietf
Command Description
Related
radius-server
commands host Define the RADIUS server.
0Ss

2.1.3 radius-server host

Use this command to specify a RADIUS security server host. The no form of this command is
used to delete the RADIUS security server host.

radius-server host { ipv4-address | ipv6-address} [auth-port port-number] [acct-port
port-number] [test username name [idle-time time] [ignore-auth-port] [ignore-acct-port]]

no radius-server host { ipv4-address | ipv6-address}

Parameter Parameter Description
description DNS name of the RADIUS security
hostname
server host.
. IP address of the RADIUS security
ip-address
server host.
UDP port used for RADIUS
auth-port

authentication.

port-number

Number of the UDP port used for
RADIUS authentication. If it is set to 0,

acct-port

this  host does not perform
authentication.
UDP port used for RADIUS

accounting.

port-number

Number of the UDP port used for
RADIUS accounting. If it is set to 0, this
host does not perform accounting.

test username
name

(Optional) Enable the active detection
to the RADIUS security server and
specify the username used by the
active detection.
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(Optional) Set the interval of sending
the test packets to the reachable
idle-time time RADIUS security server, which is 60
minutes by default and in the range of
1 to 1440 minutes (namely 24 hours).

(Optional) Disable the detection to the
ignore-auth-port | authentication port on the RADIUS
security server. It is enabled by default.

(Optional) Disable the detection to the
ignore-acct-port | authentication port on the RADIUS
security server. It is enabled by default.

Default

Command
mode

Usage
guidelines

Examples

Related
commands

No RADIUS host is specified.

Global configuration mode.

In order to implement the AAA security service using
RADIUS, you must define a RADIUS security server. You
can define one or more RADIUS security servers using the
radius-server host command.

The following example defines a RADIUS security server
host:

DES-7200(config)# radius-server host 192.168.12.1

The following example defines a RADIUS security server
host in the IPv4 environment, enable the active detection
with the detection interval 60 minutes and disable the
accounting UDP port detection:

DES-7200(config)# radius-server host 192.168.100.1 test

username viven idle-time 60 ignore-acct-port

The following example defines a RADIUS security server
host in the IPv6 environment
DES-7200(config)# radius-server host 3000::100

Command Description

aaa Define the AAA authentication method

authentication list
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radius-server Define a shared password for the
key RADIUS security server.

Define the number of RADIUS packet
retransmissions.

radius-server
retransmit

Define the timeout for the RADIUS
timeout packet.

radius-server

2.14 radius-server key

Use this command to define a shared password for the network access server (device) to
communicate with the RADIUS security server. The no form of this command is used to
remove the shared password.

radius-server key [ 0| 7 ] text-string

no radius-server key

Parameter Description

text-string Text of the shared password
Parameter _
description 0|7 Password encryption type.

0: no encryption;
7: Simply-encrypted.

Default No shared password is specified.
Command
mode Global configuration mode.

A shared password is the basis for communications
U between the device and the RADIUS security server. In

sage
. g . order to allow the device to communicate with the RADIUS

guidelines ) i

security server, you must define the same shared

password on the device and the RADIUS security server.

The following example defines the shared password aaa
Examples for the RADIUS security server:

DES-7200(config)# radius-server key aaa
Related Command Description
commands radius-server _ ,

host Define the RADIUS security server.

0s
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radius-server
retransmit

Define the number of RADIUS packet
retransmissions.

radius-server
timeout

Define the timeout for the RADIUS
packet.

2.15

radius-server retransmit

Use this command to configure the number of packet retransmissions before the device
considers that the RADIUS security server does not respond. The no form of this command is
used to restore it to the default setting.

radius-server retransmit retries

no radius-server retransmit

Parameter Parameter Description
description retries Number of retransmissions
Default The default number of retransmissions is 3.
Command
mode Global configuration mode.
AAA uses the next method to authenticate users only
when the current security server for authentication does
Usage not respond. When the device retransmits the RADIUS
guidelines packet for the specified times and the interval between
every two retries is timeout, the device considers that the
security sever does not respond.
The following example sets the number of retransmissions
Examples to 4:
DES-7200(config)# radius-server retransmit 4
Command Description
radius-server i )
Define the RADIUS security server.
host
Related :
commands radius-server Define a shared password for the
key RADIUS server.
radius-server Define the timeout for the RADIUS
timeout packet.
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2.16

radius-server timeout

Use this command to set the time for the device to wait for a response from the security server

after retransmitting the RADIUS packet. The no format of this command is used to restore it to
the default setting.

radius-server timeout seconds

no radius-server timeout

Parameter Parameter Description
description seconds Timeout in the range 1 to1000 seconds.
Default 5 seconds.
Command
mode Global configuration mode.
Usage Use this command to change the timeout of packet
guidelines retransmission.
The following example sets the timeout to 10 seconds:
Examples
DES-7200(config)# radius-server timeout 10
Command Description
radius-server i .
host Define the RADIUS security server.
0s
Related
commands radius-server Define the number of the RADIUS
retransmit packet retransmissions.
radius-server Define a shared password for the
key RADIUS server.
2.1.7 radius-server

dead-ctriteria

This global configuration command is used to configure criteria on a device to determine that

the Radius server is unreachable. The no form of this command is used to restore the default

value.

radius-server dead-criteria {time seconds [tries number] | tries humber}

no radius-server dead-criteria {time seconds [tries number] | tries humber}
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Parameter
description

Parameter

Description

time seconds

Configure the timeout value. If the
device does not receive a correct
response packet from the Radius server
within the specified time, the Radius
server is considered to be unreachable.
The value is in the range of 1s to 120s.

tries number

Configure the successive timeout times.
When sending a request from the
device to the Radius server times out
for the specified times, the device
considers that the Radius server is
unreachable. The value is in the range
of 1 to 100.

Default

Command
mode

Usage
guidelines

Examples

Related
commands

time seconds: 60s.

tries number:

Global configuration mode.

If a Radius server meets the timeout and timeout times at

the same time, it is considered to be unreachable. This

command is used to adjust the parameter conditions of

timeout and timeout times.

The following example sets the timeout to 120s and
timeout times to 20.

DES-7200(config)# radius-server dead-criteria time 120

tries 20

Command

Description

radius-server
host

Define the RADIUS security server.

radius-server
deadtime

Define the duration when a device
stops sending any requests to an
unreachable Radius server.

radius-server
timeout

Define the timeout for the packet
retransmission.
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2.1.8 radius-server deadtime

The global configuration command is used to configure the duration when a device stops
sending any requests to an unreachable Radius server. The no form of this command is used
to recover the default value.

radius-server deadtime minnutes

no radius-server deadtime

Parameter Description
Define the duration in minutes when the
Parameter device stops sending any requests to
description minutes the unreachable Radius server. The
value is in the range of 1 min to 1440
min (24h).
Default The default value of minutes is 0 min, that is, the device
efau
keeps sending requests to the unreachable Radius server.
Command
mode Global configuration mode.
If active Radius server detection is enabled on the device,
U the time parameter of this command does not take effect
sage
] g ) on the Radius server. Otherwise, the Radius server
guidelines ) )
becomes reachable when the duration set by this
command is shorted than the unreachable time..
The following example sets the duration when the device
Examples stops sending requests to 1 min.
DES-7200(config)# radius-server deadtime 1
Command Description
radius-server i .
Related Define the RADIUS security server.
host
commands
radius-server Define the criteria to determine that a
dead-criteria Radius server is unreachable.

2.1.9 radius attribute

radius attribute {id | down-rate-limit | dscp | mac-limit | up-rate-limit} vendor-type type
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no radius attribute {id |down-rate-limit | dscp | mac-limit | up-rate-limit} vendor-type

Parameter Description
Parameter
description id Function ID in the range 1 to 255
type Private attribute type
Only the default configuration of private attributes in DES-7200 is
recognized.
id Function Type
1 max down-rate 1
2 gos 2
3 user ip 3
4 vlan-id 4
5 version to client 5
6 netip 6
7 user name 7
8 password 8
9 file-directory 9
10 file-count 10
11 file-name-0 11
Default 12 file-name-1 12
13 file-name-2 13
14 file-name-3 14
15 file-name-4 15
16 max up-rate 16
17 version to server 17
18 flux-max-high32 18
19 flux-max-low32 19
20 proxy-avoid 20
21 dailup-avoid 21
22 ip privilege 22
23 login privilege 42
Extended attributes:
id Function Type
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1 max down-rate 76
2 qos 77
3 user ip 3

4 vlan-id. 4

5 version to client 5

6 net ip 6

7 user name 7

8 password 8

9 file-directory 9

10 file-count 10
11 file-name-0 11
12 file-name-1 12
13 file-name-2 13
14 file-name-3 14
15 file-name-4 15
16 max up-rate 75
17 version to server 17
18 flux-max-high32 18
19 flux-max-low32 19
20 proxy-avoid 20
21 dailup-avoid 21
22 ip privilege 22
23 login privilege 42
24 limit to user number 50

Command
mode

Usage
guidelines

Examples

Related

Global configuration mode.

Use this command to configure the type value of a private

attribute.

The following example sets the type of max up-rate to 211:

DES-7200(config)# radius attribute 16 vendor-type 211

Command

Description
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commands radius set gos | Set the qos value sent by the RADIUS
cos server as the cos value of the interface.

2.1.10 radius set gos cos

Use this command to set the qos value sent by the RADIUS server as the cos value of the
interface. Use the no form of this command to restore it to the default setting.

radius set qos cos

no radius set qos cos

Parameter
description N/A.
Set the gos value sent by the RADIUS server as the dscp
Default
value.
Command
mode Global configuration mode.
Usage Set the qos value sent by the RADIUS server as the cos
guidelines value, and the dscp value by default.
The following example sets the gos value sent by the
Examples RADIUS server as the cos value of the interface.:
DES-7200(config)# radius set qos cos
Command Description
Related radius Extend RADIUS not to
commands vendor-specific differentiate the IDs of private
extend vendors.

2.1.11 radius vendor-specific
extend

Use this command to extend RADIUS not to differentiate the IDs of private vendors. Use the
no form of this command to disable the function.

radius vendor-specific extend

no radius vendor-specific extend
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Parameter
description N/A.
Default Only the private vendor IDs of DES-7200 are recognized.
Command
mode Global configuration mode.
Usage Use this command to identify the attributes of all vendor
guidelines IDs by type.
The following example extends RADIUS not to differentiate
Examples the IDs of private vendors:
DES-7200(config)# radius vendor-specific extend
Command Description
radius ,
Related ) Configure vendor type.
attribute
commands
radius set qos | Set the qos value sent by the RADIUS
cos server as the cos value of the interface.

2.2 Showing Related
Commands

2.2.1 debug radius

Use this command to turn on the RADIUS debugging switch. The no form of this command is
used to turn off the RADIUS debugging switch.

debug radius {event | detail}

no debug radius {event | detail}

Parameter

Description N/A.

Command

mode Privileged EXEC configuration mode.
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2.2.2 show radius server

Use this command to show the configuration of the RADIUS server.

show radius server

Parameter
description N/A.
Default N/A.
Command
mode Privileged EXEC mode.
Usage
guidelines N/A.
DES-7200# show radius server
erver IP: 192.168.4.12
Accounting Port: 23
Authen Port: 77
Test Username: viven
Test Idle Time: 10 Minutes
Test Ports: Authen
Server State: Active
Current duration 765s, previous duration Os
Dead: total time Os, count O
Statistics:
Examples Authen: request 15, timeouts 1
Author: request 0, timeouts O
Account: request 0, timeouts O
Server IP: 192.168.4.13
Accounting Port: 45
Authen Port: 74
Test Username: <Not Configured>
Test Idle Time: 60 Minutes
Test Ports: Authen and Accounting
Server State: Active
Current duration 765s, previous duration Os
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Dead: total time Os, count O
Statistics:
Authen: request 0, timeouts 0O
Author: request 0, timeouts O

Account: request 20, timeouts 0

Command Description

) Define the RADIUS security
radius-server host

server.
radius-server Define the number of RADIUS
Related i o
retransmit packet retransmissions.
commands

Define a shared password for

radius-server key
the RADIUS server.

. ) Define the packet transmission
radius-server timeout |
timeout.

2.2.3 show radius parameter

Use this command to show the global parameters of the RADIUS server.

show radius parameter

Parameter
description N/A.
Default N/A.
Command
mode Privileged EXEC mode.
Usage
guidelines N/A.
DES-7200# show radius parameter
Server Timout: 5 Seconds
Server Deadtime: O Minute
Exan1p|es Server Retries: 3
Server Dead Critera:
Time: 10 Seconds
Tries: 10
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Command Description
radius-server , .
Define the RADIUS security server.
host
radius-server Define the number of RADIUS packet
Related ) .
retransmit retransmissions.
commands
radius-server Define a shared password for the
key RADIUS server.
radius-server Define the packet transmission
timeout timeout.
2.2.4 show radius

vendor-specific

Use this command to show the configuration of the private vendors.

show radius vendor-specific

Parameter
description N/A.
Default N/A.
Command
mode Privileged EXEC mode.
Usage
guidelines N/A.
DES-7200#show radius vendor-specific
id vendor-specific type-value
1 max-down-rate 1
2 port-priority 2
3 user-ip 3
Examples
4 vlan-id 4
5 last-supplicant-vers 5
ion
6 net-ip 6
7 user-name 7
8 password 8
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Related
commands

9 file-directory 9
10 file-count 10
11 file-name-0 11
12 file-name-1 12
13 file-name-2 13
14 file-name-3 14
15 file-name-4 15
16 max-up-rate 16
17 current-supplicant-v 17
ersion
18 Flux-max-high32 18
19 Flux-max-low32 19
20 proxy-avoid 20
21 dialup-avoid 21
22 ip-privilege 22
23 login-privilege 42
26 ipv6-multicast-addre 79
ss
27 ipv4-multicast-addre 87
ss
Command Description

radius-server
host

Define the RADIUS security server.

radius-server
retransmit

Define the number of RADIUS packet
retransmissions.

radius-server
key

Define a shared password for the
RADIUS server.

radius-server

timeout timeout.

Define the packet transmission
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TACACS+ Configuration
Commands

3.1 Related Commands of
TACACS+
Configuration

3.1.1  aaagroup server tacacs+

Use this command to configure TACACS+ group server, dividing different TACACS+ servers to
the different groups.

aaa group server tacacs+ group-name

Nno aaa group server tacacs+ group-name

Parameter Parameter Description
description group_name TACACS+ server group name
Default

Configuration No TACACS+ server group is configured.

Command
mode Global configuration mode.
By dividing TACACS+ servers into several groups, the
Usage L o .
T tasks of anthentication, authorization and accounting can
guidelines . .
be implemented by different server groups.
The following example configures a TACACS+ server
group named tacl and a TACACS+ server address 1.1.1.1
in this group:
Exanwples DES-7200(config)#aaa group server tacacs+ tacl

DES-7200(config-gs-tacacs+)# server 1.1.1.1

DES-7200(config-gs-tacacs+)# ip vrf forwarding vpnl
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Related
commands

Command Description

Configure server list of TACACS+
server

server group.
ip vrf Configure VRF name supported by
forwarding TACACS+ server group.

3.1.2 server(TACACS+)

Use this command to configure server address in TACACS+ group server.

server ip-address

no server ip-address

Command

mode

Usage
guidelines

Examples

Parameter Description
Parameter
description ip-address server address in TACACS+ group
server
Default
Configuration N/A

TACACS+ group server configuration mode.

You must enter TACACS+ server group configuration
mode to configure this command.

To configure server address in TACACS+ group server,
you must execute tacacs-server host in the global
configuration mode.

For the server address in TACACS+ group servers, when
one server does not reply, it will send the request to the
next server.

The following example configures a TACACS+ server
group named tacl and a TACACS+ server address 1.1.1.1
in this group:

DES-7200(config)#aaa group server tacacs+ tacl

DES-7200(config-gs-tacacs+)#server 1.1.1.1
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Command Description
aaa grou

Related group Configure TACACS+ server group.
server tacacs+

commands
ip vrf Configure VRF name supported by
forwarding TACACS+ server group.

3.1.3 ip vrf

forwarding(TACACS+)

Use this command to configure vrf name used by TACACS+ group server (this command
exists in the device supporting VRF)

ip vrf forwarding vrf-name

no ip vrf forwarding

Parameter Parameter Description
description vrf-name VRF name.
Default

Configuration N/A

Command
mode TACACS+ group server configuration mode.
Usage
guidelines Specify vrf name to the specified TACACS+ server.
The following example specifies VRF name as vpnl to
TACACS+ server group:
DES-7200(config)# aaa group server tacacs+ tacl
Examples
DES-7200(config-gs-tacacs+)# server 1.1.1.1
DES-7200(config-gs-tacacs+)# ip vrf forwarding vpnl
Related Command Description
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commands aaa group .
Configure TACACS+ server group.
server tacacs+

Configure server list of TACACS+
server group.

server

3.14 ip tacacs source-interface

Use this command to configure the source address of TACACS+ packet:
ip tacacs source-interface interface

no ip tacacs source-interface

Parameter Description

Parameter

description interface Source address interface of TACACS+

packet

Default The source address of TACACS+ packet is set on

Configuration network layer.

Command

mode Global configuration mode.
To decrease the work of maintaining massive NAS
messages in TACACS+ server, use this command to set

Usage the source address of TACACS+ packet. This command

guidelines specifies the first ip address of the specified interface as
the source address of TACACS+ packet and is used on L3
devices.
The following example specifies TACACS+ packet to
obtain ip address from fastEthernet 0/0 as the source
address of TACACS+ packet :

Examples
DES-7200(config)# ip tacacs source-interface
fastEthernet 0/0

Related Command Description

commands
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host

ip address Configure ip address of the interface.

3.15 tacacs-server host

Use this command to configure IP address of TACACS+ server host:

tacacs-server host {ip-address | ipv6-address} [port integer] [timout integer] [key string]

no tacacs-server host {ip-address | ipv6-address}

Parameter

Description

ip-address

IP address of TACACS+ server host.

ipv6-address

IPv6 address of TACACS+ server host.

Configuration

Parameter
description port integer TCP port wused in TACACS+
communication.
timeout integer | Timeout time of TACACS+ host.
key string Shared keyword of TACACS+ client and
server.
Default

No specified TACACS+ host.

Command
mode Global configuration mode.
To use TACACS+ to implement AAA security service, you
Usage must define TACACS+ secure server. You can define one
guidelines or multiple TACACS+ secure servers by using
tacacs-server host.
The following example defines a TACACS+ secure server
host:
Exan1p|es DES-7200(config)# tacacs-server host 192.168.12.1

DES-7200(config)# tacacs-server host 2001::1
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Command Description
aaa Define AAA identity authentication
authentication method list.

Related :

commands tacacs-server Define the shared password of
key TACACS+ secure server globally.
tacacs-server Define timeout timer of reply packet of
timeout TACACS+ server globally.

3.1.6 tacacs-server key

Use this command to configure global password of TACACS+ :
tacacs-server key [0 | 7] string

no tacacs-server key

Parameter Description
string Text of shared password.
Parameter
description 0|7 Encryption type of password, O
indicates no encryption ; 7 indicates
being simply encrypted.
Default
Configuration No specified shared password.
Command
mode Global configuration mode.
The device and TACACS+ secure server communicates
with each other successfully on the basis of the shared
password. Therefore, in order to make the device and
U TACACS+ secure server communicate with each other,
sage
'dg i the same shared password must be defined on both of
uidelines
g them. When we need to specify different passwords to
every server, use key option in tacacs-server host
command. We can set a key to all the servers that have
not set key option in global configuration mode.
Examples The following example defines the shared password of
P TACACS+ secure server as aaa:
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Related
commands

DES-7200(config)# tacacs-server key aaa

Command Description

Define TACACS+ secure server
tacacs-server host

host.
tacacs-server Define the timeout timer of
timeout TACACS+ packet.

3.1.7 tacacs-server timeout

Use this command to configure the global timeout time waiting for the server when
communicatin with TACACS+ server :

tacacs-server timeout seconds

no tacacs-server timeout

Parameter
description

Default

Configuration

Command
mode

Usage
guidelines

Examples

Parameter Description

seconds Timeout time (s) in the range 1 to
1000s.

5s.

Global configuration mode.

Use this command to adjust the timeout time of reply
packet. When we need to specify different timeout time to
every server, use timeout option in tacacs-server host
command. We can set a timeout to all the servers that
have not set timeout option in global configuration mode.

The following example shows how to define the timeout
time as 10s:

DES-7200(config)# tacacs-server timeout 10
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Related
commands

Command

Description

tacacs-server
host

Define TACACS+ secure server host.

tacacs-server
key

Define the shared password of
TACACS+.

3.2 TACACS+ Privileged
Command

3.2.1 debug tacacs+

Use this command to turn on the TACACS+ debugging switch. The no form of this command
turns off the TACACS+ debugging switch.

debug tacacs+

no debug tacacs+

Parameter
description

Command
mode

N/A.

Privileged mode.

3.2.2 show tacacs

Use this command to show the interoperation condition with each TACACS+ server.

show tacacs

Parameter
description

Default
configuration

Command
mode

N/A.

N/A.

Privileged EXEC mode.
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Usage
guidelines

Examples

Related
commands

Use this command to show the interoperation condition
with each TACACS+ server.

DES-7200# show tacacs

Tacacs+ Server : 172.19.192.80/49
Socket Opens: 0

Socket Closes: 0

Total Packets Sent: O

Total Packets Recv: O

Reference Count: 0O

Command Description

tacacs-server .
host Define TACACS+ secure server host.
0s
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802.1X Configuration
Commands

4.1 dotlx Active
Authentication
Command

4111 dotlx auto-req

Use this command to configure 802.1X active authentication function in the global
configuration command. The no form of this command disables the automatic authentication
function.

[no] dotlx auto-req

Default Enabled

Command
mode Global configuration mode.

This command is used to actively initiate 802.1x
Usage

guidelines

authentication on the device. Use the show dotlx
auto-req command to view the setting of this function.

The following example sets the device to automatically
initiate 802.1x authentication:

DES-7200# configure terminal
DES-7200(config)# dotlx auto-req
DES-7200(config)# end
DES-7200(config)# show dotlx auto-req
Auto-Req: Enabled

User-Detect : Enabled

Examples

Packet-Num : O
Reg-Interval: 30 Second

Related Command Description
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commands show dotlx
auto-req

Show the automatic authentication
request information.

4.1.2 dotlx auto-req
packet-num

Use this command to set the number of authentication request messages that the device

automatically sends. The no form is used to specify the default value.

dotlx auto-req packet-num num

no dotlx auto-req packet-num

Parameter Description
Parameter Number of authentication request
description num messages that the device sends
automatically.
Default num = 0; namely the packets are sent continuously.
Command
mode Global configuration mode.
Usage Use the show dotlx auto-req command to view the
guidelines setting of this function.
The following example sets the device to automatically
initiate 802.1x authentication continuously:
DES-7200# configure terminal
DES-7200(config)# dotlx auto-req packet-num O
Exanwples DES-7200(config)# end
DES-7200# show dotlx auto-req
Auto-Req: Enabled
User-Detect : Enabled
Packet-Num : O
Reg-Interval: 30 Second
Command Description
Related
commands show dotlx Show the authentication request
auto-req information.
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4.1.3 dotlx auto-req
reg-interval

Use this command to set the interval of sending authentication request messages. The no
form is used to specify the default value.

dotlx auto-req reg-interval interval

no dotlx auto-req reg-interval

Parameter Description
Parameter The time interval of actively sending
description interval authentication request messages by the
device, in second.

Default 30 seconds.

Command

mode Global configuration mode.

Usage Use the show dotlx auto-req command to view the
guidelines setting of this function.

The following example sets the time interval of sending
authentication request message to 60s:

DES-7200# configure terminal
DES-7200(config)# dotlx auto-req reg-interval 60

Exanwples DES-7200(config)# end
DES-7200# show dotlx auto-req
Auto-Req: Enabled
User-Detect : Enabled
Packet-Num : O
Reg-Interval: 60 Second
Command Description
Related
commands show dotlx Show the authentication request
auto-req information.

4.1.4 dotlx auto-req user-detect

Use this command to disable the device to send authentication request message after
receiving the response. The no form is used to specify the default value.

dotlx auto-req user-detect
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no dotlx auto-req user-detect

Parameter
description N/A.
Default Enabled.
Command
mode Global configuration mode.
Usage Use the show dotlx auto-req command to view the
guidelines setting of this function.
The following example sets the device to stop sending
authentication request messages after the user gets on
line:
DES-7200# configure terminal
DES-7200(config)# dotlx auto-req user-detect
Examples DES-7200(config)# end
DES-7200# show dotlx auto-req
Auto-Req: Enabled
User-Detect : Enabled
Packet-Num : O
Reg-Interval: 60 Second
Command Description
Related
commands show dotlx Show the authentication request
auto-req information.

4.2 dotlx Timeout Parameter
Setting Commands

421 dotlx timeout
quiet-period

Use this command to set the time (in seconds) for the device to wait before reauthentication
after the authentication failure (for example, incorrect authentication password). Use the no
form of the command to restore it tothe default setting.

dotlx timeout quiet-period seconds

no dotlx timeout quiet-period
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Parameter
description

Parameter Description

Time (in seconds) for the device to wait
before reauthentication after the
seconds L . .
authentication failure The range is from

0 to 65535, in seconds.

Default

Command
mode

Usage
guidelines

Examples

Related
commands

10 seconds.

Global configuration mode.

When authentication fails, the solicitator must wait for a
period of time before reauthentication.

The following example sets the time for waiting
re-authentication to 1000s:

DES-7200# configure terminal
DES-7200(config)# dotlx timeout quiet-period 1000
DES-7200(config)# end
DES-7200# show dotlx

802.1X Status: Enabled
Authentication mode: EAP-MD5
Authed User Number: 0
Re-authen Enabled: Disabled
Re-authen Period: 3600 sec
Quiet Timer Period: 1000 sec
Tx Timer Period: 3 sec
Supplicant Timeout: 3 sec
Server Timeout: 5 sec
Re-authen Max: 3 times
Maximum Request: 3 times
Client Oline Probe: Disabled
Eapol Tag Enable: Disabled

Authorization Mode: Group Server

Command Description

show dotlx Show the information about 802.1x.

4.2.2

dotlx timeout
re-authperiod

Use this command to set re-authentication interval when re-authentication is enabled. Use the
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no form of the command to restore it to the default value.
dotlx timeout re-authperiod seconds

no dotlx timeout re-authperiod

Parameter Description
Parameter _ — :
description seconds Period of authentication. The range is
from 0 to 65535 seconds.
Default 3600 seconds.
Command
mode Global configuration mode.
Usage Use show dotlx command to show the 802.1X
guidelines configuration.
The following example sets the period of re-authentication
to 1000s:
DES-7200# configure terminal
DES-7200(config)# dotlx timeout re-authperiod 1000
DES-7200(config)# end
DES-7200# show dotlx
802.1X Status: Enabled
Authentication mode EAP-MD5
Authed User Number: 0
Examples Re-authen Enabled: Disabled
Re-authen Period: 1000 sec
Quiet Timer Period: 1000 sec
Tx Timer Period: 3 sec
Supplicant Timeout: 3 sec
Server Timeout: 5 sec
Re-authen Max: 3 times
Maximum Request: 3 times
Client Oline Probe: Disabled
Eapol Tag Enable: Disabled
Authorization Mode: Group Server
Related Command Description
commands show dotlx Show the information about 802.1x.
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4.2.3

dotlx timeout
server-timeout

Use this command to set the authentication timeout between the device and the authentication
server. Use the no form of the command to restore it to the default setting.

dotlx timeout server-timeout seconds

no dotlx timeout server-timeout

Parameter Description
Parameter Authentication timeout between the
description seconds device and the authentication server.
The range is 0 to 65535 seconds.
Default 5 seconds.
Command
mode Global configuration mode.
Usage
guidelines Use show dotlx command to show 802.1X configuration.
The following example sets the authentication timeout of
the authentication server to 10s:
DES-7200# configure terminal
DES-7200(config)# dotlx timeout server-timeout 10
DES-7200(config)# end
DES-7200# show dotlx
802.1X Status: Enabled
Authentication mode: EAP-MD5
Authed User Number: 0
Examples Re-authen Enabled: Disabled
Re-authen Period: 1000 sec
Quiet Timer Period: 1000 sec
Tx Timer Period: 3 sec
Supplicant Timeout: 3 sec
Server Timeout: 10 sec
Re-authen Max: 3 times
Maximum Request: 3 times
Client Oline Probe: Disabled
Eapol Tag Enable: Disabled
Authorization Mode: Group Server
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Related Command Description

commands show dotlx Show the information about 802.1x.

424 dotlx timeout
supp-timeout

Use this command to set the authentication timeout between the device and the supplicant.

Use the no form of the command to restore it to the default setting.

dotlx timeout supp-timeout seconds

no dotlx timeout supp-timeout

from 0 to 65535 seconds.

Parameter Description
Parameter Authentication timeout between the
description seconds device and the supplicant The range is

DES-7200(config)# end
DES-7200# show dotlx
802.1X Status:
Authentication Mode:
Examples Authed User Number:
Re-authen Enabled:
Re-authen Period:
Quiet Timer Period:
Tx Timer Period:
Supplicant Timeout:
Server Timeout:
Re-authen Max:
Maximum Request:
Client Oline Probe:

DES-7200# configure terminal
DES-7200(config)# dotlx timeout supp-timeout 10

Enabled
EAP-MDS
0
Disabled
1000 sec
1000 sec
3 sec

10 sec
10 sec

3 times
3 times
Disabled

Default 3 seconds.

Command

mode Global configuration mode.

Usage

guidelines Use show dotlx command to show 802.1X configuration.

The following example sets the authentication timeout
between the device and the supplicant to 10s:
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Eapol Tag Enable: Disabled
Authorization Mode: Group Server
Related Command Description
commands show dot1x Show the information about 802.1x.

425 dotlx timeout tx-period

Use this command to set the interval of transmitting packets after the maximum number of
retransmission times is configured. Use the no form of the command to restore it to the default
setting.

dotlx timeout tx-period seconds

no dotlx timeout tx-period

Parameter Description

Parameter

- Period of retransmission. The range is
description seconds

from 0 to 65535 seconds.

Default 3 seconds.

Command
mode Global configuration mode.

Usage
guidelines Use show dotlx command to show 802.1X configuration.

The following example sets the interval of retransmission
to 10s:

DES-7200# configure terminal
DES-7200(config)# dotlx timeout tx-period 10
DES-7200(config)# end

DES-7200# show dotlx

802.1X Status: Enabled

Authentication mode: EAP-MD5

Authed User Number: O

Re-authen Enabled: Disabled

Examples

Re-authen Period: 1000 sec
Quiet Timer Period: 1000 sec
Tx Timer Period: 10 sec
Supplicant Timeout: 10 sec
Server Timeout: 10 sec

Re-authen Max: 3 times
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Maximum Request: 3 times
Client Oline Probe: Disabled
Eapol Tag Enable: Disabled
Authorization Mode: Group Server

Related Command Description

commands show dotlx Show the information about 802.1x.

4.3 dotlx Re-authentication
Commands

4.3.1 dotlx re-authentication

Use this command to enable periodic re-authentication. Use the no form of the command to
restore it to the the default setting.

[no] dot1x re-authentication

Parameter
description N/A.
By default, it is not required to re-authenticate the
Default . —
supplicant periodically.
Command
mode Global configuration mode.
This command will reauthenticate the supplicant
Us_adgT_ periodically after he passes the authentication. Use show
guigetines dotlx command to show 802.1X configuration.
The following example enables the re-authentication
function:
DES-7200# configure terminal
DES-7200(config)# dotlx re-authentication
DES-7200(config)# end
Examples DES-7200# show dotlx
802.1X Status: Enabled
Authentication mode: EAP-MD5
Authed User Number: 0
Re-authen Enabled: Enabled
Re-authen Period: 1000 sec
Quiet Timer Period: 1000 sec
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Tx Timer Period: 10 sec
Supplicant Timeout: 10 sec
Server Timeout: 10 sec
Re-authen Max: 3 times
Maximum Request: 3 times

Client Oline Probe: Disabled

Eapol Tag Enable: Disabled
Authorization Mode: Group Server
Related Command Description
commands show dot1x Show the information about 802.1x.

4.3.2 dotlx reauth-max

Use this command to set the maximum number of supplicant reauthentication. Use the no
form of the command to restore it to the default value.

dotlx reauth-max count

no dotlx reauth-max

Parameter Parameter Description

description count Maximum number of re-authentications
Default The default value is 3.

Command

mode Global configuration mode.

Use this command to specify the maximum number of

Us-adgT- supplicant reauthentications. Use show dotlx command
guiaetines to show 802.1X configuration.
The following example sets the maximum number of
re-authentications:
DES-7200# configure terminal
DES-7200(config)# dotlx reauth-max 5
DES-7200(config)# end
Examples DES-7200# show dotlx
802.1X Status: Enabled
Authentication mode: EAP-MD5
Authed User Number: 0
Re-authen Enabled: Enable
Re-authen Period: 1000 sec
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Tx Timer Period:
Server Timeout:
Re-authen Max:

Maximum Request:

Eapol Tag Enable:

Quiet Timer Period:

Supplicant Timeout:

Client Oline Probe:

Authorization Mode:

1000 sec
10 sec
10 sec
10 sec
5 times
3 times
Disabled
Disabled

Group Server

Related Command Description

commands show dotlx Show the information about 802.1x.

4.4 dotlx Detection Function
Commands

4.4.1 dotlx probe-timer

Use this command to enable the probe timer on the client.

dotlx probe-timer{interval | alive}interval

no dotlx probe-timer

Parameter Description
no Restore the setting to the default value.
Parameter i ]
. interval Interval of sending the Hello message.
description
alive Alive interval
interval Timer value
The default Hello interval is 20 seconds.
Default o )
Default user alive interval is 250 seconds
Command
mode Global configuration mode.
Usage Configure the alive detection timer for the client. You can
guidelines use the show dotlx command to show the 802.1x setting.
The following example sets the Hello interval to 30
Examples seconds and the alive interval to 120 seconds:
DES-7200# configure terminal
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DES-7200(config)# dotlx probe-timer interval 30
DES-7200(config)# dotlx probe-timer alive 120
DES-7200(config)# end

DES-7200# show dotlx probe-timer

Hello Interval: 30 Seconds

Hello Alive: 120 Seconds

Command Description
Related
Show dotlx
commands ) Show the probe timer information.
probe-timer
4.4.2 dotlx client-probe enable

Use this command to enable the online probe function of the client

[no] dotlx client-probe enable

Parameter
description

Default

Command
mode

Usage
guidelines

Examples

N/A.

Disabled.

Global configuration mode.

Use this command to enable the online probe function of
the client.

Enable the online probe function of the client.

DES-7200# configure terminal
DES-7200(config)# dotlx client-probe enable
DES-7200(config)# end

DES-7200# show dotlx

802.1X Status: Enabled
Authentication mode:  EAP-MD5
Authed User Number: 0
Re-authen Enabled: Enabled
Re-authen Period: 1000 sec
Quiet Timer Period: 1000 sec
Tx Timer Period: 10 sec
Supplicant Timeout: 10 sec
Server Timeout: 10 sec
Re-authen Max: 5 times
Maximum Request: 3 times
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Related
commands

Client Oline Probe: Enabled
Eapol Tag Enable: Disabled

Authorization Mode: Group Server

Command Description

show dotlx Show the 802.1x configurations.

4.5 Other dotlx Configuration
Commands

45.1

dotlx authentication

In case the AAA is enabled, the authentication with the AAA server must be performed for
logon. Use this command to associate logon authentication method list. The no form of this
command is used to delete the logon authentication method list.

dotlx authentication {default | list-name}

no dotlx authentication {default | list-name}

Parameter Description
Parameter default Name of the default authentication
description method list
list-name Name of the method list available
If AAA is enabled, the AAA service is used for login
Default o
authentication by default.
Command
mode Interface configuration mode.
U If the AAA security server is enabled, this command is
sage . - . o
) g ) used for the login authentication with the specified method
guidelines _
list.
The following command demonstrates how to associate a
method list on the interface and use group radius for
Examples authentication.
DES-7200# configure terminal
DES-7200(config)# aaa new-model
DES-7200(config)# aaa authentication dotlx default group
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radius

DES-7200(config)# interface fastEthernet0/1

DES-7200(config-if)# dotlx authentication default

DES-7200(config-if)# end

DES-7200#

Command Description

aaa new-model Enable the AAA security service.
Related

aaa . _
commands o Configure the logon authentication

authentication )

method list.
dotlx

45.2 dotlx auth-address-table

Use this command to set the IP address list that 802.1X authentication allows. Use the no form
of the command to remove the allowed IP address list.

dotlx auth-address-table address mac-addr interface interface

no dotlx auth-address-table address mac-addr interface interface

Parameter Description
Parameter mac-addr Physical IP address that can be
description authenticated.
interface Interface number.
Default N/A.
Command
mode Global configuration mode.
U Only the IP address in this list can be authenticated by
sage
. g . 802.1X. Use show dotlx auth-address table command
guidelines o .
to show the authentication address list.
The following example demonstrates how to add an
authentication address on the interface.
DES-7200# configure terminal
Exanwples DES-7200(config)# dotlx auth-address-table address
00d0f8000000 interface ehternet 1/1
DES-7200(config)# end
DES-7200#
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Command Description
Related How dotl Show the information about the IP
show dotlx
commands address list that the 802.1x can
auth-address-table i
authenticate.
45.3 dotlx auth-fail

max-attempt

Use this command to set the maximum attempt times of entering the fail VLAN.

dotlx auth-fail max-attepmt num

no dotlx auth-fail max-attempt

Parameter Description
Parameter num The maximum attempt times of
description entering the fail VLAN, ranging from 1
to 3.
Default 3
Command
mode Global configuration mode.
Usage
guidelines Use show dotlx command to show the configurations.
The following example demonstrates how to set the
maximum attempt times of entering the fail VLAN.
Examples DES-7200# configure terminal
DES-7200(config)# dotlx auth-fail max-attempt 5
DES-7200(config)# end
DES-7200#
Related Command Description
commands show dotlx Show the 802.1x configuration.
45.4 dotlx auth-fail vlan

Use this command to set the 802.1X authentication fail vlian.

dotlx auth-fail vlan vid
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no dotlx auth-fail vlan vid

Parameter Parameter Description

description vid Fail VLAN ID

Default No fail VLAN by default.

Command

mode Interface configuration mode.

Usage Use show dotlx interface command to show the
guidelines configurations.

The following example demonstrates how to set the
802.1X authentication fail vian.

DES-7200# configure terminal

Exan1p|es DES-7200(config)# interface fa 0/1
DES-7200(config-if)# dotlx auth-fail vlan 2
DES-7200(config)# end
DES-7200#write

Command Description

Related

commands show dotlx Show the 802.1x configurations on the
interface interface.

455 dotlx auth-mode

Use this command to specify the 802.1x authentication mode.
dotlx auth-mode {eap-md5 | chap | pap}

no dotlx auth-mode

Parameter Description
Parameter eap-md5 Use EAP-MD?5 for authentication.
description chap Use CHAP for authentication.
pap Use PAP for authentication.
Default EAP-MD5 mode.
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Command
mode Global configuration mode.
Usage Use the show dotlx command to show the 802.1X
guidelines configurations.
This example shows how to configure the 802.1X
authentication mode:
Exanwples DES-7200# configure terminal
DES-7200(config)# dotlx auth-mode chap
DES-7200(config)# end
DES-7200#
Related Command Description
commands show dot1x Show the information about 802.1x.

45.6 dotlx critical

If all RADIUS authentication servers have no response and no other methods are configured in
the effective 802.1x authentication method list, the user authentication fails and can not
access the network by default. In this case, in order to guarantee the user accessing network,
you can enable the server IAB(Inaccessible Authentication Bypass) on the port.

[no] dotlx critical

Parameter Parameter Description
description . _

Default Disabled.

Command

mode Interface configuration mode.

With the IAB function enabled on the port, if there is only

RADIUS authentication method in the 802.1x

authentication method list and all RADIUS servers in this
Usage method list take no effect, the switch will set the network
guidelines accessing authority for users by the IAB method, and send

the EAPOL-SUCCESS packets to the users.

Except for the RADIUS authentication method, if there are

other authentication methods in the 802.1x authentication
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method list, the IAB function will take no effect.( Such as
the aaa authentication dotlx default group radius
none, there exists the none authentication method after
the RADIUS authentication method.

For the users of IAB authorized, as the user identity legality
can not be checked, no matter whether the accounting
function is configured, they will not send the accounting
request.

With the AAA multi-domain authentication enabled
globally, the 802.1x user authentication will not use the
globally configured method list. After all RADIUS servers in
the 802.1x globally configured method list are checked to
be invalid, the IAB will directly send the successful
authentication to the user with no need to enter the
username, the AAA multi-domain authentication on this
port is useless.

DES-7200# configure terminal

Enter configuration commands, one per line. End with

CNTL/Z.

Examples DES-7200(config)# interface fa 0/10
DES-7200(config-if)# dotlx port-control auto
DES-7200(config-if)# dotlx critical

DES-7200(config-if)# end

Related Command Description

commands B -

457 dotlx critical recovery
action reinitialize

Use this command to handle the all users that have passed the inaccessible authentication
bypass on the port after the RADIUS server returns to normal. Use the no form of this
command to restore it to the default settings.

[no] dotlx critical recovery action reinitialize

Parameter Parameter Description

description R -

By default, the server handles nothing after returning to
Default
normal.
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Command
mode Interface configuration mode.
After the port entering the inaccessible authentication
bypass status, if the RADIUS server returns to normal, you
Usage need to reinitialize the authentication for all users that have
guidelines accomplished the network access authorization through
the inaccessible authentication bypass on ports in order to
ensure the user legality.
DES-7200# configure terminal
Enter configuration commands, one per line. End with
CNTL/Z.
DES-7200(config)# interface fa 0/10
Examples
DES-7200(config-if)# dotlx port-control auto
DES-7200(config-if)# dotlx critical recovery action
reinitialize
DES-7200(config-if)# end
Related o
Command Description
commands

458 dotlx critical vlan

Use this command to configure the port in IAB status to jump to the specified fail-vlan. Use the
no form of this command to disable this function.

dotlx critical vlan vlan-id

no dotlx critical vlan

Parameter Parameter Description

description vlan-id The VLAN where the port will jump.
Default Disabled.

Command

mode Interface configuration mode.
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With this function enabled, if no user authentication is
performed on the ports initially, after all RADIUS servers

Usage are invalidated, the user will initiate the authentication and

guidelines the port will enter the IAB status and to be added to the
VLAN configured. If this function is disabled, the VLAN of
the port is not changed when the port is in the IAB status.
DES-7200# configure terminal
Enter configuration commands, one per line. End with
CNTL/Z.

Exanwples DES-7200(config)# interface fa 0/10
DES-7200(config-if)# dotlx port-control auto
DES-7200(config-if)# dotlx critical vlan 100
DES-7200(config-if)# end

Related Command Description

commands - -

45.9 dotlx default

Use this command to restore part of 802.1x parameters to the default value..

dotlx default

Parameter

description

Default

Command
mode

Usage
guidelines

Examples

N/A.

N/A.

Global configuration mode.

Use the show dotlx command to show the 802.1X
configuration.

The following example sets the default parameters of
802.1x:

DES-7200# configure terminal
DES-7200(config)# dotlx default
DES-7200(config)# end

DES-7200# end
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Related Command Description

commands show dot1x Show the information about 802.1x.

45.10 dotlx dynamic-vlan
enable

Use this command to enable dynamic VLAN. Use the no form of the command to disable the
function.

dotlx dynamic-vlan enable

no dotlx dynamic-vlan enable

Parameter

description N/A.

Default Disabled.

Command

mode Interface configuration mode.

Usage Use the show dotlx dynamic-vlan command to show the

guidelines 802.1X configuration.
The following example enables dynamic VLAN:
DES-7200# configure terminal

Exanwples DES-7200(config)# interface gigabitEthernet 4/5
DES-7200(config-if)# dotlx dynamic-vlan enable
DES-7200(config)# end
DES-7200#

Related Command Description

commands show dot1x Show the information about 802.1x.

45.11 dotlx guest-vian

Use this command to set whether to allow guest vlan jump. Use the no form of the command
to disable the function.

dotlx guest-vlan vid

no dotlx guest-vian
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Parameter Parameter Description

description vid In the range from 1 to 4094.
Default Disabled.

Command

mode Interface configuration mode.

1. Before using guest vlan, you need to execute dotlx
dynamic-vlan enable command first, or the configured
guest vlan does not take effect.

Usage 2. When configuring guest vlan, it is recommended not
guidelines to modify L2 attribute of the port, especially not to add the
port to a VLAN manually.

3. Execute show running-config to view 802.1x
configuration.

The following example sets 802.1x guest vlan jumping:

DES-7200# configure terminal
DES-7200(config)# interface gigabitEthernet 4/5

Examples
DES-7200(config-if)# dotlx guest-vlan 10
DES-7200(config)# end
DES-7200#
Command Description

Related

commands show Show the configuration information
running-config | about 802.1x.

45.12 dotlx eapol-tag

Use this command to tag the EAPOL frames. Use the no form of the command to disable the
function.

dotlx eapol-tag

no dotlx eapol-tag
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Parameter

description N/A.

Default Disabled.

Command

mode Global configuration mode.

Usage Use the show dotlx command to show the 802.1X

guidelines configuration.
The following example tags the EAPOL frames:
DES-7200# configure terminal

Examples DES-7200(config)# dotlx eapol-tag
DES-7200(config)# end
DES-7200#

Related Command Description

commands show dot1x Show the information about 802.1x.

45.13 dotlx mac-auth-bypass

Use this command to set the 802.1x MAC bypass authentication.

dotlx mac-auth-bypass

no dotlx mac-auth-bypass

Parameter

description

Default

Command
mode

Usage
guidelines

Examples

N/A.

The 802.1x MAC bypass authentication is not supported by
default.

Interface configuration mode.

Use the show dotlx port-control interface command to
show the configuration.

The following example sets the 802.1x MAC bypass
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authentication:

DES-7200# configure terminal
DES-7200(config)# interface fa 0/1
DES-7200(config)# dotlx mac-auth-bypass
DES-7200(config)# end

DES-7200#
Command Description

Related show dotlx Show the information about 802.1x o

W information abou .1x on

commands port-control _
) the interface .
interface

45.14 dotlx mac-auth-bypass

timeout-activity

Use this command to set the 802.1x MAC bypass authenticastion online time.

dotlx mac-auth-bypass timeout-activity value

no dotlx mac-auth-bypass timeout-activity

Parameter Description
Parameter
description value The online time, in seconds. The valid
range is 1-65535.
Default No default value.
Command
mode Interface configuration mode.
Usage Use the show run command to show the 802.1X
guidelines configuration.
The following example sets the 802.1x MAC bypass
authenticastion online time:
DES-7200# configure terminal
Exanwples DES-7200(config)# interface fal0/1
DES-7200(config)# dotlx mac-auth-bypass
timeout-activity
DES-7200(config)# end
DES-7200#write
Related Command Description
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commands show dotlx
port-control

Show the information about 802.1x on

. the interface.
interface

45.15 dotlx mac-auth-bypass
violation

Use this command to set the 802.1x MAC bypass authentication violation.
dotlx mac-auth-bypass violation

no dotlx mac-auth-bypass violation

Parameter

description N/A.

Default No violation is processed by default.

Command

mode Interface configuration mode.

Usage Use the show run command to show the 802.1X
guidelines configuration.

The following example sets the 802.1x MAC bypass
authentication violation:

DES-7200# configure terminal

Exanwples DES-7200(config)# interface fal0/1
DES-7200(config)# dotlx mac-auth-bypass violation
DES-7200(config)# end
DES-7200#write

Command Description
Related show — dotlx | o\ \w the information about 802.1
ow the information abou .1x on
commands port-control i
. the interface.
interface

45.16 dotlx max-req

During interaction between the dot1x and the server, the dot1x will send a request to the server
again if it does not receive a response from the server within a certain period of time. Use this
command to set the maximum number of authentication requests sent to the server. Use the
no form of the command to restore it to the default value.
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dotlx max-req count

no dotlx max-req

Parameter Description
Parameter
o Maximum number of authentication
description count
requests sent to the server.
Default The default value is 3.
Command
mode Global configuration mode.
Usage Use the show dotlx command to show the 802.1X
guidelines configuration.
The following example demonstrates how to set the
maximum number of authentication requests to 7:
Exanwples DES-7200# configure terminal
DES-7200(config)# dotlx max-req 7
DES-7200(config)# end
DES-7200#
Related Command Description
commands show dot1x Show the information about 802.1x.
4517 dotlx

private-supplicant-only

Use this command to support the private supplicant in the global configuration mode. The no
form of this command restores it to the default value.

dotlx private-supplicant-only

no dotlx private-supplicant-only

Parameter
description

N/A.

Default

. . The private supplicant is supported.
configuration
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Command i i
Global configuration mode.

mode

Usage You can use show dotlx private-supplicant-only to

guidelines check the 802.1x setting.
Example
This example configures to use the private supplicant only:
DES-7200# configure t

Examples DES-7200(config)# dotlx private-supplicant-only

DES-7200(config)# end
DES-7200#
Command Function

Related

commands show dotlx | Show the information about
private-supplicant-only the private supplicant.

4.5.18 dotlx port-control auto

In the interface configuration mode, use this command to allow the port to participate in
authentication. Use the no form of the command to restore it to the default value.

dotlx port-control auto

no dotlx port-control

Parameter
description N/A.
By default, the port does not participate in 802.1x
Default o
authentication.
Command
mode Interface configuration mode.
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Usage Use the show dotlx command to show the 802.1X
guidelines configuration.

The following example sets the port to participate in
authentication:
DES-7200# configure terminal

Examples DES-7200(config)# interface go/1
DES-7200(config-if)# dotlx port-control auto
DES-7200(config-if)# end

Description

DES-7200#
Related Command
commands show dot1x

Show the information about 802.1x.

45.19 dotlx port-control-mode

By default, 802.1x adopts MAC address-based control mode. In this mode, only authenticated
users have access to the network, while other users that connect to the same port cannot
access the network. In the port-based control mode, however, if one user that connects to the
port passes the authentication, this port becomes an authenticated port and all the users that
connect to this port have access to the network. In the port-based single-user control mode,

the port is authenticated when it allows only one authenticated user

who is enable to use the

network normally. If you find other users on the port, you should clear all the users on the port
and reauthenticate. The authentication mode can be configured using the following commands:

dotlx port-control-mode {mac-based | {port-based [single-host]}}

no dotlx port-control-mode

Parameter Description
Parameter mac-based Enable the MAC address-based control.
description port-based Enable port-based control.

single-host Enable singlehost-based control.
Default MAC address-based access control is used by default.
Command
mode Interface configuration mode.
Usage Use the show dotlx port-control command to show the
guidelines 802.1X configuration for the port.
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Examples

Related
commands

Single-host is port-based single-user 802.1x access
control. Use show dotlx port-control to display
port-based and use show running-config to display dotlx
port-control-mode port-based single-host.

Since single-host only supports the single-user form,
setting default-user-limit on the port manually does not
take effect in single-host mode. If you set default-user-limit
on the port after setting single-host, only one user can be
permitted to use the network still.

The following example sets the port to participate in
authentication and enable port-based authentication:

DES-7200(config)# interface g0/1

DES-7200(config-if)# dotlx port-control auto
DES-7200(config-if)# dotlx port-control-mode
port-based

DES-7200(config-if)# end

DES-7200#

The following example sets 802.1x authentication of single

user port:

DES-7200(config)# interface g 0/1
DES-7200(config-if)# dotlx port-control auto
DES-7200(config-if)# dotlx port-control-mode
port-based single-host

DES-7200(config-if)# end

DES-7200#

Command Description

show dotlx
Show the port control mode.
port-control

Show

) ) Show the configuration.
running-config

4.5.20

dotlx stationarity enable

In the port-based 802.1X control mode, dynamic users can transit freely among the ports by
default. In special cases, if you want to prevent the user from transiting from 802.1X port to

other port, you can use the following commands:
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dotlx stationarity enable

no dotlx stationarity enable

Parameter N/A.
description
Default ) ,
. . Dynamic users can transit freely among the ports.
configuration

Command i i
Global configuration mode.
mode
U This command must be configured before user
sage
. g . authentication. Otherwise, you need re-authenticate all the
guidelines
users.
The following example prevents the user from transiting
from 802.1X port to other port:
DES-7200# configure terminal
Examples DES-7200(config)# dotlx stationarity enable

DES-7200(config)# end

DES-7200#

45.21 dotlx redirect url

Use this command to set the redirect url. Before the 802.1x authentication success/failure for
the terminal user, if the browser is used to access the network, the switch will redirect the URL
accessed by the user to the configured URL, which is began with http://, take
http://DES-7200.net/web for example. It is worth mentioning that only http:// is supported and
only one redirection address can be configured. The latter url address will cover the former
one. Use the no form of this command to delete the redirect url address.

dotlx redirect url [url-string]

no dotlx redirect url
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Parameter Parameter Description
description url-string The URL address.
Default N/A

Command

mode Privileged EXEC mode.

Usage

guidelines N/A

The following example redirects the network address:
DES-7200.net/web:

Examples DES-7200# configure terminal
DES-7200(config)# dotlx redirect url
http://DES-7200.net/web
Command Description
dotlx redirect . L
) Set the specific destination port and
for special )
o redirect the web request for the
tcp-destination o
destiantion IP.
port
Related dotlx redirect | Set the timeout time maintaining the
commands time-out redirect connection.

dotlx redirect

num for | Set the allowed number of redirect
special connection of the same source.
source-ip

show dotlx Show the dotlx redirection information.

4,522 dotlx redirect for special
tcp-destination port

Use this command to set the specific destination port and redirect the web request for the
destiantion IP. Excepting for the port number 80 and 8080, 16 TCP destination port numbers
are supported at most. Use the no form of this command to delete the configured redirect port
numbers.

[no] dotlx redirect for special tcp-destination port port num
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Parameter Parameter Description

description port-num TCP destination port number.
Default The default TCP destination port number is 80 and 8080.
Command

mode Privileged EXEC mode.

Usage

guidelines The valid TCP port number range is 1-65535.

The following example sets the redirect tcp destination port
as 8443:

Exanwples DES-7200# configure terminal
DES-7200(config)# dotlx redirect for special
tcp-destination port 8443
Command Description
dotlx redirect .
| Set the redirect url address.
ur
dotlx redirect | Set the timeout time maintaining the
Related time-out redirect connection.
commands dotlx redirect
num for | Set the allowed number of redirect
special connection of the same source.
source-ip
show dotlx Show the dotl1x redirection information.

45.23 dotlx redirect time-out

Use this command to set the timeout time maintaining the redirect connection. Use the no
form of this command to restore to the default value.

dotlx redirect time-out port time-out-interval

no dotlx redirect time-out port

Parameter Description

Parameter
The timeout time, in seconds. The

valid range is 1-10s.

description time-out-interval
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Default The default value is 3.
Command
mode Privileged EXEC mode.
Usage
guidelines N/A
The following example set the redirect timeout time as 5s:
Examples
DES-7200(config)# dotlx redirect time-out 5
Command Description
dotlx redirect )
| Set the redirect url address.
ur
dotlx redirect . L
) Set the specific destination port and
for special .
o redirect the web request for the
Related tcp-destination L
destiantion IP.
commands port
dotlx redirect
num for | Set the allowed number of redirect
special connection of the same source.
source-ip
show dotlx Show the dotlx redirection information.
4.5.24  dotlx redirect num for

special source-ip

Use this command to set the allowed number of redirect connection of the same source. Use

the no form of this command to restore to the default value.

dotlx redirect num for special source-ip num

no dotlx redirect num for special source-ip

Parameter Description
Parameter
description um The redirect connection number. The
valid range is 1-10.
Default 1
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Command
mode

Usage
guidelines

Examples

Related

Privileged EXEC mode.

N/A

The following example set the redirect connection number

as 3:

DES-7200(config)# dotlx redirect num for special

source-ip 3

Command

Description

dotlx redirect
url

Set the redirect url address.

commands

dotlx redirect
for special
tcp-destination
port

Set the specific destination port and
redirect the web request for the
destiantion IP.

dotlx redirect
time-out

Set the timeout time maintaining the
redirect connection.

show dotlx

Show the dotlx redirection information.

4.6 Show Related Commands

46.1

show dotlx

Use this command to display the information about 802.1x setting.

show dotlx

Parameter

description

Default

Command
mode

Usage

guidelines

N/A.

N/A.

Privileged mode.

N/A.
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Examples

Related
commands

The following example shows the information about

802.1x:

DES-7200# show dotlx

802.1X Status:

Enabled

Authentication Mode: EAP-MD5

Authed User Number:
Re-authen Enabled:
Re-authen Period:
Quiet Timer Period:
Tx Timer Period:
Supplicant Timeout:
Server Timeout:
Re-authen Max:
Maximum Request:
Client Oline Probe:
Eapol Tag Enable:
Authorization Mode:
DES-7200#

0
Disabled
3600 sec
10 sec
sec
sec
sec

times

W w oW w

times
Disabled
Disabled

Group Server

Command

Description

dotlx auth-mode

Set the 802.1x authentication mode.

dotlx max-req

Set the maximum number of
authentication request
retransmissions.

dotlx
port-control auto

Set the port to participate in
authentication.

dotlx Set the maximum number of the
reauth-max supplicant re-authentications.
dotlx

re-authentication

Set the re-authentication attribute.

dotlx timeout
guiet-period

Set the time the device waits before
reauthentication.

dotlx timeout
re-authperiod

Set the re-authentication period for the
supplicant.

dotlx timeout
server-timeout

Set the authentication timeout
between the device and
authentication server.

dotlx timeout
supp-timeout

Set the authentication timeout
between the device and the
supplicant.
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dotlx timeout
tx-period

Set the retransmission period.

46.2 show dotlx

auth-address-table

Use this command to display 802.1X authentication-allowed address table.

show dotlx auth-address-table[address mac-addr][interface interface-id]

Parameter Description
Parameter mac-addr Physical IP address that can be
description authenticated
interface Interface number
Default N/A.
Command
mode Privileged mode.
Usage
guidelines N/A.
The following example shows the 802.1x
authentication-allowed address table.:
DES-7200# show dotlx auth-address-table
Exan1p|es interface:g3/1
mac-addr 00DO.F800.0001
DES-7200#
Related Command Description
commands dotlx auth-mode | Set the 802.1x authentication mode.
Set the maximum number of
dotlx max-req authentication request
retransmissions.
dotlx Set the port to participate in
port-control auto | authentication.
dotlx Set the maximum number of the
reauth-max supplicant re-authentications.
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dotlx
re-authentication

Set the re-authentication attribute.

dotlx timeout Set the time the device waits before
quiet-period reauthentication.

dotlx timeout Set the re-authentication period for the
re-authperiod supplicant.

] Set the authentication timeout
dotlx timeout .
) between the device and
server-timeout o
authentication server.

) Set the authentication timeout
dotlx timeout i
) between the device and the
supp-timeout i
supplicant.

dotlx timeout . _
Set the retransmission period.

tx-period

4.6.3 show dotlx auto-req

Use this command to show the configuration information of automatic 802.1x authentication.

show dotlx auto-req

Parameter

description N/A.

Default N/A.

Command

mode Privileged mode.

Usage

guidelines N/A.
The following example shows the information about
automatic 802.1x authentication:
DES-7200# show dotlx auto-req

Exanwples Auto-Req: Disabled
User-Detect : Enabled
Packet-Num : O
Reg-Interval: 30 Seconds
DES-7200#
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Command

Description

dotlx auth-mode

Set the 802.1x authentication mode.

dotlx max-req

Set the maximum number of
authentication request
retransmissions.

dotlx
port-control auto

Set the port to participate in
authentication.

re-authentication
Related

dotlx Set the maximum number of the
reauth-max supplicant re-authentications.
dotlx

Set the re-authentication attribute.

commands dotlx timeout

guiet-period

Set the time the device waits before
reauthentication.

dotlx timeout
re-authperiod

Set the re-authentication period for the
supplicant.

dotlx timeout
server-timeout

Set the authentication timeout
between the device and
authentication server.

dotlx timeout
supp-timeout

Set the authentication timeout
between the device and the
supplicant.

dotlx timeout
tx-period

Set the retransmission period.

46.4 show dotlx

private-supplicant-only

Use this command to show the information about the private supplicant.

show dotlx private-supplicant-only

Parameter

description N/A.

Default N/A.

Command

mode Privileged mode.
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Usage
guidelines N/A.
The following example shows the information about the
private supplicant:
Examples DES-7200# show dotlx private-supplicant-only
private-supplicant-only:: disabled
DES-7200#
Command Description
dotlx auth-mode | Set the 802.1x authentication mode.
Set the maximum number of
dotlx max-req authentication request
retransmissions.
dotlx Set the port to participate in
port-control auto | authentication.
dotlx Set the maximum number of the
reauth-max supplicant re-authentications.
dotlx o .
o Set the re-authentication attribute.
re-authentication
Related
commands dotlx timeout Set the time the device waits before
guiet-period reauthentication.
dotlx timeout Set the re-authentication period for the
re-authperiod supplicant.
) Set the authentication timeout
dotlx timeout )
) between the device and
server-timeout .
authentication server.
) Set the authentication timeout
dotlx timeout )
, between the device and the
supp-timeout ,
supplicant.
dotlx timeout L )
) Set the retransmission period.
tx-period
4.6.5 show dotlx max-req

Use this command to show the maximum number of authentication request retransmissions to

the client.

show dotlx max-req
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dotlx auth-mode

Parameter
description N/A.
Default N/A.
Command
mode Privileged mode.
Usage
guidelines N/A.
The following example shows the maximum number of
authentication request retransmissions:
Examples DES-7200# show dotlx max-req
max-req: 2 times
DES-7200#
Related Command Description
commands

Set the 802.1x authentication mode.

dotlx max-req

Set the maximum number of
authentication request
retransmissions.

dotlx
port-control auto

Set the port to participate in
authentication.

re-authentication

dotlx Set the maximum number of the
reauth-max supplicant re-authentications.
dotlx

Set the re-authentication attribute.

dotlx timeout
guiet-period

Set the time the device waits before
reauthentication.

dotlx timeout
re-authperiod

Set the re-authentication period for the
supplicant.

dotlx timeout
server-timeout

Set the authentication timeout
between the device and
authentication server.

dotlx timeout
supp-timeout

Set the authentication timeout
between the device and the
supplicant.
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tx-period

dotlx timeout o )
Set the retransmission period.

4.6.6

show dotlx port-control

Use this command to show the ports that participate in authentication.

show dotlx port-control [interface interface]

Parameter Parameter Description

description interface Specified interface

Default N/A.

Command

mode Privileged mode.

Usage

guidelines N/A.
The following example shows the ports that participate in
the authentication:
DES-7200# show dotlx port-control
Interface Mode Dynamic-User Static-User Max-User
Authened Mab

Examples = @ e e
Fa0/5 mac-based O 1 6000
yes
disable
DES-7200#

Related Command Description

commands dotlx auth-mode | Set the 802.1x authentication mode.

Set the maximum number of
dotlx max-req authentication request
retransmissions.
dotlx Set the port to participate in
port-control auto | authentication.
—dotix—— Set—the—maximum—rumber—ef—the—
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reauth-max

supplicant re-authentications.

dotlx
re-authentication

Set the re-authentication attribute.

dotlx timeout
guiet-period

Set the time the device waits before
reauthentication.

dotlx timeout
re-authperiod

Set the re-authentication period for
the supplicant.

dotlx timeout
server-timeout

Set the authentication timeout
between the device and
authentication server.

dotlx timeout
supp-timeout

Set the authentication timeout
between the device and the
supplicant.

dotlx timeout
tx-period

Set the retransmission period.

4.6.7

show dotlx probe-timer

Use this command to show the online probing configurations.

show dotlx probe-timer

Parameter

description

Default

Command
mode

Usage
guidelines

Examples

Related

N/A.

N/A.

Privileged mode.

N/A.

The following example shows the online probing

configuration:

DES-7200# show dotlx probe-timer
Hello Interval: 20 Seconds
Hello Alive: 250 Seconds

DES-7200#

Command

Description
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commands dotlx auth-mode

Set the authentication mode.

dotlx max-req

Set the number of

authentication

maximum
request
retransmissions.

dotlx
port-control auto

Set the port to participate in
authentication.

re-authentication

dotlx Set the maximum number of the
reauth-max supplicant re-authentications.
dotlx

Set the re-authentication attribute.

dotlx timeout
quiet-period

Set the time the device waits before
reauthentication.

dotlx timeout
re-authperiod

Set the re-authentication period for
the supplicant.

dotlx timeout
supp-timeout

) Set the authentication timeout
dotlx timeout )
) between the device and
server-timeout o
authentication server.
Set the authentication timeout

between the device and the

supplicant.

dotlx timeout

tx-period

Set the retransmission period.

46.8 show dotlx
re-authentication

Use this command to show re-authentication configuration.

show dotlx re-authentication

Parameter

description N/A

Default N/A.

Command

mode Privileged mode.
Usage

guidelines N/A.
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reauthentication:

The following example shows the information about

guiet-period

Examples DES-7200# show dotlx re-authentication
eauth-enabled: disabled
DES-7200#
Command Description
dotlx auth-mode | Set the authentication mode.
Set the maximum number of
dotlx max-req authentication request
retransmissions.
dotlx Set the port to participate in
port-control auto | authentication.
dotlx Set the maximum number of the
reauth-max supplicant re-authentications.
dotlx L .
L Set the re-authentication attribute.
re-authentication
Related
commands dotlx timeout Set the time the device waits before

reauthentication.

dotlx timeout
re-authperiod

Set the re-authentication period for the
supplicant.

dotlx timeout
server-timeout

Set the authentication timeout
between the device and
authentication server.

dotlx timeout
supp-timeout

Set the authentication timeout
between the device and the
supplicant.

dotlx timeout
tx-period

Set the retransmission period.

4.6.9 show dotlx reauth-max

Use this command to show the maximum number of re-authentications.

show dotlx reauth-max

Parameter
description N/A.
Default N/A.

4-45



DES-7200 CLI Reference Guide

Chapter 4 802.1X Configuration Commands

Command
mode Privileged mode.
Usage
guidelines N/A.
The following example shows the information about the
maximum number of re-authentications:
Examples DES-7200# show dotlx reauth-max
reauth-max: 2 times
DES-7200#
Command Description
dotlx auth-mode | Set the 802.1x authentication mode.
Set the maximum number of
dotlx max-req authentication request
retransmissions.
dotlx Set the port to participate in
port-control auto | authentication.
dotlx Set the maximum number of the
reauth-max supplicant re-authentications.
dotlx L .
o Set the re-authentication attribute.
re-authentication
Related
commands dotlx timeout Set the time the device waits before
quiet-period reauthentication.
dotlx timeout Set the re-authentication period for the
re-authperiod supplicant.
) Set the authentication timeout
dotlx timeout )
. between the device and
server-timeout o
authentication server.
) Set the authentication timeout
dotlx timeout .
) between the device and the
supp-timeout )
supplicant.
dotlx timeout L )
, Set the retransmission period.
tx-period
4.6.10 show dotlx summary

Use this command to display the 802.1X authentication summary.

show dotlx summary
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Parameter
description

Default

Command
mode

Usage
guidelines

Examples

Related
commands

N/A

N/A.

Privileged mode.

N/A.

The following example shows the summary of 802.1x
authentication:

DES-7200# show dotlx summary

ID User MAC Interface VLAN
Auth-State

Backend-State Port-Status User-Type Time

2 ts-user 0023.aeaa.4286 Fa0/5 1
Authenticated

Idle Authed static Odays Oh 8m 8s
DES-7200#

Command Description

dotlx auth-mode | Set the 802.1x authentication mode.

Set the maximum number of
dotlx max-req authentication request
retransmissions.

dotlx Set the port to participate in
port-control auto | authentication.

dotlx Set the maximum number of the
reauth-max supplicant re-authentications.

dotlx

L Set the re-authentication attribute.
re-authentication

dotlx timeout | Set the time the device waits before
guiet-period reauthentication.
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dotlx timeout | Set the re-authentication period for the
re-authperiod supplicant.

Set the authentication timeout
between the device and
authentication server.

dotlx timeout
server-timeout

) Set the authentication timeout
dotlx timeout .
) between the device and the
supp-timeout .

supplicant.

dotlx timeout

) Set the retransmission period.
tx-period

4.6.11 show dotlx user id

Use this command to display the information about the 802.1X authentication user.

show dotlx user id <id>

Parameter Parameter Description
description id User ID
Default N/A.

Command

mode Privileged mode.

Usage

guidelines N/A.

The following example shows the information about the
802.1x authentication user:

DES-7200# show dotlx user id 1

User name: caikov

id: 1

Type: static

Mac address is 0013.2049.8272
Examples Vian id is 217

Access from port Gi0/13

User ip address is 192.168.217.64

Max user number on this port is 6000

COS on this port is 5

Up-bandwidth is 1024 kbps

Down-bandwidth is 1024 kbps

Authorization vlan is dep7
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Authorization seesion time is 1000000 seconds
Authorization ip address is 192.168.217.64
Start accounting

Permit proxy user

Permit dial user

IP privilige is 2

DES-7200#

Command Description

dotlx auth-mode | Set the 802.1x authentication mode.

Set the maximum number of
dotlx max-req authentication request
retransmissions.

dotlx Set the port to participate in
port-control auto | authentication.

dotlx Set the maximum number of the
reauth-max supplicant re-authentications.
dotlx

L Set the re-authentication attribute.
re-authentication

Related

commands dotlx timeout Set the time the device waits before
quiet-period reauthentication.
dotlx timeout Set the re-authentication period for the
re-authperiod supplicant.

) Set the authentication timeout
dotlx timeout .
) between the device and
server-timeout o
authentication server.

] Set the authentication timeout
dotlx timeout .
) between the device and the
supp-timeout .
supplicant.

dotlx timeout

i Set the retransmission period.
tx-period

4.6.12 show dotlx timeout

The commands show the information about the 802.1X timeout.
show dotlx timeout quiet-period

show dotlx timeout re-authperiod

show dotlx timeout server-timeout

show dotlx timeout supp-timeout
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show dotlx timeout tx-period

Parameter
description

Default

Command
mode

Usage
guidelines

Examples

Related
commands

N/A.

N/A.

Privileged mode.

N/A.

The following example shows the information about the
time for the device to wait before reauthentication:

DES-7200# show dotlx timeout quiet-period

quiet-period: 60 sec

DES-7200#

Command

Description

dotlx auth-mode

Set the 802.1x authentication mode.

dotlx max-req

Set the maximum number of authentication
request retransmissions.

dotlx
port-control auto

Set the port to participate in authentication.

dotlx Set the maximum number of the supplicant
reauth-max re-authentications.
dotlx

re-authentication

Set the re-authentication attribute.

dotlx timeout
quiet-period

Set the time the device waits before
reauthentication.

dotlx timeout
re-authperiod

Set the re-authentication period for the
supplicant.

dotlx timeout
server-timeout

Set the authentication timeout between the
device and authentication server.

dotlx timeout
supp-timeout

Set the authentication timeout between the
device and the supplicant.

dotlx timeout
tx-period

Set the retransmission period.
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Port-based Flow Control
Configuration Commands

5.1 Configuration Related
Commands

5.1.1 protected-ports
route-deny

Use this command to configure the L3 routing between the protected ports. Use the no form of
the command to disable thel 3 routing.

protected-ports route-deny

no protected-ports route-deny

Default
configuration Enabled.
Command
mode Global configuration mode.
U After setting some ports as the protected ports, they can route on L3.
sage
'dg i Use this command to deny the L3 communication between protected
guidelines ) ) ) ) )
ports. Use show running-config to display configuration.
Examples DES-7200(config)# protected-ports route-deny
Command Description
Related
show Show whether the route-deny between
commands
running-config protected ports has been configured.
512 storm-control

Use this command to enable the storm suppression. Use the no form of the command to
disable the storm suppression.
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storm-control {broadcast | multicast | unicast} [{level percent | pps packets|rate-bps}]

no storm-control {broadcast|multicast|unicast}[{level percent | pps packets|rate-bps}]

Parameter Description
broadcast Enable the broadcast storm suppression
function.
multicast Enable the unknown unicast storm
suppression function.
unicast Enable the unknown unicast storm
suppression function.
Parameter percent According to the bandwidth percentage to
description set, for example, 20 means 20%
packets According to the pps to set, which means
packets per second
Rate-bps rate allowed
64k-2M In the unit of 64k
2-100M in the unit of 1M
Above 100M in the unit of 8M
Default
configuration Disabled.
Command
mode Interface configuration mode.
Too many broadcast, multicast or unicast packets received on a port
may cause storm and thus slow network and increase timeout.
Protocol stack implementation errors or wrong network configuration
may also lead to such storms.
U A device can implement the storm suppression to a broadcast, a
sage . . . .
deli multicast, or a unicast storm respectively. When excessive
guidelines ) ) )
broadcast, multicast or unknown unicast packets are received, the
switch temporarily prohibits forwarding of relevant types of packets till
data streams are recovered to the normal state (then packets will be
forwarded normally).
Use show storm-control to display configuration.
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Examples

Related
commands

The following example enables the multicast storm suppression on
GigabitEthernet 1/1 and sets the allowed rate to 4M.

DES-7200# configure terminal

DES-7200(config)# interface GigabitEthernet 1/1
DES-7200(config-if)# storm-control multicast 4096
DES-7200(config-if)# end

Command Description

show storm-control Show storm suppression information.

5.1.3 switchport protected
Use this command to configure the interface as protected. Use the no form of the command to
disable the protected port.
switchport protected
no switchport protected
Default
configuration Disabled.
Command
mode Interface configuration mode.
U After these ports are set as the protected ports, they cannot switch on
sage
'dg ’ L2 but can route on L3. A protected port can communicate with an
uidelines
9 unprotected port. Use show interfaces to display configuration.
Examples DES-7200(config)#interface gigabitethernet 1/1
DES-7200(config-if)# switchport protected
Related Command Description
commands show interfaces Show the interface information.
514 switchport port-security

Use this command to configure port security and the way to deal with violation. Use the no
form of the command to disable the port security or restore it to the default.
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switchport port-security [violation {protect | restrict | shutdown}]

no switchport port-security [violation]

Parameter
description

Default

configuration

Command

mode

Usage

guidelines

Examples

Related

commands

Parameter Description

port-security Enable interface security.

violation protect Discard the packets breaching security.
violation restrict Discard the packets breaching security

and send the Trap message.

violation Discard the packets breaching the
shutdown security, send the Trap message and
disable the interface.

Disabled.

Interface configuration mode.

With port security, you can strictly control the input on a specific port
by restricting access to the MAC address and IP address (optional) of
the port on the switch. After you configure some secure addresses for
the port security-enabled port, only the packets from these addresses
can be forwarded. In addition, you can also restrict the maximum
number of secure addresses on a port. If you set the maximum value
to 1 and configure one secure address for this port, the workstation
(whose address is the configured secure Mac address) connected to

this port will occupy all the bandwidth of this port exclusively.

This example shows how to enable port security on interface
gigabitethernet 1/1, and the way to deal with violation is shutdown:
DES-7200(config)#interface gigabitethernet 1/1
DES-7200(config-if)# switchport port-security
DES-7200(config-if)# switchport port-security violation
shutdown

Command Description

show port-security | Show port security settings.
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5.15 switchport port-security
aging

Use this command to set the aging time for all secure addresses on a interface. To enable this
function, you need to set the maximum number of secure addresses. In this way, you can
make the switch automatically add or delete the secure addresses on the interface. Use the no
form of the command to apply the aging time on automatically learned address or to disable
the aging.

switchport port-security aging {static | time time }

no switchport port-security aging {static | time }

Parameter Description

static Apply the aging time to both manually
configured secure addresses and
automatically learned addresses.
Parameter Otherwise, apply it to only the

description automatically learned secure addresses.

time time Specify the aging time for the secure
address on this port. Its range is 0-1440 in
minutes. If you set it to 0, the aging

function is disabled actually.

Default

configuration No secure address is aged.

Command
mode Interface configuration mode.
In interface configuration mode, use no switchport port-security
aging time to disable the aging for security addresses on the port.
Usage . . . . .
g Use the no switchport port-security aging static to apply the aging
uidelines
g time to only the dynamically learned security address.
Use show port-security to display configuration.
DES-7200(config)# interface gigabitethernet 1/1
Examples DES-7200(config-if)# switchport port-security aging time 8
DES-7200(config-if)# switchport port-security aging static
Related Command Description
commands show port-security | Show port security settings.
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switchport port-security
binding

Use this command to configure secure address binding manually in the interface configuration
mode through performing the source IP address plus source MAC address binding or only the
source |IP address binding. With this binding configured, only the packets match the binding
secure address could enter the switch, others will be discarded. Use the no form of the
command to remove the binding addresses.

[no] switchport port-security binding mac-address vlan vlan_id ipv4-address | ipv6-address

[no] switchport port-security binding ipv4-address | ipv6-address

Parameter Description

mac-address Binding source MAC address
Parameter . . -

vlan_id Vlan id of the binding source MAC addess
description

ipv4-address Binding ipv4 adderess

ipv6-address Binding ipv6 address
Default

configuration N/A

Command

mode Interface configuration mode.
Usage

guidelines N/A

1.This example shows how to bind the IP address 192.168.1.100 on
the interface g 0/10:
DES-7200(config)#inter g0/10

DES-7200(config-if)# switchport port-security binding
192.168.1.100

Examples 2.This example shows how to bind the IP address
192.168.1.100 and MAC address 00d0.f800.5555 with vlan id
1 on the interface g 0/10
DES-7200(config)#inter g0/10

DES-7200(config-if)# switchport port-security binding
00d0.f800.5555 vlan 1 192.168.1.100

Related Command Description

commands show port-security | Show port security settings.
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switchport
port-security

Enable the port-security.

switchport
port-security
binding interface

Configure the secure address binding

in the privileged mode.

Switchport
port-security
mac-address

Set the static secure address.

switchport
port-security

aging

Set the aging time for secure
address.

switchport port-security
binding interface

Use this command to configure secure address binding manually in the privileged mode
through performing the source IP address plus source MAC address binding or only the source
IP address binding. With this binding configured, only the packets match the binding secure
address could enter the switch, others will be discarded. Use the no form of the command to
remove the binding addresses

[no] switchport port-security binding interface interface-id mac-address vlan vlan_id
ipv4-address | ipv6-address

[no] switchport port-security binding interface interface-id ipv4-address | ipv6-address

Parameter

description

Default

configuration

Command

mode

Parameter

Description

interface-id

Binding interface 1D

mac-address

Binding source MAC address

Vlan_id

Vlan ID of the binding source MAC

addess

ipv4-address

Binding ipv4 adderess

ipv6-address

Binding ipv6 address

N/A

Privileged mode.
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Usage

guidelines N/A

the interface g 0/10:

Examples

1.This example shows how to bind the IP address 192.168.1.100 on

DES-7200(config)# switchport port-security binding
interface g 0/10 192.168.1.100

2.This example shows how to bind the IP address
192.168.1.100 and MAC address 00d0.f800.5555 with vlan id
1 on the interface g 0/10

DES-7200(config)# switchport port-security binding
interface g 0/10 00d0.f800.5555 vlan 1 192.168.1.100

Command

Description

show port-security

Show port security settings.

switchport
port-security

Enable the port-security.

switchport
port-security
binding

Related

commands

Configure the secure address binding
in the interface configuration mode.

Switchport
port-security
mac-address

Set the static secure address.

switchport
port-security

aging

Set the aging time for

address.

secure

switchport port-security
mac-address

Use this command to configure manually the static secure address in the interface

configuration mode. Use the no form of the command to remove the configuration.

[no] switchport port-security mac-address mac-address [vlan vlan-id]

Parameter

Description

mac-address

Static secure MAC address.

Parameter vlan-id

description

Vlan ID of the MAC address.

Note: the configuration of vlan-id
is only supported on the TRUNK

port.
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Default

configuration

Command

mode

Usage

guidelines

Examples

Related
commands

N/A.

Interface configuration mode.

N/A.

The example below describes how to configure a static secure
address 00d0.f800.5555 with VID 2 for interface g 0/10:

DES-7200(config)#inter g0/10

DES-7200(config-if)# switchport port-security mac-address

00d0.¥800.5555 vlan 2

Command

Description

show port-security

Show port security settings.

switchport
port-security

Enable the port-security.

switchport
port-security binding

Configure the secure address
binding.

switchport
port-security
mac-address interface

Set the static secure address in
the privileged mode.

switchport
port-security aging

Set the aging time for the
secure address.

switchport port-security
mac-address interface

Use this command to configure manually the static secure address in the privileged mode. Use
the no form of the command to remove the configuration.

[no] switchport port-security interface interface-id mac-address mac-address [vlan vian-id]

Parameter

description

Parameter

Description

interface-id

Interface ID.

mac-address

Static secure address
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Default

configuration

Command

mode

Usage

guidelines

Examples

Related

commands

vlan-id Vlan ID of the MAC address.
Note: the configuration of
vlan-id is only supported on
the TRUNK port.
N/A.

Privileged mode.

N/A.

The example below describes how to configure a static secure
address 00d0.f800.5555 with VID 2 for interface g 0/10:

DES-7200(config)# switchport port-security interface g0/10
mac-address 00d0.f800.5555 vlan 2

Command

Description

show port-security

Show port security settings.

switchport port-security

Enable the port-security.

switchport port-security
binding

Configure the secure address
binding.

Switchport port-security
mac-address

Set the static secure address
in the interface configuration
mode.

switchport port-security
aging

Set the aging time for the
secure address.

switchport port-security
sticky mac-address

Use this command to configure manually the Sticky MAC secure address in the interface

configuration mode. Use the no form of the command to remove the configuration.

[no] switchport port-security mac-address sticky mac-address [vlan vlan-id]

Use the command without parameters to enable the Sticky MAC address learning. The no
form of this command disables the Sticky MAC address learning.
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[no] switchport port-security mac-address sticky

Parameter Description
mac-address Static secure address.
Parameter vlan-id Vlan ID of the MAC address.
description Note: the configuration of vlan-id
is only supported on the TRUNK
port.
Default

configuration The Sticky MAC address learning is disabled by default.

Command

mode Interface configuration mode.

Usage

guidelines N/A.
The example below describes how to configure a static secure
address 00d0.f800.5555 with VID 2 for the trunk port g 0/10:
DES-7200(config)#inter g0/10
DES-7200(config-if)# switchport port-security mac-address
00d0.f800.5555 vlan 2

Examples
The example below describes how to enable the Sticky MAC
address learning on the interface g0/10:
DES-7200(config)#inter g0/10
DES-7200(config-if)# switchport port-security sticky
mac-address

Related Command Description

commands show port-security Show port security settings.

switchport

i Enable the port-security.
port-security

switchport Configure the secure address
port-security binding binding.

switchport ) )
. Set the static secure address in
port-security .

) the privileged mode.
mac-address interface
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switchport Set the static secure address in
port-security the interface  configuration
mac-address mode.
switchport Set the aging time for the
port-security aging secure address.

51.11 switchport port-security

maximum

Use this command to set the maximum number of the port secure address.. Use the no form
of the command to restore it to the default setting.

switchport port-security maximum value

[no] switchport port-security maximum

Parameter Description
Parameter value Maximum number of the secure
description address, in the range of 1 to
128.

Default

configuration 128

Command
mode Interface configuration mode.
The number of the secure address contains the sum of static secure
Usage address and dynamically learnt secure address, 128 by default. If the
guidelines number of the secure address you set is less than current number, it
will prompt this setting fails.
The example below describes how to set the maximum number of the
secure address as 2 for interface g 0/10
Examples
DES-7200(config)#inter g0/10
DES-7200(config-if)# switchport port-security maximum 2
Related Command Description
commands show port-security Show  port  security
settings.
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switchport port-security

Enable the
port-security.

switchport port-security
binding

Configure the secure
address binding.

Switchport port-security
mac-address

Set the static secure
address in the interface
configuration mode.

switchport port-security aging | the port

Set the aging time for
secure
address.

nac-author-user maximum

Use this command to set the limited number of port

command to disable the port IP address number limit.

IP address. Use the no form of the

nac-author-user maximum value

[no] nac-author-user maximum

Parameter Description
Parameter
_ value The limited IP address number
description
in the range of 1 to 1024.
Default
configuration Disabled.

If the limited number of the IP address you set is less than bound

The example below describes how to set the limited number of the

DES-7200(config)#inter f 0/1

Command

mode Interface configuration mode.

Usage

guidelines number, it will prompt this setting fails.
port IP address as 100

Examples

DES-7200(config-if)#nac-author-user maximum 100
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Command Description
Related Show the limited and
commands show nac-author-user bound number of IP

address on the port.

5.2 Showing Related
Commands

5.2.1 show nac-author-user

Use this command to show the limited and bound number of IP address on the port.

show nac-auth-user

Parameter Parameter Description
description - -
Default
configuration All information is shown by default.
Command
mode Privileged mode.
Usage
guidelines N/A
Examples DES-7200#show nac-author-user
Command Description
Related
nac-auth-user Set the limited number of port IP
commands
maximum value address.
522 show port-security

Use this command to show port security settings.

show port-security [address] [interface interface-id] [all]
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Description

Show all the secure addresses or the

secure address on the specified

Show the port security configuration of

the specified interface.

Show the port security configuration of all

interfaces.

This command shows all the port security configurations, secure
addresses and the way to deal with violation if no parameter is

Secure Port MaxSecureAddr (count) CurrentAddr(count) Security

Description

switchport port-security Enable port security and configure

the way to deal with violation.

switchport port-security | Specify the aging time fpr the

secure address on the interface.

switchport port-security | Configure the secure address

table.

Parameter
address
Parameter interface.
description Interface interface-id
all
Command
mode Privileged mode.
Usage
guidelines )
configured .
DES-7200# show port-security
Action
Examples  ________ _____________
Gil/1 128 1 Restrict
Gil/2 128 0 Restrict
Gil/3 8 1 Protect
Command
Related
commands
aging
mac-address
5.2.3 show storm-control

Use this command to show storm suppression information.

show storm-control [interface-id]

Parameter

Description

Parameter

- interface-id
description

Interface on which the storm suppression

is enabled
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Default

configuration All information is displayed.

Command

mode Privileged mode.
DES-7200# show storm-control gigabitethernet 1/1
Interface Broadcast Control Multicast Control Unicast
Control

Examples
Gil/1 Disabled Disabled Disabled

Related Command Description

commands storm-control Enable storm suppression.
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URPF Configuration

Commands

6.1 Configuration Related
Commands
6.1.1 ip verify unicast source

reachable-via(Global configuration

mode)

Use this command to enable the URPF feature in the global configuration mode. Use the no

form of this command to disable the URPF feature or remove the URPF optional items.

ip verify unicast source reachable-via rx

no ip verify unicast

Parameter Description
URPF check in the strict mode. In
the strict mode, the egress port
Pararr?et.er for the forwarding entry in the
description rx forwarding list found through the
source address for the IP packet
shall be matched with the ingress
port.
Default
Settings Disabled
Command
mode Global configuration mode.
To determine whether the route for the source address is
U in the forwarding list or not and the packet validity, enable
sage
'dg i the URPF feature to check the source address for the
uidelines
g received IP packets. If no forwarding entry is matched, the
packets are illegal.
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Examples

Related
commands

Enabling URPF feature in the global configuration mode
enables URPF check for the received packets on all
interfaces.

N Caution

1. For DES-7200 series, the global URPF configuration is
valid after the MPLS service card has been inserted. After
enabling the URPF feature, the URPF check will be
enabled for the IPv4 packets.

2. In the global configuration mode, the URPF feature can
only be enabled in the strict mode. Howerver, the user can
match the equivalent route in the loose mode.

3. In the global configuration mode, the URPF feature
does not support the URPF check using the default route.
4. URPF feature cannot be configured in the global
configuration mode and in the interface configuration
mode at the same time.

5. It is worth mentioning that for DES-7200 series, it is not
recommended to configure the URPF in the global
configuration mode for the user network
directly-connected. If DES-7200 series fails to learn the
ARP entries of the directly-connected users before
forwarding the packets, the URPF check fails and the
datagrams are dropped.

The following example shows how to enable the URPF
feature globally:
DES-7200(config)# ip verify unicast source reachable-via rx

Command Description

Platform
description

show ip urpf Show the URPF information.

This command is supported on the DES-7200 series
MPLS line card only.
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ip verify unicast source

reachable-via(Interface configuration
mode)

no ip verify unicast

ip verify unicast source reachable-via {rx | any} [allow-default | acl_name]

Parameter

Description

rx

URPF check in the strict mode. In
the strict mode, the egress port
for the forwarding entry in the
forwarding list found through the
source address for the IP packet
shall be matched with the ingress
port.

any

Parameter
description

URPF check in the loose mode.
In the loose mode, the forwarding
entry for the source address for
the IP packet can be found in the
forwarding list.

allow-default

(Optional) Allow to use the default
route to check URPF.

acl_name

(Optional) Set the ACL number:
1 to 99 (IP standard access list)

100 to 199 (IP extended access
list)

1300 to 1999 (IP standard access
list, expanded range)

2000 to 2699 (IP extended
access list, expanded range)

Default
Settings Disabled

Command

mode Interface configuration mode.

Use this command to enable the URPF feature in the interface configuration mode. Use the no
form of this command to disable the URPF feature or remove the URPF optional items.

6-3



DES-7200 CLI Reference Guide Chapter 6 URPF Configuration Commands

Usage
guidelines

To determine whether the route for the source address is
in the forwarding list or not and the packet validity, enable
the URPF feature to check the source address for the
received IP packets. If no forwarding entry is matched, the
packets are illegal.

Enabling URPF feature in the interface configuration mode
enables URPF check for the received packets on the
interface.

By default, the default route is not used for URPF check.
Use the keyword allow-default to enable the URPF check.

By default, the packets failed to pass the URPF check are
dropped. With ACL(acl-name) configured, the ACL
matching continues when the routing fails. The packets
will be dropped if the ACL is inexistent or the deny ACE is
matched; otherwise, if the permit ACE is matched, the
packets will be forwarded.

» Caution

1. With this command configured, for the switch
product(DES-7200 series), the URPF check is enabled for
the IPv4/IPv6 packets; while for the routers, the URPF
check is enabled for the IPv4 packets.

2. For the switch product, the URPF feature is supported
only on the B-category linecard-related Routed Port and
L3 AP on the DES-7200 series. The restrictions of the
URPF feature are as follows:

Not support the ACL association;

Not support to use the IPv6 route with prefix in 65~127 bits
for the URPF check;

After enabling the URPF feature, the range of packets
received on the interface will be expanded, that is, the
URPF feature is enabled for all packets received on the
physical ports.

After enabling the URPF feature, it halves the route
forwarding capacity.

After enabling the URPF feature in the strict mode, the
user can match the equivalent route when URPF check is
enabled for the packets received on the interface.

For the DES-7200 series with MPLS service card inserted,
the URPF feature cannot be configured on the interface.
3. URPF feature cannot be configured in the global
configuration mode and in the interface configuration
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mode at the same time.

The following example shows how to check the URPF
feature of the received packets in the strict mode on the
interface GigabitEthernet 0/21

Exanwples DES-7200(config)# interface gigabitEthernet0/21
DES-7200(config-if)# ip verify unicast source
reachable-via rx

Related Command Description

commands show ip urpf Show the URPF information.

Platform DES-7200 series class-B line cards.

description

6.1.3 ip verify urpf drop-rate

compute interval

Use this command to set the URPF drop-rate compute interval. Use the no form of this
command to restore it to the default value.

ip verify urpf drop-rate compute interval seconds

no ip verify urpf drop-rate compute interval

Parameter Description
Parameter Set the URPF drop-rate compute
description seconds interval, in seconds. The valid
range is 30-300.
Default
Settings 30s
Command
mode Global configuration mode.
Usage
guidelines N/A
The following example shows how to set the URPF
Examples . :
drop-rate compute interval as 1 minute:
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DES-7200(config)# ip verify urpf drop-rate compute
interval 60

Command Description

ip  verify  urpf | Setthe URPF drop-rate information

drop-rate notify monitoring.

Related ip verify urpf

commands drop-rate notify | Set the URPF drop-rate warning
hold-down interval.

ip  verify urpf
notification
threshold Set the URPF drop-rate threshold.

6.1.4 ip verify urpf drop-rate
notify

Use this command to enable the URPF drop-rate information monitoring. Use the no form of
this command to disable this function.

ip verify urpf drop-rate notify

no ip verify urpf drop-rate notify

Parameter Parameter Description
description -
Default
Settings Disabled
Command
mode Interface configuration mode.
This command is used to enable the URPF drop-rate
Usage information monitoring, notifying the user of the URPF
guidelines packet drop information by means of Syslog or Trap for
the convenience of the user network monitoring.
The following example shows how to enable the URPF
drop-rate information monitoring on the interface
Examp|es GigabitEthernet 0/21:
DES-7200(config)# interface gigabitEthernet0/21
DES-7200(config-if)# ip verify urpf drop-rate notify

6-6



6.1.5

DES-7200 CLI Reference Guide

Chapter 6 URPF Configuration Commands

Related
commands

Command

Description

ip verify urpf
drop-rate compute
interval

Set the URPF drop-rate compute
interval.

ip  verify  urpf
drop-rate notify

hold-down

Set the URPF drop-rate warning
interval.

ip verify  urpf
notification
threshold

Set the URPF drop-rate threshold.

ip verify urpf drop-rate

notify hold-down

Use this command to set the URPF drop-rate warning interval. Use the no form of this
command to restore it to the default value.

ip verify urpf drop-rate notify hold-down seconds

no ip verify urpf drop-rate notify hold-down

Parameter Description

Parameter Set the URPF drop-rate warning

description seconds interval, in seconds. The valid

range is 30-300.

Default

Settings 300s

Command

mode Global configuration mode.

Usage

guidelines N/A
The following example shows how to set the URPF
drop-rate warning interval as 1 minute:

Examples i . . .
DES-7200(config)# ip verify urpf drop-rate notify
hold-down 60
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Related
commands

Command

Description

ip  verify  urpf
drop-rate compute
interval

Set the URPF drop-rate compute
interval.

ip verify  urpf
drop-rate notify

Set the URPF drop-rate information
monitoring.

ip verify  urpf
notification
threshold

Set the URPF drop-rate threshold.

ip verify urpf notification

threshold

Use this command to set the URPF drop-rate threshold. Use the no form of this command to

restore it to the default value.

ip verify urpf notification threshold rate-value

no ip verify urpf notification threshold

Parameter Description
Parameter Set the _ URPF  drop-rate
description atevalue threshold, in pps(packets per
second). The valid range is
0-4294967295.
Default
Settings 1000pps
Command
mode Interface configuration mode.
The threshold O indicates that once monitoring the
dropped packet due to the URPF check, the notification is
Usage .
T sending.
guidelines .
The user can adjust the drop-rate threshold value
according to the actual network application.
The following example shows how to set the URPF
Examples drop-rate threshold 10pps on the interface GigabitEthernet
0/21:
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DES-7200(config)# interface gigabitEthernet0/21
DES-7200(config-if)# ip verify urpf drop-rate notify

DES-7200(config-if)# ip verify urpf notification
threshold 10

Command Description
ip verify  urpf
drop-rate compute | Set the URPF drop-rate compute
interval interval.

Related . _

commands ip  verify  urpf | Set the URPF drop-rate information
drop-rate notify monitoring.
ip verify  urpf
drop-rate  notify | Set the URPF drop-rate warning
hold-down interval.

6.1.7 snmp-server enable traps

Use this command to enable the URPF Trap notification if the URPF drop-rate exceeds the
threshold value. Use the no form of this command to disable this function.

snmp-server enable traps [urpf]

no snmp-server enable traps [urpf]

Parameter Description
Parameter
description Enable the URPF Trap
urpf e
notification.
Default
Settings Disabled
Command
mode Global configuration mode.
By default, when the URPF drop-rate exceeds the
Usage threshold value, it auto-notifies the user by means of
guidelines Syslog. However, after configuring this command, the
URPF Trap natification is enabled.
Examples DES-7200(config)# snmp-server enable traps urpf
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Related
commands

Command

Description

snmp-server host

Specify the SNMP host.

ip  verify  urpf
drop-rate compute
interval

Set the URPF drop-rate compute
interval.

ip verify  urpf
drop-rate notify

Set the URPF drop-rate information
monitoring.

ip verify  urpf
drop-rate notify
hold-down

Set the URPF drop-rate warning
interval.

ip verify  urpf
notification
threshold

Set the URPF drop-rate threshold.

snmp-server host traps

Use this command to specify the SNMP host(NMS) to receive the URPF Trap message in the
global configuration mode. Use the no form of this command to remove the specofied SNMP

host.

snmp-server host {host-addr| ipv6 ipv6-addr} traps community-string [urpf]

no snmp-server host {host-addr| ipv6 ipv6-addr} traps community-string

Parameter Description

host-addr Set the SNMP host address.
Parameter ipv6-addr Set the SNMP IPv6 address.
description

: . Set the community string or
community-string
username(Version3)

urpf URPF Trap.
Default By default, no SNMP host is specified.
Settings If the trap type is not specified, all trap types are included.
Command
mode Global configuration mode.
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Usage Use this command and the snmp-server enable traps
.g ) command to send the URPF Trap messages to the
guidelines o
specified NMS.
The following example shows how to specify the SNMP
host 192.168.12.219 to send the URPF Trap message:
Examples i i
DES-7200(config)# snmp-server host 192.168.12.219 public
urpf
Command Description
snmp-server
enable traps Enable to send the Trap message.
ip  verify  urpf
drop-rate compute | Set the URPF drop-rate compute
interval interval.
Related ip  verify  urpf | Setthe URPF drop-rate information
commands drop-rate notify monitoring.
ip verify  urpf
drop-rate notify | Set the URPF drop-rate warning
hold-down interval.
ip verify  urpf
notification
threshold Set the URPF drop-rate threshold.

6.2 Showing Related
Commands
6.2.1 show ip urpf

Use this command to show the URPF configuration and the statistical information.

show ip urpf [interface interface-name]

Parameter Description
Parameter tert Show the configurations and the
o interface
description , statistical information on the specified
interface-name .
interface.

Default
Settings N/A
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Command
mode

Usage
guidelines

Examples

Related
commands

Privileged EXEC mode.

Without an interface specified, the global configurations

and the statistical information or those of all interfaces are

shown.

DES-7200# show ip urpf interface gigabitEthernet0/21

IP verify source reachable-via RX

IP verify URPF drop-rate notify disabled

IP verify URPF notification threshold is 1000pps

Number of drop packets in this interface is 124

Number of drop-rate notification counts in this interface

is 0

Command

Description

ip verify unicast
source
reachable-via

Enable the URPF features.

ip verify urpf
drop-rate compute
interval

Set the URPF drop-rate compute
interval.

ip  verify  urpf
drop-rate
hold-down

notify

Set the URPF drop-rate warning
interval.

ip  verify  urpf

notification
threshold Set the URPF drop-rate threshold.
. Clear the URPF statistical
clear ip urpf
information.

6.3 Clearing Related
Commands
6.3.1 clear ip urpf

Use this command to clear the URPF statistical information on the number of dropped packets.

clear ip urpf [interface interface-name]
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Parameter Description
Parameter
description interface Show the statistical information on the
interface-name specified interface.
Default
Settings N/A
Command
mode Privileged EXEC mode.
Usage Without an interface specified, the statistical information of
guidelines all interfaces are cleared.
DES-7200# show ip urpf interface gigabitEthernet0/21
IP verify source reachable-via RX
IP verify URPF drop-rate notify disabled
Exan1p|es IP verify URPF notification threshold is 1000pps
Number of drop packets in this interface is 124
Number of drop-rate notification counts in this interface
is O
Command Description
Related
. Show the URPF configurations and
commands showip urpf W e - g
statistical information.
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CPU Protection
Configuration Commands

7.1 Related Configuration
Commands
7.1.1 cpu-protect type packet-type

pps pps_value

Use this command to set the bandwidth for the CPU port to receive the specified type of
packets.

cpu-protect type {arp | bpdu | dhcp | ipvémc | igmp | rip | ospf | vrrp | pim | ttI1 |
unknown-ipmc | dvmrp|... } pps pps_value

Parameter Parameter Description
description pps_value Packets per second.
Default The default bandwidth that the CPU uses to receive various
efau
types of packets is 1000 pps.
Command
mode Global configuration mode.
The following example sets the bandwidth for the CPU to
Examples receive BPDU packets as 100pps:
DES-7200(config)# cpu-pr type bpdu pps 100
Set packet type bpdu pps 100.
Command Description
Related cpu-protect type Set the priority for the packets the
iori
commands packet-type pri P y_ P
. CPU port receives.
pri_num
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7.1.2 cpu-protect type packet-type
pri pri_num

Use this command to set the priority for the specified type of packets the CPU port receives.

cpu-protect type {arp | bpdu | dhcp | ipvémc | igmp | rip | ospf | vrrp | pim | ttI1 |
unknown-ipmc | dvmrp]... } pri pri_num

Parameter Parameter Description

description pri_num Packet priority in the range O to 7
Default The default is O for various types of packets.

Command

mode Global configuration mode.

The following example sets the priority of the BPDU
packets as 7:

Examples
DES-7200(config)# cpu-protect type bpdu pri 7
Set packet type bpdu pri 7.
Command Description

Related cpu-protect type Set the bandwidth for the CPU to

commands packet-type receive the specified type of
pps pps_value packets.

7.2 Showing Related
Commands
7.2.1 show cpu-protect mboard

Use this command to show the statistics of various packets of CPU protection on the
management board.

show cpu-protect mboard

Command

mode Privileged EXEC mode.

Usage This command shows the statistics of the packets received
guidelines by CPU on the management board.

7-2



7.2.2

DES-7200 CLI Reference Guide Chapter 7 CPU  Protection Configuration Commands

The following example shows the statistics of the CPU
protection

DES-7200# show cpu-protect mboard
Type Pps Total Drop
arp 500 19
bpdu 200 24
dhcp
gvrp
Examples ipv6-mc
dvmrp
igmp
ospf
pim
rip
vrrp
unknown-ipmc
ttll

O O OO0 0O o o o o o
O O O OO0 o o o o o
O O OO OO0 o oo o o © o

Command Description
Related

commands

show cpu-protect | Show the statistics of the CPU
slot slot-num protection on the specified line card.

show cpu-protect slot

Use this command to show the CPP statistics on the specified line card.

show cpu-protect slot slot_num

Parameter Parameter Description

description slot_num 1-16.

Command

mode Privileged EXEC mode.

Usage This command shows the CPP statistics on the specified
guidelines line card.

The following example shows the CPU protection

information on the line card in slot 2.
Examples

DES-7200(config)# show cpu-protect slot 2

Type Pps Total Drop
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Related
commands

arp 200 200 15
bpdu 200 8 0
dhcp 200 0 0
gvrp 200 0 0
ipv6-mc 200 0 0
dvmrp 200 0 0
igmp 200 0 0
ospf 200 0 0
pim 200 0 0
rip 200 0 0
vrrp 200 0 0
unknown-ipmc 200 0 0
ttll 20 3 0
Command Description

show cpu-protect
mboard

Show the CPU protect information
on the management board.

show cpu-protect type

Use this command to show the statistics of the specified type of packets:

show cpu-protect type {arp | bpdu | dhcp | ipvémc | igmp | rip | ospf | vrrp | pim | ttl1 |
unknown-ipmc | dvmrp|... } dvmrp

Command
mode

Usage
guidelines

Examples

Related
commands

Privileged EXEC mode.

This command shows the statistics of the specified type of

packets:

The following example shows the statistics of the BPDU

packets by using
command:

DES-7200(config)#

the show cpu-protect type bpdu

show cpu-protect type arp

Slot Type Pps Total Drop
MainBoard bpdu 100 30

Slot-2 bpdu 100 30

Command Description

show Show the statistics of the packets of a
cpu-protect specified type of CPU protection.
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type
packet-type

N

Caution

The “...” symbol in the CPP configuration commands means the
unlisted CPP types.
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DoS Protection

Configuration Commands

8.1 Configuration Related
Commands
8.1.1 ip deny invalid-l4port

Use this command to enable the anti-attack of the self-consumption. Use the no form of this
command to disable this function.

ip deny invalid-l4port

no ip deny invalid-l4port

Parameter Parameter Description

description - -

Default

Settings Disabled

Command

mode Global configuration mode.

Usage

guidelines N/A.
The following example shows how to enable the anti-attack
of the self-consumption:
DES-7200(config)# ip deny invalid-l14port

Examples ) .
The following example shows how to disable the
anti-attack of the self-consumption:
DES-7200(config)# no ip deny invalid-14port

Related Command Description
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show ip
invalid-l4port

deny

Show the state of anti-attack of the
self-consumption.

8.1.2 ip deny invalid-tcp
Use this command to enable the anti-attack of the invalid TCP packets. Use the no form of this
command to disable this function.
ip deny invalid-tcp
no ip deny invalid-tcp
Parameter Parameter Description
description - )
Default
Settings Disabled
Command
mode Global configuration mode.
Usage
guidelines N/A.
The following example shows how to enable the anti-attack
of the invalid TCP packets:
DES-7200(config)# ip deny invalid-tcp
Examples . .
P The following example shows how to disable the
anti-attack of the invalid TCP packets:
DES-7200(config)# no ip deny invalid-tcp
Command Description
Related
commands show ip deny | Show the state of anti-attack of the
invalid-tcp invalid TCP packets.
8.1.3 ip deny land

Use this command to enable the anti-land-attack. Use the no form of this command to disable

this function.
ip deny land

no ip deny land
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Parameter Parameter Description

description ) .

Default

Settings Disabled

Command

mode Global configuration mode.

Usage

guidelines N/A.
The following example shows how to enable the
anti-land-attack:
DES-7200(config)# ip deny land

Examples
The following example shows how to disable the
anti-land-attack:
DES-7200(config)# no ip deny land

Related Command Description

commands show ip deny land | Show the anti-land-attack state.

ip deny spoofing-source

Use this command to enable the ingress filtering to defend against DoS attack. Use the no
form of this command to disable this function.

ip deny spoofing-source

no ip deny spoofing-source

Parameter Parameter Description
description ) i

Default

Settings Disabled

Command

mode Interface configuration mode.

8-3



DES-7200 CLI Reference Guide

Usage
guidelines

Examples

Related
commands

This command takes effect on only the layer 3 interfaces
with network addresses configured.

The following example shows how to enable the ingress
filtering on the SVI port:

DES-7200(config)# int vlan 1

DES-7200(config-if-vlan)# ip deny spoofing-source

The following example shows how to disable the ingress
filtering on the SVI port:

DES-7200(config)# int vlan 1

DES-7200(config-if-vlan)# no ip deny spoofing-source

The following example shows how to enable the ingress
filtering on the routed port Fa 0/5:
DES-7200(config)# int Fa 0/5

DES-7200(config-if-FastEthernet)# ip deny
spoofing-source

The following example shows how to disable the ingress
filtering on the routed port Fa 0/5:

DES-7200(config)# int fa 0/5

DES-7200(config-if- FastEthernet)# no ip deny

spoofing-source

Command Description

8.2 Showing Related
Commands
8.2.1 show ip deny invalid-l14port

Use this command to show the state of the anti-consumption-attack.

show ip deny invalid-l4port

Parameter Parameter Description
description - -

Default

Settings N/A.

Chapter 8 DoS Protection Configuration Commands
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Command
mode Privileged EXEC mode.
Usage
guidelines N/A.

DES-7200# show ip deny invalid-14port

DoS Protection Mode State
Examples  _______________________________  _____

protect against invalid l4port attack Off
8.2.2 show ip deny invalid-tcp

Use this command to show the state of the anti-attack of the invalid TCP packets.

show ip deny invalid-tcp

Parameter Parameter Description
description - -
Default
Settings N/A.
Command
mode Privileged EXEC mode.
Usage
guidelines N/A
DES-7200# show ip deny invalid-tcp
DoS Protection Mode State
Examples
protect against invalid tcp attack On
Command Description
Related
commands (no) ip deny Enable/Disable the anti-attack
invalid-tcp of the invalid TCP packets.
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8.2.3 show ip deny land

Use this command to show the anti-land-attack state.

show ip deny land

Parameter Parameter Description
description - -
Default
Settings N/A.
Command
mode Privileged EXEC mode.
Usage
guidelines N/A

DES-7200# show ip deny land

DoS Protection Mode State
Examples

protect against land attack Oon

Command Description
Related
commands (no) ip deny land Enable/Disable the
anti-land-attack function.
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DHCP Snooping
Configuration Commands

9.1 DHCP Snooping Global
Commands
9.11 ip dhcp snooping

Use this command to enable the DHCP snooping function globally. The no form of this
command will disable the DHCP snooping function globally.

[no]ip dhcp snooping

Parameter
description N/A.
Default Disabled
Command
mode Global configuration mode
Enable the DHCP snooping function on the switch. You
can use the show ip dhcp snooping command to view
Usage whether the DHCP snooping function is enabled.
guidelines

Note that DHCP Snooping cannot coexist with private
VLAN.

The following is an example of enabling the DHCP
snooping function.

DES-7200# configure terminal
DES-7200(config)# ip dhcp snooping
Exan1p|es DES-7200(config)# end
DES-7200# show ip dhcp snooping
Switch DHCP snooping status: ENABLE
DHCP snooping Verification of hwaddr field status: DISABLE

DHCP snooping database write-delay time: O seconds
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DHCP snooping option 82 status: ENABLE
DHCP Snooping Support Bootp bind status: ENABLE
Interface Trusted Rate limit (pps)
Command Description
show ip dhcp View the configuration information of

Related . .
snooping DHCP snooping.

commands
ip dhcp snooping | Configure DHCP snooping enabled
vlan VLAN.

9.12 ip dhcp snooping vlan

Use this command to enable DHCP snooping for the specific VLAN. The no form of this
command will disable the DHCP snooping function for the corresponding VLAN.

[no] ip dhcp snooping vilan {vlan-rng | {vlan-min [vlan-max]}}

Parameter Description
VLAN range of effective DHCP
vlan-rng .
snooping.
Parameter
ipti Minimum VLAN of effective
description vlan-min .
DHCP snooping.
Maximum VLAN of effective
vlan-max .
DHCP snooping.
Default By default, once the DHCP Snooping is enabled globally, it
efau
takes effect for all VLANS.
Command
mode Global configuration mode.
Usage Use this command to configure effective DHCP snooping
guidelines VLAN by character string.
The following example enables the DHCP snooping
function in VLAN1000.
Examples
DES-7200# configure terminal
DES-7200(config)# ip dhcp snooping vlan 1000
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DES-7200(config)# end

Related Command Description
commands ip dhcp snooping | Global switch of DHCP snooping.
9.13 ip dhcp snooping bootp-bind

Use this command to enable DHCP snooping bootp bind function. The no form of this
command will disable the function.

[no]ip dhcp snooping bootp-bind

Parameter
description N/A.
Default Disabled
Command
mode Global configuration mode.
By default, the DHCP Snooping only forwards Bootp
U packets. With this function enabled, it can snoop Bootp
sage
. g . packets. After the Boop client requests an address
guidelines

successfully, the DHCP Snooping adds the Bootp user to
the static binding database.

The following example enables the DHCP snooping bootp
bind function.

DES-7200# configure terminal
DES-7200(config)# ip dhcp snooping bootp-bind
DES-7200(config)# end
DES-7200# show ip dhcp snooping

Exanwples Switch DHCP snooping status : ENABLE
Verification of hwaddr field status : DISABLE
DHCP snooping database write-delay time: O seconds
DHCP snooping option 82 status: ENABLE
DHCP snooping Support Bootp bind status: ENABLE
Interface Trusted Rate limit (pps)

Related Command Description
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show ip dhcp Show the configuration of the DHCP
snooping snooping.

ip dhcp snooping verify
mac-address

Use this command to check whether the source MAC address of the DHCP request message
matches against the client addr field of the DHCP message. The no form of this command
disables this function.

[no]ip dhcp snooping verify mac-address

Parameter
description N/A.
Default Disabled.
Command
mode Global configuration mode.
Use this command to enable checking the validity of the
source MAC address of the DHCP request message.
Us.age. Once the function is enabled, the system will discard the
guidelines DHCP request message that fails to pass the source MAC
address check.
The following is an example of enabling the check of the
source MAC address of the DHCP request message.
DES-7200# configure terminal
DES-7200(config)# ip dhcp snooping verify mac-address
DES-7200(config)# end
DES-7200# show ip dhcp snooping
Examples Switch DHCP snooping status: ENABLE
Verification of hwaddr field status: ENABLE
DHCP snooping database write-delay time: O seconds
DHCP snooping option 82 status: ENABLE
DHCP Snooping Support Bootp bind status: ENABLE
Interface Trusted Rate limit (pps)
Related Command Description
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show ip dhcp | View the configuration information of the
snooping DHCP snooping.

9.15 ip dhcp snooping information
option

Use this command to add option82 to the DHCP request message. The no form of this
command disables this function.

[no] ip dhcp snooping information option [standard-format]

Parameter Description
Parameter
- The option82 uses the standard
description standard-format
format.
Default )
) ) Disabled.
configuration
Command ) )
Global configuration mode.
mode
U This command adds option82 to the DHCP request
sage . .
s message based on which the DHCP server assigns IP
guidelines
address.
Add option82 to the DHCP request message:
DES-7200# configure terminal
DES-7200(config)# ip dhcp snooping information option
DES-7200(config)# end
DES-7200# show ip dhcp snooping
Switch DHCP snooping status :  ENABLE
Examples
DHCP snooping Verification of hwaddr status - ENABLE
DHCP snooping database write-delay time - 0
DHCP snooping option 82 status - DISABLE
DHCP Snooping Support Bootp bind status: ENABLE
Interface Trusted Rate limit (pps)
Related Command Function
commande
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show ip dhcp | Show the configuration of the
snooping DHCP Snooping.

ip dhcp snooping information
option format remote-id

Use this command to set the option82’s sub-option remote-id as the customized character
string. The no form of this command will disable this function.

[no] ip dhcp snooping information option format remote-id [string ascii-string |

hostname]
Parameter Description
The content of the option82's
Parameter string remote-id  extension format is
description customized character string.
The content of the option82's
hostname . .
remote-id extension format hostname.
Default Disabled
Command
mode Global configuration mode.
This command sets the remote-id in the option82 to be
Usage added to the DHCP request message as the customized
guidelines character string. The DHCP server will assign the IP
address according to the option82 information.
The following is an example of adding the option82 into the
DHCP request packets with the content of remote-id being
hostname:
Examples
DES-7200# configure terminal
DES-7200(config)# ip dhcp snooping information option
format remote-id hostname
Related Command Description
commands ) )
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ip dhcp snooping database

write-delay

Use this command to configure the switch to write the dynamic user information of the DHCP
shooping binding database into the flash periodically. The no form of this command will disable

this function.

[no]ip dhcp snooping database write-delay time

Parameter Description
Parameter The interval at which the system
description time writes the dynam.lc user mform.atlon of
the DHCP snooping database into the
flash.
Default Disabled
Command
mode Global configuration mode.
This function can avoid loss of user information after
Us.age. restart. In that case, users need to obtain IP addresses
guidelines . _
again for normal communication.
The following is an example of setting interval at which the
switch writes the user information into the flash as 3600s:
DES-7200# configure terminal
DES-7200(config)# ip dhcp snooping database write-delay
3600
DES-7200(config)# end
Examples DES-7200# show ip dhcp snooping
Switch DHCP snooping status: ENABLE
DHCP snooping Verification of hwaddr field status: ENABLE
DHCP snooping database write-delay time: 3600
DHCP snooping option 82 status: DISABLE
DHCP Snooping Support Bootp bind status: ENABLE
Interface Trusted Rate limit (pps)
Command Description
Related
commands show ip dhcp View the configuration information of
snooping the DHCP snooping.
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9.1.8 ip dhcp snooping database
write-to-flash
Use this command to write the dynamic user information of the DHCP binding database into
flash in real time.
ip dhcp snooping database write-to-flash
Parameter
description N/A.
Default N/A.
Command
mode Global configuration mode.
Usage Use this command to write the dynamic user information of
guidelines the DHCP binding database into flash in real time.
The following is an example of writing the dynamic user
information of the DHCP binding database into flash.
DES-7200# configure terminal
Exan1p|es DES-7200(config)# ip dhcp snooping database
write-to-flash
DES-7200(config)# end
DES-7200#
Related
commands N/A.
9.2 DHCP snooping Interface
Mode Commands
9.21 ip dhcp snooping suppression

Use this command to set the port to be the suppression status. The no form of this command
will set the port to be no suppression status.

[no]ip dhcp snooping trust

Parameter
description

N/A.
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Default

Command
mode

Usage
guidelines

Examples

Related
commands

Disabled

Interface configuration mode.

This command can deny all DHCP request messages
under the port, that is, all the users under the port are
prohibited to request addresses through DHCP.

The following is an example of setting fastethernet 0/2 to

be suppression status:

DES-7200# configure terminal

DES-7200(config)# interface fastEthernet 0/2
DES-7200(config-if)# ip dhcp snooping suppression
DES-7200(config-if)# end

Command Description
show ip dhcp View the configuration information of
snooping the DHCP snooping.

ip dhcp snooping trust

Parameter

description

Default

Command
mode

Usage
guidelines

sets the ports as untrust ports.

[no] ip dhcp snooping trust

N/A.

All ports are untrust ports.

Interface configuration mode.

Use this command to set the port as trust port. The DHCP

response messages received under the trust port are
forwarded normally, but the response messages received
under the untrust port will be discarded.

Use this command to set the ports of the switch as trusted ports. The no form of this command
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The following is an example of setting fastEthernet 0/1 as
a trust port:

DES-7200# configure terminal

DES-7200(config)# interface fastEthernet 0/1
DES-7200(config-if)# ip dhcp snooping trust
DES-7200(config-if)# end

DES-7200# show ip dhcp snooping

Switch DHCP snooping status: ENABLE

DHCP snooping Verification of hwaddr field status: DISABLE

Examples

DHCP snooping database write-delay time: O seconds
DHCP snooping option 82 status: ENABLE

DHCP Snooping Support Bootp bind status:ENABLE
Interface Trusted Rate limit (pps)

FastEthernet0/1 yes unlimited

Command Description

Related
commands show ip dhcp View the configuration information of

snooping the DHCP snooping.

9.2.3 ip dhcp snooping vlan vlan-id
information option change-vlan-to
vlan

Use this command to enable the option82’s sub-option circuit and change the VLAN in the
circuit-id into the specified VLAN. The no form of this command will disable this function.

[no]ip dhcp snooping vlan vlan-id information option change-vlan-to vlan vlan-id

Parameter Parameter Description

description vlan The specified vlan to change.
Default Disabled

Command

mode Interface configuration mode.

With this command configured, the option82 is added to
the DHCP request packets, the circuit-id in the option82
information is the specified VLAN and the DHCP server
will assign the addresses according to the option82
information.

Usage
guidelines
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The following is an example of adding the option82 to the
DHCP request packets and changing the VLAN4094 in the
option82’s sub-option circuit-id to VLAN93:
DES-7200# configure terminal

Examples
DES-7200(config)# interface fastEthernet 0/1
DES-7200(config-if)# ip dhcp snooping vlan 4094
information option change-vlan-to vlan 4093
DES-7200(config-if)# end

Related Command Description

commands ) )

Platform

description This command is supported on all switches.

ip dhcp snooping vlan vlan-id
information option format-type

circuit-id string

Use this command to configure the option82’s sub-option circuit-id as user-defined (the
storage format is ASCII) and to perform the packet forwarding. The no form of this command

will disable this function.

[no] ip dhcp snhooping vlan vlan-id information option format-type circuit-id string

ascii-string
Parameter Description
. The VLAN where the DHCP request
Parameter vlan-id
L packets are.
description
L The user-defined content to fill to the
ascii-string L
Circuit ID.
Default Disabled
Command
mode Interface configuration mode.
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This command is used to add the option82 to the DHCP

Usage request packets. The content of the sub-option circuit-id is

guidelines customized, and the DHCP server will assign the
addresses according the option82 information.
The following is an example of adding the option82 to the
DHCP request packets with the content of the sub-option
circuit-id being port-name:
DES-7200# configure terminal

Exanwples DES-7200(config)# interface fastEthernet 0/1
DES-7200(config-if)# ip dhcp snooping vlan 4094
information option format-type circuit-id string
port—name
DES-7200(config-if)# end

Related Command Description

commands ) )

Platform

description This command is supported on all switches.

ip dhcp snooping limit rate

Use this command to set rate limit of receiving DHCP packets on the interface. The no form of

this command removes the setting.

[no]ip dhcp snooping limit rate rate-value

Parameter Description
Parameter —
description rate-value Rate of receiving DHCP packets
(PPs).
Default No rate limit.
Command
mode Interface configuration mode.
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This function takes effect for all the interfaces of the VLAN
controlled by the DHCP Snooping, including trust interface.
For some CPP-enabled products, CPP will restrict the rate
of DHCP packets by hardware. CCP-based rate limit takes
Usage precedence over DHCP Snooping-based rate limit. For
guidelines CPP, please refer to specific chapters.
You can view the rate limit setting on the corresponding
interface by show ip dhcp snooping command.
Note that DES-7200 does not support rate limit of DHCP
packets on an interface.
The following example sets rate limit of port 1 as 100:
DES-7200# configure terminal
DES-7200(config)# interface fastEthernet 0/1
DES-7200(config-if)# ip dhcp snooping limit rate 100
DES-7200(config-if)# end
DES-7200# show ip dhcp snooping
Switch DHCP snooping status: ENABLE
Examples DHCP snooping Verification of hwaddr field status:
DISABLE
DHCP snooping database write-delay time:0 seconds
DHCP snooping option 82 status:ENABLE
DHCP snooping Support Bootp bind status: ENABLE
Interface Trusted Rate limit (pps)
GigabitEthernet 0/1 NO 100
Command Description
Related
commands show ip dhcp View the configuration information of
snooping the DHCP snooping.
Platform
description This command is supported on all switches.

9.3 Showing Related
Commands
931 show ip dhcp snooping

Use this command to view the setting of the DHCP snooping.

show ip dhcp snooping
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Parameter
description N/A.
Default N/A.
Command
mode Privileged EXEC mode.
Usage
guidelines N/A.
Show the information of DHCP Snooping.
DES-7200# show ip dhcp snooping
Switch DHCP snooping status : ENABLE
Verification of hwaddr field status : DISABLE
Examples DHCP snooping database write-delay time: 0 seconds
DHCP snooping option 82 status: ENABLE
DHCP snooping Support Bootp bind status: ENABLE
Interface Trusted Rate limit (pps)
Command Description
) ) Enable the DHCP snooping
ip dhcp snooping
globally.
] ) Enable the check of source
ip dhcp snooping
) MAC address of DHCP
verify mac-address ,
Snooping packets.
lated o dh ) Set the interval of writing user
i cp snoopin
Relate p. P ping information to FLASH
commands write-delay .
periodically.
ip dhcp snooping Add option82 to the DHCP
information option request message.
ip dhcp snoooping Enable the DHCP snooping
bootp-bind bootp bind function.
ip dhcp snoopin
tp . P ping Set the port as a trust port.
rus
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9.3.2 show ip dhcp snooping
binding
Use this command to view the information of the DHCP snooping binding database.
show ip dhcp snooping binding
Command
mode Privileged EXEC mode.
Usage
guidelines N/A.
Show the information of the DHCP Snooping binding
database.
Exanwples DES-7200# show ip dhcp snooping binding
Total number of bindings: 1
MacAddress IpAddress Lease Type VLAN Interface
00d0.f801.0101 192.168.1.1 - static 1 fastethernet 0/1
Command Description
ip dhcp . . .
, Add the static user information to the
snooping )
Related - DHCP Snooping database.
binding
commands
clear ip dhcp Clear the dynamic user information
snooping from the DHCP snooping binding
binding database.
94 Other DHCP Snooping
Configuration Commands
94.1 clear ip dhcp snooping

binding

Use this command to delete the dynamic user information from the DHCP snooping binding

database.
clear ip dhcp snooping binding

Parameter
description N/A.
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Default N/A.

Command

mode Privileged EXEC mode.

U If users want to clear the current dynamic user information

sage
-g . from the DHCP snooping binding database, use this

guidelines
command.
The following example demonstrates how to clear the
dynamic database information from the DHCP snooping
binding database.

Exanwples DES-7200# clear ip dhcp snooping binding
DES-7200# show ip dhcp snooping binding
Total number of bindings: O
MacAddress IpAddress Lease(sec) Type VLAN Interface
Command Description

Related show ip dhcp Show the inf _ ‘i c

commands snooping ow the information of the DHCP

o snhooping binding database.
binding
9.4.2 debug ip dhcp snooping

Use this command to trun on the debugging switch of the DHCP snooping.

debug ip dhcp snooping

Default

Command
mode

Examples

Turned off

Privileged EXEC mode.

The following example demonstrates how to turn on the
debugging switch of the DHCP snooping.

DES-7200# debug ip dhcp snooping
DES-7200# show ip dhcp snooping binding
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renew ip dhcp snooping

database

When the DHCP Snooping function is enabled, use this command to import the information in
current flash to the DHCP Snooping binding database manually as needed.

renew ip dhcp snooping database

Parameter

description N/A.

Default N/A.

Command

mode Privileged mode.

Usage This command is used to import the flash file information to

guidelines the DHCP Snooping database in real time.
The following example demonstrates how to import the

Examples flash file information to the DHCP Snooping database.
DES-7200# renew ip dhcp snooping database

Related Command Description

commands . -

Platform

description This command is supported on all switches.
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1 O DAI Configuration

Commands

Commands for Enabling
and Disabling the DAI
Inspection Function of the
Specified VLAN

10.1.1

ip arp inspection vlan vlan-id

Use this command to enable the DAI inspection function of the specified VLAN. The no option
of this command disables the function of the specified VLAN. If the parameter vlan-id is
neglected, the DAI inspection function of all VLANSs will be disabled.

ip arp inspection vlan vlan-id

no ip arp inspection vlan [vlan-id]

Parameter Parameter Description

description vian-id VLAN ID

Default The DAI inspection function of all VLANS is disabled.

Command

mode Global configuration mode.

Usage

guidelines To execute this command, enable the DAI function firstly.
The following configuration is to check the ARP message
received from VLAN 1.

Examples
DES-7200(config)# ip arp inspection
DES-7200(config)# ip arp inspection vlan 1

Related Command Description
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Show the information of the DAI
inspection function of the specified
VLAN.

show ip arp
inspection vlan

10.2 Commands for
Configuring the L2 Port to a
Trusted Port

10.2.1 ip arp inspection trust

Use this command to configure the L2 port to a trusted port.The no option of this command will
restore the L2 port to a untrusted port.

ip arp inspection trust

no ip arp inspection trust

Default
configuration The L2 port is a untrusted port.
Command
mode Interface configuration mode.
If it is necessary to make the ARP message received by
U some interface pass the DAI inspection unconditionally,
sage
'dg i you can set the interface to a trusted port, indicating that
uidelines
g you do not need to check whether the ARP message
received by this interface is legal.
The configuration example below sets the gigabitEthernet
0/19 interface as the trusted port.
Examples
DES-7200(config)# interface gigabitEthernet 0/19
DES-7200(config-if)# ip arp inspection trust
Command Description
Related Show related DAI information
commands show ip arp inspection | on the interface, including the
interface trust state and rate limit of the
interface.
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On the NFPP-supported switches, interface rate is limited
Platform by NFPP rather than DAI. Therefore, if you execute this
description command on NFPP-supported switches, only the interface
trust state will be displayed.

10.3 DHCP Snooping Database
Related Configuration

When the corresponding DAI funciton of the VLAN is enabled and the L2 port which receives
the ARP message is configured to be a untrusted port, the validity of the ARP message is
needed to check based on the DHCP Snooping database. If no configuration is carried out for
the database, the ARP message passes the validity check. For the configuration on the DHCP
Snooping, refer to the DHCP Snooping Configuration.

10-3



DES-7200 CLI Reference Guide Chapter 11 IP Source Guard Configuration Commands

1 1 IP Source Guard

Configuration Commands

11.1 IP Source Guard Global
Command
1111 ip source binding

Use this command to add static user information to IP source address binding database. The

no form of this command deletes the corresponding static user:

[no] ip source binding mac-address vlan vlan-id ip-address [interface interface-id | ip-mac |

ip-only]

Parameter Description
mac-address Add user MAC address statically.
vlan-id Add user vlan id statically.

Parameter ) )

. ip-address Add user IP address statically.

description
interface-id Add user interface id statically.
ip-mac The global binding type is IP+MAC
ip-only The global binding type is IP only.

Default

configuration No static binding user.

Command

mode Global configuration mode.
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The following example shows how to configure a static
user:

DES-7200# configure terminal

DES-7200(config)# ip source binding 0000.0000.0001 vlan
1 1.1.1.1 interface FastEthernet 0/1

DES-7200(config)# end

Examples DES-7200# show ip source binding
MacAddress IpAddress Lease(sec) Type VLAN
Interface
0000.0000.0001 1.1.1.1 infinite static 1

FastEthernet 0/1

Total number of bindings: 1

Command Description
Related _
commands show ip source View the binding information of IP
binding source address and database.
Platform
description This command is supported on all switches.
11.2 IP Source Guard

Command in the Interface Mode

11.2.1 ip verify source

Use this command to enable IP Source Guard function on the interface, The no form of this
command disable the function.

[no]ip verify source [port-security]

Parameter Description
Parameter
- Configure IP Source Guard to do
description port-security g _
IP+MAC-based detection.
Default
configuration Disabled
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Command

mode Interface configuration mode.
This command enables IP Source Guard function on the
interface to do IP-based or IP+MAC-based detection.

Usage IP Source Guard takes effect only on DHCP Snooping

guidelines untrusted port. In other words, IP Source Guard does not
take effect when configuring it on Trust port or the port
which is not controlled by DHCP Snooping.
The following example configures IP Source Guard on
fastEthernet 0/1:

Exan1p|es DES-7200# configure terminal
DES-7200(config)# interface fastEthernet 0/1
DES-7200(config-if)# ip verify source
DES-7200(config-if)# end
Command Description

Related : : : —

commands show ip verify | View user filtering entry of IP Source
source Guard.

Platform

description This command is supported on all switches.

11.3 Other IP Source Guard
Commands
11.3.1 show ip source binding

Use this command to view the binding information of IP source address and database.

show ip binding [ip-address] [mac-address] [dhcp-shooping] [static] [vlan vlan-id]
[interface interface-id]

Parameter Parameter Description
description

o el I Binedine—int . :
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corresponding ip.

mac-address )
corresponding mac.

Show user binding information of

dhcp-snooping

Show binding information of dynamic

user.
) Show binding information of static
static
user.
. Show user binding information of
vlan-id .
corresponding vilan.
i Show user binding information of
Interface-id L
corresponding interface.
Default
configuration N/A.

Command

mode Privileged EXEC mode.

Usage

guidelines N/A.
DES-7200# show ip source binding static
MacAddress IpAddress Lease(sec) Type VLAN
Interface

Examples
0000.0000.0001 1.0.0.1 infinite static 1
FastEthernet 0/1
Total number of bindings: 1

Related Command Description

commands ip source binding | Set the binding static user.

Platform

description This command is supported on all switches.
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11.3.2 show ip verify source

Use this command to view user filtering entry of IP Source Guard.

show ip verify source [interface interface-id]

Parameter Description
Parameter
P Show user filterin entr of
description Interface-id . g Y
corresponding interface.
Command
mode Privileged EXEC mode.
If IP Source Guard is not enabled on the corresponding
interface, the printing information will be shown on the
terminal as: “IP source guard is not configured on the
interface FastEthernet 0/10”
Now, IP Source Guard supports the following filtering
modes:
Usage inactive-no-snooping-vlan: the interface isn’t within the
guidelines range of DHCP Snooping VLAN and IP Source Guard is
inactive.
inactive-trust-port : the interface is the trusted port
controlled by DHCP Snooping and IP Source Guard is
inactive.
active: the interface is the untrusted port ontrolled by
DHCP Snooping and IP Source Guard is active.
DES-7200 # show ip verify source
Interface Filter-type Filter-mode Ip-address Mac-address VLAN
FastEthernet 0/3 ip active 3.3.3.3 1
Examples
FastEthernet 0/3 ip active deny-all
FastEthernet 0/4 ip+mac active 4.4.4.4 0000.0000.0001
1
FastEthernet 0/4 ip+mac active deny-all
Related Command Description
commands ip verify source | Set IP Source Guard on the
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interface.

Platform
description This command is supported on all switches.
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1 2 NFPP Configuration

Commands

12.1.1 cpu-protect sub-interface
{manage | protocol | route} pps

Use this command to configure the traffic bandwidth of each type of packets.

cpu-protect sub-interface {manage | protocol | route} pps pps_vaule

Parameter Description
Parameter — )
description ops. value The rate limit threshold, ranging from 1
- to 8192
The default traffic bandwidths of each type of packets are:
Manage packets: 3000pps;
Default
Route packets: 3000pps;
Protocol packets: 3000pps.
Command
mode Global configuration mode.
DES-7200(config)# cpu-protect sub-interface manage pps
Examples
200
Command Description
cpu-protect
Related sub-interface Configure the percent value of each
commands {manage | | type of packets occupied in the buffer
protocol | | area.
route} percent
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12.1.2 cpu-protect sub-interface
{manage | protocol | route} percent

Use this command to configure the percent value of each type of packets occupied in the
buffer area.

cpu-protect sub-interface {manage | protocol | route} percent percent_vaule

Parameter Description
Parameter _
description percent_value The percent value, ranging from 1 to
100.
The default percent values of each type of packets
occupied in the buffer area are:
Default Manage packets: 30;
Route packets: 20;
Protocol packets: 45.
Command
mode Global configuration mode.
DES-7200(config)# cpu-protect sub-interface manage
Examples
percent 60
Command Description
cpu-protect
Related sub-interface ; e traffic bandwidth of each
commands {manage | Configure the traffic bandwidth of eac
type of packets.
protocol |
route} pps
12.2 ARP-guard

Configuration Commands

The ARP-guard configuration commands include:

12.2.1 arp-guard attack-threshold

Use this command to set the global attack threshold. When the packet rate exceeds the attack
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threshold, the attack occurs.

arp-guard attack-threshold {per-src-ip | per-src-mac | per-port} pps

Parameter Description
, Set the attack threshold for each
per-src-ip
source IP address.
Parameter Set the attack threshold for each
I per-src-mac
description source MAC address.
per-port Set the attack threshold for each port.
Set the attack threshold, in pps. The
S
PP valid range is [1,9999].
Default By default, the attack threshold for each source IP address
efau
Setti and source MAC address is 8pps; and the attack threshold
ettings
g for each port is 200pps.
Command
mode NFPP configuration mode.
Usage The attack threshold shall be equal to or greater than the
guidelines rate-limit threshold.
DES-7200(config)# nfpp
DES-7200(config-nfpp)# arp-guard attack-threshold
per-src-ip 2
Examples DES-7200(config-nfpp)#  arp-guard  attack-threshold
per-src-mac 3
DES-7200(config-nfpp)# arp-guard attack-threshold
per-port 50
Related Command Description
commands
nfpp Show the rate-limit threshold and
arp-guard
policy attack threshold.
show nfpp
arp-guard
summary Show the configurations.
show nfpp
arp-guard
hosts Show the monitored host.
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clear nfpp
arp-guard

hosts Clear the isolated host.

12.2.2 arp-guard enable

Use this command to enable the anti-ARP guard function globally.

arp-guard enable

Parameter Parameter Description
description - i
Default
Settings Enabled.
Command
mode NFPP configuration mode.
Usage
guidelines N/A
DES-7200(config)# nfpp
Examples
DES-7200(config-nfpp)# arp-guard enable
Command Description
Related nfpp arp-guard enable Ena.ble the anti-ARP attack on
commands the interface.
show nfpp arp-guard
summary Show the configurations.
12.2.3 arp-guard isolate-period

Use this command to set the arp-guard isolate time globally.

arp-guard isolate-period {seconds | permanent}

Parameter
description

Parameter Description

seconds

Set the isolate time, in seconds. The
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valid range is 0, or [30, 86400].
permanent Permanent isolation.
Default
Settings The default isolate time is 0, which means no isolation.
Command
mode NFPP configuration mode.
Usage
guidelines N/A
DES-7200(config)# nfpp
Examples
DES-7200(config-nfpp)# arp-guard isolate-period 180
Command Description
nfpp arp-guard i '
Related I _ p|pt p 9_ y Set the isolate time on the
isolate-perio '
commands p interface.
show nfpp arp-guard
summary Show the configurations.
12.2.4 arp-guard monitor-period

Use this command to configure the arp guard monitor time.

arp guard monitor-period seconds

Parameter Description
Parameter seconds
description Set the monitor time, in seconds. The
valid range is [180, 86400].
Default
Settings 600s
Command
mode NFPP configuration mode.
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When the attacker is detected, if the isolate period is

0, the attacker will be monitored by the software and the

timeout time will be the monitor period. During the

software monitoring, if the isolate period is not 0O, the

Usage software-monitored attacker will be auto-isolated by the

guidelines hardware and the timeout time will be the isolate period.
The monitor period is valid with the isolate period 0.

If the isolate period has changed to be 0, the
attackers on the interface will be removed rather than

being monitored by the software.

DES-7200(config)# nfpp

Examples
DES-7200(config-nfpp)# arp-guard monitor-period 180
Command Description
I show nfpp arp-guard
summary Show the configurations.
Related
commands show nfpp arp-guard . .
hosts Show the monitored host list.
clear nfpp arp-guard
hosts Clear the isolated host.
12.2.5 arp-guard

monitored-host-limit

Use this command to set the maxmum monitored host number.

arp-guard monitored-host-limit number

Parameter Description
Paran?et-er number The maximum  monitored host
description number. The valid range is
1-4294967295.
Default
Settings 1000
Command
mode NFPP configuration mode
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If the monitored host number has reached the default
1000, the administrator shall set the max-number smaller
than 1000 and it will prompt the message that %ERROR: The

value that you configured is smaller than current

monitored hosts 1000, please clear a part of monitored
Usage

guidelines

hosts. to remind the administrator of the invalid
configuration and removing the monitored hosts.
When the maximum monitored host number has been

exceeded, it prompts the message that %
NFPP_ARP_GUARD-4-SESSION_LIMIT: Attempt to exceed limit

of 1000 monitored hosts.to remind the administrator.

DES-7200(config)# nfpp

Exanwples DES-7200(config-nfpp)# arp-guard monitored-host-limit
200

Command Description
Related

commands

show nfpp arp-guard
summary Show the configurations.

arp-guard rate-limit

Use this command to set the arp guard rate limit.

arp-guard rate-limit {per-src-ip | per-src-mac | per-port} pps

Parameter Description
: Set the rate limit for each source IP
per-src-ip
address.
Parameter per-src-mac Set the rate limit for each source MAC
description address.
per-port Set the rate limit for each port.
pps Set the rate limit, in the range of
[1,9999]

The default rate limit for each source IP address and MAC
address is 4pps; the default rate limit for each port is
100pps.

Default
Settings
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Command
mode NFPP configuration mode.
Usage
guidelines N/A
DES-7200(config)# nfpp
DES-7200(config-nfpp)# arp-guard rate-limit per-src-ip 2
Examples DES-7200(config-nfpp)# arp-guard rate-limit per-src-mac
3
DES-7200(config-nfpp)# arp-guard rate-limit per-port 50
Command Description
Set the rate limit and the attack
Related nfpp arp-guard policy hreshold
commands threshold.
show nfpp arp-guard
summary Show the configurations.
12.2.7 arp-guard scan-threshold

Use this command to set the global scan threshold.

arp-guard scan-threshold pkt-cnt

Parameter Description
Parameter
description pkt-cnt Set the scan threshold, in the
range of 1-9999.
Default
Settings The default scan threshold is 15, in 10 seconds.
Command
mode NFPP configuration mode.
The scanning may occur on the condition that:
U more than 15 packets are received within 10 seconds;
sage
- the source MAC address for the link layer is constant while
guidelines
the source IP address is uncertain;
the source MAC and IP address for the link layer is
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constant while the destination IP address is uncertain.
DES-7200(config)# nfpp

Examples
DES-7200(config-nfpp)# arp-guard scan-threshold 20
Command Description
nfpp arp-guard Set the scan threshold on the
scan-threshold port.
show nfpp arp-guard

Related PP arp-g Show the configurations.
summary

commands
show nfpp arp-guard Show the ARP guard scan
scan table.
clear nfpp arp-guard Clear the ARP guard scan
scan table.

12.2.8 clear nfpp arp-guard hosts

Use this command to clear the monitored host isolation.

clear nfpp arp-guard hosts [vlan vid] [interface interface-id] [ip-address | mac-address]

Parameter Description
vid Set the VLAN ID.
Parameter interface-id Set the interface name and number.
description
ip-address Set the IP address.
mac-address Set the MAC address.
Default
Settings N/A.
Command
mode Privileged EXEC mode.
Usage Use this command without the parameter to clear all
guidelines monitored hosts.
Exan1p|es DES-7200# clear nfpp arp-guard hosts vlan 1 interface g0/1
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Related
commands

Command

Description

arp-guard

attack-threshold

Set the global attack threshold.

nfpp arp-guard
policy

Set the limit threshold and attack
threshold.

show nfpp

arp-guard hosts

Show the monitored host.

clear nfpp arp-guard scan

Use this command to clear ARP scanning table.

clear nfpp arp-guard scan

Parameter Parameter Description
description i, )
Default
Settings N/A.
Command
mode Privileged EXEC mode.
Usage
guidelines N/A.
Examples DES-7200# clear nfpp arp-guard scan
Command Description
arp-guard
related attack-threshold Set the global attack threshold.
ommand -
¢ S nfpp arp-guard Set the attack threshold.
policy
show nfpp Show the ARP scanning table.
arp-guard scan
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12.2.10 nfpp arp-guard enable

Use this command to enable the anti-ARP attack function on the interface.

nfpp arp-guard enable

Parameter Parameter Description
description . i
Default The anti-ARP attack function is not enabled on the
Settings interface.
Command
mode Interface configuration mode.
Usage The interface anti-ARP attack configuration is prior to the
guidelines global configuration.
DES-7200(config)# interface GO/1
Examples o
DES-7200(config-if)# nfpp arp-guard enable
Command Description
Enable the anti-ARP  attack
Related arp-guard enable _
function.
commands
show nfpp
arp-guard Show the configurations.
summary
12.2.11 nfpp arp-guard

isolate-period

Use this command to set the isolate period in the interface configuration mode.

nfpp arp-guard isolate-period {seconds | permanent}

Parameter
description

Parameter Description

Set the isolate period, in second. The
seconds valid range is 0, or [30, 86400]. O
indicates no isolation.
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permanent Permanent isolation.
Default
Settings By default, the isolate period is not configured.
Command
mode Interface configuration mode.
Usage
guidelines N/A
DES-7200(config)# interface GO/1
Examples o i i
DES-7200(config-if)# nfpp arp-guard isolate-period 180
Command Description
arp-guard . .
) i Set the global isolate period.
Related isolate-period
commands show nfpp
arp-guard Show the configurations.
summary
12.2.12 nfpp arp-guard policy

Use this command to set the rate-limit threshold and the attack threshold.

nfpp arp-guard policy {per-src-ip | per-src-mac | per-port} rate-limit-pps
attack-threshold-pps

Parameter Parameter Description
description
Set the rate-limit threshold and the
per-src-ip attack threshold for each source IP
address.

Set the rate-limit threshold and the
per-src-mac attack threshold for each source
MAC address.

Set the rate-limit threshold and the

per-port
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attack threshold for each port.

Set the rate-limit threshold with the
valid range of [1, 9999].

rate-limit-pps

Set the attack threshold with the
valid range of [1, 9999].

attack-threshold-pps

Default
Settings

Command
mode

Usage
guidelines

Examples

Related
commands

By default, the rate-limit threshold and the attack threshold
are not configured.

Interface configuration mode.

The attack threshold value shall be equal to or greater
than the rate-limit threshold.

DES-7200(config)# interface G 0/1

DES-7200(config-if)# nfpp arp-guard policy per-src-ip 2
10

DES-7200(config-if)# nfpp arp-guard policy per-src-mac 3
10

DES-7200(config-if)# nfpp arp-guard policy per-port 50
100

Command Description

arp-guard

attack-threshold Set the global attack threshold.

arp-guard

C Set the global rate-limit threshold.
rate-limit

show nfpp

arp-guard Show the configurations.
summary

show nfpp

Show the monitored host.
arp-guard hosts

clear nfpp
Clear the isolated host.

arp-guard hosts
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12.2.13 nfpp arp-guard
scan-threshold

Use this command to set the scan threshold.

nfpp arp-guard scan-threshold pkt-cnt

Parameter Description
Parameter
description pkt-cnt Set the scan threshold with the valid
range of [1, 9999].
Default By default, the sport-based scan threshold is not
Settings configured.
Command
mode Interface configuration mode.
Usage
guidelines N/A
DES-7200(config)# interface G 0/1
Examples o
DES-7200(config-if)# nfpp arp-guard scan-threshold 20
Command Description
arp-guard
attack-threshold | S€t the global attack threshold.
show nfpp
Related arp-guard Show the configurations.
commands summary
show nfpp
Show the ARP scan table.
arp-guard scan
clear nfpp
Clear the ARP scan table.
arp-guard scan
12.3 DHCP-guard

Configuration Commands

The DHCP-guard configuration commands include:
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dhcp-guard

attack-threshold

Use this command to set the global attack threshold. When the packet rate exceeds the attack
threshold, the attack occurs.

dhcp-guard attack-threshold { per-src-mac | per-port} pps

Parameter Description
Set the attack threshold for each
per-src-mac
Parameter source MAC address.
description per-port Set the attack threshold for each port.
S Set the attack threshold, in pps. The
PP valid range is [1,9999].
Default By default, the attack threshold for each source MAC
efau
_ address is 10pps; and the attack threshold for each port is
Settings
300pps.
Command
mode NFPP configuration mode.
Usage
guidelines N/A.
DES-7200(config)# nfpp
DES-7200(config-nfpp)#  dhcp-guard attack-threshold
Examples per-src-mac 15
DES-7200(config-nfpp)# dhcp-guard attack-threshold
per-port 200
Command Description
I nfpp dhcp-guard Show the rate-limit threshold
policy and attack threshold.
Related I show nfpp dhcp-guard
commands summary Show the configurations.
I show nfpp dhcp-guard
hosts Show the monitored host list.
I clear nfpp dhcp-guard
hosts Clear the monitored host.
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12.3.2 dhcp-guard enable

Use this command to enable the DHCP anti-attack function.

dhcp-guard enable

Parameter Parameter Description
description . i
Default
Settings Disabled
Command
mode NFPP configuration mode.
Usage
guidelines N/A

DES-7200(config)# nfpp
Examples

DES-7200(config-nfpp)# dhcp-guard enable

12.3.3 dhcp-guard isolate-period

Use this command to set the isolate time globally.

dhcp-guard isolate-period {seconds | permanent}

Parameter Description
Parameter seconds Set the isolate time, in seconds. The
description valid range is 0, or [30, 86400].
permanent Permanent isolation.

Default

Settings The default isolate time is 0, which means no isolation.
Command

mode NFPP configuration mode.

Usage The isolate period can be configured globally or based on
guidelines the interface. For one interface, if the isolate period is not
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set based on the interface, the global value shall be
adopted; or the interface-based isolate period shall be
adopted.
DES-7200(config)# nfpp

Examples
DES-7200(config-nfpp)# dhcp-guard isolate-period 180
Command Description
nfpp dhcp-guard i '

Related I _ p|pt p_gd Set the isolate time on the
isolate-perio i

commands p interface.

I show nfpp
dhcp_guard summary Show the Configurations.
12.3.4 dhcp-guard monitor-period

Use this command to configure the monitor time.

dhcp-guard monitor-period seconds

Parameter Description
Parameter seconds . - .
description Set the monitor time, in seconds. The
valid range is [180, 86400].
Default
Settings 600s
Command
mode NFPP configuration mode.
When the attacker is detected, if the isolate period is
0, the attacker will be monitored by the software and the
timeout time will be the monitor period. During the
software monitoring, if the isolate period is not O, the
Usage software-monitored attacker will be auto-isolated by the
guidelines hardware and the timeout time will be the isolate period.
The monitor period is valid with the isolate period 0.
If the isolate period has changed to be 0, the
attackers on the interface will be removed rather than
being monitored by the software.
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DES-7200(config)# nfpp
Examples
DES-7200(config-nfpp)# dhcp-guard monitor-period 180
Command Description
I show nfpp
dhcp-guard summary Show the Configurations.
Related
commands show nfpp
dhcp-guard hosts Show the monitored host list.
clear nfpp dhcp-guard
hosts Clear the isolated host.
12.3.5 dhcp-guard

monitored-host-limit

Use this command to set the maxmum monitored host number.

dhcp-guard monitored-host-limit number

Parameter Description

Paran?et'er number The maximum  monitored host

description number. The valid range is

1-4294967295.

Default

Settings 1000

Command

mode NFPP configuration mode
If the monitored host number has reached the default
1000, the administrator shall set the max-number smaller
than 1000 and it will prompt the message that %ERROR: The
value that you configured is smaller than current
monitored hosts 1000, please clear a part of monitored

Us.age. hosts. to remind the administrator of the invalid

guidelines configuration and removing the monitored hosts.
When the maximum monitored host number has been
exceeded, it prompts the message that %
NFPP_ARP_GUARD-4-SESSION_LIMIT: Attempt to exceed limit
of 1000 monitored hosts.to remind the administrator.
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DES-7200(config)# nfpp

Examples DES-7200(config-nfpp)# dhcp-guard monitored-host-limit
200
Command Description
Related
commands show nfpp dhcp-guard
summary Show the configurations.
12.3.6 dhcp-guard rate-limit

Use this command to set the rate-limit threshold globally.

dhcp-guard rate-limit { per-src-mac | per-port} pps

Parameter Description
Set the rate limit for each source MAC
per-src-mac
address.
Parameter
description per-port Set the rate limit for each port.
ops Set the rate limit, in the range of
[1,9999]
Default The default rate limit for each source MAC address is
Settings 5pps; the default rate limit for each port is 150pps.
Command
mode NFPP configuration mode.
Usage
guidelines N/A
DES-7200(config)# nfpp
DES-7200(config-nfpp)# dhcp-guard rate-limit
Examples per-src-mac 8
DES-7200(config-nfpp)# dhcp-guard rate-limit per-port
100
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Command Description
Related nfpp dhcp-guard | Set the rate limit and the attack
commands policy threshold.
show nfpp
dhcp-guard summary Show the Configurations.
12.3.7 clear nfpp dhcp-guard
hosts

Use this command to clear the monitored host isolation.

clear nfpp dhcp-guard hosts [vlan vid] [interface interface-id] [mac-address]

Parameter Description
vid Set the VLAN ID.
Parameter
description interface-id Set the interface name and number.
mac-address Set the MAC address.
Default
Settings N/A.
Command
mode Privileged EXEC mode.
Usage Use this command without the parameter to clear all
guidelines monitored hosts.
DES-7200# clear nfpp dhcp-guard hosts vlan 1 interface
Examples
g0/1
Command Description
dhcp-guard
attack-threshold Set the global attack threshold.
Related
commands nfpp dhcp-guard Set the limit threshold and attack
policy threshold.
show nfpp Show the monitored host
dhcp-guard hosts '

12-20



DES-7200 CLI Reference Guide Chapter 12 NFPP Configuration Commands

12.3.8 nfpp dhcp-guard enable

Use this command to enable the DHCP anti-attack function on the interface.

nfpp dhcp-guard enable

Parameter Parameter Description
description . i
Default The DHCP anti-attack function is not enabled on the
Settings interface.
Command
mode Interface configuration mode.
Usage The interface DHCP anti- attack configuration is prior to
guidelines the global configuration.
DES-7200(config)# interface GO/1
Examples o
DES-7200(config-if)# nfpp dhcp-guard enable
Command Description
Enable the anti-ARP  attack
Related dhcp-guard enable _
function.
commands
show nfpp
dhcp-guard Show the configurations.
summary
12.3.9 nfpp dhcp-guard

isolate-period

Use this command to set the isolate period in the interface configuration mode.

nfpp dhcp-guard isolate-period {seconds | permanent}

Parameter
description

Parameter Description

Set the isolate period, in second. The
seconds valid range is 0, or [30, 86400]. O
indicates no isolation.
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permanent Permanent isolation.
Default
Settings By default, the isolate period is not configured.
Command
mode Interface configuration mode.
Usage
guidelines N/A
DES-7200(config)# interface GO/1
Examples o i i
DES-7200(config-if)# nfpp dhcp-guard isolate-period 180
Command Description
dhcp-guard . .
) i Set the global isolate period.
Related isolate-period
commands show nfpp
dhcp-guard Show the configurations.
summary
12.3.10 nfpp dhcp-guard policy

Use this command to set the rate-limit threshold and the attack threshold.

nfpp dhcp-guard policy { per-src-mac | per-port} rate-limit-pps attack-threshold-pps

Parameter Description

Set the rate-limit threshold and the
per-src-mac attack threshold for each source
MAC address.

Parameter

q o per-port Set the rate-limit threshold and the
escription i

attack threshold for each port.

Set the rate-limit threshold with the

rate-limit-pps
valid range of [1, 9999].

attack-threshold-pps | Set the attack threshold with the
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valid range of [1, 9999].
Default By default, the rate-limit threshold and the attack threshold
Settings are not configured.
Command
mode Interface configuration mode.
Usage The attack threshold value shall be equal to or greater
guidelines than the rate-limit threshold.

DES-7200(config)# interface G 0/1

DES-7200(config-if)# nfpp dhcp-guard policy per-src-mac
Examples 310

DES-7200(config-if)# nfpp dhcp-guard policy per-port 50

100

Command Description

dhcp-guard

attack-threshold Set the global attack threshold.

dhcp-guard

2 Set the global rate-limit threshold.
rate-limit

Related show nfpp

commands dhcp-guard Show the configurations.
summary

show nfpp

dhcp-guard hosts Show the monitored host.

clear nfpp

dhcp-guard hosts Clear the isolated host.

12.4 DHCPv6-guard
Configuration Commands

The DHCPv6-guard configuration commands include:
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12.4.1 dhcpv6-guard
attack-threshold

Use this command to set the global attack threshold. When the packet rate exceeds the attack
threshold, the attack occurs.

Dhcpv6-guard attack-threshold { per-src-mac | per-port} pps

Parameter Description
Set the attack threshold for each
per-src-mac
Parameter source MAC address.
description per-port Set the attack threshold for each port.
S Set the attack threshold, in pps. The
PP valid range is [1,9999].
Default By default, the attack threshold for each source MAC
efau
_ address is 10pps; and the attack threshold for each port is
Settings
300pps.
Command
mode NFPP configuration mode.
Usage
guidelines N/A.
DES-7200(config)# nfpp
DES-7200(config-nfpp)# dhcpv6-guard attack-threshold
Examples per-src-mac 15
DES-7200(config-nfpp)# dhcpv6-guard attack-threshold
per-port 200
Command Description
I nfpp dhcpv6-guard Show the rate-limit threshold
policy and attack threshold.
Related I show nfpp _ .
commands dhcpv6-guard summary | Show the configurations.
I show nfpp
dhcpv6-guard hosts Show the monitored host list.
I clear nfpp
dhcpv6-guard hosts Clear the monitored host.
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12.4.2 dhcpv6-guard enable

Use this command to enable the DHCPv6 anti-attack function.

Dhcpv6-guard enable

Parameter Parameter Description
description . i
Default
Settings Disabled
Command
mode NFPP configuration mode.
Usage
guidelines N/A

DES-7200(config)# nfpp
Examples

DES-7200(config-nfpp)# dhcpv6-guard enable

12.4.3 dhcpv6-guard

isolate-period

Use this command to set the isolate time globally.

dhcpv6-guard isolate-period {seconds | permanent}

Parameter Description
Parameter seconds Set the isolate time, in seconds. The
description valid range is 0, or [30, 86400].
permanent Permanent isolation.
Default
Settings The default isolate time is 0, which means no isolation.
Command
mode NFPP configuration mode.
Usage The isolate period can be configured globally or based on
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guidelines the interface. For one interface, if the isolate period is not
set based on the interface, the global value shall be
adopted; or the interface-based isolate period shall be
adopted.
DES-7200(config)# nfpp

Examples
DES-7200(config-nfpp)# dhcpv6-guard isolate-period 180
Command Description
nfpp dhcpv6-guard Set the isolate time on the

Related isolate-period interface.

commands
show nfpp
dhcpv6-guard
summary Show the configurations.

12.4.4 dhcpv6-guard

monitor-period

Use this command to configure the monitor time.

dhcpv6-guard monitor-period seconds

Parameter Description
Parameter seconds . - .
description Set the monitor time, in seconds. The
valid range is [180, 86400].
Default
Settings 600s
Command
mode NFPP configuration mode.
When the attacker is detected, if the isolate period is
0, the attacker will be monitored by the software and the
timeout time will be the monitor period. During the
Usage software monitoring, if the isolate period is not 0O, the
guidelines software-monitored attacker will be auto-isolated by the
hardware and the timeout time will be the isolate period.
The monitor period is valid with the isolate period 0.
If the isolate period has changed to be 0, the
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attackers on the interface will be removed rather than
being monitored by the software.

DES-7200(config)# nfpp

Examples
DES-7200(config-nfpp)# dhcpv6-guard monitor-period 180
Command Description
I show nfpp

dhcpv6-guard
Related summary Show the Configurations.
commands show nfpp

dhcpve-guard hosts Show the monitored host list.

clear nfpp

dhcpv6-guard hosts Clear the isolated host.

dhcpvé-guard
monitored-host-limit

Use this command to set the maxmum monitored host number.

dhcpv6-guard monitored-host-limit number

Parameter Description
Parameter number The maximum monitored host
description number. The valid range is
1-4294967295.
Default
Settings 1000
Command
mode NFPP configuration mode
If the monitored host number has reached the default
1000, the administrator shall set the max-number smaller
U than 1000 and it will prompt the message that %ERROR: The
Sége. value that you configured is smaller than current
guidelines i i
monitored hosts 1000, please clear a part of monitored
hosts. to remind the administrator of the invalid
configuration and removing the monitored hosts.
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When the maximum monitored host number has been
exceeded, it prompts the message that %
NFPP_ARP_GUARD-4-SESSION_LIMIT: Attempt to exceed limit

of 1000 monitored hosts.to remind the administrator.

DES-7200(config)# nfpp

Exanwples DES-7200(config-nfpp)# dhcpv6-guard
monitored-host-limit 200
Command Description
Related
commands show nipp
dhcpvs_guard summary Show the Conﬁgurations.
12.4.6 dhcpv6-guard rate-limit

Use this command to set the rate-limit threshold globally.

dhcpv6-guard rate-limit { per-src-mac | per-port} pps

Parameter Description
Set the rate limit for each source MAC
per-src-mac
address.
Parameter
description per-port Set the rate limit for each port.
ops Set the rate limit, in the range of
[1,9999]
Default The default rate limit for each source MAC address is
Settings 5pps; the default rate limit for each port is 150pps.
Command
mode NFPP configuration mode.
Usage
guidelines N/A
DES-7200(config)# nfpp
Exanwples DES-7200(config-nfpp)# dhcpv6-guard rate-limit
per-src-mac 8
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Related
commands

DES-7200(config-nfpp)# dhcpv6-guard rate-limit per-port

100

Command

Description

nfpp  dhcpv6-guard | Set the rate limit and the attack

policy threshold.

show nfpp

dhcpv6-guard

summary Show the configurations.

clear nfpp dhcpv6-guard

hosts

Use this command to clear the monitored host isolation.

clear nfpp dhcpv6-guard hosts [vlan vid] [interface interface-id] [mac-address]

Parameter Description
vid Set the VLAN ID.
Parameter
description interface-id Set the interface name and number.
mac-address Set the MAC address.
Default
Settings N/A.
Command
mode Privileged EXEC mode.
Usage Use this command without the parameter to clear all
guidelines monitored hosts.
DES-7200# clear nfpp dhcpv6-guard hosts vlan 1 interface
Examples
g0/1
Related Command Description
commands dhcpv6-guard
attack-threshold Set the global attack threshold.
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nfpp
dhcpv6-guard

policy

threshold.

Set the limit threshold and attack

show nfpp
dhcpv6-guard
hosts

Show the monitored host.

12.4.8 nfpp dhcpv6-guard enable

Use this command to enable the DHCPvV6 anti-attack function on the interface.

nfpp dhcpv6-guard enable

Parameter Parameter Description
description . i
Default The DHCPv6 anti-attack function is not enabled on the
Settings interface.
Command
mode Interface configuration mode.
Usage The interface DHCPvV6 anti- attack configuration is prior to
guidelines the global configuration.
DES-7200(config)# interface GO/1
Examples o
DES-7200(config-if)# nfpp dhcpv6-guard enable
Command Description
Related dhcpv6-guard Enable the anti-ARP attack
elate .
enable function.
commands
show nfpp
dhcpv6-guard Show the configurations.
summary
12.4.9 nfpp dhcpvé-guard

isolate-period

Use this command to set the isolate period in the interface configuration mode.
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nfpp dhcpv6-guard isolate-period {seconds | permanent}

Parameter Description
Set the isolate period, in second. The
Parameter seconds valid range is 0, or [30, 86400]. O
description - . .
indicates no isolation.
permanent Permanent isolation.
Default
Settings By default, the isolate period is not configured.
Command
mode Interface configuration mode.
Usage
guidelines N/A
DES-7200(config)# interface GO/1
Examples DES-7200(config-if)# nfpp dhcpvb-guard isolate-period
180
Command Description
dhcpv6-guard . .
. . Set the global isolate period.
Related isolate-period
commands show nfpp
dhcpv6-guard Show the configurations.
summary
12.4.10 nfpp dhcpv6-guard policy

Use this command to set the rate-limit threshold and the attack threshold.

nfpp dhcpv6-guard policy { per-src-mac | per-port} rate-limit-pps attack-threshold-pps

Parameter Parameter Description
description

Set the rate-limit threshold and the
per-src-mac attack threshold for each source
MAC address.
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Set the rate-limit threshold and the

per-port
attack threshold for each port.

Set the rate-limit threshold with the
valid range of [1, 9999].

rate-limit-pps

Set the attack threshold with the
valid range of [1, 9999].

attack-threshold-pps

Default
Settings

Command
mode

Usage
guidelines

Examples

Related
commands

By default, the rate-limit threshold and the attack threshold
are not configured.

Interface configuration mode.

The attack threshold value shall be equal to or greater
than the rate-limit threshold.

DES-7200(config)# interface G 0/1

DES-7200(config-if)# nfpp dhcpv6-guard policy
per-src-mac 3 10

DES-7200(config-if)# nfpp dhcpv6-guard policy per-port
50 100

Command Description

dhcpv6-guard

attack-threshold Set the global attack threshold.

dhcpv6-guard

o Set the global rate-limit threshold.
rate-limit

show nfpp

dhcpv6-guard Show the configurations.
summary

show nfpp

dhcpv6-guard Show the monitored host.
hosts

clear nfpp

dhcpvé-guard Clear the isolated host.
hosts
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12.5 ICMP-guard
Configuration Commands
The ICMP-guard configuration commands include:
1251 icmp-guard

attack-threshold

Use this command to set the global attack threshold. When the packet rate exceeds the attack

threshold, the attack occurs.

icmp-guard attack-threshold { per-src-ip | per-port} pps

Parameter Description
] Set the attack threshold for each
per-src-ip
Parameter source IP address.
description per-port Set the attack threshold for each port.
S Set the attack threshold, in pps. The
PP valid range is [1,9999].
By default, the attack threshold and the rate-limit threshold
Default for each source IP address and each port are the same.
Settings For the default rate-limit threshold value, see the
icmp-guard rate-limit command.
Command
mode NFPP configuration mode.
Usage
guidelines N/A.
DES-7200(config)# nfpp
DES-7200(config-nfpp)# icmp-guard attack-threshold
Examples per-src-ip 600
DES-7200(config-nfpp)# icmp-guard attack-threshold
per-port 1200
Related Command Description
commands
I nfoo icmp-auard polic Show the rate-limit threshold
PP P9 poticy and attack threshold.
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show nfpp icmp-guard

summary

Show the configurations.

show nfpp icmp-guard

hosts

Show the monitored host list.

clear nfpp icmp-guard

hosts

Clear the monitored host.

12.5.2 icmp-guard enable

Use this command to enable the ICMP anti-attack function.

icmp-guard enable

Parameter Parameter Description
description . i
Default
Settings Enabled
Command
mode NFPP configuration mode.
Usage
guidelines N/A
DES-7200(config)# nfpp
Examples
DES-7200(config-nfpp)# icmp-guard enable
Command Description
Related nffp icmp-guard enable Enablle the ICMP anti-attack
commands function on the interface.
show nfpp icmp-guard
summary Show the configurations.
12.5.3 icmp-guard isolate-period

Use this command to set the isolate time globally.

icmp-guard isolate-period {seconds | permanent}
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Parameter Description
Parameter seconds Set the isolate time, in seconds. The
description valid range is 0, or [30, 86400].
permanent Permanent isolation.
Default
Settings The default isolate time is 0, which means no isolation.
Command
mode NFPP configuration mode.
The isolate period can be configured globally or based on
U the interface. For one interface, if the isolate period is not
sage
'dg i set based on the interface, the global value shall be
uidelines
g adopted; or the interface-based isolate period shall be
adopted.
DES-7200(config)# nfpp
Examples
DES-7200(config-nfpp)# icmp-guard isolate-period 180
Command Description
nfpp icmp-guard i '
Related I _ p|pt p 9 ) Set the isolate time on the
isolate-perio '
commands p interface.
I show nfpp
icmp-guard summary | Show the configurations.

12.5.4

icmp-guard monitor-period

Use this command to configure the monitor time.

icmp-guard monitor-period seconds

Parameter

Description

Parameter
description

seconds

Set the monitor time, in seconds. The
valid range is [180, 86400].
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Default

Settings 600s

Command

mode NFPP configuration mode.

When the attacker is detected, if the isolate period is
0, the attacker will be monitored by the software and the
timeout time will be the monitor period. During the
software monitoring, if the isolate period is not 0O, the

Usage software-monitored attacker will be auto-isolated by the
guidelines hardware and the timeout time will be the isolate period.
The monitor period is valid with the isolate period 0.

If the isolate period has changed to be 0, the
attackers on the interface will be removed rather than
being monitored by the software.

DES-7200(config)# nfpp
Examples
DES-7200(config-nfpp)# icmp-guard monitor-period 180
Command Description
I show nfpp
icmp-guard summary | Show the configurations.
Related
commands show nfpp ] ]
icmp-guard hosts Show the monitored host list.
clear nfpp icmp-guard
hosts Clear the isolated host.
1255 icmp-guard

monitored-host-limit

Use this command to set the maxmum monitored host number.

icmp-guard monitored-host-limit number

Parameter Description

Parameter number
description

The maximum  monitored host
number. The valid range is
1-4294967295.
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Default
Settings

Command
mode

Usage
guidelines

Examples

Related
commands

1000

NFPP configuration mode

If the monitored host number has reached the default
1000, the administrator shall set the max-number smaller
than 1000 and it will prompt the message that %ERROR: The

value that you configured is smaller than current
monitored hosts 1000, please clear a part of monitored
hosts. to remind the administrator of the invalid
configuration and removing the monitored hosts.

When the maximum monitored host number has been

exceeded, it prompts the message that %
NFPP_ARP_GUARD-4-SESSION_LIMIT: Attempt to exceed limit

of 1000 monitored hosts.to remind the administrator.

DES-7200(config)# nfpp

DES-7200(config-nfpp)# icmp-guard monitored-host-limit
200

Command Description

show nfpp icmp-guard
summary Show the configurations.

icmp-guard rate-limit

Use this command to set the rate-limit threshold globally.

icmp-guard rate-limit { per-src-ip | per-port} pps

Parameter
description

Parameter Description

Set the rate limit for each source IP

per-src-ip

address.
per-port Set the rate limit for each port.

Set the rate limit, in the range of
pps

[1,9999]
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Default The default rate-limit threshold for each source IP address
efau
Setti is half of the value for each port. The default rate-limit
ettings
g threshold value for each port varies with the products.
Command
mode NFPP configuration mode.
Usage
guidelines N/A
DES-7200(config)# nfpp
DES-7200(config-nfpp)# icmp-guard rate-limit per-src-ip
Examples 500
DES-7200(config-nfpp)# icmp-guard rate-limit per-port
800
Command Description
Related npr icmp-guard | Set the rate limit and the attack
commands policy threshold.
show nfpp
icmp_guard summary Show the Configurations.
12.5.7 icmp-guard trusted-host

Use this command to set the trusted hosts free form monitoring.
icmp-guard trusted-host ip mask

no icmp-guard trusted-host {all | ip mask}

Parameter Description
ip Set the IP address.
Parameter
description mask Set the IP mask.
all Delete the configurations of all trusted
hosts.
Default
Settings N/A.
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Command
mode

Usage
guidelines

Examples

Related
commands

NFPP configuration mode.

The administrator can use this command to set the trusted
host free from monitoring. The ICMP packets are allowed
to sent to the trusted host CPU without any rate-limit and
warning configuration. Configure the mask to set all hosts
in one network segment free from monitoring.

UP to 500 trusted hosts are supported.

DES-7200(config)# nfpp

DES-7200(config-nfpp)# icmp-guard trusted-host 1.1.1.0
255.255.255.0

Command Description
show nfpp
icmp-guard Show the configurations.
trusted-host

clear nfpp icmp-guard

hosts

Use this command to clear the monitored host isolation.

clear nfpp icmp-guard hosts [vlan vid] [interface interface-id] [ip-address]

Parameter Description
vid Set the VLAN ID.
Parameter
description interface-id Set the interface name and number.
ip-address Set the IP address.
Default
Settings N/A.
Command
mode Privileged EXEC mode.
Usage Use this command without the parameter to clear all
guidelines monitored hosts.
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Examples

Related
commands

DES-7200# clear nfpp icmp-guard hosts vlan 1 interface
g0/1

Command Description

icmp-guard

attack-threshold Set the global attack threshold.

nfpp icmp-guard Set the limit threshold and attack
policy threshold.

show nfpp

; Show the monitored host.
icmp-guard hosts

nfpp icmp-guard enable

Use this command to enable the ICMP anti-attack function on the interface.

nfpp icmp-guard enable

Parameter Parameter Description
description - i
Default The ICMP anti-attack function is not enabled on the
Settings interface.
Command
mode Interface configuration mode.
Usage The interface ICMP anti- attack configuration is prior to the
guidelines global configuration.
DES-7200(config)# interface GO/1
Examples
DES-7200(config-if)# nfpp icmp-guard enable
Related Command Description
commands

Enable the anti-ARP attack
function.

icmp-guard enable
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show nfpp
icmp-guard Show the configurations.
summary

12.5.10 nfpp icmp-guard
isolate-period

Use this command to set the isolate period in the interface configuration mode.

nfpp icmp-guard isolate-period {seconds | permanent}

Parameter Description
Set the isolate period, in second. The
Parameter . .
e seconds valid range is 0, or [30, 86400]. O
description . . .
indicates no isolation.
permanent Permanent isolation.
Default
Settings By default, the isolate period is not configured.
Command
mode Interface configuration mode.
Usage
guidelines N/A
DES-7200(config)# interface G0/1
Examples
DES-7200(config-if)# nfpp icmp-guard isolate-period 180
Command Description
icmp-guard . .
) ] Set the global isolate period.
Related isolate-period
commands show nfpp
icmp-guard Show the configurations.
summary
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12.5.11 nfpp icmp-guard policy

Use this command to set the rate-limit threshold and the attack threshold.

nfpp icmp-guard policy { per-src-ip | per-port} rate-limit-pps attack-threshold-pps

Parameter Description
Set the rate-limit threshold and the
per-src-ip attack threshold for each source IP
address.
Parameter per-port Set the rate-limit threshold and the
description attack threshold for each port.
- Set the rate-limit threshold with the
rate-limit-pps
valid range of [1, 9999].
attack-threshold-pps Set the attack threshold with the
valid range of [1, 9999].
Default By default, the rate-limit threshold and the attack threshold
Settings are not configured.
Command
mode Interface configuration mode.
Usage The attack threshold value shall be equal to or greater
guidelines than the rate-limit threshold.
DES-7200(config)# interface G 0/1
DES-7200(config-if)# nfpp icmp-guard policy per-src-ip 5
Examples 10
DES-7200(config-if)# nfpp icmp-guard policy per-port 100
200
Related Command Description
commands icmp-guard
attack-threshold Set the global attack threshold.
|cmp—_ggard Set the global rate-limit threshold.
rate-limit
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show nfpp

icmp-guard Show the configurations.
summary

show nfpp

. Show the monitored host.
icmp-guard hosts

clear nfpp

. Clear the isolated host.
icmp-guard hosts

12.6 IP-guard Configuration

Commands

The IP-guard configuration commands include:

It is worth mentioning that ip-guard is for the attack of the IP packets whose
destination IP address is not the local one. CPP(CPU Protect Policy) limits

¥ Caution the rate of the IP packets whose destination IP address is the local one.
IP-guard is not supported for the layer 2 switches and only supported for the
layer 3 switches.
12.6.1 ip-guard attack-threshold

Use this command to set the global attack threshold. When the packet rate exceeds the attack
threshold, the attack occurs.

ip-guard attack-threshold { per-src-ip | per-port} pps

Parameter Description
] Set the attack threshold for each
per-src-ip
Parameter source IP address.
description per-port Set the attack threshold for each port.
S Set the attack threshold, in pps. The
PP valid range is [1,9999].
Default By default, the attack threshold for each source IP address
Settings and each port are 20pps and 2000pps respectively.
Command
mode NFPP configuration mode.
Usage The attack threshold shall be equal to or larger than the
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guidelines rate-limit threshold.
DES-7200(config)# nfpp
DES-7200(config-nfpp)# ip-guard attack-threshold
Examples per-src-ip 2
DES-7200(config-nfpp)# ip-guard attack-threshold
per-port 50
Command Description
| . oo Show the rate-limit threshold
n ip-guard polic
PP IP-d potley and attack threshold.
Related I show nfpp ip-guard . .
commands summary Show the configurations.

I show nfpp ip-guard
hosts

Show the monitored host list.

clear nfpp ip-guard
hosts

Clear the monitored host.

ip-guard enable

ip-guard enable

Use this command to enable the IP anti-scanfunction.

Parameter Parameter Description
description ) ]
Default
Settings Enabled
Command
mode NFPP configuration mode.
Usage
guidelines N/A

DES-7200(config)# nfpp
Examples

DES-7200(config-nfpp)# ip-guard enable
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Command Description
Related
commands nffp ip-guard enable Enable the [P anti-scan
function on the interface.
12.6.3 ip-guard isolate-period

Use this command to set the isolate time globally.

ip-guard isolate-period {seconds | permanent}

Parameter Description
Parameter seconds Set the isolate time, in seconds. The
description valid range is 0, or [30, 86400].
permanent Permanent isolation.
Default
Settings The default isolate time is 0, which means no isolation.
Command
mode NFPP configuration mode.
Usage
guidelines N/A.
DES-7200(config)# nfpp
Examples
DES-7200(config-nfpp)# ip-guard isolate-period 180
Command Description
nfpp ip-guard i i
Related I ' p|ptp g - Set the isolate time on the
isolate-perio i
commands P interface.
show nfpp ip-guard
summary Show the configurations.
12.6.4 ip-guard monitor-period

Use this command to configure the monitor time.
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ip-guard monitor-period seconds

Parameter Description
Parameter seconds
description Set the monitor time, in seconds. The
valid range is [180, 86400].
Default
Settings 600s
Command
mode NFPP configuration mode.

When the attacker is detected, if the isolate period is
0, the attacker will be monitored by the software and the
timeout time will be the monitor period. During the
software monitoring, if the isolate period is not 0O, the

Usage software-monitored attacker will be auto-isolated by the
guidelines hardware and the timeout time will be the isolate period.
The monitor period is valid with the isolate period 0.

If the isolate period has changed to be 0, the
attackers on the interface will be removed rather than
being monitored by the software.

DES-7200(config)# nfpp
Examples
DES-7200(config-nfpp)# ip-guard monitor-period 180
Command Description
I show nfpp ip-guard
summary Show the configurations.
Related :
commands show nfpp ip-guard ' .
hosts Show the monitored host list.
clear nfpp ip-guard
hosts Clear the isolated host.
12.6.5 ip-guard

monitored-host-limit

Use this command to set the maxmum monitored host number.

ip-guard monitored-host-limit number
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Parameter Description

Parameter number The maximum  monitored host

description number. The valid range is

1-4294967295.

Default

Settings 1000

Command

mode NFPP configuration mode
If the monitored host number has reached the default
1000, the administrator shall set the max-number smaller
than 1000 and it will prompt the message that %ERROR: The
value that you configured is smaller than current
monitored hosts 1000, please clear a part of monitored

Usage . . . .

.g . hosts. to remind the administrator of the invalid

guidelines i . . .
configuration and removing the monitored hosts.
When the maximum monitored host number has been
exceeded, it prompts the message that %
NFPP_ARP_GUARD-4-SESSION_LIMIT: Attempt to exceed limit
of 1000 monitored hosts.to remind the administrator.
DES-7200(config)# nfpp

Examples DES-7200(config-nfpp)# ip-guard monitored-host-limit
200
Command Description

Related

commands show nfpp ip-guard
summary Show the configurations.

12.6.6 ip-guard rate-limit

Use this command to set the rate-limit threshold globally.

ip-guard rate-limit { per-src-ip | per-port} pps

Parameter
description

Parameter Description

Set the rate limit for each source IP

per-src-ip
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address.
per-port Set the rate limit for each port.
ops Set the rate limit, in the range of
[1,9999]

Default By default, the the rate-limit threshold for each source IP
Settings address and each port is 20pps and 100pps respectively.
Command
mode NFPP configuration mode.
Usage
guidelines N/A

DES-7200(config)# nfpp
Exanqples DES-7200(config-nfpp)# ip-guard rate-limit per-src-ip 2

DES-7200(config-nfpp)# ip-guard rate-limit per-port 50

Command Description

Set the rate limit and the attack
Related nfpp ip-guard policy hreshold
commands threshold.
show nfpp ip-guard
summary Show the configurations.
12.6.7 ip-guard scan-threshold

Use this command to set the global scan threshold.

ip-guard scan-threshold pkt-cnt

Parameter Description
Parameter
description pkt-cnt Set the scan threshold, in the
range of 1-9999.
Default
Settings The default scan threshold is 100, in 10 seconds.
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Command
mode NFPP configuration mode.
Usage
guidelines N/A.
DES-7200(config)# nfpp
Examples
DES-7200(config-nfpp)# ip-guard scan-threshold 20
Command Description
nfpp ip-guard Set the scan threshold on the
Related PP 1p-guar
scan-threshold port.
commands
show nfpp ip-guard
PP ip-g Show the configurations.
summary
12.6.8 ip-guard trusted-host

Use this command to set the trusted hosts free form monitoring.

ip-guard trusted-host ip mask

no ip-guard trusted-host {all | ip mask}

Parameter Description
ip Set the IP address.
Parameter
description mask Set the IP mask.
all Delete the configurations of all trusted
hosts.
Default
Settings N/A.
Command
mode NFPP configuration mode.
The administrator can use this command to set the trusted
Usage host free from monitoring. The ICMP packets are allowed
guidelines to sent to the trusted host CPU without any rate-limit and
warning configuration. Configure the mask to set all hosts
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Examples

Related
commands

in one network segment free from monitoring.

UP to 500 trusted hosts are supported.

DES-7200(config)# nfpp

DES-7200(config-nfpp)# ip-guard trusted-host 1.1.1.0
255.255.255.0

Command Description
show nfpp
ip-guard Show the configurations.
trusted-host

clear nfpp ip-guard hosts

Use this command to clear the monitored host isolation.

clear nfpp ip-guard hosts [vlan vid] [interface interface-id] [ip-address]

Parameter Description
vid Set the VLAN ID.
Parameter
description interface-id Set the interface name and number.
ip-address Set the IP address.
Default
Settings N/A.
Command
mode Privileged EXEC mode.
Usage Use this command without the parameter to clear all
guidelines monitored hosts.
Examples DES-7200# clear nfpp ip-guard hosts vlan 1 interface g0/1
Related Command Description
commands ip-guard

attack-threshold Set the global attack threshold.
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nfpp ip-guard Set the limit threshold and attack
policy threshold.

.ShOW nfpp Show the monitored host.

ip-guard hosts

12.6.10 nfpp ip-guard enable

Use this command to enable the ICMP anti-attack function on the interface.

nfpp ip-guard enable

Parameter Parameter Description
description ; )
Default
Settings The IP anti-scan function is not enabled on the interface.
Command
mode Interface configuration mode.
Usage The interface IP anti-scan configuration is prior to the
guidelines global configuration.
DES-7200(config)# interface GO/1
Examples
DES-7200(config-if)# nfpp ip-guard enable
Command Description
. Enable the anti-ARP  attack
Related ip-guard enable _
function.
commands
show nfpp
ip-guard Show the configurations.
summary
12.6.11 nfpp ip-guard

isolate-period

Use this command to set the isolate period in the interface configuration mode.

nfpp ip-guard isolate-period {seconds | permanent}
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Parameter Description
Set the isolate period, in second. The
Pararr.1et-er seconds valid range is 0, or [30, 86400]. O
description - . .
indicates no isolation.
permanent Permanent isolation.
Default
Settings By default, the isolate period is not configured.
Command
mode Interface configuration mode.
Usage
guidelines N/A
DES-7200(config)# interface GO/1
Examples o i i i
DES-7200(config-if)# nfpp ip-guard isolate-period 180
Command Description
ip-guard . .
Related ) . Set the global isolate period.
isolate-period
commands
show nfpp _ .
. Show the configurations.
ip-guard summary
12.6.12 nfpp ip-guard policy

Use this command to set the rate-limit threshold and the attack threshold.

nfpp ip-guard policy { per-src-ip | per-port} rate-limit-pps attack-threshold-pps

Parameter
description

Parameter Description

Set the rate-limit threshold and the
per-src-ip attack threshold for each source IP
address.

Set the rate-limit threshold and the
attack threshold for each port.

per-port
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Set the rate-limit threshold with the
valid range of [1, 9999].

rate-limit-pps

Set the attack threshold with the
valid range of [1, 9999].

attack-threshold-pps

Default By default, the rate-limit threshold and the attack threshold
Settings are not configured.

Command

mode Interface configuration mode.

Usage The attack threshold value shall be equal to or greater
guidelines than the rate-limit threshold.

DES-7200(config)# interface G 0/1

Examples DES-7200(config-if)# nfpp ip-guard policy per-src-ip 2 10

DES-7200(config-if)# nfpp ip-guard policy per-port 50 100

Command Description

ip-guard

attack-threshold Set the global attack threshold.

ip-guard rate-limit | Set the global rate-limit threshold.

Related show nfpp _ _
commands ip-guard summary Show the configurations.
show nfpp

. Show the monitored host.
ip-guard hosts

clear nfpp

. Clear the isolated host.
ip-guard hosts

12.6.13 nfpp ip-guard
scan-threshold

Use this command to set the scan threshold.

nfpp ip-guard scan-threshold pkt-cnt

Parameter Parameter Description

description pkt-cnt Set the scan threshold with the valid
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range of [1, 9999].
Default By default, the sport-based scan threshold is not
Settings configured.
Command
mode Interface configuration mode.
Usage
guidelines N/A

DES-7200(config)# interface G 0/1

Examples o i
DES-7200(config-if)# nfpp ip-guard scan-threshold 20
Command Description

Related ip-guard

attack-threshold Set the global attack threshold.

commands
show nfpp
. Show the configurations.
ip-guard summary

12.7 ND-guard Configuration
Commands

The ND-guard configuration commands include:

12.7.1 nd-guard attack-threshold

Use this command to set the global attack threshold. When the packet rate exceeds the attack
threshold, the attack occurs.

nd-guard attack-threshold per-port{ ns-na | rs | ra-redirect } pps

Parameter Description
Set the neighbor request and
ns-na . .
neighbor advertisement.
Parameter rs Set the router request.
description ) Set the router advertisement and the
ra-redirect )
redirect packets.
Set the attack threshold, in pps. The
S
PP valid range is [1,9999].
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Default By default, the default attack threshold for the ns-na, rs and
Settings ra-redirect on each port is 30.
Command
mode NFPP configuration mode.
Usage The attack threshold shall be equal to or larger than the
guidelines rate-limit threshold.
DES-7200(config)# nfpp
DES-7200(config-nfpp)# nd-guard attack-threshold per-p
ort ns-na 20
Examples DES-7200(config-nfpp)# nd-guard attack-threshold per-p
ort rs 10
DES-7200(config-nfpp)# nd-guard attack-threshold
per-port ra-redirect 10
Command Description
Show the rate-limit threshold
Related I nfpp ip-guard policy ; < threshold
commands and attack threshold.
show nfpp ip-guard
summary Show the configurations.
12.7.2 nd-guard enable

Use this command to enable the ND anti-attack function.

nd-guard enable

Parameter Parameter Description
description } )

Default

Settings Enabled

Command

mode NFPP configuration mode.
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Usage
guidelines N/A
DES-7200(config)# nfpp
Examples
DES-7200(config-nfpp)# nd-guard enable
Command Description
Related nffp nd-guard enable Ena@le the ND anti-attack
commands function on the interface.
show nfpp nd-guard
summary Show the configurations.
12.7.3 nd-guard rate-limit

Use this command to set the rate-limit threshold globally.

nd-guard rate-limit per-port {ns-na | rs | ra-redirect} pps

Parameter Description
Set the neighbor request and
ns-na . .
neighbor advertisement.
Parameter rs Set the router request.
description ) Set the router advertisement and the
ra-redirect i
redirect packets.
S Set the attack threshold, in pps. The
PP valid range is [1,9999].
Default By default, the default rate-limit threshold for the ns-na, rs
Settings and ra-redirect on each port is 15.
Command
mode NFPP configuration mode.
Usage
guidelines N/A
Examples DES-7200(config)# nfpp
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DES-7200(config-nfpp)# nd-guard rate-limit per-port ns
-na 10

DES-7200(config-nfpp)# nd-guard rate-limit per-port rs
5

DES-7200(config-nfpp)# nd-guard rate-limit per-port

ra-redirect 5

Command Description
Set the rate limit and the attack
Related nfpp nd-guard policy hreshold
commands threshold.
show nfpp nd-guard
summary Show the configurations.
12.7.4 nfpp nd-guard enable

Use this command to enable the ND anti-attack function on the interface.

nfpp nd-guard enable

Parameter Parameter Description
description - )
Default
Settings The ND anti-attack function is not enabled on the interface.
Command
mode Interface configuration mode.
Usage The interface ND anti-attack configuration is prior to the
guidelines global configuration.
DES-7200(config)# interface GO/1
Examples
DES-7200(config-if)# nfpp nd-guard enable
Related Command Description
commands
nd-guard enable | Enable the ND anti- attack function.
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show nfpp
nd-guard Show the configurations.
summary

12.7.5 nfpp nd-guard policy

Use this command to set the rate-limit threshold and the attack threshold.

nfpp nd-guard policy per-port {ns-na | rs | ra-redirect} rate-limit-pps attack-threshold-

pps

Parameter
description

Parameter Description

Set the neighbor request and
ns-na
neighbor advertisement.

rs Set the router request.

Set the router advertisement and
the redirect packets.

ra-redirect

Set the rate-limit threshold with the
valid range of [1, 9999].

rate-limit-pps

Set the attack threshold with the
valid range of [1, 9999].

attack-threshold-pps

Default
Settings

Command
mode

Usage
guidelines

By default, the rate-limit threshold and the attack threshold
are not configured.

Interface configuration mode.

The attack threshold value shall be equal to or greater
than the rate-limit threshold.

For ND snhooping, the port is classified into untrusted port
and trusted port. The untrusted port connects to the host
and the trusted port connects to the gateway. The rate-limt
threshold for the trusted port shall higher than the one for
the untrusted port because the traffic of the trusted port
generally is higher than the traffic of the untrusted port.
For the trusted port with ND snooping enabled, ND
shooping advertises ND guard to set the rate-limit
threshold and attack threshold for the three categories of
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50 100

20

ra-redirect 10 20

packets as 800pps and 900pps respectively.

DES-7200(config)# interface G 0/1

DES-7200(config-if)# nfpp nd-guard policy per-port ns-na

Exarnples DES-7200(config-if)# nfpp nd-guard policy per-port rs 10

DES-7200(config-if)# nfpp nd-guard policy per-port

Command

Description

nd-guard
attack-threshold

Set the global attack threshold.

Related nd-guard
commands rate-limit

Set the global rate-limit threshold.

show nfpp
nd-guard
summary

Show the configurations.

12.8 Defined-guard
Configuration Commands
The defined-guard configuration commands include:
12.8.1 clear nfpp define name

hosts

Use this command to clear the monitored hosts. If the host is isolated, you need to disisolate it.

clear nfpp define name hosts [vlan vid] [interface interface-id] [ip-address] [mac-address]

[ipv6-address]

Parameter

Description

name

Defined guard name

Parameter vid

VLAN ID

description interface-id

Interface name

ip-address

IP address

ipv6-address

IPv6 address

12-59



12.8.2

DES-7200 CLI Reference Guide

Chapter 12 NFPP Configuration Commands

Default
Settings

Command
mode

Usage
guidelines

Examples

Related
commands

N/A

Privileged mode.

Use this command without the parameter to clear all
monitored hosts.

DES-7200# clear nfpp define tcp hosts vlan 1 interface

g 071

Command

Description

I show nfpp define hosts

Show the isolated hosts.

define name enable

define name enable

Use this command to enable the user-defined anti-attack globally.

Parameter Parameter Description

description name Define guard name

Default

Settings N/A

Command

mode NFPP configuration mode.

Usage This command takes effect only after the match, rate-out,

guidelines rate-limit and attack-threshold have been configured.
DES-7200(config)# nfpp

Examples
DES-7200(config-nfpp)#define tcp enable

Related Command Description
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show nfpp define
summary

Show the user-defined
anti-attack configurations

12.8.3 isolate-period

Use this command to set the isolate time.

isolate-period {seconds | permanent}

Parameter Description
seconds Set the isolate time, in seconds. The
Parameter . .
o valid range is 0 or [30, 86400]. 0 for no
description . .
isolation.
permanent Permanent isolation.
Default
Settings The default isolate time is 0, which means no isolation.
Command
mode NFPP define configuration mode.
U If the isolate time is not O, the host with the packets rate
sage
'dg i exceeding the attack threshold will be isolated and the
uidelines
g packets sent by this host will be discarded.
DES-7200(config)# nfpp
Exanwples DES-7200(config-nfpp)# nfpp define tcp
DES-7200(config-nfpp-define)#isolate-period permanent
Command Description
Related
commands I show nfpp define | Show the user-defined
summary anti-attack configurations
12.8.4 match

Use this command to specify the message matching filed for the user-defined anti-attack.

match [etype type] [src-mac smac [src-mac-mask smac_mask] ] [dst-mac dmac
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[dst-mac-mask dst_mask]] [protocol protocol] [src-ip sip [src-ip-mask sip-mask]] [src-ipv6
sipv6 [src-ipv6-masklen sipv6-masklen]] [dst-ip dip [dst-ip-mask dip-mask]] [dst-ipv6 dipv6
[dst-ipv6-masklen dipv6-masklen]][src-port sport] [dst-port dport]

Parameter Description
type Ethernet link layer packet type
smac Source MAC address
smac_mask Source MAC address mask
dmac Destination MAC address
dmac_mask Destination MAC address mask
protocol IPv4/v6 message protocol
sip Source IPv4 address

Parameter sip_mask Source IPv4 address mask

description sipv6 Source IPv6 address
sipv6_masklen Source IPv6 address mask
dip Destination IPv4 address
dip_mask Destination IPv4 address mask
dipvé Destination IPv6 address
dipvé_masklen Length of the destination IPv6

address mask.

sport Source port
dport Destination port

Default

Settings N/A

Command

mode NFPP configuration mode.

Usage Use this command to create a new user-defined
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guidelines anti-attack type and specify the message fileds to be
matched.

DES-7200(config)# nfpp

Examples DES-7200(config-nfpp)# nfpp define tcp
DES-7200(config-nfpp-define)#match etype 0x0800 protocol
0x06
Command Description

Related

commands show nfpp define | show  the user-defined
summary anti-attack configurations

12.8.5 monitored-host-limit

Use this command to set the maxmum monitored host number.

monitored-host-limit number

Parameter Description

Pararr.1et-er number The maximum monitored host

description number. The valid range is

1-4294967295.

Default

Settings 1000

Command

mode NFPP define configuration mode
If the monitored host number has reached the default
1000, the administrator shall set the max-number smaller
than 1000 and it will prompt the message that %ERROR: The
value that you configured is smaller than current
monitored hosts 1000, please clear a part of monitored

Us.age. hosts. to remind the administrator of the invalid

guidelines configuration and removing the monitored hosts.
When the maximum monitored host number has been
exceeded, it prompts the message that % %
NFPP_DEFINE-4-SESSION_LIMIT: Attempt to exceed limit of
name’s 1000 monitored hosts. t0 remind the administrator.
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Examples

Related
commands

DES-7200(config)# nfpp
DES-7200(config-nfpp)# nfpp define tcp

DES-7200(config-nfpp-define)#monitored-host-limit 500

Command Description

show  nfpp  define | Show the  user-defined

summary anti-attack configurations

monitor period

Use this command to set the monitoring time.

monitor-period seconds

Parameter Description
Parameter seconds N .
description Set the monitor time, in seconds. The
valid range is [180, 86400].
Default
Settings 600s
Command
mode NFPP define configuration mode.

When the attacker is detected, if the isolate period is
0, the attacker will be monitored by the software and the
timeout time will be the monitor period. During the
software monitoring, if the isolate period is not 0, the

Usage software-monitored attacker will be auto-isolated by the
guidelines hardware and the timeout time will be the isolate period.
The monitor period is valid with the isolate period 0.

If the isolate period has changed to be 0, the
attackers on the interface will be removed rather than
being monitored by the software.

DES-7200(config)# nfpp
Exan1p|es DES-7200(config-nfpp)# nfpp define tcp
DES-7200(config-nfpp-define)#monitor-period 1000
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Command Description
Related _
commands show nfpp define | show  the user-defined
summary anti-attack configurations
12.8.7 nfpp define
Use this command to create the user-defined anti-attack type.
nfpp define name
Parameter Description
Parameter
description name Name of the user-defined
anti-attack type.
Default
Settings N/A
Command
mode NFPP configuration mode.
Usage Use this command to create a new user-defined
guidelines anti-attack type.
DES-7200(config)# nfpp
Exanwples DES-7200(config-nfpp)# nfpp define tcp
DES-7200(config-nfpp-define)#
Command Description
Related ) .
commands show nfpp define | Show the user-defined
summary anti-attack configurations
12.8.8 trusted-host

Use this command to set the trusted hosts free form monitoring.

trusted-host {mac mac_mask | ip mask | IPv6/prefixlen}

no trusted-host {all | ip mask | IPv6/prefixlen }
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Parameter Description
ip Set the IP address.
mac MAC address.
mac_mask MAC address mask.
Parameter
description IPv6/prefixlen IPv6 address and mask length
mask IP mask.
Delete the configurations of all trusted
all hosts with the no form of this
command.
Default
Settings N/A.
Command
mode NFPP define configuration mode.
The administrator can use this command to set the trusted
host free from monitoring. The ICMP packets are allowed
to sent to the trusted host CPU without any rate-limit and
warning configuration. Configure the mask to set all hosts
in one network segment free from monitoring.
Usage
s UP to 500 trusted hosts are supported.
guidelines
Before configuring the trusted-host, the match type must
be configured. If the message type configured by the
match is Ipv4, the Ipv6 trusted addresses are not allowed.
In the same way, if the message type is IPv6, the IPv4
trusted addresses are not allowed.
DES-7200(config)# nfpp
DES-7200(config-nfpp)# define tcp
Examples
DES-7200(config-nfpp-define)#trusted-host 1.1.1.1
255.255.255.255
Related Command Description
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show nfpp define | Show the trusted host
trusted-host configurations.
12.8.9 global-policy

Use this command to set the rate-limit threshold and attack threshold based on the host or

port.

global-policy {per-src-mac | per-src-ip | per-port} rate-limit-pps attack-threshold-pps

Parameter
description

Parameter Description

Perform the rate statistics based on

per-src-ip
the source IP / VID and port.

Perform the rate statistics based on
the source MAC / VID and port.

per-src-mac

Perform the rate statistics based on
per-port each physical port of receiving the
packets.

rate-limit-pps Set the rate-limit threshold.

attack-threshold-pps | Set the attack threshold.

Default
Settings

Command

mode

Usage
guidelines

N/A.

NFPP define configuration mode.

To create a user-defined anti-attack type, the classification
rule for the rate statistics must be specified, that is,
recognize the host based on the source IP address/
source MAC address for the user-defined packets rate
statistics based on the user / port and specify the rate-limit
threshold and attack threshold for each classification. The
rate-limit threshold shall be equal to or greater than the
attack threshold. If the rate is greater than the rate-limit
threshold, the packets that meet this classification rule will
be discarded. If the rate exceeds the attack threshold, the
user will be regarded as an attacker. The log will be
printed and the trap will be sent. For the classification
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based on the user, the user will be isolated according to
the isolate period.
DES-7200(config)# nfpp
DES-7200(config-nfpp)# nfpp define tcp
DES-7200(config-nfpp-define)# global-policy per-src-ip
Examples
10 20
DES-7200(config-nfpp-define)# global-policy per-port 100
200
Command Description
nfpp define name | Set the rate-limit threshold and
Related li
policy attack threshold.
commands
show nfpp define | Show the user-defined anti-attack
summary configurations
12.8.10 nfpp define name enable

Use this command to enable the user-defined anti-attack function on the interface.

nfpp define name enable

Parameter Description
Parameter
description name Name of the user-defined anti-attack
type
Default
Settings N/A
Command
mode Interface configuration mode.
U This command takes effect only after the name of the
sage
] ¢ ) user-defined anti-attack and the match, rate-count,
guidelines . '
rate-limit and the attack-threshold have been configured.
DES-7200(config)# interface GO/1
Examples
DES-7200(config-if)# nfpp define tcp enable
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Command Description
Related
commands show nfpp define | Show the user-defined anti-attack
summary configurations
12.8.11 nfpp define name

isolate-period

Use this command to set the local isolate period in the interface configuration mode.

nfpp define name isolate-period {seconds | permanent}

Parameter Description
Set the isolate period, in second. The
seconds valid range is 0, or [30, 86400]. O
Parameter indicates no isolation.
description
Name of the user-defined anti-attack
name
type.
permanent Permanent isolation.
Default By default, the local isolate period is not configured. The
Settings global isolate period is used.
Command
mode Interface configuration mode.
Usage
guidelines N/A
DES-7200(config)# interface G 0/1
Examples
DES-7200(config-if)# nfpp define tcp isolate-period 180
Command Description
Related isolate-period Set the global isolate period.
commands show nfpp define , i
Show the configurations.
summary
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nfpp define name policy

Use this command to set the local rate-limit threshold and the attack threshold.

nfpp define name policy {per-src-ip | per-src-mac | per-port} rate-limit-pps
attack-threshold-pps
Parameter Description
. Set the attack threshold for each
per-src-ip
source IP address.
Set the attack threshold for each
Parameter per-port
o port.
description
- Set the rate-limit threshold with the
rate-limit-pps
valid range of [1, 9999].
attack-threshold-pps Set the attack threshold with the
valid range of [1, 9999].
Default By default, the rate-limit threshold and the attack threshold
Settings are not configured.
Command
mode Interface configuration mode.
Usage The attack threshold value shall be equal to or greater
guidelines than the rate-limit threshold.
DES-7200(config)# interface G 0/1
DES-7200(config-if)# nfpp define tcp policy per-src-ip 2
Examples 10
DES-7200(config-if)# nfpp define tcp policy per-port 50
100
Related Command Description
commands o
_ . Set the global rate-limit threshold
define-policy
and attack threshold.
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show nfpp define | Show the user-defined anti-attack
summary configurations.

12.9 NFPP Log Configuration
Commands

The NFPP log configuration commands include:

12.9.1 clear nfpp log

Use this command to clear the NFPP log buffer area.

clear nfpp log

Parameter Parameter Description
description - -
Default
Settings N/A
Command
mode Privileged EXEC mode.
Usage
guidelines N/A
DES-7200# clear nfpp log
Examples
32 log-buffer entries were cleared.
Command Description
Related I Show the NFPP log
commands show nfpp log configurations or the log
buffer area.
12.9.2 log-buffer entries

Use this command to set the NFPP log buffer area size.

log-buffer entries number
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Parameter Description
Parameter
description number The buffer area size. The valid range
is [0, 1024].
Default
Settings 256.
Command
mode NFPP configuration mode.
Usage
guidelines N/A
DES-7200(config)# nfpp
Examples
DES-7200(config-nfpp)# log-buffer entries 50
Command Description
log-b
uffer
logs
numb
er_of Show the rate of
_mes the syslog
sage generated from
Related inter the NFPP buffer
commands val area.
lengt
h_in_
seco
nds
sho Show the NFPP
w log configuration
nfpp or the log buffer
log area.
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log-buffer logs

Use this command to set the rate of syslog generated from the NFPP log buffer area.

log-buffer logs number_of message interval length_in_seconds

Parameter Description
The valid range is 0-1024.
number_of message 0 indicates that all logs are
recorded in the specific buffer area
and no syslogs are generated.
The valid range is 0-86400(one
day).
0 indicates not to write the log to
the buffer area but generate the
Pararr.1et-er syslog immediately.
description With both the number_of _message
and length_in_seconds values are
length_in_seconds | 0, it indicates not to write the log to
the buffer area but generate the
syslog immediately.
The parameter
number_of message
/length_in_second indicates the
rate of syslog generated from the
NFPP log buffer area.
Default By default, the number_of message is 1 and the
Settings length_in_seconds is 30.
Command
mode NFPP configuration mode.
Usage
guidelines N/A
DES-7200(config)# nfpp
Examples
DES-7200(config-nfpp)# log-buffer logs 2 interval 12
Related Command Description
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I ) Set the NFPP log buffer
log-buffer entries number .
area size.
| Show the NFPP log
show nfpp log summary | configurations or the log
buffer area.

12.9.4 logging

Use this command to set the VLAN or the interface log for NFPP.
logging vlan vlan-range

logging interface interface-id

Parameter Description
Set the specified VLAN range, in the
Parameter vlan-range p 9
description format such as “1-3, 5".
interface-id Set the interface ID.
Default
Settings All logs are recorded..
Command
mode NFPP configuration mode.
Usage Use this command to filter the logs and records the logs
guidelines within the specified VLAN range or the specified port.
The following example shows the administrator how to
record the logs in VLAN 1. VLAN 2. VLAN 3 and VLAN 5
only:
DES-7200(config)# nfpp
DES-7200(config-nfpp)# logging vlan 1-3,5
Examples
The following example shows the administrator how to
record the logs on the interface GigabitEthernet 0/1 only:
DES-7200(config)# nfpp
DES-7200(config-nfpp)# logging interface G 0/1
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Command Description
Related
commands show nfpp log Show the NFPP log configurations
summary or the log buffer area.
12.9.5 show nfpp log

Use this command to show the NFPP log configuration.

show nfpp log summary

Use this command to show the NFPP log buffer area content.

show nfpp log buffer [statistics]

Parameter Description
Parameter
description statistics Show the statistical information of
the NFPP log buffer area.
Default
Settings N/A.
Command
mode Privileged EXEC mode.
When the log buffer area is full, the subsequent logs are to
be dropped, and an entry with all attributes "-" is displayed
in the log buffer area. The administrator shall increase the
capacity of the log buffer area or improve the rate of
Usage generating the syslog.
guidelines The generated syslog in the log buffer area carries with
the timestamp, for example:
%NFPP_ARP_GUARD-4-DOS_DETECTED:
Host<IP=N/A,MAC=0000.0000.0004,port=Gi4/1,VLAN=1> was
detected. (2009-07-01 13:00:00)
The following example shows the NFPP log configurations:
DES-7200#show nfpp log summary
Examples i
Total log buffer size : 10
Syslog rate : 1 entry per 2 seconds
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Logging:
VLAN 1-3, 5
interface Gi 0/1

interface Gi 0/2

The following example shows the log number in the buffer
area:
DES-7200#show nfpp log buffer statistics

There are 6 logs in buffer.

The following example shows the NFPP log buffer area:
DES-7200#show nfpp log buffer

Protocol VLAN Interface IP address MAC address Reas
on Timestamp
ARP 1 Gi0/1 1.1.1.1 - DoS

2009-05-30 16:23:10

ARP 1 Gio/1 1.1.1.1 - I1SOLATED
2009-05-30 16:23:10

ARP 1 Gi0/1 1.1.1.2 - DoS
2009-05-30 16:23:15

ARP 1 Gi0/1 1.1.1.2 - ISOLATE_FAI

LED 2009-05-30 16:23:15

ARP 1 Gi0/1 - 0000.0000.0001 SCAN

2009-05-30 16:30:10
ARP - Gi0/2 - - PORT_ATTACK
ED 2009-05-30 16:30:10

Field Description

Protocol ARP, IP, ICMP, DHCP,
DHCPv6, NS-NA, RS,
RA-REDIRECT

Reason 1. DoS

2. ISOLATED

3. ISOLATE_FAILE
4. SCAN

5. PORT_ATTACKED
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Related Command Description
commands clear nfpp log Clear the NFPP log buffer area.
12.10 ARP-guard Showing

Related Commands

12.10.1 show nfpp arp-guard hosts

Use this command to show the monitored host.

show nfpp arp-guard hosts [statistics | [[vlan vid] [interface interface-id] [ip-address |
mac-address]]]

Parameter Description
. Show the statistical information of the
statistics
monitored host.
Parameter vid The VLAN ID.
description _ _
interface-id The interface name.
ip-address The IP address.
mac-address The MAC address.
Default
Settings N/A.
Command
mode Privileged EXEC mode.
Usage
guidelines N/A.
The following example shows the statistical information of
the monitored host:
DES-7200# show nfpp arp-guard hosts statistics
Exam ples success fail total
100 20 120
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Related
commands

The following example shows the monitored host:
DES-7200# show nfpp arp-guard hosts

If column 1 shows "*", it means "hardware do not isolate
user' .

VLAN interface IP address MAC address remain-time(s)

1 Gi0/1 1.1.1.1 - 110
2 Gi0/2 1.1.2.1 - 61
*3 Gi0/3 - 0000.0000.1111 110
4 Gi0/4 - 0000.0000.2222 61

Total: 4 hosts

Command Description

clear nfpp

Clear the monitored host.
arp-guard hosts

show nfpp arp-guard scan

Use this command to show the ARP scan list.

show nfpp arp-guard scan [statistics | [[vlan vid] [interface interface-id] [ip-address]

[mac-address]]]

Parameter Description
L Show the statistical information of the
statistics
ARP scan list.
Parameter vid The VLAN ID.
description _ _
interface-id The interface name.
ip-address The IP address.
mac-address The MAC address.
Default
Settings N/A.
Command
mode Privileged EXEC mode.
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Usage

guidelines N/A.
DES-7200# show nfpp arp-guard scan statistics
ARP scan table has 4 record(s).
DES-7200# show nfpp arp-guard scan
VLAN interface IP address MAC address timestamp
1 Gi0/1 N/A 0000.0000.0001
2008-01-23 16:23:10
2 Gi0/2 1.1.1.1 0000.0000.0002
2008-01-23 16:24:10
3 Gi0/3 N/A 0000.0000.0003

Exanwples 2008-01-23 16:25:10
4 Gi0/4 N/A 0000.0000.0004
2008-01-23 16:26:10
Total: 4 record(s)
DES-7200# show nfpp arp-guard scan vlan 1 interface G 0/1
0000.0000.0001
VLAN interface IP address MAC address timestamp
1 Gi0/1 NZ7A 0000.0000.0001
2008-01-23 16:23:10
Total: 1 record(s)
Command Description
arp-guard

Set the global scan threshold.

scan-threshold 9

Related
nfpp arp-guard

commands Set the scan threshold.
scan-threshold
clear nfpp .

Clear the ARP scan list.
arp-guard scan
12.10.3 show nfpp arp-guard
summary

Use this command to show the configurations.
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show nfpp arp-guard summary

Parameter Parameter Description
description - i
Default
Settings N/A.
Command
mode Privileged EXEC mode.
Usage
guidelines N/A.
DES-7200# show nfpp arp-guard summary

(Format of column Rate-limit and Attack-threshold is p

er-src-ip/per-src-mac/per-port.)

Interface Status Isolate-period Rate-limit Attack-thr

eshold Scan-threshold

Global Enable 300 4/5/60 8/10/100
15

Gi 0/1 Enable 180 5/-/- 8/-/-

Gi 0/2 Disable 200 4/5/60 8/10/100
20

Maximum count of monitored hosts: 1000

Examples Monitor period: 300s

Field Description

Interface(Global) | Global configuration

Status Enable/Disable the anti-attack
function.

Rate-limit In the format of the rate-limit
threshold for the source IP address/
the rate-limit threshold for the
source MAC address/ the rate-limit
threshold for the port

Attack-threshold | In the same format as the rate-limit.

- No configuration.

12-80



DES-7200 CLI Reference Guide Chapter 12 NFPP Configuration Commands

Command Description

arp-guard

attack-threshold Set the global attack threshold.

Enable the anti-ARP attack
function.

arp-guard enable

arp-guard

. . Set the global isolate time.
isolate-period

arp-guard

. . Set the monitor period.
monitor-period

arp-guard

. . Set the maximum number of the
monitored-host-li

monitored hosts.

Related mit
commands arp-guard o
o Set the global rate-limit threshold.
rate-limit
arp-guard
scan-threshold Set the global scan threshold.
nfpp arp-guard Enable the anti-ARP attack function
enable on the interface.
nfpp arp-guard
. . Set the isolate time.
isolate-period
nfpp arp-guard Set the rate-limit threshold and
policy attack threshold.
nfpp arp-guard
Set the scan threshold.
scan-threshold
12.11 DHCP-guard Showing

Related Commands

12.11.1 show nfpp dhcp-guard
hosts

Use this command to show the monitored host.

show nfpp dhcp-guard hosts [statistics | [[vlan vid] [interface interface-id] [ip-address |
mac-address]]]

Parameter Parameter Description
description

Show the statistical information of the
monitored host.

statistics
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vid The VLAN ID.

interface-id The interface name.

ip-address The IP address.

mac-address The MAC address.

Default
Settings

Command
mode

Usage
guidelines

Examples

Related
commands

N/A.

Privileged EXEC mode.

N/A.

The following example shows the statistical information of

the monitored host:

DES-7200# show nfpp dhcp-guard hosts statistics

success fail total

100 20 120

The following example shows the monitored host:

DES-7200# show nfpp dhcp-guard hosts

1T column 1 shows "**, it means "hardware failed to isolate

host".

VLAN interface MAC address remain-time(seconds)

1 gi0/2 0000.0000.0001 10
*2 gi0/1 0000.0000.0002 20

Total: 2 host(s)

Command Description

clear nfpp
dhcp-guard hosts

Clear the monitored host.
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show nfpp dhcp-guard

summary

Use this command to show the configurations.

show nfpp dhcp-guard summary

Parameter Parameter Description
description . i
Default
Settings N/A.
Command
mode Privileged EXEC mode.
Usage
guidelines N/A.
DES-7200# show nfpp dhcp-guard summary

(Format of column Rate-limit and Attack-threshold is p

er-src-ip/per-src-mac/per-port.)
Interface Status Isolate-period Rate-limit
Attack-threshold
Global Enable 300 -/5/150 -/10/300
Gi 0/1 Enable 180 -/6/- -/8/-
Gi 0/2 Disable 200 -/5/30 -/10/50
Maximum count of monitored hosts: 1000

Examples Monitor period: 300s

Field Description

Interface(Global) | Global configuration

Status Enable/Disable the anti-attack
function.

Rate-limit In the format of the rate-limit
threshold for the source IP address/
the rate-limit threshold for the
source MAC address/ the rate-limit
threshold for the port

Attack-threshold | In the same format as the rate-limit.
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No configuration.

Command

Description

dhcp-guard
attack-threshold

Set the global attack threshold.

dhcp-guard enable

Enable the
function.

DHCP anti-attack

dhcp-guard
. . Set the global isolate time.
isolate-period
dhcp-guard
. . Set the monitor period.
monitor-period
Related dhcp-guard _
. . Set the maximum number of the
commands monitored-host-li
. monitored hosts.
mit
dhcp-guard
- Set the global rate-limit threshold.
rate-limit

nfpp dhcp-guard
enable

Enable the DHCP anti-attack
function on the interface.

nfpp dhcp-guard
isolate-period

Set the isolate time.

nfpp dhcp-guard
policy

Set the rate-limit threshold and
attack threshold.

DHCPv6-guard Showing

12.12.1

show nfpp dhcpv6-guard

hosts

Use this command to show the monitored host.

show nfpp dhcpv6-guard hosts [statistics | [[vlan vid] [interface interface-id] [ip-address |

mac-address]]]

Parameter Parameter Description
description
L Show the statistical information of the
statistics
monitored host.
vid The VLAN ID.
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interface-id The interface name.
ip-address The IP address.
mac-address The MAC address.
Default
Settings N/A.
Command
mode Privileged EXEC mode.
Usage
guidelines N/A.
The following example shows the statistical information of
the monitored host:
DES-7200# show nfpp dhcpv6-guard hosts statistics
success fail total
100 20 120
The following example shows the monitored host:
Examples DES-7200# show nfpp dhcpv6-guard hosts
IT column 1 shows "*", it means "hardware failed to isolate
host™.
VLAN interface MAC address remain-time(seconds)
1 gi0/2 0000.0000.0001 10
*2 gi0/1 0000.0000.0002 20
Total: 2 host(s)
Command Description
commands dhcpv6-guard Clear the monitored host.
hosts
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show nfpp dhcpv6-guard
summary

Use this command to show the configurations.

show nfpp dhcpv6-guard summary

Parameter Parameter Description
description . i
Default
Settings N/A.
Command
mode Privileged EXEC mode.
Usage
guidelines N/A.
DES-7200# show nfpp dhcpv6-guard summary

(Format of column Rate-limit and Attack-threshold is p

er-src-ip/per-src-mac/per-port.)
Interface Status Isolate-period Rate-limit
Attack-threshold
Global Enable 300 -/5/150 -/10/300
Gi 0/1 Enable 180 -/6/- -/8/-
Gi 0/2 Disable 200 -/5/30 -/10/50
Maximum count of monitored hosts: 1000

Examples Monitor period: 300s

Field Description

Interface(Global) | Global configuration

Status Enable/Disable the anti-attack
function.

Rate-limit In the format of the rate-limit
threshold for the source IP address/
the rate-limit threshold for the
source MAC address/ the rate-limit
threshold for the port

Attack-threshold | In the same format as the rate-limit.
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No configuration.

Command

Description

dhcpv6-guard
attack-threshold

Set the global attack threshold.

dhcpv6-guard
enable

Enable the DHCPv6 anti-attack
function.

dhcpv6-guard
isolate-period

Set the global isolate time.

dhcpv6-guard
monitor-period

Set the monitor period.

dhcpv6-guard

Set the maximum number of the

Related monitored-host-li
. monitored hosts.
commands mit
dhcpv6-guard
o Set the global rate-limit threshold.
rate-limit
nfpp
Enable the DHCPv6 anti-attack
dhcpv6-guard
function on the interface.
enable
nfpp
dhcpv6-guard Set the isolate time.
isolate-period
nfpp o
dhcpvé-guard Set the rate-limit threshold and
. attack threshold.
policy
12.13 ICMP-guard Showing

Related Commands

12.13.1 show nfpp icmp-guard

hosts

Use this command to show the monitored host.

show nfpp icmp-guard hosts [statistics | [[vlan vid] [interface interface-id] [ip-address |

mac-address]]]

Parameter
description

Parameter

Description

statistics

Show the statistical information of the
monitored host.
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vid The VLAN ID.
interface-id The interface name.
ip-address The IP address.
mac-address The MAC address.
Default
Settings N/A.
Command
mode Privileged EXEC mode.
Usage
guidelines N/A.
The following example shows the statistical information of
the monitored host:
DES-7200# show nfpp icmp-guard hosts statistics
success fail total
100 20 120
The following example shows the monitored host:
Exanwples DES-7200# show nfpp icmp-guard hosts
1T column 1 shows "*", it means "hardware failed to isolate
host™.
VLAN interface IP address remain-time(s)
1 Gio/1 1.1.1.1 110
2 Gi0/2 1.1.2.1 61
Total: 2 host(s)
Command Description
Related
clear nfpp
commands . Clear the monitored host.
icmp-guard hosts
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show nfpp icmp-guard

summary

Use this command to show the configurations.

show nfpp icmp-guard summary

Parameter Parameter Description
description . i
Default
Settings N/A.
Command
mode Privileged EXEC mode.
Usage
guidelines N/A.
DES-7200# show nfpp icmp-guard summary
(Format of column Rate-limit and Attack-threshold is p
er-src-ip/per-src-mac/per-port.)
Interface Status Isolate-period Rate-limit
Attack-threshold
Global Enable 300 4/-/60 8/-/100
Gi 0/1 Enable 180 5/-/- 8/-/-
Gi 0/2 Disable 200 4/-/60 8/-/100
Maximum count of monitored hosts: 1000
Examples Monitor period: 300s

Field Description

Interface(Global) | Global configuration

Status Enable/Disable the anti-attack
function.

Rate-limit In the format of the rate-limit
threshold for the source IP address/
the rate-limit threshold for the
source MAC address/ the rate-limit
threshold for the port

Attack-threshold | In the same format as the rate-limit.
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- No configuration.

Command Description

icmp-guard

attack-threshold Set the global attack threshold.

Enable the ICMP anti-attack
function.

icmp-guard enable

icmp-guard

. . Set the global isolate time.
isolate-period

icmp-guard

. . Set the monitor period.
monitor-period

Related icmp-guard _
. . Set the maximum number of the
commands monitored-host-li
. monitored hosts.
mit
icmp-guard
o Set the global rate-limit threshold.
rate-limit

nfpp icmp-guard Enable the ICMP anti-attack
enable function on the interface.

nfpp icmp-guard

. . Set the isolate time.
isolate-period

nfpp icmp-guard Set the rate-limit threshold and
policy attack threshold.

12.13.3 show nfpp icmp-guard
trusted-host

Use this command to show the trusted host free from being monitored.

show nfpp icmp-guard summary

Parameter Parameter Description
description } )

Default

Settings N/A.

Command

mode Privileged EXEC mode.
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Usage
guidelines N/A.
DES-7200# show nfpp icmp-guard trusted-host
IP address mask
Examples
1.1.1.0 255.255.255.0
1.1.2.0 255.255.255.0
Total: 2 record(s)
Command Description
Related
icmp-guard
commands Set the trusted host.
trusted-host
12.14 IP-guard Showing

Related Commands

12.14.1 show nfpp ip-guard hosts

Use this command to show the monitored host.

show nfpp ip-guard hosts [statistics | [[vlan vid] [interface interface-id] [ip-address |

mac-address]]]

Parameter Description
" Show the statistical information of the
statistics
monitored host.

Parameter vid The VLAN ID.
description _ _

interface-id The interface name.

ip-address The IP address.

mac-address The MAC address.
Default
Settings N/A.
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Command

mode Privileged EXEC mode.

Usage

guidelines N/A.
The following example shows the statistical information of
the monitored host:
DES-7200# show nfpp ip-guard hosts statistics
success fail total
100 20 120

Exanwples DES-7200#show nfpp ip-guard hosts
IT column 1 shows "*", it means "hardware do not isolate
host" .
VLAN interface IP address Reason remain-time(s)
1 Gi0/1 1.1.1.1 ATTACK 110
2 Gi0/2 1.1.2.1 SCAN 61
Total: 2 host(s)
Command Description

Related
clear nfpp

commands . Clear the monitored host.
ip-guard hosts

12.14.2 show nfpp ip-guard
summary

Use this command to show the configurations.

show nfpp ip-guard summary

Parameter Parameter Description
description ; ]

Default

Settings N/A.
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Command
mode Privileged EXEC mode.
Usage
guidelines N/A.
DES-7200# show nfpp ip-guard summary

(Format of column Rate-limit and Attack-threshold is

per-src-ip/per-src-mac/per-port.)
Interface Status Isolate-period Rate-limit Attack-thres
hold Scan-threshold
Global Enable 300 4/-/60 8/-/100
15
Gi 0/1 Enable 180 5/-/- 8/-/-
Gi 0/2 Disable 200 4/-/60 8/-/100
20

Exanwples Maximum count of monitored hosts: 1000
Monitor period: 300s

Field Description

Interface(Global) | Global configuration

Status Enable/Disable the anti-attack
function.

Rate-limit In the format of the rate-limit
threshold for the source IP address/
the rate-limit threshold for the
source MAC address/ the rate-limit
threshold for the port

Attack-threshold In the same format as the rate-limit.

- No configuration.

Related Command Description
commands ip-guard

attack-threshold Set the global attack threshold.

ip-guard enable Enable the IP anti-scan function.

ip-guard _ .

. . Set the global isolate time.

isolate-period
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ip-guard

. . Set the monitor period.
monitor-period

ip-guard
. . Set the maximum number of the
monitored-host-li

. monitored hosts.
mit

ip-guard rate-limit | Set the global rate-limit threshold.

nfpp ip-guard Enable the IP anti-scan function on
enable the interface.

nfpp ip-guard
. : Set the isolate time.
isolate-period

nfpp ip-guard Set the rate-limit threshold and
policy attack threshold.
12.14.3 show nfpp ip-guard

trusted-host

Use this command to show the trusted host free from being monitored.

show nfpp ip-guard summary

Parameter Parameter Description

description i, )

Default

Settings N/A.

Command

mode Privileged EXEC mode.

Usage

guidelines N/A.
DES-7200# show nfpp ip-guard trusted-host
IP address mask

Examples
1.1.1.0 255.255.255.0
1.1.2.0 255.255.255.0
Total: 2 record(s)
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Command Description
Related
ip-guard
commands Set the trusted host.
trusted-host
12.15 ND-guard Showing

Related Commands

12.15.1 show nfpp nd-guard
trusted-host

Use this command to show the configurations.

show nfpp nd-guard summary

Parameter Parameter Description
description ; )
Default
Settings N/A.
Command
mode Privileged EXEC mode.
Usage
guidelines N/A.
DES-7200# show nfpp nd-guard summary
(Format of column Rate-limit and Attack-threshold is N
S-NA/RS/RA-REDIRECT.)
Interface Status Rate-limit Attack-threshold
Global Enable 20/5/10 40/10/20
Gi 0/1 Enable 15/15/15  30/30/30
Examples Gi 0/2 Disable -/5/30 -/10/50
Field Description
Interface(Global) | Global configuration
Status Enable/Disable the anti-attack
function.
Rate-limit In the format of the rate-limit
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threshold for the
NS-NA/RS/RA-REDIRECT.

Attack-threshold

In the same format as the rate-limit.

- No configuration.

Related
commands

Command

Description

nd-guard
attack-threshold

Set the global attack threshold.

nd-guard enable

Enable the ND anti-attack function.

nd-guard rate-limit

Set the global rate-limit threshold.

nfpp nd-guard
enable

Enable the ND
function on the interface.

anti-attack

nfpp nd-guard
policy

Set the rate-limit threshold and
attack threshold.

12.16

Defined-guard Showing
Related Commands

12.16.1

show nfpp define hosts

Use this command to show the monitored hosts

show nfpp define hosts name [statistics | [[vlan vid] [interface interface-id] [ip-address]]]

Parameter Description
Name of the user-defined anti-attack
name
type.
Parameter statistics Show the statistics of monitored hosts.
description _
vid Vlan ID.
interface-id Interface name.
ip-address IP address.
Default
Settings N/A.
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Command
mode Privileged EXEC mode.
Usage This command allows filtering the hosts with parameters
guidelines specified.
DES-7200#show nfpp define hosts tcp statistics
Define tcp:
success fail total
100 20 120
The command execution as shown below means that there
are 120 hosts monitored totally, wherein 100 hosts are
isolated successfully, and 20 hosts fails.
DES-7200#show nfpp define hosts tcp
Examples
Define tcp:
If column 1 shows *"*", it means "hardware do not isolate
host™ .
VLAN interface IP address MAC address
remain-time(s)
1 Gio/1 1.1.1.1 - 110
2 Gi0/2 1.1.2.1 - 61
Total: 2 host(s)
Command Description
Related
commands clear nfpp define | Clear the monitored hosts of
hosts user-defined anti-attack type.
12.16.2 show nfpp define summary

Use this command to show the configurations

show nfpp define summary [name]
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Parameter Description
Parameter
inti Name of the user-defined anti-attack
description name
type.
Default
Settings N/A.
Command
mode Privileged EXEC mode.
U This command can be used to show the configurations.
sage . - . .
Lo Without the name specified, all user-defined anti-attack
guidelines .
types will be shown.
DES-7200# show nfpp define summary tcp
Define tcp summary:
match etype 0x0800 protocol 0x06
Maximum count of monitored hosts: 1000
Monitor period: 300s
(Format of column Rate-limit and Attack-threshold is
per-src-ip/per-src-mac/per-port.)
Interface Status Isolate-period Rate-limit Attack-thre
shold
Examples
Global Enable 300 -/5/150 -/10/300
G 0/1 Enable 180 -/6/- -/8/-
G 0/2 Disable 200 -/5/30 -/10/50
Field Description
Interface If the interface field is shown as
Global, it means that is configured
in the global configuration mode.
Status Enable/ Disable the anti-attack
function.
Related Command Description
commands

Clear the monitored hosts of
user-defined anti-attack type.

match
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. Attack threshold and rate-limit
policy
threshold.
isolate-period Isolate time

monitored-period

Monitored time

monitored-host-li
mit

Maximum monitored host number

12.16.3 show nfpp define
trusted-host

Use this command to show the trusted host free from monitoring.

show nfpp define trusted-host name

Parameter Description
Parameter
description name Name of the user-defined anti-attack
type.
Default
Settings N/A.
Command
mode Privileged EXEC mode.
Usage
guidelines N/A
The following example shows the trusted host
configurations.
DES-7200# show nfpp define trusted-host tcp
Define tcp:
Exanwples IP address mask
1.1.1.0 255.255.255.0
1.1.2.0 255.255.255.0
Total: 2 record(s)
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Related Command Description

commands trusted-host Configure the trusted hosts.
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