D-Link

Building Networks for People

HowTo: Dynamic VLAN Zuweisung WLAN Clients in
Verbindung mit DAP-Accesspoints

[Voraussetzungen]

1. Kompatibler DAP
- z.B.DAP-2230
- z.B. DAP-2310
- z.B. DAP-2360
- z.B. DAP-2660
- z.B. DAP-2690
- z.B. DAP-2695
- z.B. DAP-3662

ftp://ftp.dlink.de/dap

3. korrekt konfigurierter Radius-Server mit entsprechender VLAN ID Zuweisung
4. korrekt VLAN konfigurierter Access-Switch

[Szenario]

Diverse WLAN Clients sollen sich an einer SSID anmelden und je nach Zugangsdaten in
entsprechende VLANSs zugewiesen werden.
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[Vorbereitung]

= Sie haben bereits den Radius-Server, die Netzwerkinfrastruktur entsprechend
konfiguriert
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= Stellen Sie sicher, dass der AP korrekt Zeitsynchronisiert ist
= Beachten Sie, dass das Management-VLAN (1) der APs standardméfig VID 1
untagged ist, alle SSID-VLANSs (ungleich VID 1) miissen tagged am Switchport des

AP anliegen

[Eintragen Radius-Server am AP (DAP-2695) ]

DAP-2695

* DAP-2695

[ Basic Settings
i = Wireless
L2 LAN
[ 2P
[ Advanced Settings
[+ [ Status

% Configuration ~

Wireless Settings_

Wireless Band
Mode
Network Name (SSI1D) SSID-VAP
SSID Visibility
Auto Channel Selection
Channel 6 W
Channel Width
Authentication
RADIUS Server Settings
WPA Mode [AUTO (WPa or WPA2) V|
ipher Type AES W Group Key Update Interval (Sec)
Network Acte ion___
< Network Access Protection O Disable ® Enable_—>
RADIUS Server Mode
RADIUS Server ® External Internal
Primary RADIUS Server Setting
RADIUS Server RADIUS Port
RADIUS Secret [s00000 sesene]
(0-9,32,A-Z,~1@#$%"&*()_+ -={}1;\:"],/<>7)
Rackun RADTLIS Server Settina (Ontional}

a. bei Chiper Type wihlen Sie unbedingt ,,AES* aus
b. aktivieren Sie , Network Access Protection
c. speichern Sie Thre Einstellungen mittels ,,save
d. widerholen Sie ggfls. die Einstellungen fiir das z.B. 5 GHz Frequenzband
* DAP-2695
) i Basic Settings
[ o5 Wireless
L2 AN
: -2 IPv6 Mode Access Point v
j : gsa\;i:%d Settings Network Name (SSID)
SSID Visibility
Auto Channel Selection
Channel 36 W
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2. aktivieren Sie VLAN global

DAP-2695
B " Configuration ~ ' ®) Help
® DAP-2695 " '
3 VLAN Settings
=% Basic Settings
i =TT — = R —
-y viaNGats - O Disable @ Enable (_sae )
L2 P VLAN Mode : Dynami(Zaer 3
: Ad‘*’aF"TCEd Settings VLAN List | Portlist |  Add/EditVLAN |  PVID Setting |
i = Perormance .
= \Wircless Resource nta 1 2 Tag VLAN Ports Edit Delete
-2 Multi-SSID gm . .
i = Primary(2.4G), 5-1(2.4G),
— 5-2(2.4G), 5-3(2.4G), 54
o ntrusion (2.4G), 5-5(2.4G), 5-6
[~ & Schedule (2.4G), 5-7(2.4G), W-1
Internal RADIUS Server (2.4G), W-2(2.4G), W-3
=5 ADD @nanfina Drooaetion £ AN AAF AFT ASN AT T

Speichern Sie anschlieend mit ,,Save and Activate*

D-Link

DAP-2695

# Home *{" Maintenance ~ ~ ®) Help

® DAP-2695
(=4 Basic Settings
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3. Verbinden Sie sich nun mit einem WLAN Client auf die SSID
a. ggfls. miissen Sie das entsprechende WLAN Profil manuell auf Threm Client

anlegen

F-| Capturing from Ethernet  [Wireshark 1.12.8 (v1.12.8-0-g5b6e543 from mi
% User Datagram Protocol, src Port: 1812 (1812), Dst Port: 53§
= Radius Protocol File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
Code: Access-Accept (2) - . % |
Packet identifier: 0x (8) ©ee4dmz X2|Q¢saF L Qaabi@E®i B
Length: 302 . ,
Authenticator: ab20lcde3as4fbed788fa2f017125304 Filter: | racius E Expression... Clear Apply Save DHCP radius
[This is a response to a request in frame 461 No Time Source Destination Protocol Length Info
[Time from request: 0.002122000 seconds] 34 1.74040800 192.168.10.110 192.168.10. 50 RADIUS 395 Access-Request(l) (id=3, 1=353)
= Attribute value pairs 35 1.74314600 192.168.10. 50 192.168.10.110 RADIUS 195 Access—challenge(11) (id-3, 1-153)
" =6 T-Framed-protocel(7): PPP(1) 36 1. 74601800 192.168.10.110 192.168.10. 50 RADIUS 245 Access-Request(1) (id=4, 1=203)
® AVP: 1=6 t=Service-Type(6): Framed(z) 7 1.74673900 192.168.10. 50 192.168.10.110 RADIUS 169 Access-challenge(11) (id=4, 1=127)
® TET=EC o= Ty EE-802(6) 38 1.74960900 192.168.10.110 192.168.10. 50 RADIUS 282 Access-Request(l) (id=5, 1=240)
: 1=3 t=Tunnel-private- Gruup Id(81> 39 1.75025400 192.168.10. 50 192.168.10.110 RADIUS 185 Access—challenge(11) (id-5, 1-143)
e1-private-croup-1d: 1 40 1.75326100 192.168.10.110 192.168.10. 50 RADIUS 282 Access-Request(l) (id=6, 1=240)
" TVLAN(13) 41 1.75425100 192.168.10. 50 192.168.10.110 RADIUS 201 Access-challenge(11) (id=6, 1=150)
# P-vessage(79) Last Seww\t[l] 42 1.75996100 192,168.10. 110 192.168.10. 50 RADIUS 330 Access-RequestT(l) (id-7, 1-288)
® AvP: 1=46 t=Class(25): cef60bae0000013700010200c0a80a320| 432 1.76183500 192.168.10. 50 192.168.10.110 RADIUS 217 Access—challenge(11) (id=7, 1=175)
# AVP: 1-18 T=vendor-specific(26) v-#icrosoft(311) 44 1.76481200 192.168.10.110 192.168.10. 50 RADIUS 282 Access-Request(l) (id=8, 1-=240)
# 1 t=vendor-5Specific(26) v=Microsoft(311) 45 1.76610500 192.168.10. 50 192.168.10.110 RADIUS 233 access-challenge(11) (id=8, 1=191)
# 8 t=vendor-specific(26) v=microsofr(311) 46 1.76933300 192.168.10.110 192.168.10. 50 RADIUS 346 Access-Request(l) (id=9, 1=304)
= 8 t=vendor-specific(26) v=microsoft(311) 7 1.77145500 192.168.10. 50 192.168.10.110 RADIUS 344 Access-Accept(2) (id-9, 1-302)
199 9.07835600 192.168.10.110 192.168.10. 50 RADIUS 214 Access-request(l) (id=10, 1=172)
‘ AL FELLD IR TS T2 TR DD AR T8 A Tress 200 9.08294100 192.168.10. 50 192.168.10.110 RADIUS 132 access-challenge(11) (id=10, 1=90)
= Frame 206: 345 byres on wire (2760 bits), 345 bytes capture 201 9.08624400 192.168.10.110 192.168.10. 50 RADIUS 451 Access-RequesT(1) (id=11, 1-409)
7 Ethernet II, Src: Microsof_00:1e:00 (00:15:5d: g Ds 202 9.08713100192.168.10. 50 192.168.10.110 RADIUS 285 Access-Challenge(11) (id=11, 1=243)
# Internet Protocol version 4, src: 192.168.10.50 (192.168.10 203 9.09286000 192.168.10.110 192.168.10. 50 RADIUS 310 Access-request(l) (id=12, 1-268)
@ User Datagram Protocol, src Port: 1812 (1812), DSt Port: 53 204 9.09428000 192.168.10. 50 192.168.10.110 RADIUS 233 Access—challenge(11) (id=12, 1=191)
= Radius Protocol 205 9.09790500 192.168.10.110 192.168.10. 50 RADIUS 348 Access-RequestT(l) (id=13, 1-306)
Code: Access-Accept (2) 206 9.09961400 192.168.10. 50 192.168.10.110 RADIUS 345 Access-Accept(2) (id=13, 1=303)
packet identifier: Oxd (13) < w
Length: 303 % Frame 206: 345 bytes on wire (2760 bits), 345 bytes captured (2760 bits) on interface 0
puthenticator : 2895FBdfTabbleds83c6e87asl dobs ® Ethernet IT, src: Microsof_00:1e:00 (00:15:5d:00:1e:00), Dst: D-LinKIn_b0i7bi30 (78:54:2e:b0:i7h:30)
Trime From request: 0.001709000 seconds] ® Internet Protocol Version 4, Src: 192.168.10.50 (192.168.10.50), Dst: 192.168.10.110 (192 168.10.110)
o Attribute value pairs ® User Datagram Protocol, src Port: 1812 (1812), Dst Port: 53671 (53671)
® AvP: ramed-protocal(7): PRE(1) = Ra‘c’;:;"::ﬁ:;ﬂ‘((ept >
= AvP: e“"“’w‘“(ﬁ)' ”“”‘ed(z) packet identifier: Oxd (13)
Length: 303
Authenticator: 2895F8dffabbfeds83caces7adldbbsb
. [This is a response to a request in frame 205]
® AVP: 1=6 t=EAP-Message(79) Last Segment[1] LTime from request: 0.001709000 seconds]
® AVP: 146 T=Class(25): cefa0bb20000013700010200c0a80a32¢ = ATTribute value pairs .
 AVP: 1-18 T-vendor-specific(26) v-Microsoft(311) ¥ Ave: 120 Lefraned-protocol(7): PRECL)
% AVPI 1=51 T-vendor-specific(26) v-Microsoft(311) = teservice-Type(s): Framed(2)
® AVP: 1=58 T=vendor-specific(26) v=uicrosoft(311) AP T=Tunne]-Medium-Type(65) Tag= “"““ IEEE-802(6)
® AVP: 1=38 T=vendor-specific(26) v=microsoft(311) a1 ;::2!21;;3‘:‘;2 aroup-1d(s1):
® AVP: 1-18 T-Message-Authenticator(80): 62286b28b7197589) . TTunne] Type(6t) Tag-0X00: VLAN(L3)
< W G t=EAP-Message(79) Last Segment[1]
= avP: 1=46 t=Class(25): cefa0bb20000013700010200c0280a320000000080b8628a. . .
7b 30 00 15 00 1e 00 08 00 45
o1 4b 62 04 00 00 80 11 00 00 <0 a8 0a 32 <0 0000 78 54 2e b0 7b 30 00 15 5d 00 1e 00 08 00 45 00  xT..{0.. ]
6 07 14 di a. 39 02 od 01 2f 0010 0L 4b 62 04 00 00 80 11 00 00 cO a8 Oa 32 €O a8  .Kb.....
0020 02 62 07 14 ¢l a7 01 37 97 39 02 0d 01 2f 28 95

Frame (345 bytes) | Reassembled EAP (4 bytes)

‘:< Maintenance -

Frame (345 bytes) | Reassembled EAP (4 bytes)

B Connguration ~

® DAP-2695

_:I | Basic Settings

i+ Advanced Settings
- status

Device Information

Client Information

= WDS Information

Channel Analyze

+-[is Statistics

+-f§l Log

Client Information

Client Information  Station association

Client Information

Band

Primary SSID ECI1F:72:23:4E:49 AC
Primary SSID  00:26:82:5A:79:E8 N

2 4GHz
Authentication

Power
Saving Mode

Station association(oGHz) : 2

Authentication Saving Mode
WPAZ-EAP 100% Off Unknown
WPA2-EAP 100% Off Unknown




