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Building Networks for People

HowTo: setup MultiSSID with Nuclias

Cloud

[requirements]

1. DBA-xxxx Nuclias managed AP

2. DBS-xxxx Nuclias managed Switch or any vlan capable switch

[scenario]

Within Nuclias Cloud you want to configure MultiSSID (2 SSIDs) which are separated by
VLAN:S. The internal SSID is located within VLAN 1 and the guest SSID is located within
VLAN 10. For each VLAN/SSID there is a dedicated router available.

\
<

Router

Port 1 VLAN 10

DBA-2820P
DHCP IP
Port 28
DBS-2000-28P
DHCP IP
[preperation]

Port 28 Port 2

DBS 2000-28P
DHCP IP

Router
VLAN 1

= all nuclias managed devices are managed and synchronized within yor nuclias account
= all APs are allocated to their AP Profile
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[MultiSSID within AP Profile]

Go to the AP Profile page

DASHEOARD ~ MONITOR  CONFIGURE ~ REPORTS  SETTINGS  HELP

#  Profie Model name

Devices Actions
1 DBA12100 1 7 sSID (@) RADIO () SETTINGS (3 PUSHCONFIGURATION [ DELETE
2 DBA1510P 0 2 SSID (@) RADIO {3} SETTINGS G PUSHCONFIGURATION [ DELETE
3 DBA2820P [ F 55D (@) RADIO (B} SETTINGS (i PUSHCONFIGURATION [ DELETE
DBA-1210P S 5SID (@) RADIO (G} SETTINGS & PUSHCONFIGURATION [ DELETE
| DBA2820P 3 T SSID (@) RADIO () SETTINGS (id PUSHCONFIGURATION B mzrz:
Configure / Access point / Profiles / TestLab WLAN GroundFiaor / SSID
D PUSHCONFIGURATION
AddSSID
SSID 24GHz 5GHz Broadcast SSID Security
Open
WPA /WPAZ

a. here you see now the default SSIDs “Nuclias_Guest” and “Nuclias_Office”
b. select then the “Nuclias_Guest” SSID, so that we can modify it

Configure / Access point / Profiles / TestLab WLAM_GroundFloor / Muclias_Guest

& PUSH CONFIGURATION

CAPFTIVE PORTAL ACCESS CONTROL SCHEDULED AVAILABILITY ADVANCED
5510 name™ Muclizs_Guest
Security Open -
Broadcast 551D @ Enzble Disable
Band selection 24GHz 5GHz Band steering
Guest access mode @ Enable Disable
MNAT mode @ Enzble Disable
WLAM
Station isolation @ Enzble Disable

Cancel Save

i. to change the SSID Name, click on the blueish name “Nuclias Guest”,
type your new SSID Name and confirm with Return
ii. choose the security to your liking from the drop down menu
1. depending on your choice there will be now some additional
menus about the authentication

1. select if the SSID should be broadcasted, or not

iv. select, if you want to use Band steering, or not

v. select, if you want Guest Access Mode, or not

vi. select, if you want to NAT the Wifi, or not
vii. select, if you want to use VLAN assignmet for the SSID, or not
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1. if you enable VLAN, then the default setting is VLAN
“TAGGED?, this setting is how the VLAN is transported at the
LAN Port of the AP, so depending on your design and
Switchport configuration the VLAN should be “Tagged” or
“Untagged”

2. if you do not enable the VLAN, then the SSID will be
transmitted within the Management VLAN of the AP, which is
by default VLAN 1 untagged

viii. select, if you want WLAN Station isolation, or not

For our scenario we then define the SSIDs name as “Guest WLAN_Nuclias” with
WPA/WPA2 (AES) authentication. The SSID is being transmitted (displayed, not hidden).

The AP also can NOT band-steer clients from 2.4 GHz to 5 GHz vice versa.

Also the SSID is being assigned to VLAN 10 for our guest network.

Configure / Access point / Profiles / TestLab WLAM_GroundFloor / Guest WLAN_Muclias

Saved successfully

The new configuration is nat applied to managed device yet. You need Push Configuration to apply the new configuration to managed device

&7 PUSH CONFIGURATION

CAPTIVE PORTAL ACCESS CONTROL SCHEDULED AVAILABILITY ADVANCED

551D name™®
Security WPA [ WPAZ

Auth method PSK

Encryption AES

Passphrase® | eeeessees

Group key update interval* 3600 4 sec
Broadeast 5510 @ Enable Disable
Band selection 24GHz 5GHz Band steering
Guest acoess made Enable @ Disable
NAT mode Enable @ Disable
VLAN @ Enable Disable

VLAN mode @ Tagzed Untagged

VLAN tag™ 10
Stationisolation Enable @ Disable

Cancel Save

Disable Captive Portal for the SSID, if you do not want to use it.
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Configure / Access paint / Profiles / TestLab_WLAN_GroundFloor / Guest WLAN_Nuclias

BASIC ACCESS CONTROL SCHEDULED AVAILABILITY ADVANCED
Captive portal* @ None
Click-through
Sign-on with basic login page
Sign-on with third party credentials
Sign-on with basic login and third party credentials
Sign-on with SMS authentication
Sign-on with e-mail authentication, SMS authentication and third party credentials
Sign-on with External Captive Portal
URL redirection Enable @ Disable

Cancel Save

Repeat the step now for the 2" SSID

AddSSID
S5ID 24GHz 5GHz Broadcast SSID. Security
WPA/WPAZ
WPA/WPA2

For our scenario we then define the SSIDs name as “Office Nuclias” with WPA2/WPA3
(AES/SAE) authentication. The SSID is being transmitted (displayed, not hidden).

The AP also can band-steer clients from 2.4 GHz to 5 GHz vice versa.

Also the SSID is being assigned to default VLAN 1 untagged.

Configure / Access point / Profiles / TestLab WLAN GroundFloor / Office WLAN

Saved successfully

The new configuration is not applied to managed device yet. You need Push Configuration to apply the new configuration to managed device.

(i PUSH COMNFIGURATION

CAPTIVE PORTAL ACCESS CONTROL SCHEDULED AVAILABILITY ADVANCED

551D name™
Security WPAZ/ WPA3 =

Auth method

Encryption

Passphrase® =000 | seeessss @

Group key update interval™ 3800 2] sec.
Broadcast 5310 @ Enable Disable
Band selection 24GHz 5GHz Band steering
Guest access mode Enable @ Diszble
NAT mode Enable @ Disable
VLAN Enable @ Dissble
Station isolation Enable (@ Disable

Cancel Save
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Within the AP Profile you also modify some radio settings, by clicking “Radio”.

DASHEOARD

Configure / Access point / Profiles

Create profile Add device Bulkimport -
#  Profile Model name Devices Actions
1 DBA-1210P 1 SID (@) RADIO {3} SETTINGS &> PUSH CONFIGURATION ] DELETE
2 DBA1510P 0 SID (@) RADIO {3} SETTINGS G PUSH CONFIGURATION ] DELETE
3 DBA2820P [ SID () RADIO {33 SETTINGS > PUSHCONFIGURATION B DELETE
4 DBA1210P [ SID (@) RADIO G} SETTINGS G PUSH CONFIGURATION ] DELETE
DBA2820° 1 SID (@) RADIO (G} SETTINGS (i PUSH CONFIGURATION n@

Here you can select the Radio Settings for each radio band and radio mode.

Configure / Access point / Profiles / TestLab WLAN GroundFloar / Radio
G PUSH CONFIGURATION
m CHANNEL ADVANCED
24GHz
Radio ® Ensble Disable
Radio mode B/G/N -
c -
Txpower 100 T
SSID Isolation Enble @ Disable

Cancel

As well as selecting the available channels for each radio.

Configure / Access point / Profiles / TestLab WLAN_GroundFloor / Radio

GP PUSHCONFIGURATION

BASIC ADVANCED

RADIO
5GH:
@ Ensble Disable
AINZAC -
20/40/80/160 Mtz (Auto) -
100 g %
Save
rADIO

24GHz 5GHz

Autochannel ® Enble Disable

Channel

B selected

Eligible channels

Unselected

Force auto channel scan Enable

® oisatie

2| hours

Auto channel interval &

Runauto channel

Run Auto channel now

Cancel

@ Enable Disable

T e Lo Lo L Lo Le L LoD LT T
oDoan

B selected

Unselected

Enble @ Dissbe

B ) hours

Run Auto channelnow
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Also some advanced features like DTIM and Beacon Interval as well as UAPSD (power
saving for clients) can be modified according to your requirements.

Configure / Access point / Profiles / TestLab WLAN. GroundFloor  Radio

&3> PUSHCONFIGURATION RADIO

24a6Hz 5GHz
Multi-castrate
Beaconinterval 100 3 ms 100 ms
DTMinterval 2 3 2
UAPSD @ Enble Disable @ Ensble Disabl
Short guard interval @ Enble Disable @ Ensble Disabl

After you’ve finished configuring the AP Profile you can push it to all the

Configure / Accesspoint / Profiles / TestLab WLAN_GroundFioor / SSID
& n GURATI
s
AddssD
| ssp 24GHz 5GHz Broadeast SSID. Security
Guest WLAN Nudias WPA/WPA2

Office wiAN WPAZ/WPAS

Status Device name Time Detail

08/12/202011:35 AM  Starting update process
08/12/202011:35AM  Update completed

Success DEA-2520P

The APs now start to transmit the SSIDs according to your settings.

! At this point, only clients within the Office_Nuclias” SSID can connect and have
internet access, since this SSID is located within VLAN 1. The Guest Clients can connect
to the SSID “Guest WLAN_Nuclias” but will not obtain an IP Address or have internet
access, since the VLAN 10 is currently not defined at your switch !

(If you use 3" party switches, or non-Nuclias Switches, you must now set the VLAN
assignment there manually.)
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[MultiSSID within AP Profile]

Go to the Switch device page

CONFIGURE

Configure / Switch / Devices

Adddevice | Bulkimport Timeframe: | 1 act24hours - - h2
B ¢ status Devicename MAC address Public P Local P Modelname  Connectivity Power delivered Powerbudget  Tags  Configurationstatus Profile. site Sitetag Hardwareversion ]
1 DES200052:108  60634CATFFE0 Synchronized DES2000 DCEAS  Offce |
2 DES200028P  CAESOABAAGS0 93234241168 aw 193w Not synchrorized DCELAB  Offce 100029 A1 Online s

< >

Select the switch you want to modify by clicking on the device name.

Configure / Switch / Devices

Adddevice | Bulkimport Timeframe: | Last2: N2
B ¢ Sews  Devicename Public P Local P Modelname  Connectivity Powerdelivered  Powerbudget  Tags  Configurationstatus  Profle  Site Stetsg  Fimwareversion  Hardwareversion  Lastseen
1 oeszcos2 DBS-2000 offce
2 93234241168 1921681022 DBs20002P (NN W 193W Not synchronized DBS5-2000 Office 100029 A Online. 5
< >

Here you can now modify some basic management settings, as well as change Site, Profile
and Management-VLAN for the switch.

Devices / DE!

DEVICE INFORMATION LOCATION
Dievice name DB B . %
Karte  satellit
Moded name DES-2000-28P
Devies UID 9IM2DZMACSCF
3 gy, Deut
MAC address c4eF0aB446:50 arg, U
Serial number SIFILIAD00154 Ciss
Locsl cradentisl
RSTP root - &
IGMP snooping Disabled p
Google
Hardware version A1
IPCONNECTION SITEAND PROFILE
Type @ DHCP Static IP Configuration status Mot synchronized
Local IP 1921681022 Firmware status. Uptodate
Management VLAN® 1 B . Firmusare version
27 member ports belonging to this management VLAN curranty. -

Site DCE-LAB -
Public P 93234241168

Time zone
Gateway 192168101

Profile DBS-2000 w
DhS 192.168.10.60

Cancel Apply
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To modify the Port-VLANs go to “Ports”.

-

® 1Gbps 10/100Mpbs (@ Disconnected Disabled @ Error 4 PoE M Miror 4 Uplink

s ST e 50017 s o o oS oy

5 27

2% 28

Use Profile configuration Enable @ Disable

Here you also can see if a port is connected, the connection speed and when supported if PoE
is delivered.

Click now on “configure ports on the switch” to manually modify the specific switch/port.

Configure / Switch / Switch Ports Ports group:| 2 ports - DB5-2000-28P -
28 switch ports Q v oE
W £ Switch/Ports Port#  Aggregate  Link @ Speeddownshift  Type  VLAN Allowed VLANs Portstate  PoE  PDalve  PDIPaddress  RSTP  LBD Mrouter port (VLANs) PortCoS  Ports
] 1 DBs-200028P1 1 : Auto/Linkdown  Disabled Tunk  Native1 1 Enabled Ensbled  Disabled Disabled  Disabled o
(0 2 pesz00028p2 2 - Auta/Linkdown  Disabled Tunk  Natvel 1 Enabled Encbled  Disabled Disabled  Disabled - o
0 s DBs2000-289/3 3 S Auto/Linkdown  Disabled Tunk  Nativel 1 Enabled Ensbled  Disabled Disabled  Disabled 0
O + Des-2000280s4 a - Auto/Linkdown  Disabled Tunk  Natvel 1 Enabled Ensbled  Disabled Disabled  Disabled - o
DBS-2000-280/5 s - Auto/Linkdown  Disabled Tunk  Natvel 1 Enabled Ensbled  Disabled Disabled  Disabled o
] & DES-2000-28P/6 6 - Auta/Linkdown  Disabled Tunk  Natvel 1 Enabled Encbled  Disabled Disabled  Disabled - o
7 DBES-2000-28P/7 7 . Auto/Linkdown  Disabled Tunk  Native1 1 Enbled Ensbled  Disabled Disabled  Disabled 0
() s DBS-2000-26p/8 8 - Auto/Linkdown  Disabled Tunk  Natver 1 Enabled Ensbled  Disabled Disabled  Disabled - o
O s Des-20002809 5 . Auto/Linkdown  Disabled Tunk  Natvel 1 Enabled Ensbled  Dissbled Disabled  Disabled o
(] 10 DBS-2000-28P/10 10 s Auto/Linkdown  Disabled Trunk Nativel 1 Enabled Enabled  Disabled Dissbled  Disabled - 0
< >

Now you can select the ports you want to configure.
! This settings will become active immediately!

' TIPP #1: Filter the Switch type and Profile you want, otherwise all switches within the
Profile will be displayed.

DASHBOARD MONITOR CONFIGURE REPORTS SETTINGS HELP.
Conigure [Perserse: 2000ns - || o oesz0002se -1
28 switch ports - e
W #  Switch/Ports Port# Aggregate Link @ ‘Speed downshift Type VIAN Allowed VLANs Portstate PoE PDalive PDIP address RSTP LBD Mrouter port (V!
] 21 DBS2000-28p/21 21 e Auto/ Link down Disabled Tk Nafivel 1 Enabled Enabled  Disabled Disabled  Disabled -

! TIPP #2: provide each switch a unique name, otherwise it might be difficult to differentiate
in between them.

Configure / Switch / Switch Ports

80 switch ports

Switch / Ports
::_l = | DBS5-2000-52-LAB/S51 51 - RJ45: Auto / Link down ;SFP : 1Gbps {auto) / Link down Disabled
u =] & DBS-2000-52-LAB/S2 52 - RU45: Auto / Link down ;SFP : 1Gbps (auto) # Link down Disabled
N DBS-2000-28P/1 1 . Auto / Link down Disabled
- = - DBS5-2000-28P/2 2 - Auto f Link down Disabled
Ji 55 DES-2000-28P/3 3 - Auto f Link down Disabled
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! TIPP #3: when configuring the ports later, at some browsers it will not be displayed
immediately correctly, so refreshing the page can solve this.

For our scenario we need to configure Port 28 as VLAN Trunk with VLAN 1 = untagged and
VLAN 10 = tagged as Uplink to the other Switch.

For our scenario we need to configure Port 24 as VLAN Trunk with VLAN 1 = untagged and
VLAN 10 = tagged as Uplink to the AP.

So now slide the sides, till you reach the port you want to configure.
At first we modify the Uplink, so that the VLANs are being transmitted to other switches too.

Click on the Switch/Port to modify the settings.

Configure / Switch / Switch Ports Portsgroup:| 28 ports - DEBS-2000-28P -

~ | 28switch ports Q - W

DES-2000-28P/27 27 5 RJ45: Auto / Link down:SFP - 1Gbps (auto) jown  Disabled Trunk Natvel 1 Ensbled - - = Disabled  Disabled -

[ | Switch/ Ports L e Allowed VLANs Portstate PoE PD alive PD IP address

(0 =21 DBs-2000-28P/21 21 - Auto/Link down Disabled Trunk Native 1 1 Enabled Enabled  Disabled Disabled Disabled -
O 22 pes2o00-28rr22 22 - Auto/Linkdown Disabled Trunk Nativel 1 Enabled Ensbled  Disabled Disabled  Disabled -
(0 23 DBS-2000-280/23 23 = Auto/1Gbps Disabled Trunk Native 1 & Enabled Enabled  Enabled Disabled Disabled -
(J 24 DBS-2000-280/24 24 = Auto/Link down Disabled Trunk Native 1 > 4 Enabled Enabled  Enabled Disabled Disabled -
(0 25 DBS-2000-28P/25 25 LS RJ45: Auto/ Link down ;SFP : 1Gbps (auto) /Linkdown  Disabled Trunk Native 1 1 Enabled = L2 = Disabled Disabled -
(0 26 DBS-2000-28P/26 26 3 RJ45: Auto/ Link down ;:SFP - 1Gbps (auto) /Linkdown  Disabled Trunk Native 1 : | Enabled = o = Disabled Disabled -

=

25 = - R145:Auto/ 1Gbps:SFP £ 1Gbps (ke /Linkdown  Dissbled Tuk  Matver 4 Enabled - . . Dissbled  Disabled -

Add the VLAN 10 to allowed VLAN:S, so that it can be transmitted correctly.

Update 1 ports

Switch Ports

DBS-2000-28P / Port-28

Port name

Port state Link (RJ45)
Enable Auto
RSTP Speed downshift
Disable Disable
STP guard Link (SFP)
1Gbps (auto)
LBD Port schedule
Disable Unscheduled
Port Cos. Traffic segmentation

o Disable

Type Forward ports

1

owed VLANS
1,10
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(After refreshing the browser) it will be displayed like this, showing that VLAN 10 is now

transmitted correctly.

Configure / Switch / Switch Ports

Port # Aggregate
(J 21 DBS-2000-28p/21 21
O 22 DES2000-280/22 2
O 23 DBS2000-28P/23 23
O 24 DBS2000-280/24 2
(J 25 DBS5-2000-28P/25 25
() 26 Des200028p/26 2
O 27 Des200028p/27 27
[J 28 pBs-2000-28p/28 28

The settings of the AP Port now are exactly the same according to our scenario, so modifying

~ | 28switchports

Speed downshift

Auto/Linkdown Disabled
Auto/Linkdown Disabled
Auta/Linkdown Disabled
Auto/ 1Gbps Disabled
RI45: Auto/ Link down ;SFP - 1Gbps (auto) /Linkdown  Disabled
RJ45: Auto / Link down ;SFP : 1Gbps (auto) /Linkdown  Disabled
RJ45: Auto / Link down ;SFP : 1Gbps (auto) /Linkdown  Disabled
RI4S: Auto/ 1Gbps :SFP - 1Gbps (auto) / Link down Disabled

Port 24 will look like this.

Update 1 ports

Switch Ports
DBS-2000-28P /Port-24

Port name

Portstate

Enable

RsTP

Disable

STP guard

LeD

Disable

PortCos

“Rllowed VLANS

110

Ports group:| 28 ports -

Portstate PDIP address
Trunk Natived 1 Enabled Enabled  Disabled

Trunk Nativel 1 Enabled Enabled  Disabled

Trunk  Natve1 1 Enabled Enabled  Enabled

Trunk Nativel 1 Enabled Enabled  Enabled

Trunk Nativel 1 Enabled

Trunk Nativel 1 Enabled

Tunk  Natfivel 1 Enabled

Trunk Enabled

Link (RJ43)
Auto

Speed downshift

Disable

PoE
Enable

PDalive

Enable

PDIPaddress

Port schedule

Unscheduled

Traffic segmentation

Disable

Forward ports

Apply

Close

Now the APs GuestSSID VLAN also will be passed trough the switch.

Configure / Switch / Switch Ports Ports group: 28 ports -
28 swiitchports
Switch /Ports Port# nk @ Speed downshi Type VAN Allowed VLANs Portstate  PoE PDalive PDIPaddress
[0 21 DBS-200028P/21 2 Auto/ Linkdown Disabled Tumk  Native1l 1 Enabled Enabled  Disabled
O 22 pes-2000-28pr22 22 Auto/Linkdown Disabled Trunk Nativel 1 Enabled Ensbled  Disabled
() 23 DBs-200028P23 23 Auto/ Linkdown Disabled Tunk  Nativel 1 Enabled Ensbled  Enbled
DBS-2000-280/24 24 Auto/ 1Gbps Disabled Tk Nativel 110 Enzlﬂad Ensbled  Enbled
O 25 Des-2000-280/25 25 RJ45: Auto/ Link down SFP - 1Gbps (autc) /Link down  Disabled Tunk  Native1 1 Enabled
(J 26 DBS-2000-26P/26 26 RU45: Auto/ Link down SFP: 1Gbps (auto)/Link down  Disabled Tunk  Nativel 1 Enabled
O 27 DBs-2000-28p/27 27 RJ45: Auto / Link down3SFP: 1Gbps (auto) /Linkdown  Disabled Tumk  Native1 1 Enabled
25 DES-200028P/28 28 RU45: Auto/ 1Gbps SFP: 1Gbps (auto) / Link down Disabled Trunk  Nafivel 110

Repeat the steps now for the Switch with the router Access-Ports.

- 10 -

DBS-2000-28P

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

DBS-2000.26
Q

RSTP

Dissbled  Disabled
Dissbled  Disabled
Disabled Disabled
Dissbled  Disabled
Disabled Disabled
Disabled Disabled
Dissbled  Disabled
Disabled Disabled
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PORTS
OVERVIEW cure ports onthe.
@ 1Gbps @ 10/100Mpbs (@ Disconnected Disabled @ Eror 4 PoE M Miror T Uplink

1 3 5 7 9 11 13 15 17 15 21 23 25 s o7

2 4 6 8 10 12 14 16 18 20 2 2¢ 26 2% 2

Combo
UseProfileconfiguration O Enable @ Disable
Configure / Swiitch / Switch Ports Ports group: | 28 ports - DES-2000-28P -
~ | 28switchports Q -

Switch / Ports Aggregate PDIP address Mrouter port (VI

O 21 DBS-2000-2 2 - Disabled Tunk  Netivel 1 Enabled Enbled  Disabled Dissbled  Dissbled -
O 22 pes-2000-28p/22 22 - Auto /Link down Disabled Trunk Nativel 1 Enabled Enabled  Disabled Dissbled  Dissbled -
O 23 DBS2000-26p/23 3 - Auto/ Link down Disabled Tunk  Nativel 1 Enabled Enbled  Enabled Dissbled  Dissbled -
O 24 DBs-2000-26p/24 24 - Auto /Link down Disabled Trunk Native1 1 Enabled Enabled  Ensbled Dissbled  Dissbled -
(0 25 DBS-2000-268/25 5 - RJ45: Auto/ Link down SFP - 1Gbps (auto) /Link down  Disabled Tunk  Nativel 1 Enabled - - - Disabled  Disabled -
O 26 DBS2000-28p/26 26 = Ry45: Auto / Link down SFP - 1Gbps (auto) /Link down  Disabled Tunk  Native1 1 Enabled - - - Disabled  Disabled -
) 27 - RJ45:Auto / Link down ;5FP : 1Gbps (auto) /Link down  Disabled Trunk Nativel 1 Enabled + - - Disabled  Disabled -
o 28 - RI45: Auto / 1Gbps SFP: 1Gbps (autc) / Linkdown Disabled Trunk Nativel 110 Enabled = S - Disabled  Disabled -
< >

For the Access-Port now select the Port 1 and modify it to “ACCESS” VLAN 10.

Configure / Switch / Switch Ports

= | 28 switchports

Aggregate Link @ Speed downshift Type Allowed VLANs Port state PoE PD alive
IZ\ 1 DBS-2000-28P/1 1 - Auto / 1Gbps Disabled Access 10 - Enabled Disabled Disabled
2 DBS-2000-28P/2 2 = Auto/Linkdown  Disabled Trunk Native 1 1 Enabled Enabled Disabled

Update 1 ports

Switch Ports

DBS-2000-52-LAB / Port-1

Portstate Link (R143)
Enable Auto
RSTP Speed downshift

Disable Disable

STP guard Portschedule

Unscheduled

e Traffic segmentation

Disable Disable

PortCos. Forward ports

Disable

-11 -
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If you want to verify the VLAN working correctly, you can check the device’s FDB
(Forwarding Data Base).

Go to the Switch’s Device overview.

Configure / Switch / Devices
Add device Bulkimport Time frame Last 24 hours - - me
Device name MAC address. PublicIP Local IP Model name Connectivity Power delivered Power budget Tags Configuration status Profile Site Site tag Firmware version
0 1 DES2000.521AB  60:634CATFFE0 2 oeszo00-z (NN - d Synchronized DES2000  DCELAB  Office
O 2 CAEGOAB4A690 93234241168 1921681022 DBs-20002z¢ (NN ow 108w Sinchronized] DES2000 DCELAB  Office 100029 a1
< >

Select the Switch you want to check and then go to “Tools” and select “Run” at the MAC
Forwarding Table.

DASHBOARD MONITOR CONFIGURE REPORTS SETTINGS HELP

Monitor / Switch / Devices / DES-2000-26P DBS-2000-28P -

TooLs

PING MACFORWARDING TABLE

1P address/FQDN PN, “ “ Click"Run’ button to display MAC address (FDB} tab

CABLETEST CYCLE PORT

MAC FORWARDING TABLE

Click "Run” button to display MAC address (FDB) tab

Iatchesin 16 MAC address

# MAC VLAN ~ Port Type

1 1C:5F2B:19:6D:73 10 28 Dynamic
2 5C:C3:07-91:65:ED 10 24 Dynamic
3 00:16:06:88:03FF 10 1 Dynamic
4 78:32:1B:FF:FD:68 1 28 Dynamic
5 Q080 78:E3:B5EF b | 28 Dynamic
— A
o 20 o002 0C0or 7 1 20 Drynamic
i C4:12-F5:1C:16°E0 h | 28 Dynamic

The MAC Address in the FDB is the same as the one from the connected WLAN Client.

Monitor / Access paint / Clients Timeframe: | Last24hours - la - ERENG
# Status Client name MAC address I1Pv4 address. Connected to SSID Channel RSS! Usage First seen Last seen Manufacturer Authentication UserID

1 SCC307:91:65ED 2020203 DBA-2620P Guest WLAN Nudlias 36 54 Obyte 08/12/202013116:58  08/12/202013:3027  HUAWEITECHNOLOGIESCOLTD  None None
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